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ABSTRACT

Critical Infrastructure (CI) failures are aggravated by cascading effects due to interdependencies between
different infrastructure systems and with emergency management. Findings of the German, BMBF-funded
research project “CIRMin” highlight needs for concrete assessments of such interdependencies. Driven by
challenges of limited data and knowledge accessibility, the developed approach integrates qualitative
information from expert interviews and discussions with quantitative, place-based analyses in three selected
German cities and an adjacent county.

This paper particularly discusses how the mixed methods approach has been operationalized. Based on
anonymized findings, it provides a comprehensive guidance to interdependency analysis, from survey and
categorization of system elements and interrelations, their possible mutual impacts, to zooming into selected
dependencies through GIS mapping. This facilitates reliably assessing the need for maintenance of critical
functionalities in crisis situations, available resources, auxiliary powers, and optimization of response time.
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INTRODUCTION

To build up resilience of Critical Infrastructures (CI), infrastructure operators, public crisis managers and
emergency responders need to get a joint understanding of the entire system of systems. With automation,
digitalization and efficiency gains, Cl systems become increasingly complex, and so do their interdependencies.
Preemptive risk management, as well as ad-hoc crisis response therefore need to consider this
interconnectedness (Rinaldi et al., 2001; Little, 2002; O"Rourke, 2007; Lenz, 2009; Utne et al., 2011; Ouyang,
2014). As Georgios Giannopoulos of the Joint Research Centre of the European Commission puts it, ,a
resilience analysis requires assessing the infrastructure from a holistic point of view, enhancing coordination
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and timely response throughout the interdependencies” (Giannopoulos et al., 2012, p. 38). Hence, risks can ,,be
tackled by increasing the capacity of the dependent nodes to withstand the perturbation* (ibid.).

However, there is a general tendency among infrastructure operators to focus merely on their own systems —
resulting in little exchange of information to identify the overall connectedness (Bach et al., 2013). As
Grafenauer et al. (2018) have put it: “As systems become more complex, a clear overview on the consequences
of a problem is harder to obtain”. An insufficient understanding of the dynamics of interdependencies and of the
dynamics of their interplay however may result in ineffective response and poor coordination between decision
makers and disaster managers before, during and after a disaster (Baloye & Palamuleni, 2016; Faturechi &
Miller-Hooks, 2015), which can lead to serious delays in emergency service delivery.

These aspects were the key motivation for performing a qualitative interdependency and impact analysis in the
“Critical Infrastructures Resilience as a Minimum Supply Concept” (CIRMin) research project, running from
June 2016 to May 2019. It aims at strengthening the (joint) preparedness and coping capacity of Critical
Infrastructures in Germany, in order to optimize minimal supply for the population in case of Cl break-downs.
A reliable information basis for decision-making (Clarke, 1999; Heinecke, 2006; Weimer-Jehle 2015) was
created through a thorough system analysis, involving all relevant actors and thus taking inter- and trans-sectoral
dynamics of the systems’ functioning into consideration (Lépez-Silva et al., 2015; Schéatter et al., 2014;
Reissberg, 2012; Giannopoulos et al., 2012). It was accompanied by an open-data-based GIS spatial analysis
and visualization which supported the analytical documentations of key sensitivities, weak spots and demands.

The CIRMin approach was mainly build on a personal exchange of information among experts and with the
researchers. Emergency response, electricity and water supply have been selected as focal sectors, according to
their relevance for civil security in Germany. Through bringing experts from those and further CI sectors
together prior to hazard events, it was intended to provide them with a clearer and focused understanding of
interlinkages and dependencies between their different infrastructure sectors and thus to jointly enhance
resilience building.

As case studies, three municipalities (in Western Germany, Land of North Rhine-Westphalia) have been
selected since this administrative level bears first responsibility for crisis management in Germany. In order to
enable studies on differences and similarities, a metropole city, its neighboring, mixed rural/peri-urban district
and another major city were selected.

RESEARCH GAP

The literature review related to Cl interdependencies and methodological approaches included scientific
publications, grey literature such as guidelines or technical reports and reports on previous or ongoing German
and EU research projects. The following subchapters provide an overview of different approaches to
interdependency analysis as well as a conceptual basis for the performed GIS analysis.

Methodological Approaches to Assessing Cl interdependency

Most approaches of interdependency analysis attempt some kind of quantitative modelling (See e.g. Kroger,
2012; Pederson et al., 2006; Bloomfield et al., 2009; Ouyang, 2014; Dudenhoeffer & Permann, 2006; Hokstad
et al., 2012). However, as Ouyang (2014) puts it in an overview, most approaches need medium to large
guantities of input data with often difficult data accessibility. Also reviews from Bloomfield et al. (2009) and
Pederson et al. (2006) discuss the challenges of data requirements, finding data sets and providing realistic
demonstrations. It is often difficult to capture the potential sectoral and intersectoral cascading effects of supply
breakdowns of critical sectors such as electricity and water in their complexity. On the other side, most purely
guantitative data analyses have been limited to modeling systems in a near-realistic sense that did not
sufficiently reflect the complex and often tight coupling, factors of human behavior and thus, hidden logics of
Cl systems (see e.g. Perrow, 1984). Also, security concerns of misuse by attackers and data sensitivity concerns
are major constraints to information sharing. Bloomfield et al. (2009) therefore propose qualitative approaches
that involve different stakeholder groups at least as a preliminary step.

Another challenge in research projects so far seemed to be consequently applying an intersectoral approach:
Various research projects like MICIE', AFTER", TankNotStrom', MIA"Y, STRESTY, Smart Resilience"’, Nowa
[1Vi, KontiKat¥i and studies such as the TAB Report (Petermann et al., 2010) successfully tackled the above-
described challenges of information exchange. But these projects so far only analyzed unidirectional
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dependencies from single CI sectors, yet no holistic interdependency assessments. The projects Casceff,
Predict*, DRIVERY, and Crisma*' developed practical tools with a high involvement of practitioners, to assess
possible impacts of incidents to (inter)dependent systems at a higher abstraction level, i.e. systems of
infrastructure sectors and their services. They thus demonstrated the importance of actively involving the
practitioners from various sectors in development of interdependent infrastructure models. But still, this
research mainly relied on or was limited to one or two CI systems (Barthe-Delanoé et al., 2015). Broadening the
scope of application of these data bases to the entire system of systems of Critical Infrastructures and crisis
management would make them hardly manageable. This “requires extensive knowledge” about a metropolitan
area, “including e.g. building inventory, systems, and suitable data to characterize the employed hazard models”
(Garcia-Aristizabal et al., 2015, p. 9).

Projects at the European level with an intersectoral approach (such as the Snowball¥ project and Fortress)
have developed computer simulations of various supply sectors. They provided a very far-reaching approach to
viewing infrastructures in their vast complexity as socio-technological systems. Their developed models are
user-centric by involving actively the practitioners and match demands on modern CI resilience approaches
(Bach et al., 2013). But in turn, these elaborate processes rely on vast data sets about a handful of very specific
impact scenarios. As an approach to identifying the key needs for action to prepare a city or region for different
kinds of CI outages, they seem to be too costly and not easy to handle.

Use of GIS Analysis

The development of spatial technologies has been driven by needs for better, easier (Mansor et al., 2004) and
quicker decision-making for emergency response, and for the overall resilience building (GAR, 2015). Many of
the critical problems that arise with extreme events such as floods or earthquakes are inherently spatial, e.g. the
extent of the disaster, on-site crises and number of people in need (Tzavella et al., 2017).

GIS are useful for emergency management by visually displaying key information before and most importantly
during an emergency event (Fekete et al., 2016; Tzavella et al., 2017). In CIRMin, information about disaster
impacts on a system were integrated with emergency operations capability (Petit et. al., 2015), to better
understand and anticipate the consequences of an incident and to support incident management activities (cf.
Petit et al., 2014). Specifically, GIS have been recognized as useful tools to determine the changes in impact on
a geographic area (Robert et. al., 2015).

Scientific advances in utilizing spatial information are demanded in the areas of Cl asset mapping, adding
additional context information, such as technical susceptibility of system components or social vulnerability of
the supplied population (Fekete, 2012a). However, such exposure assessments are not sufficient to capture
effects outside of the initial damage area (such as the flood-zone), which is typical for interdependent and
network type of CI services such as electricity grids (Fekete, et al. 2017). Spatially explicit interdependency
assessments between Cls reaching beyond e.g. unidirectional dependencies from resources or impacts, are still
lacking for Germany.

CONCEPTUAL BASIS OF THE APPROACH

Definition of CI

Critical Infrastructures are defined differently, while overlapping in stressing vital or essential infrastructure
elements and processes from the viewpoint of a (mostly national) government perspective (US Government,
1996; European Commission, 2008, FMIG, 2009). In Germany, CI are defined by importance to the state if their
failure can cause major damages or destabilization of public order (FMIG, 2009). For this study, this definition
of Critical Infrastructures is used: “organizational and physical structures and facilities of such vital importance
to a nation's society and economy that their failure or degradation would result in sustained supply shortages,
significant disruption of public safety and security, or other dramatic consequences* (FMIG, 2009, p.3).

The CI in Germany include nine sectors and selected branches (FMIG, 2009), wherein water supply, electricity
supply, and emergency response, which are the focus of the study, are listed.

Types of Interdependency
Rinaldi et al. (2001) define connections between infrastructures as unidirectional (dependency) or bidirectional
(interdependency). Within the view of complex systems, many infrastructures are connected one way or
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another, directly and indirectly with each other, so that it is necessary to assess the interdependency in a holistic
and systemic way. Interdependent infrastructures also display a wide range of spatial, temporal, operational, and
organizational characteristics, which can affect their ability to adapt to changing system conditions (Rinaldi et
al., 2001).

In this paper, the dimensions of interdependency used are based on the interdependency concepts from Rinaldi
et al. (2001; also: Turoff et al., 2014):

i) Physical interdependency: the state of each is dependent on the material outputs of the other

i) Informational interdependency?: the state of an infrastructure depends on information transmitted
through the information infrastructure

iii) Geographic interdependency: a local environmental event can create state changes in several
infrastructures

iv) Logical interdependency: social and political processes

Conceptual Principals

The resilience of complex systems of Cl can be observed using a systemic and biocybernetic lens, regarding
infrastructures as dynamic and to a large degree self-steering systems. Here, Vester (1988; 1991; 2012)
describes biocybernetic systems as examples for self-contained — and in a sense resilient — systems and sub-
systems, which use a set of rules that make them function in an optimal way. Projecting these examples from
nature on water, electricity or gas supply, transportation, ICT, emergency response and so on, helps in
understanding the dynamics, the existing connections and possible interactions within and between the systems
and thus the overall complexity of critical infrastructures.

For the interdependency analysis, the Vester (1991; 2012; see also Wilms, 2006) approach of system and
sensitivity analysis for complex systems, as adapted by Dierich et al. (2012) (see also inter 3, 2013) to the
specific context of interdependent critical infrastructure systems, has been applied. The method was advanced
by integrating the concepts by Rinaldi et al. (2001) for systematic classification of interdependencies and
Bagheri & Ghorbani (2008) for capturing the variability and dynamic behavior of the complex systems based on
a five dimensions model framework.

METHODOLOGICAL APPROACH

The methodological activities in CIRMin took the above described state of the art into consideration to develop
the mixed qualitative-quantitative approach of analyzing and mapping the interdependencies between various
infrastructure sectors at manageable effort and for crisis situations in general. Employing “Fuzzy Logic”
(Vester, 2012; Malik Management Zentrum, 2014) by means of reducing the information depth of the analysis
of systems and their elements, the method described in the following was deemed appropriate to solve the
above-mentioned handicap of purely data-based decision-support systems.

Sources for data

The basis for the study was the engagement of representatives from CI operators and other project partners from
city, regional and national administration. For each case study, representatives from relevant operating
companies (electricity supply grid operators, transmission grid operators, water suppliers, wastewater and
flooding management and ICT operators) were involved, as well as municipal disaster management officials and
emergency responders.

! There is a slight adjustment to the concept of Rinaldi et al. in this study, as ‘informational interdependency’
was used instead of ‘cyber interdependency’. Rinaldi et al actually defined it in a wider sense as the dependency
on information flow or exchange taking into consideration the actors involved, and as the information and
communication technology used. For the study, we deemed communication and exchange of information among
actors an important focus, and therefore use the widened term of ‘informational interdependency’ as defined
above.
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Qualitative and quantitative analyses have been conducted in parallel with each other. For gathering the
qualitative information, semi-structured interviews and moderated focus group discussions in expert workshops
served as primary data source. In total, 18 detailed (2-3 hours) interviews with in each case 1-3 participating
stakeholders, as well as further telephone interviews have been conducted. Uncertainties have been minimized
by comparison of expert views and their dialogic validation. Six expert workshops involving each 10-15
stakeholders and about 10 researchers took place at decisive points of each methodological step and served to
discuss findings, jointly draw conclusions from them and perform key analytical steps such as the Cross-Impact-
Analysis. Their structure varied from focused discussion to intense co-working. Participants slightly varied but
at least the focal CI units and agencies as mentioned above were always represented - with one exception when
operators from another region in Germany were brought together to evaluate the transferability of the findings
of the interdependency analysis.

Quantitative analysis using GIS applications has been based mainly on available open-source (OS data) and
authoritative (‘official’) data, and its results have been verified by the experts in an iterative process. The
advantage of using OS data or even data that is produced voluntarily on-site by the people in need is that it is the
most up-to-date data that the emergency responders can have at hand before and specifically during a crisis
(however, always depending on the type of crisis) (Tzavella et al., 2017). For this study, before providing
findings to local authorities and to the public, they needed to be screened and selected according to security and
data sensitivity demands. This integrative and joint process provides new empirical and expert-verified
information and at the same time further strengthens collaboration and information exchange among Cl and
emergency management actors.

Qualitative Interdependency Analysis Steps

Following the concepts discussed previously, the chosen approach to system analysis incorporated the
identification and description of critical infrastructure elements and (inter)dependencies in a holistic picture.
Different types of systemic elements have been distinguished for the analysis of the systems, together with
relational processes and interdependencies. As a further step, through the sensitivity analysis according to
Vester (1991; 2012), the identified system elements were aggregated - again with intensive participation of the
Cl stakeholders - to impact factors and juxtaposed in a cross-impact-matrix to assess their reactivity and
dynamic character. The relevant stakeholders were brought together in a workshop, in order to agree on the
definition of a limited number of impact factors and discuss and value their interdependencies.

Through reducing their overall complexity, a complete overview of the interwoven CI systems was to be
achieved; however, zooming into them and finding accurate and reliable information about particular elements
and relationships should remain possible. In both system analysis and discussion of the sensitivity of the
systems, the linkages were considered more important than the singular assets, technologies, actions, etc.
Therefore, structures and processes were considered in an integrated way.

Quantitative Analysis

The main idea of linking quantitative GIS analysis to the qualitative interdependency analysis was to use the
capabilities of GIS in terms of i) visualizing and pinpointing focal interdependencies in a detailed manner and ii)
further analyzing, verifying and complementing the gained information. In the opposite sense, the GIS analysis
also examined the qualitative results for needs of further detailed analysis.

Data was processed through the Extract-Transform-Load (ETL) method®, also to allow for data interoperability.
In order to simplify and semi-automate the processes, spatial ETL tools were used?, for e.g.:

o  Filtering attributes and merging them with other feature classes
e Using attribute val ues to create unique feature classes on the fly

2 Spatial ETL tools are user-created geoprocessing tools that can transform data between different data models
and different file formats. These tools are capable of a wide range of processes and data flows, from simple
format translations to complex transformations, which restructure geometry and attributes. They can be used
as stand-alone geoprocessing tools or run as part of a Python script tool (see https://pro.arcgis.com/en/pro-
app/help/data/data-interoperability/spatial-etl-tools.htm).
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e  Separating data using test criteria
e  Creating line features from coordinate values.

Collected data from different sources has been integrated in an ArcGIS environment. Specifically, available OS
geodata have been utilized stemming from projects such as OpenStreetMap, provided and maintained by the
community of Geofabrik®, the city of Cologne and the international commission of the Rhineiii on actual
damages, flood extent, etc. The flood extent for the area of Cologne was downloaded from the Rhine Atlas
(IKSR, 2001; Rhine Atlas 2015).

After the initial spatial assessments and GIS visualisations, results and some conclusions were presented to the
experts so to verify them. The quantitative research has deliberately been designed as an iterative process of
building a joint knowledge basis for Cl protection and emergency management. Such participatory GIS
approaches have already been applied in other thematic areas (e.g. Pfeffer et al., 2011; Brennan-Horley &
Gibson, 2009; Kwan & Knigge, 2006)

DATA ANALYSIS AND EXEMPLARY RESULTS

The following section shows how the interdependency analysis can be performed in four analytical steps and
presents some anonymized and generalized results that are based on the actual results from the case studies®. For
the quantitative (GIS) analysis, maps containing non-sensitive information and using open source data are
presented for the city of Cologne.

The following analytical steps have been conducted:

1. identifying and categorizing key Cl processes and €l ements;

2. analyzing interdependencies between elements within and across sectors;

3. cross-impact-anaysis. clustering of elements to impact factors and valuing impacts;
4. combining the qualitative analysis results with quantitative (GIS) analysis.

Key CI Processes and Elements

Interviews and discussions with the infrastructure operators and emergency responders in the case study areas
provided a thorough understanding of i) processes and elements which are important to deliver the respective
services to the community, and ii) interdependency linkages with other infrastructures. Given information was
questioned during the interviews with regard to possible supply outage scenarios. The following Table 1
provides a few generalized processes and associated elements - out of the hundreds identified - that applied to
all four case studies.

3 The actual results cannot be made public in detail, in order to respect confidentiality and sensitivity of the data.
Selected findings have been slightly altered and thus anonymized, to be able to exemplarily show them in
this paper.
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Table 1: Selected examples of described processes and elements (Source: own table)

Example Infrastructure Process Element(s) Qualitative description
1 electricity supply supply network network structure, supply areas, existing
supply distribution and supply sub- redundancies
station
2 water supply network control center, main point for information flow and
regulation and which is linked contact with other responsible divisions
repair with alert service  as well as repair works during supply
management breakdowns, communication media
3 water supply repair on-call duty and  cooperation with external sources,
management repairing vehicles capacity and repairing time
4 water supply repair switching the network structure (redundancies),
management distribution automatic or manual, estimated
network system switching time
5 emergency emergency operation leader ~ procedure in operation and decision
response operation making, cooperation with other actors

To analyze and evaluate the systems and processes graphically, elements were categorized as follows:

e actors (depicted as squares)

e technologica processes and facilities (depicted as circles)
e resources (depicted as hexagons)

e measures (depicted as arrow-like hexagons)

e environmental conditions (depicted as rhombuses) and

e entireinfrastructure systems (depicted as octagons).
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Figure 1: Categorization of elements

Interdependencies Between Elements Within and Across Sectors

As previously mentioned, the interdependencies between elements were categorized as physical, informational
geographical, and logical interdependencies. Technical and informational interdependencies clearly prevailed
over geographical and logical ones. Exemplary interdependencies are listed in Table 2:
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Table 2: Selected interdependencies based

(Source: own table)

Crisis-Preparation of Cl through Interdependency Analysis

on interdependency dimensions adapted from Rinaldi et al. (2001)

Sub-process

Interdependencies

Notification of
disruption and
mobilizing
resources

Repairing
activities

Dispatching of
emergency
responders
and vehicles/
engines

physical

Electricity supply of
control center,
electricity supply of
IT system and
communication media

Electricity supply,
transportation
network, fuel supply,
supply with spare
parts, external service
firms (e.g. civil
engineering)
Electricity, water, heat
and food supply of fire
brigade control center

Fuel supply of
vehicles

informational

Mobilizing resources
for (manual) repairing
activities

Contact with fire
brigade

Information exchange
between control
center, repairing
personnel, other actors
(fire brigade and
police forces, crisis
unit)

In case of electricity
cuts: Information
about their severity,
information about ClI
(location, capacity of
existing emergency
power generators)

geographical

In case of
unavailable (public)
ICT: distance to
person/location (for
e.g. courier)

Accessing the
affected areas,
proximity to other
mains, assets and
supply pipes/lines

Distances, traffic,
road conditions,
degree and spatial
extension of
population/ Cls
affected

logical

Legal priority of
public
communication
service in case of
disruption

Existing contract
with external
service firms,
prioritization

Prioritization of
emergency
operations

As an overview, all interdependencies found in a case study have also been depicted graphically, as shown
exemplarily in Figure 2.
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Figure 2: Visualization of the exemplary processes, elements and their interdependencies (Source: own figure)

In the simplified sub-system (Figure 2), information about any disruptions in day-to-day operation through the
remote monitoring system or through notification by the customers is collected at the control center, which will
in turn notify the repairing service or, in major events, the crisis management unit. The repairing service
mobilizes its resources (vehicles with on-call duty) using available communication devices, and the repairing
time would depend on the capacity and location of these resources, as well as on the traffic and street/road
conditions (transportation network) on the way to the affected location. The service vehicles also rely on supply
of fuel at petrol stations, which in turn rely on electricity. In case of a more severe supply disruption, contacts
will be established, and information will be exchanged between the control center of the water supply operator
and the control center of the emergency responder (fire brigade) for preparing possible operations. On the other
hand, the functionalities of the control center depend on electricity supply from electricity substations (although
with redundancies in the supply network and own emergency power generation capacities).

This example only shows a small part of the analysis. The whole system analysis at the end would look more
complex, as exemplarily shown in Figure 3.
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Figure 3: Schematic visualization of the processes, elements and their interdependencies in an anonymized city
(Source: own figure)

Cross-Impact-Analysis: Procedure and Results

The compilation of the elements of the CI systems documents their structure and immanent processes, as well as
interlinkages with each other. However, it does not help in understanding their dynamics, including their
reactivity to major disturbing events and cuts in supply or information relationships. Possible cascading effects
can only be assessed through a sensitivity/ cross-impact-analysis (CIA), as briefly explained above (see also
(Vester, 2012; Weimer-Jehle, 2015; Heinecke, 2006). This can most practically be done by a matrix that
juxtaposes system elements of the different Cls (Wilms 2006; Vester, 1991, 2012). However, as it was
impossible to juxtapose each of the roughly two hundred elements (per case study) with each other, a clustering
to so called “impact factors” was needed. These constitute kind of larger functional units within the systems and
may embrace an entire system (such as the factors “ICT” or “flood control”, see below) or even various systems
(such as the factor “transportation network/ traffic”). Each of the 15 factors was defined precisely by listing up
all assigned elements. This clustering allows reducing the total systemic complexity and hence gives a complete
overview of the considered interdependent CI systems in the respective area/city. It visualizes the ‘system of
systems’.

Assessing the impacts between the factors of the different CI sectors in “Cross-Impact-Matrices” followed
certain rules (see Figure 4, to the left, compare Wilms 2006; Vester, 1991, 2012):

o Both defining the factors and impact assessment was done in a workshop, involving stakeholders from
the concerned Cl sectors, who were divided into three groups according to the three case studies. For
all three different case studies, uniform impact factors were created; however, in another context, other
factors might be selected and defined.

e The assessment was done under the overarching question: “What impact does a serious disturbance of
the functioning of a factor have on the other factors?” The effect partly varied according to changing
focus on the different elements contained in a factor. As risk analysis needs to take into account any
probahilities, these have explicitly not been assessed; unlike in the original and still vastly applied CIA
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approach of Gordon, Hayward (1968), Enzer (1972) and Helmer (1983) (see also Kosow & Galdner,
2008; Weimer-Jehle, 2015; Heinecke, 2006). However, implausible effects have been ignored.

e The assessment of impact strength was done on a scale 0 = no or very low impact/ no relation, 1 =
impact underproportionate/ lower than disturbance, 2 = proportionate impact, 3 = impact
overproportionate/ higher than disturbance.

e Only direct impacts were considered. For example, a problem in water extraction impacted on water
distribution and thisin turn on the end users.

e Participants were first asked to individually assess the impacts. The reasoning behind was then
explained, discussed and documented, and each impact strength was decided in a consensua manner.

v
-
=

P
0

e
bt

1 Impact Factors Electricity Supply 3 Impact Factors Public ICT and Traffic
101  Electricity Distribution 301  Public ICT
102  Grid Control and Monitoring 302 Transportation Network/ Traffic
103  Grid Recovery after Blackout
104 Repair Management, Crisis Management, 4 Impact Factors Water Disposal and Flood Control
Crisis Communication 401 Communal Wastewater Disposal

402  Flood Control
2 Impact Factors Water Supply

201  Water Extraction and Monitoring 5 Impact Factors Emergency Services/ Population

202  Water Distribution (Network) 501 Operative Tactical Crisis Management/

203 Distribution Network Control and Monitoring, Emergency Responders

204 Repair Management, Crisis Management, 502 Administrative Organisational Crisis Management
Crisis Communication 503 Demands and Commitment of End Users

Figure 4: Completed Cross-Impact-Matrix for ‘Anonymized City’ (left) and Criticality of Impact Factors, as a Result
of the Impact Assessment (right) (Source: own figure, unassigned to any concrete city)**

As a result, the total criticality of the factors is manifested in its aggregated active and passive impact scores
(Figure 4, to the right). Each factor was thus located in a criticality graph with the passive sum on the abscissa
and the active sum on the ordinate. Factors that are particularly sensible have both high active and passive sums,
highlighting particular “critical nodes’ in the system, while factors with low sums are rather slowly reacting or
buffering. However, even the latter may be important in singular cases for further cascading effects. Possible
second, third and fourth order cascading effects can be shown through further analytical steps of impact chain
analysis.

Combination of Qualitative and Quantitative (GIS) Analysis

While the above steps helped selecting particularly sensitive or critical nodes within the entire system of
systems, the performed GIS analysis was then used to a) map the selected elements and zoom into the respective
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interdependencies and b) identify critical nodes and interdependencies that had been overseen in the qualitative
analysis. An extreme flood scenario was chosen for GIS simulation. To show the possible impacts of the flood,
the following figure visualizes selected elements of different Cls (fuel stations, emergency response and
electricity distribution assets) exemplarily for the city of Cologne, using OS data and non-sensitive information
(Figure 5).
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Figure 5: Different Cls of the city of Cologne affected by the extreme flood scenario (Source: own figure using open
source data)

First of all, in Figure 5, the spatial exposure assessment of the different Cls to an extreme flood scenario reveals
their geographical interdependency, as various Cls are exposed to flood at the same time. Furthermore, the map
points to dependency of some of the above-mentioned elements (e.g. repairing activities and emergency
response/firefighting) on the transportation network, fuel supply, and electricity supply. In this way, the result of
the cross-impact-analysis was verified, even showing that the impact might have been underestimated given the
geographical interdependency. The identification of such geographical interdependencies and their integration
into an emergency response plan has been covered in detail in Tzavella et al. (2017). From the above results of
the qualitative analysis steps, it was further derived that traffic is a critical impact factor and should be taken
into consideration in repairing management, for operative-tactical emergency/crisis management and for flood
control.
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In order to test these results and get a more precise understanding of their implications for a distinct scenario,
GIS data on traffic density (high road network density and high traffic lights density) was combined with the
location of transformers and the flooded areas. This yielded precisely, which transformers need to be
disconnected due to flooding, and thus which roads, traffic lights and intersections are most critical or — on the
other hand — which ones would presumably not be as much affected as it seems from the more general
qualitative analysis. Thus, effects on response and repairing time (of emergency responders and critical
infrastructure repair management) can be calculated and alternative routes considered. In Figure 6, it is shown
that some transformers are located in the flooded area. Emergency managers can use such information for
planning repair times, considering contraints such as the driving time through flooded road networks (Fekete et
al., 2016; Tzavella et al., 2017).
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Figure 6: Critical infrastructures of Cologne affected from the flood including the traffic lights (Source: own figure
using open source data)

Additionally, further physical interdependencies can be identified using GIS. The road and the railway
networks are physically interdependent when sharing physical structure such as bridges. As observed, all the
trains approaching Cologne are following railway lines that are crossing major road network segments. A bridge
can also carry water lines, IT and gas lines. A failure in these areas could indicate a cascading effect of failures
in the day-to-day functionality of the city.

The identification of these physical interdependencies and the information that is provided regarding the
potential cascading effects mentioned above, could only be addressed through the quantitative analysis with GIS
visualizations of datasets, as they had not been identified before by the stakeholders during the phase of
qualitative analyses. Also, the results of GIS analysis displayed interdependencies that were implied and
“hidden” in combinatory nodes between the different interdependent elements and were unidentified through the
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qualitative analysis. This identification of the ClI at risk adds value to the situational awareness phase of the
emergency management, leading to a timely effective emergency response.

Additional information yielded by the quantitative analysis can be fed back into the cross-impact-analysis, and
of course the preliminary system analysis. It can thus provide supplemental and more precise information for
rethinking the sensitivities between the impact factors.

DISCUSSION: POTENTIALS AND CHALLENGES OF PARTICIPATORY QUALITATIVE-QUANTITATIVE
ANALYSIS

The applied approach brings about the advantage of capturing experiences and subjective opinions of the
participating stakeholders and experts, allowing them to indicate the most critical aspects and challenges they
face in preparing possible supply disruptions. Compared to the existing recent methods of EU research projects
discussed in the literature review, this method has a similar orientation, given its interdisciplinary and
participatory character, but offers a viable solution to the challenge of data acquisition and management.

Specific Methodologic Advantages and Limitations
In comparison to preceding work, the approach disposes of three major advantages: It

i) allows for assessing the interdependencies between various systems and actors at the local level and thus
serves as an iterative informational/advisory system for the decision makers,

ii) does not demand precise data sets from the participants, thus avoiding the often-insurmountable obstacle
of sensitive data sharing or even costly data collection (Garcia-Aristizabal et al., 2015), and yet

iii) provides relevant information both in specific detail (combined qualitative description of key elements
and analysis of their nodes and quantitative GIS analysis), as well as on a more abstract but all-embracing
level (cross-impact-analysis using aggregated impact factors), thus drawing the entire picture.

The approach therefore serves as an ideal basis for further processing of information, e.g. in building reliable
scenarios, or building up a systematized geo-databases (see e.g. Herrera et al., 2015). In particular, it can serve
for providing an appropriate informational basis for interorganizational crisis communication and joint situation
analysis tools, such as Alphakomm (Tdppel et al., 2017) or its predecessor SIMKAS-3D. However, even
though the system and cross-impact, as well as geospatial analyses can be performed in detail for the
interconnections between different (sub-)systems, it will only be able to serve as an important informational
basis for a general understanding of the functionality of systems and their embeddedness, and for local or
regional crisis-scenario-analysis. Further data-based and detailed analysis is still needed when it comes to
precisely understanding technical interfaces.

The Challenge of Involving Practitioners and Exchanging Information

The chosen format of interviews and workshop discussions helped to prioritize information dialectically
together with the experts. For critical system nodes and (inter)dependencies, more detailed information was
gathered. Contrasting or even contradicting expert opinions could be discussed right away. On the other side,
much of the subjective information gained from the experts needed to be cross-checked with other expert
statements and information from existing research or other reliable sources. Concerning particularly the GIS
analysis, plausibility checks through the involved experts allowed for valuable outcomes even from analyses
based on lower quality open source data.

Initially, the participatory procedure faced the challenge of building trust between the involved experts and the
researchers. As it demanded much time from the former to provide the needed information in workshops and
interviews, they showed a certain initial skepticism. This however vanished at the point when they more clearly
saw the direct benefit for themselves, namely, to exchange information about mutual dependencies and
weaknesses for the first time outside of specific exercises or formal frameworks. Cl operators and emergency
responders recognized that they have had contrasting expectations or an incomplete understanding of service
availability of the other Cls in crisis situations beforehand. They turned out to be willing to providing insights
into dependencies and crisis management of their companies.
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During focus group discussions, the associated partners and other potential users were repeatedly shown
demonstrators of the interdependency and GIS assessments and interview results. They were asked not only to
give feedback on possible improvements, but also to indicate further demands and type of documentation so
they could benefit from the results. The stakeholders confirmed their usefulness e.g. in terms of i) justification
of their work on security and emergency management, ii) intensifying the CIRMin-triggered knowledge
exchange parallel and even after the end of the project (in bilateral collaborations) and iii) applying GIS
planning instruments for emergency back-ups and resource planning.

CONCLUSION AND OUTLOOK

The interdependency analysis presented here offers several advantages, namely that it provides a way to
understanding how different CI systems function i) separately (identification of system structures within each
sector) and ii) in interaction (intersectoral interdependencies). Based on qualitative information and analysis, it
captures not only the structure, but also the dynamic between technical, social, and communicative elements of
the CI systems. This is important for being able to adopt effective resilience-building (Krdger, 2012). The
combination of qualitative and GIS (quantitative) interdependency analysis yielded a comprehensive overview
of what measures are needed for coping with possible disruptions and maintaining the functionalities of CI in
crisis situations. It points out to indispensably needed resources for Cl operation, redundancies in the supply
networks and auxiliary powers, and gives hints how to optimize repairing activities, crisis management and
response time. Also, in the particular research context, the documented approach helped identifying critical
elements and impact factors that are relevant for providing minimal (or reduced) supply for the population. Such
provision can enhance the resilience of the population to specific risks, since a thorough crisis preparation
allows for a quicker bounce back to normal.

As an add-on to the documented analytical work and subject to further research, cascading effects may be
visualized in the form of risk maps, showing the affected elements and their risk level to fail. This would require
further spatial analyses, classifications and weighting of criticality levels, as well as a categorization of
processes according to geographical relations. The resulting maps would finally provide an aggregated
criticality level of the different elements per area.

Even though CI systems inside and outside of cities differ in detail, their main structures, processes and
interdependencies show similarities. The presented methodological approach can hence be transferred to other
areas, by some limitations: Firstly, the authors are at the same time involved as observers and participants in
such a participatory approach (Fekete, 2012b). This limits their abilities to recognize certain constraints.
Secondly, all case studies are located within the same region. Nonetheless, if key conditions are comparable,
transferability should be possible to other German regions and even into other countries. Thirdly, readiness for
co-creating knowledge is the decisive factor for applying the approach presented here.
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