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Abstract

A mathematical framework is presented that allows to describe quantitatively and in an
integrative way the risk of safety and security constellations. Thereby, great importance
is attached to a clear notation with a sound semantics.

Based on a role model with the three roles »source of danger«, »subject of protection«
and »protector«, risk is modelled quantitatively using statistical decision and game
theory. Uncertainties are modelled based of probability distributions, whereupon
probability is interpreted in a Bayesian context as a degree of belief DoB.

The set D of sources of danger is endowed with a DoB-distribution describing the
probability of occurrence. D is partitioned into subsets that describe dangers which are
due to random causes, carelessness and intention.

A set of flanks of vulnerability F is assigned to each subject of protection. These flanks
characterize different aspects of vulnerability concerning mechanical, physiological,
informational, economical, reputational, psychological, ... vulnerability. The flanks of
vulnerability are endowed with conditional DoBs that describe to which degree an
incidence or an attack will be harmful. Additionally, each flank of vulnerability is
endowed with a cost function that quantifies the costs which are charged to the subject
of protection, if it is affected by a harmful incidence or attack.

With these ingredients the risk for the subject of protection can be quantified based on
an ensemble functional with respect to all sources of danger and to all flanks of
vulnerability. Depending of the respective subset of dangers such a functional is an
expectation (case of random causes and carelessness) or a selection operation (case
of intention), where in the latter case the attack will presumably take place at the
weakest flank of vulnerability.

The calculated risk can be opposed to the cost of protection measures that are offered
by the protector in order to foster an effective and economical invest decision.

From an attacker’s point of view a utility function is formulated which a rational attacker
presumably would use to evaluate his cost-benefit ratio in order to decide whether he
attacks and which of his options he exercises.

The challenges of the approach are the determination of the cost functions and
especially the estimation of the probabilities (DoBs) of the model.

The model can be used to simulate and evaluate the endangerment of subjects of
protection quantitatively.
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1 INTRODUCTION

Safety and security share a lot of commonalities. Nevertheless, measures and systems
to provide and ensure safety and security are planned and implemented often
independently by different experts. If both aspects were treated in an integrated
manner, synergies could be realized and costs could be reduced.

If we want to ensure safety and security of such complex systems like critical
infrastructures and socio-technical systems, many disciplines will be stakeholders:
engineering, law, economics, humanities, social sciences etc.

Up to now, there is no established common formal language concerning safety and
security and no common language across all involved disciplines. The aim of this paper
is to propose a quantitative mathematical approach that could serve to describe and to
analyze safety and security problems in a unified fashion and to plan and optimize
dedicated measures and systems.

1.1 Related Work

The frameworks of statistical decision and game theory are mature and approved
methodologies which have been applied to many different domains, foremost to
economics [1]. In combination with attack trees, game theory has been already applied
to model rational attackers [2]. Some aspects of the approach presented in this paper
have been already proposed in a preliminary qualitative formulation in [3] and [4].

1.2 Safety and Security

The terms of safety and security only make sense in the face of some danger that is
supposed to be able to cause damage. It emanates from some »source of danger« d,
propagates over a certain »path of transmission« and has effect on a »subject of
protection« s (see Fig. 1). The path of transmission is everything between d and s that
is needed to transport the hazardous effect. It belongs neither to d nor to s.

In case of e.g. a radio-controlled explosive device this path comprises the radio link
between trigger and device as well as the air between the device and the target that
the bomb fragments have to pass. In case of a tsunami it is the water between the
epicenter of an earthquake and the shore.

The danger hits the subject of protection s at some of its »flanks of vulnerability« F
that can be of different quality (mechanical, chemical, psychological, financial,
informational, ...). The flanks of vulnerability do belong to the subject of protection and
are under its control.
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Fig. 1: Relation between a source of danger d and subject of protection s. D and S
denote the sets of sources of danger and the set of subjects of protection, respectively.
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The two examples mentioned above — explosive device and tsunami — illustrate two
fundamental categories of dangers: willful and unintended. If a danger is willfully
applied, we are in the domain of security. If it is unintended, we are in the domain of
safety. A willful endangerment by human beings can be used on the one hand as a
means to achieve some (material) goal, e.g. in the case of robbery. Or it can be
executed as a purpose of itself, e.g. in the case of vandalism or amok. The source of
unintended danger may on the one hand be human carelessness that may
underestimate or even ignore damage. Or the origin may be a random event such as
an unforeseeable technical fault or a natural event (e.g. an earthquake). Fig. 2
illustrates this categorization.

Danger (D)

=1 =

Willful (Dy,) Unintented (D)

As Purpose As a Means By Carelessness By Random Events
(DWP) (DWM) (DUC) (DUR)

Controllable by causing cost to the
endangering subject proportional

to the damage
Protection process doesn't converge, Protection process can converge
oscillates
Domain of Security Domain of Safety

Fig. 2: Categorization of dangers with respect to safety and security. d €D, are
called “attackers” and deD, are called “causers”. In the cases of an attacker
d € Dy, or acauser d € D, the pertaining risk can be influenced by costs charged
to d (penalties, money,...), so that d will be deterred from attacking or so that d is
urged to act more carefully, respectively.

From a game theoretic point of view there is another interesting interpretation of safety
and security [3]. With respect to safety the subject of protection s plays a game against
nature. His opponent behaves like a random process. Based on a statistical analysis
the distribution which characterizes the opponent can be learned and counter
measures can be applied to reduce the risk. Especially if the distribution does not
change with time, a stationary safety level can be attained with passive measures.

In contrast, regarding security, the adversary behaves intelligently. In this case, the
subject of protection s plays against a strategically acting opponent who evades of
being understood, who analyzes the weaknesses of S and who selfishly tries to
maximize his benefit. Therefore, measures will be answered with counter measures
and no stationarity will be achieved (see Fig. 2).

A further issue becomes clear from the discussion so far: an attacker who is a rationally
acting agent does not randomly attack any of the flanks of vulnerability. Instead he will
attack the flank which is must promising for him to achieve his goal. Relating to
security, this directly leads to the following minimum principle: The weakest flank
determines the degree of vulnerability.

Moreover, whether we are in the domain of security or of safety only depends on the
source of danger d and does neither depend on the path of transmission nor on the
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subject of protection s (see Fig. 1). E.g. if a fire was caused by an arsonist, we would
have a security case. If however the fire was caused by an electric shortcut, we would
assign it to safety. Relating to the path of transmission and to the subject of protection
both cases need not to be distinguished, since both lead to the same consequences.

2 ROLE AND RISK MODEL

21 Roles

The goal of each measure to increase safety as well as to increase security is to
prevent the subject of protection from harm caused by dangers. Therefore, we define a
third role beneath the already introduced source of protection s and the source of
danger d: The »protector« p. It is first of all a role, not necessarily an entity separate
from s. When any s protects itself without any external help, p and s are coined by the
same entity. With the introduction of p we can concentrate all measures of protection
onto this role. That are (see Fig. 3): To detect and possibly neutralize the source of
danger directly, to elongate the path of transmission in order to weaken the hazardous
effect, to cover the subject of protection and to harden its flanks of vulnerability. A
necessary precondition for the relation between the subject of protection and its
protector is trust, in case of S and p are separate entities often confirmed by a contract.

To complete the relations between the three roles in Fig. 3 it should be made clear, that
except for unintended danger by random events (see. Fig. 2) there is always some flow
of value from s to d. That is expressed by the relation s »enriches« d.

Trust,
Contract
S5 Flanks of Covers PE P
Vulnerability F Hardens
Has effect on
Enriches™ Path of Elongates
Transmission
Detects
deD :
Neutralizes

* Not for danger from random events

Fig. 3: Roles and relations between them. Note that the different roles can be played
by different entities but coincidences are also possible. E.g. someone can be a danger
for himself or someone can protect himself.

2.2 Formalization of Ingredients

In this section the entities, attributes and relations of the considerations above are
formalized and quantified using the well-established approach of Bayesian statistical
decision theory [1]. Probability is used in the broader sense as a degree of belief
(DoB). This interpretation is a generalization of the classical frequentistic meaning of
probability, which however is still compliant with the axioms of Kolmogorov [5], [6]. All
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quantities relate to a time interval of length T, within which they are assumed to remain
constant.

S=S
These subjects s€S have budgets b(s) for safety and security measures and flanks

uS uS uS denotes the set of subjects of protection.

Persons Objects Systems Legal Interests

of vulnerability f €F, .

Dangers (attackers, causers) d are elements of the set of sources of danger
D =Dy, U Dy,,w DU Dy, , where the indices have the following meaning:

WP: Willful danger as a purpose (vandalism, amok, ...)
WM: Willful danger as a means (burglary, robbery, ...)

UC: Unintended danger due to carelessness or negligence (inattention, breach of
duty)

UR: Unintended danger with random characteristic (technical failures, natural
disasters)

We define two further subsets D, :=D .uD,, and Dy, =D, UDy,, that structure

the dangers D =D, UD,; into a willful and an unintended subcategory.

In the following d € D, are called »attackers«. Attackers perpetrate attacks a which

are pooled in the set of attacks A, a € A . An attacker has a budget b(d) with which he

finances the effort of an attack. The attacks a an attacker d is able to perform are
summarized in the subset A, Cc A..

Sources of danger d € D, due to carelessness generate incidents i, which are pooled
in set of incidents I, i 1. In the following d € D, are called »causers«, because they
cause incidents. The set of incidents referred to a causer d € D, are summarized in
the subset I, cI.

If an attack or incident happens, the success (harm) of such an event is quantified by
the degree of success f €[0,1].

An attack or an incident on s via flank f with success £ costs s: c(s, f, /) e[O,oo).
Vulnerability with respect to attacks or incidents is modelled as a DoB-density.
Py (,8 i,S, f) and p,, (ﬂ a,s, f) describe the DoB-densities for the degree of success

L, if a respectively i hits s via f .

Remark: In the case that the costs c(s, f,f) are proportional to the success £, i.e.
c(s,f,pB)=p-c(s, ), costs and vulnerability can be factorized:

[ieGf.0) - (Blis f)df =c(s, f)-v(s, f.i), where v(i,s, T):=E {5}
= j“] B-p,(B1,s, )dp is the mean success-DoB of an incident i.
Causers of danger due to carelessness deD,. are charged with costs

x(s, f,8)€[0,x, p,,]- These costs correspond to a penalty for d for generating an

incident i el hitting s via f with success f. The higher the costs for d the lower the
probability of an incident generated by d should be (deterrent effect).
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A protector peP provides safety and security measures m(s, f) e M for the flank f of s.

M denotes the set of available and M =M the set of implemented measures. A
measure m costs s the amount c(m(s, f)). Of course, s can only effort measures

according to his budget. This introduces the constraint zmeM* c(m(s, f)) < b(s).

Measures m(s, f) should reduce vulnerability, i.e. the success of attacks and/or

incidents, and/or the probability of occurrence of attacks and/or of incidents. However,
m(s, f) is modeled such that it does not reduce c(s, f,f).

The following quantities are to be understood from the attacker’'s point of view.
g(s,f,f) denotes the gain due to an attack on s via f with success f.
Psucess (B 18,8, T) is the DoB-density for success g, if a hits s via f. ¢, .(a,s, )
describes the costs due to the effort for executing an attack a on svia f. ¢, (s, f,5)
denotes the monetary equivalent to a penalty for an attack on s via f with success £.
And finally, Pr(Penalty]|s, f,f)=1-Pr(—Penalty|s, f,f) denotes the DoB for a
punishment of an attack on s via f with success £3.

2.3 Quantification of Risk

The total risk R, of a subject of protection s from the point of view of s can be

expressed as: R = R, + R, , where Ry denotes the describable part of
——

s total * 7

——
Model  Outside modelling scope

the risk and R,denotes that part of the risk, which cannot be modelled. Hopefully,
measures m reducing the modelled part of the risk R, should not increase R, for more

than this reduction, i.e.. AR, . (m)=R (without m)—R (with m) > 0 with

S_absolut

AR, (m):= R, (without m)—R (with m) > 0.

s_absolut

The risk R of s from the point of view of s can be expressed as:

R=3 3 S o f.f)p(Blis f)df Pryils.f)

deDy iely feF

+ Z Z J.OI c(s.f.8)- py(Bla,s, fydg -Pry(als, fy + z c(m(s, f))

deDy aeAy meM”

Pr,(i|s, f) denotes the probability of occurrence (DoB) of an incident caused by d on s

viaf. Pr,(als,f) is the probability of occurrence (DoB) of an attack of d on s via f .

The first summand of R, corresponds with the risk relating to safety, the second

quantifies the risk relating to security and the third addend numeralizes the costs of
deployed measures m. Thus, R, unites the rating of safety and security and also

considers the efforts for reducing the risk.
Compared to statistical decision theory [1], additionally to the classical risk factors
probability and cost, with p,,, which models the vulnerability, a third factor comes into

play. This is in accordance with the approaches in [7] and [8] whereas we formulate
this third factor as a conditional DoB-density, so that compliance with probability theory
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is preserved. E.g. p,(F]|1,s,f)-Pr,(i|s,f) is equal to the joint DoB-density
p(i,S|s, f) for the occurrence of an incident i with success f given s, f.

Only if an attacker coincidentally has motivation, power and occasion, he will undertake
an attack. Therefore, Pr,(a|s,f) is modelled with a product of three DoB factors:

Pr,, = Pr, Pr,

w Motivation - Power rOccasion .

f .=arg max{mix{Ud (a,s, f)}} is the most beneficial flank of vulnerability of s from the
fek achy

viewpoint of the attacker d.

To quantify the awaited benefit for the attacker d perpetrating an attack a on s via f, the

utility U, (a,s, f)e[U U x| is modelled as:

min, d ?
1
Uy(@5,1)= [ 905, T, ) Py (B12,5. F)dB = Cig(ass, 1)

1
_j‘O CPCnalty(S’ f ’ﬂ) : Pr(Penalty | S’ f 7ﬁ) ’ pSuccess (IB | a9 S’ f )dﬂ

1
U,(as, f)= jo [9(5. £.8) = Cpupa (5. . B) Pr(Penalty [s. . 8) |geees (B 2.5, F)dB
_CEffort (a’ S’ f )

whereupon ¢, .(a,s, f)<b(d) holds. Obviously, it is straight forward to apply the risk

modelling approach also to sets S of subjects s of protection who are endangered by D.
In this case, the risk simply can be calculated by summing over S: R = ZSes R, .

2.4 Introduction of Temporal Dynamics

Up to now, all quantifies have been treated as they were constants relating to a time
interval of duration T. In order to cover real world problems, it is necessary to equip the
approach with a time dependency. If, for example, a measure m is implemented to
improve the security level of s, this will influence the behavior of an intelligent opponent
d. Within a longer time period T this would couple the different quantities implicitly and
would make the interplay between s and d obscure.

A straight forward approach is to model all quantities as time series. An upper index
k eN, denotes the discrete instant of time. Additionally, a transition operator D~ is
introduced that maps the relevant quantities from time step k to k+1.

(bk(s),mk,..., pvk,Prg,Prvkv,RSk,ug)—WcD (bk“(s),mk“,..., ka“,Prg“,Prvk;‘,Rsk“,udk“)

It is assumed that the time discretization is fine enough to keep pace with the dynamics
of the modelled system, so that all quantities can be assumed to remain constant within
a time step k.

For example, the influence of a security measure m* implemented at time k on
b (s), p,,Pry,R, and U, is modelled by the change from b“(s), pl\,Pr;,RS and UY to

W»s s

b (s), pi*', Pry" ,RE" and U™ accomplished by the transition operator ®* .

S

3 CONCLUSIONS, CHALLENGES, AND SUMMARY

Based on a role concept we have introduced a mathematical framework that allows to
model the risk of a subject of protection with respect to safety as well as with respect to
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security in a unified manner. The roles and quantities have clear semantics, which is a
helpful prerequisite to determine the model parameters quantitatively, if the framework
is applied to real problems. Nevertheless, in practice it is very challenging to estimate
the involved quantities with sufficient precision. Especially the estimation the different
probabilities is far from trivial. If attacks or incidents occur very seldomly, frequently
there is not enough data available to perform a standard statistical analysis. The only
way out is to adopt the wider interpretation of probabilities as degrees of belief (DoB).
Within the Bayesian statistics this is the usual semantics of probability. It allows in the
extreme case to use probabilities to express subjective beliefs of an agent [5], as long
as the syntactic rules for the calculation with probabilities, i.e. Kolmogorov’'s axioms,
are not violated.

The quantitative formulation of the risk of the subjects of protection and of the utility of
attackers should allow to run simulations, e.g. Monte Carlo or agent based simulations,
in order to compute the risk numerically and to generate plausible event sequences
according to a simulated game between instances of the introduced roles.

Future work will be focused on methods to estimate the parameters of the model and to
apply the approach to real world safety and security tasks. Furthermore, we strive for
an UML-based conceptualization of all terms of the model according to the ideas
proposed in [9] and [10]. The further development of the modelling approach will be
especially pursued within the working group “Themennetzwerk Sicherheit’ of the
German National Academy of Science and Engineering acatech.
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