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Abstract. Medical digital twins (MDTs) can support health profession-
als in many ways, such as in achieving a more precise diagnosis or in
developing better treatment plans. For that, MDTs will need to process
patients’ data from multiple sources and will have to govern access to
that data by health professionals from multiple institutions, and at the
same time support collaboration and data sharing between them. This
raises questions regarding trust and the security of processing. We illus-
trate two medical use cases where MDTs can have a significant impact
and discuss the security scope of our MDTs.

Keywords: Digital patient twins - Data protection - Access control -
Cyber security.

1 Introduction

Medical digital twins (MDTs) denote a comprehensive model of a patient’s his-
tory and health status. Ideally, it is based on anatomical, physiological, diagnosis-
and treatment-related information from multiple sources. While often incom-
plete, it may also provide derived information about the patient based on known
relations between the medical data. A medical digital twin also comprises infor-
mation that is among the most critical and sensitive data according to the EU
GDPR (General Data Protection Regulation), motivating a dedicated approach
to secure such MDTs, which is further described in this paper. This approach
goes beyond the current state of technology, in which mostly the transmission
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of medical data and the perimeter around medical data repositories are secured,
while the medical data itself remains readable and exploitable.

It is essential to be able to transparently share the data contained in MDTs
in a fine-grained way to give medical experts in different institutions access to
certain parts of the data. The use of MDTs can be distinguished into four different
groups. First, patients should be able to grant access to all data related to a
specific disease for which they are treated. It should, second, also be possible to
grant this access related to a treatment process across several treatment facilities.
In research use cases, it is also necessary to receive access to data to build patient
cohorts based on, third, certain patient features or, fourth, on organ-specific
features. All use cases should be supported by easy and usable ways to grant
access to specific data attributes and to use the MDTs on the medical side.

A digital twin that processes medical data of a patient requires extra care
in its operation due to the sensitive nature of the data being processed. On a
technical and organizational level, “extra care” translates to the implementation
of measures to ensure, inter alia, authorized access, data integrity, authentic-
ity, and confidentiality. Those are classic IT security goals which apply to the
operation of a medical digital twin, too.

For every security goal, many technical solutions exist to protect the data,
including access control frameworks, schemes for message authentication, digital
signatures, and encryption. The challenge is to make them work together and
enforce the security goals within an organization, and even more challenging
beyond it, e.g., when patient data is to be shared back and forth between a
physician’s office and a hospital. MDTs are expected to flourish the most when
medical data from different sources, like different institutions, are available to
enhance the analysis of a patient’s condition, to achieve a more precise diagnosis,
and to allow health professionals to develop better treatment plans. We share
that vision and therefore consider the flow of medical data as an important
building block for an MDT. However, uncontrolled data flows may erode trust
in that concept. Therefore, any solution should involve patients so that they have
a say in where their medical data goes and technically enforce those decisions,
e.g., by encrypting data for specific recipients. However, there can be a fine
line between giving patients control over their data and overburdening them
with micro-management of who gets to process which of their data. In addition,
a solution should also take into account that patients may want to delegate
that control to a trusted entity, e.g., a family doctor, a relative, caregiver, or a
medical center. Finally, the sharing of MDTs for medical research should not be
overlooked in the implementation of access control mechanisms and the access
control process should support both denying and granting access in a usable way.

The contributions of our paper are the following: We provide an overview
of the current research landscape on MDTs and usable interfaces for patients
and medical experts. We contribute a new definition for secure MDTs that goes
beyond the current perimeter- and transfer-oriented security concepts. We show
new possibilities for the secure use of MDTs that are not easily feasible with tra-
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ditional approaches and provide two example use cases in the areas of Parkinson’s
disease and inflammatory bowel disease.

2 Related Work and Background

The essential concept of a Digital Twin (DT) was first described by Grieves
for manufacturing organizations [12]. In his concept, he described a physical
object (PO), like a manufacturing machine, and a corresponding instance of a
digital model/process (i.e., the DT) that mirrors the state of the PO using a
bidirectional connection between them. The connection between the two entities
should allow data to flow from the PO to the DT and vice versa. Data from the
PO updates the DT’s state model of the PO while data from the DT can adjust
the PO’s settings. However, the DT can be more than a remote control as it may
process data from additional sources, e. g., data from environmental sensors, to
find and propagate settings that may further improve the PO’s performance. In
[26] and [19], an overview of recent background and details on DTs in general
can be found. Of course, DTs are not limited to manufacturing but have also
been discussed for other fields like agricultural production [27], medicine [3,8,
25], or smart cities [4].

A medical digital twin (MDT) can be described by observations of and mea-
surements taken from a patient [9]. By processing a patient’s data, an analytical
model can be built that provides a holistic view of the patient [13] which may
support health professionals in achieving timely diagnoses, possibly simulate dif-
ferent diagnostic scenarios, and to develop personalized treatment plans [11].

If we view an MDT as a holistic medical data model of a patient, then only
a part of it will typically be required by a health professional. That part, say
medical data on the patient’s heart condition, can be regarded as state data
which can be processed on its own, e.g., by a heart MDT. An MDT “factored
out” like that can be seen as a separate DT instance (DTI) that may have
connections to other DTIs, e. g., a lung MDT. Following that, a DT aggregate —
comprised of DTIs— comes to mind that “allow|s| for a larger and more complete
dataset regarding the operation of a type of physical object” [16]. Similarly, Hafe
et al. speak of a sub model of a DT when it comes to sharing parts of a DT [14].
Shared digital twins are of particular interest in the medical field because they
can facilitate more effective collaboration among health professionals [25].

Information security is paramount for MDTs as a compromised MDT may
have direct or indirect consequences for patients — and that includes more than
their health. In its foresight report for 2030 [10], ENISA expects the “exploita-
tion of e-health (and genetic) data” to be among the top threats by 2030 and
says that such sensitive data “may be exploited or used by criminals to target
individuals or by governments to control populations, e.g., using diseases |...]
as a reason for discriminating against individuals”. In addition, a compromised
MDT may draw wrong conclusions about a patient’s current state of health.
In [18], general attack principles (e. g., eavesdropping) and defence mechanisms
(e.g., encryption) for industrial cyber-physical systems are discussed that also
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apply to MDTs. Many defence mechanisms work well within an organization,
like role-based access control (RBAC) [21]. However, when data leaves the con-
trol sphere of the organization, like with a shared MDT, the same or similar
level of control over the data is no longer guaranteed. Data encryption is always
an option for protecting shared data, but it is not a panacea, as implementing
cryptography-based access control across organizations can be complex [29].

3 Medical Digital Twins

In the following, we use the term medical digital twin (MDT) in two ways.
Firstly, we refer to an MDT as a collection of the medical data of some patient
and secondly, to relate to the system that holds, processes, and provides access
to that data (see Fig. 1).
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Fig. 1. Usage of a secure MDT: Data owner sets access conditions. Medical practition-
ers who fulfil these conditions can access the encrypted data. [17]

3.1 Shadow of a Medical Digital Twin

A digital twin can be considered as a numerical model of a physical process
or an object. In case of digital patient twins, it quickly becomes obvious that
a comprehensive modelling of all physiological processes going on in such an
organism seems infeasible. Therefore, a medical digital twin in our concept always
focuses on a subset of relevant aspects. This can be organ-driven (e. g., a digital
twin of the heart), focused on a specific disease and the related therapy process,
or more generally on a patient journey covering patients’ pathways through
treatment and the hospital.

An MDT —no matter what it specifically represents — acts as a data repository
and therefore requires well-defined data structures. This allows for an aggrega-
tion of medical and health-related data. An MDT can contain information like
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attributes from an electronic health record, additional attributes that are rele-
vant for medical research, sensor parameters as well as patient diary entries. For
storing and accessing those data entries, data needs to be managed accordingly.
When considering specific use-cases of an MDT, a shadow [2]| of the compre-
hensive MDT needs to be created. That means a specific subset of data struc-
tures is used for representing the case-related data, like relevant lab parameters,
image-derived biomarkers, medication information, and many more. In addition,
that data needs to be made accessible to the involved physicians, patients, med-
ical nurses as well as other relevant stakeholders. Another important aspect is
the integration of analysis capabilities that work on the data contained in the
medical patient twin. As an example, a shadow focusing on a cardiology-related
use case might integrate algorithms for detecting abnormalities in ECG data.

3.2 Collaboration, Data Sharing, and Security

A crucial aspect to be considered is that an MDT contains personal data and
thus, in Europe, falls under the General Data Protection Regulation (GDPR)
which governs the prerequisites, safeguards, and rules for any processing of such
data. Of course, additional regulations and national laws regulating the health
sector may exist but, in this paper, we focus on the security aspects of data
protection. To be practically useful, an MDT needs to consider both the medical
application and information security. For that, secure methods for populating the
medical patient twin as well as accessing the stored data need to be provided.
Our approach aims for a solution where even if an unauthorized person gains
access to the MDT infrastructure the data stored therein cannot be read.

From a pure network-security point of view, MDTs may just look like another
distributed system for which plenty technical and organizational measures come
to mind that may be employed to achieve overall security, see for instance [18§].
While an MDT is an application that heavily relies on networks, and thus surely
benefits from network defence mechanisms, it is also about sharing and process-
ing medical data. This requires more than encrypted data transmissions, where
data is typically encrypted during transport only. Once the data is received, it is
unclear how the data will be protected afterwards, e. g., how confidentiality and
access control are implemented at the receiver’s end, if at all. In our view, an
MDT is about collaboration and hence, an MDT may be accessed by different
user groups, e.g., the patient, health professionals from different departments
and different organizations, or medical researchers. Naturally, each group will
literally and technically have its own view on the MDT. In the following, we will
refer to a selected portion of the detailed medical data contained in an MDT as
a shadow (of the MDT).

A shadow may be plain data, data derived from an MDT, or both. From an
operational and from a security perspective, a particular shadow only needs to be
accessible to a certain group. For instance, if a patient is referred to a specialist,
the specialist will only need access to a specific shadow of the MDT, i.e., to a
limited data set. Likewise, if an MDT provides a research shadow, e. g., selected
pseudonymized or anonymised patient data, medical researchers from different
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organizations may be given access to that data. Still, access to an MDT must
only be given to qualified people, i.e., individuals that received an authorization
for accessing the MDT. For instance, a specialist with access to some patient’s
MDT may want to discuss the condition of the patient with a colleague and for
that may want to share a shadow of the MDT with their colleague, who may
or may not be working at the same practice. Likewise, a patient may see a new
physician and wants to share their medical history with them. For all that, the
specialist /patient needs a way to authorize access to a shadow of the MDT for
another health professional. In addition, if a shadow needs to be processed by
another organization, it must be securely transferred to and securely stored by
that organization. Employing encrypted transmissions and encrypted storage,
like full disk encryption (FDE), are a bare minimum to achieve that.

FDE does not protect individual shadows but all of them at once. At first
sight, this seems to solve the problem of secure storage, but it does not. The
problem is that “protecting all at once” in that case also implies “compromis-
ing all at once”, which may happen when an online attacker gains access to the
system that in turn has access to the encrypted storage. To that system, and
hence to the attacker, the encrypted storage is “logically unencrypted”, since
the system automatically decrypts the stored data before it passes the data to
the medical application that wants to process it. To mitigate such attacks, we
aim for individually encrypted shadows of an MDT such that each (transferred)
shadow is protected by its own encryption keys. Corresponding decryption keys
are attached to the MDT and will only be made available after a user has demon-
strated their authorization and will only be retained as long as the authorized
user works with the shadow. That approach is related to the Zero Trust paradigm
[5] where trust needs to be earned on every access to a resource, rather than be-
ing presumed based on weak assumptions, like “if data is accessed from within
our organization’s network then access is allowed”. In our model, trust is earned
per data set, i.e., the user must satisfy all access conditions associated with the
requested data on every access to get the decryption key of the data.

3.3 Approach

Our approach makes use of attribute-based encryption (ABE) [23]. In ABE, more
specifically in ciphertext-policy ABE, the encryptor defines an access policy in
terms of attributes that a prospective decryptor must have in order to satisfy the
policy, which in turn allows him to decrypt a ciphertext, i. e., the encrypted data.
Each attribute is associated with a public encryption key and a secret decryption
key per user. Both are issued by a so-called attribute authority that also validates
if someone requesting a certain attribute is allowed to hold it. In our use cases,
we expect different stakeholders to share data, and thus user groups will not
necessarily be from the same organization, e.g., Hospitals A and B. For more
flexibility, we use multi-authority ABE [6, 20| where several attribute authorities
can be established that only share an initial set of global (security) parameters.
Every attribute authority may define and issue its own attributes, and the global
parameters make sure that those attributes are compatible, such that they can be
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combined in an access policy. Larger organizations, like hospitals, may establish
their own attribute authority while smaller ones, like a general practice, may
employ established trust service providers.

The ABE approach is related to conventional role-based access control (RBAC)
where a system-wide infrastructure controls and enforces access permissions to
resources. In RBAC, resources can have security labels that determine which
roles may access a certain resource (e.g., a health record), and every user in
the system is assigned to roles (e.g., cardiology, administration), and roles are
assigned access permissions for resources. In that sense, roles in RBAC can be
compared to attributes in ABE. The major difference between RBAC and ABE
is that ABE is independent of an enforcement infrastructure that controls access
to data. This is advantageous if data is expected to be shared between infras-
tructures of different organizations. With RBAC, those infrastructures will likely
have different controls, e. g., access rules and security labels. Hence, the original
access conditions (roles and permissions) from the source system can no longer
be relied on because they would have to be translated to the target system’s,
which may or may not be comparable. In contrast, access in ABE is exclusively
controlled by the access policy which is an integral part of the ciphertext. And
only that access policy determines the decryption key of the ciphertext and
remains exactly the same, irrespective of the target system.

3.4 Usage

In Fig. 1, we have three attributes “Cardiologist”, “Works at Hospital A”, and
“Dr. Winter” that are combined in an access policy. Although each attribute is
personalized to its holder, the latter attribute is a kind of “anomaly” in ABE
because it may only be held by a single person, which is why we call it a singleton.
The other attributes represent groups and hence may be held by a number of
persons. Personalisation of attributes is an important aspect in ABE because it
prevents collusion. That is, say, two persons —one with attribute A and another
with attribute B— cannot combine their attributes in order to satisfy an access
policy requiring “A and B”, which none of them could have satisfied alone.

We expect every encryptor to only use the most recent attributes for access
policies, i.e., encryptors follow the authorities’ public key updates, which are
accessible through a public directory. If a user is no longer eligible for a certain
attribute, he is not permitted to renew his secret attribute key with the issuing
authority. Renewal of a secret key becomes necessary whenever an attribute’s
corresponding public key is updated. Without renewal, a user will not be able to
decrypt ciphertexts that were encrypted with recently updated public attribute
keys. The time frame for public-key updates is up to the authority /organization
and may depend on the organization’s risk tolerance. For instance, a risk-averse
organization may update an attribute key whenever the group of users is reduced,
e.g., when someone leaves the organization. Others with more risk appetite (or
possibly less sensitive data) may wait until a certain threshold of changes is
reached, or some fixed time frame has passed, before they update an attribute
key. Note that ciphertexts encrypted under some access policy will not change
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if the public key of an attribute from the policy is updated, i.e., someone with
“old” keys can still decrypt them. For that, our current approach is to have lazy
updates of key encryption keys (KEKs = ABE keys). That is, we use hybrid
encryption, where data encryption keys (DEKs) are used to encrypt the “actual
data” and KEKs to encrypt the DEKs. Now, “lazy” means that ciphertexts of
DEKSs are updated to the current ABE keys with the next write operation, i.e.,
DEKs are re-encrypted using current KEKs. Another approach would be to
update a DEK ciphertext whenever an attribute of its access policy changes. So
again, this is a matter of risk tolerance, but also of work load because existing
DEK ciphertexts would have to be constantly re-encrypted in the background.

Still, if an attacker manages to break into the system of an authorized user
that is currently working with a shadow, the attacker may learn what is contained
in that shadow. However, the attacker will not gain access to all other shadows
because their decryption keys are unavailable without separate authorizations.
The challenge of the cryptographic approach is that keys on several access levels
need to be generated and efficiently managed to provide correct handling for the
different stakeholders.

A final requirement is the necessity to integrate population norms into the
MDT. This allows to compare individual patient parameters to those that can be
expected in a healthy person or to those specific for the staging of a disease. The
other direction is the derivation of cohorts when aggregating the information
stored in several shadows. This requires a partial access to patient-individual
parameters that needs to be granted to researchers for verifying hypotheses or
preparing patient studies.

4 Use Cases

Medical digital twins (MDTs) have vast potential in the field of healthcare,
offering innovative solutions for the treatment of various medical conditions.
In the following sections, we explore two use cases where MDTs can have a
significant impact: neurodegenerative diseases and inflammatory bowel disease.

4.1 Neurodegenerative Diseases

Increasing life expectancy is a key driver of the growing incidence of neurode-
generative diseases (NDDs) such as Alzheimer’s, Parkinson’s and ALS [24].
These diseases lead to a progressive loss of cognitive and motor functions, which
severely affects quality of life. As NDDs cannot yet be cured, physicians focus
on relieving the symptoms, which is usually very complex, time-consuming and
cost-intensive [28]. The integration of secure MDTs, as defined above, offers a
promising approach to address these challenges.

In the context of NDDs, our MDT serves as both a structured, disease-specific
repository of a patient’s health data and the system that manages, processes,
and provides secure access to this data. The MDT captures and organizes hetero-
geneous, multimodal health data most relevant to NDDs, such as longitudinal
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cognitive assessments, motor function tests, medication records, patient diary
entries and neuroimaging data (e.g., MRI, PET, SPECT scans). For example,
the MDT can be continuously updated with imaging results that reveal disease-
specific changes, such as dopaminergic neuron loss in Parkinson’s or amyloid
plaques in Alzheimer’s. This enables physicians to monitor disease progression,
detect early biomarkers and personalize treatment strategies.

Access to the MDT is strictly controlled, as outlined in our approach. Only
authorized stakeholders, such as neurologists, caregivers or family members, can
access specific shadows of the MDT. For example, a neurologist may access
longitudinal MRI scans and cognitive test results to monitor disease progression,
while a caregiver may only view medication schedules and daily activity logs. As
NDDs progress and the patient may no longer be able to make health decisions
for themselves, the MDT allows for secure delegation of access to trusted family
members or legal guardians. This ensures continuity of care while maintaining
strict data protection. Building on these capabilities, our proposed MDT securely
brings together key NDD data, enabling personalized care, clear updates for
patients and caregivers and ultimately contributes to an overall improvement in
the treatment of NDDs.

4.2 Inflammatory Bowel Disease

Inflammatory bowel disease (IBD) is a chronic condition that is costly to both
patients and the healthcare system. It is characterized by relapsing-remitting
symptoms, which cause inflammation of the gastro-intestinal tract [1,22]. Well-
known varieties of IBD are Crohn’s disease or ulcerative colitis. Symptoms in-
clude diarrhea, abdominal pain, and, in the case of ulcerative colitis, rectal bleed-
ing. The progression of the disease frequently extends over several decades, and
its prevalence is increasing at a global scale [7].

Managing this condition is often challenging, primarily due to limited access
to comprehensive patient records. This restricts informed decision-making and
can result in a significant amount of manual data processing if the complete
medical history of a patient is to be considered. By helping physicians analyze
the patient’s medical history, symptoms, and response to previous treatments,
MDTs can support insights that enable personalized care. Treatment planning
is also informed by medical imaging results. Endoscopies are a diagnostic tool
that can provide more qualitative information about the location and extent of
intestinal inflammation. Echographies, on the other hand, are used to assess dis-
ease severity, such as in the Limberg score. The availability of these results within
the MDT facilitates the identification of correlations with other components of
the data set. This comprehensive monitoring can assist in detecting early indi-
cations of disease flare-ups or complications, enabling timely intervention and
averting severe consequences.

Moreover, patients have the capacity to record symptoms themselves within
the MDT, thereby becoming active participants in their own care by monitoring
their health parameters. As IBD is a lifelong disease, being able to easily and
quickly record daily symptoms is very helpful, as it provides real-time data on
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various parameters such as inflammation levels, bowel movements and medica-
tion adherence. Within our secure MDT approach, the management of patient
data pertaining to IBD (including symptoms, laboratory results and imaging
biomarkers) is accomplished through individually encrypting each data entry.
This ensures that only authorised users are able to decrypt the precise informa-
tion they require.

Overall, our MDT approach transforms IBD management by combining con-
tinuous patient-reported data, endoscopic and imaging results, and laboratory
biomarkers in a secure, collaborative framework — supporting personalized treat-
ment insights, reducing manual record reconciliation, and safeguarding patient
trust through robust cryptographic controls.

5 Future Work

Further research and development are necessary to implement our proposed med-
ical digital twin (MDT) in personalized healthcare. Our goal is to establish a
solid foundation for the creation and operation of MDTs. This involves collect-
ing medical data and diagnosis- and treatment-related information from trusted
sources to create comprehensive models of a patient’s history and health status.
Throughout the development process, we maintain close contact with potential
users from both the medical community and patients to ensure a user-centered
approach. We are currently conducting a survey aimed at practicing physicians
to better understand the current landscape of medical data exchange. In close
collaboration with medical experts, we will further develop practical use cases.
This will include the development of user-friendly interfaces that allow medical
experts to request access to and utilize specific data within the MDT. Medical
personnel will be able to populate the MDT with new examination results. On
the other side, patients will be able to intuitively grant, revoke or change access
rights to specific data while also being able to integrate personal data into the
MDT. For that, we will implement encryption-based access concepts to ensure
the security of processing. We are working on interoperability with the FHIR
standard and HL7[15]. The newest version of FHIR (v6.0.0), which will prob-
ably be released in the coming months, will support an attribute-level rights
management, which may allow us to integrate our encryption concept with the
HL7/FHIR approach.

6 Conclusion

This paper introduces the concept of secure medical digital twins as a new means
to support important medical use cases that require the sharing of medical data.
By securing the data and the access to the data in a decentralized way, we foster
the secure sharing of medical data which can otherwise be cumbersome with the
more traditional perimeter- and transfer-oriented security concepts. This has
benefits for patients, who have full transparency of the grants of access to their
medical data, and for medical experts and institutions, who can rely on these
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patient approvals during the treatment process and for research purposes. We
showed in two example use cases how these benefits manifest themselves during
treatment planning for Parkinson’s disease and for inflammatory bowel disease.
We are working on several prototypical implementations that will provide the
basis for future medical information systems as well as tele-medical applications.
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