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Abstract
With the proliferation of IoT devices in homes and industry, concerns have arisen about the security of the
devices and the privacy of users. The General Data Protection Regulation (GDPR), which went into effect
in 2018, aims to protect the rights of IoT (and other) users. One way for device manufacturers to address
these rights is through firmware updates. However, the extent of the GDPR's impact on EU member states
remains uncertain. This paper presents a comprehensive analysis that examines changes in firmware
age, as well as the overall age of devices, following the implementation of GDPR in the EU. The analysis
uses approximately 400 terabytes of real-world IoT data from Censys.io, spanning from 2015 to the end
of 2021. Using grouped average age values, we perform and compare difference-in-differences analyses
for devices deployed in all EU member states and regions. We show that devices deployed in Northern
Europe tend to be the most up-to-date, while Eastern Europe lags behind. This work provides initial
insights into the impact of the GDPR in the IoT ecosystem, and highlights the need for further research to
gain a deeper understanding of the effects.

1 Introduction
By 2023, billions of Internet of Things (IoT) devices found their way into almost every area of life, industry
and critical infrastructures [1]. While offering many advantages for people’s lives and increased
production efficiency, these devices collect and process a significant amount of personal data. This data
encompasses audio recordings from smart speakers, video snapshots from IP cameras, health and
biometric information from smart wearables, user preferences regarding heating temperatures, and bank
account details for purchases [1–4]. This situation has attracted the interest of European policymakers
[5]. The General Data Protection Regulation (GDPR), effective since May 2018 across all European Union
(EU) member states, seeks to harmonize data protection rules [6].

Nevertheless, it remains uncertain whether the GDPR has indeed yielded such outcomes. Quite recently, in
July 2023, the European Data Protection Board (EDPB) called for “[h]armonising procedural rules in cross-
border cases“ [7]. The GDPR’s predecessor, the Data Protection Directive 95/46 from 1995, similarly
sought to harmonize data protection laws across the EU [8]. While some countries transposed the text
into national law verbatim, “others have deeply modified the structure, added new definitions or […]
adopted sectoral or specific legislation” [8].

While the GDPR is not exclusively targeted at IoT devices, it does carry significant implications for “IoT
devices and their networks, and IoT device makers should take them into account” [9]. A simple, but
necessary, first step is to revise privacy policies [10]. Additionally, manufacturers can ensure compliance
with Art. 32 GDPR by implementing new privacy features through firmware (FW) updates and patches
(U&P) [11]. However, manufacturers often fail to provide U&P regularly and users often ignore to install
them [12].
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Evaluating the effectiveness of regulations can be a complex endeavor [13, 14]. We propose one potential
approach: conducting a case study that examines the interaction between the GDPR and the IoT
ecosystem. This study employs the age of devices (as a measure of up-to-dateness) to identify changes
before and after the GDPR was adopted (April 2016) and became effective (May 2018). We utilize a
dataset of nearly 400 TB, comprising weekly data on the installed base of IoT devices from Censys.io,
spanning from 2015 to the end of 2021. This dataset includes information about the device
manufacturer, model, and type, and extracts date information from the devices' web user interface (UI)
source code. By calculating the mean age of the devices and categorizing them by country and week, we
conduct a difference-in-differences (DiD) analysis to pinpoint significant changes.[1]

The remainder of this paper is structured as follows: Section 2 presents the related work. Section 3
outlines the methodology using the SEMMA process. It is followed by the presentation of the results in
Section 4, which are discussed in Section 5. We conclude this paper in Section 6.

2 Related Work
The IoT ecosystem has “fundamentally changed the way information technology and communication
environments work” [16], thereby transforming the way information is captured and processed. The
omnipresence of IoT devices in both private and industry settings [1, 15] has resulted in the processing of
various types of data [1–4]. However, users are often unaware that their IoT devices can intrude upon
their privacy [17]. Hence, the GDPR is applicable in the IoT domain as well [9]. Nevertheless, there is a
noticeable gap in research concerning the impact of regulations, particularly the GDPR, within the IoT
domain.

2.1 Privacy Threats of IoT Devices
IoT devices capture great amounts of (potentially personal) data [1–4], often without the users'
knowledge or awareness [17]. Simultaneously, users willingly incorporate devices into their surroundings
that “often passively collect data relating to daily activities” [18]. Consequently, the “IoT will magnify
privacy threats based on the utilization of multiple devices sharing data across networks” [18]. The lack
of transparency concerning data processing compounds these risks, resulting in a scenario where data
collection occurs unbeknownst to users [17, 19]. Ultimately, users do not feel in control of their data, as
privacy notices or controls are often missing [20].

Furthermore, users show a “setup-and-forget” mentality towards their IoT devices [19], meaning users do
not configure their devices anymore once they are running. As a result, software or FW U&P, which are
already infrequently provided by many manufacturers, are rarely installed by users [12, 21]. Instead,
companies prioritize fast time-to-market over data protection and security [22].

2.2 The GDPR and its Effects in the IoT Ecosystem
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Although the GDPR is not exclusively directed at IoT devices, it carries significant implications for “IoT
devices and their networks and IoT device makers should take them into account” [9]. For instance, a
study by [23] identifies challenges such as consent, transparency, data minimization, and privacy by
design as the most significant ones in the IoT domain. The GDPR serves as a valuable research subject
for several reasons. Firstly, it is directly applicable in all EU member states [6]. Secondly, researchers have
foreseen its global impact [24]. Thirdly, it applies to all kind of devices and services that process personal
data [5, 25].

The GDPR protects several rights of individuals, such as the right to be informed or the right to data
portability [6]. Like any other web service or site, the IoT ecosystem needs to inform users about its data
processing practices and provide options for user control, e.g. by manufactures providing FW U&P for
new privacy features [11]. According to a 2016 study (i.e. before the GDPR was adopted), “the majority of
connected devices fail to adequately explain to customers how their personal data is processed” [25].
Additionally Art. 32 GDPR calls for “appropriate technical measures” to secure data, including U&P as
“data protection authorities clearly indicate that regular software updates and using the latest version are
part of the required measures” [26].

A persistent challenge in European data protection legislation since the 1980s has been the
harmonization of data protection regulations. The Data Protection Directive from 1995 [27] already had
this goal. However, a review in 2005 found that some countries translated the text into national law
literally, “whereas others have deeply modified the structure, added new definitions or […] adopted sectoral
or specific legislation” [8]. This has led to “many diverging interpretations as regards the fundamental
concepts” [8]. Similar challenges emerged with the GDPR, primarily due to its numerous opening clauses,
such as those pertaining to the healthcare sector. Countries like Germany, Greece, Sweden and Latvia
“define divergent rules as to whether healthcare also comprises administration or quality purposes or only
immediate patient care” and “leads to divergent justifications for the processing of the same data
categories in the member states” [28]. Ultimately, the practical implementation of the GDPR varies
significantly among EU member states, including variations in the severity of fines imposed for similar
violations [29].

Moreover, the GDPR has had an impact on existing IoT standards and certifications. For instance, ETSI
EN 103 645 introduced the user's right to erasure in its version 2.1.2 released in 2020 [30]. The ioXt
Alliance will take the GDPR into account in 2023 [31] and additional security standards that might have
been influenced by the GDPR are presented in [32].

There are also specific effects of the GDPR in the IoT domain. In 2016, 25 data protection regulators
around the world investigated how manufacturers of “smart electricity meters, internet-connected
thermostats and watches that monitor health” inform their customers [33]. They found “59 per cent of
devices failed to adequately explain to customers how their personal information was collected, used and
disclosed”, “68 per cent failed to properly explain how information was stored” and “72 per cent failed to
explain how customers could delete their information” [33]. Ultimately, Trend Micro observes that IoT
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regulations have the effect of “clarifying accountability and strengthening information sharing among all
entities” [34].

2.3 Measuring the Effectiveness of the GDPR
Indeed, there is a notable research gap when it comes to measuring the effectiveness of regulations,
including the GDPR [13, 35, 36]. To evaluate their effectiveness, it is crucial to identify measurable critical
success factors (CSFs) [14]. In the realm of IoT, assessing the impact of regulations is particularly
challenging due to the “shared responsibility“ of regulators, manufacturers, and users [34], the absence of
uniform standards, and the multitude of different devices, usage contexts, and data involved [21]. To the
best of our knowledge, CSFs for the GDPR in the IoT domain do not exist yet. This leads us to our
research question (RQ): What impact does the GDPR have on updating IoT devices in member states of
the European Union and are those impacts equal for all member states?

To address this question, we have chosen to consider the general age of IoT devices and the age of their
firmware as measurable CSFs, hereinafter referred to as "up-to-dateness." This is a relevant and
comparable indicator since older devices often not only fail to comply with the GDPR (specifically Article
32), but they may also harbor numerous unpatched vulnerabilities that pose a threat to the entire Internet
[20]. Consequently, the analysis of both the general age of devices and the age of their firmware allows us
to assess the impact of the GDPR effectively.

3 Methodology

3.1 General
Our methodology, an extension to the approach presented in [15], is shown in Fig. 1. It is based on the
Sampling, Exploring, Modifying, Modeling, and Assessing (SEMMA) process [37], chosen for its iterative
nature and its applicability across various industries, offering solutions for a wide range of business
problems. We gathered data from the IoT search engine Censys.io [38] and used Google BigQuery for the
storage and analysis, applying SQL-like queries. Unlike prior work [e.g., 39], we use the source code of the
web user interface (UI) for details about the installed FW date and version. Three elements are part of our
analysis:

1. Approximately 400 terabytes of real-world data from Censys.io, comprising 290 weekly datasets
spanning from October 12, 2015, to November 22, 2021. Out of a total of 1,977 available fields, we
extracted data from 25 fields that appeared suitable for providing the necessary information. This
included examination of the devices' UI source code to extract FW information.

2. A list of 725 regular expressions (regexp) to filter the original data sets, enabling us to identify
manufacturers and device models, e.g. “ui-label fn-padl20”, which uniquely identifies the device as
one of the manufacturer Dahua. Other regexp were used to delete extraneous information, such as
standard HTML tags.
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We manually created a mapping table containing 37,634 device models from 384 distinct manufacturers,
categorized into 17 different device types. This table includes their corresponding FW versions and dates
obtained from the manufacturers’ websites. This mapping allowed us to associate dates with the
installed FW on the respective IoT devices and determine whether the current version is up-to-date or
outdated.

3.2 Applying the SEMMA process
Sample Generation and Selection of Search Terms.

Sampling aims at consolidating multiple data sources, checking the quality and cleansing [37]. For our
work, it was the most important step, as the raw data contained hundreds of terabytes of information. As
processing the full count was neither possible, nor advantageous, we decreased the data load by finding
only relevant devices, using the following criteria:

Select only fields that contain information about one of the following: manufacturer, device type,
device model, firmware version or date. These were for example “location.country_code”,
“metadata.manufacturer” or “autonomous_system.name”.

At least one of the fields must not be null.

We selected only EU member states.

The source code of the device’s web UI must not be null, as it can carry valuable information that are
not provided in the fields mentioned above.

Data from ports indicating not being IoT devices, such as 993 (for IMAP) or 995 (for POP3) were
ignored.

Select 5% of the full data.

In January 2023, we conducted database searches using Google BigQuery. By applying the six criteria
outlined above, we were able to create our sample dataset, which consisted of a total of 48,942,402
devices. This dataset served as the foundation for all subsequent processing steps described in the
following sections.

Explore - Initial Characterization.

The exploring step aims to find anomalies and data gaps. We found 25 weeks missing. Censys.io
engineers confirmed that these gaps were irrecoverable. Fortunately, these anomalies did not significantly
impede our analysis. Additionally, we encountered certain fields that contained superfluous information.
For example, “services.software.update” contained mostly “p1”, date fields contained future dates (e.g.,
2030) or errors (e.g., “Tue, 16 Feb 02016”) we had to control for. Lastly, we noticed that devices from
Greece were absent from the dataset. This was attributed to the search for the country code "GR" instead
of "EL."
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Modify - Adjustments to the Data Set

We made several modifications to the data fields. First, we created a unique identifier (ID) for each entry
by calculating a cumulative hash value across all fields to delete duplicates. Next, we focused on missing
field values and tried to extract information from the source code using regexp (e.g., “(?:firmware
ver\.*\s*\d+(\.*\d*[a-z]*)+)”). This approach was successfully applied by [39] and [15]. Additionally, we
extracted general date information (e.g., copyright) and timestamp values from the data. Further
modifications involved field merging, for example creating a new manufacturer field composed of entries
derived from TLS certificates or hostnames.

Model - Mapping Devices with FW Dates and Analyzing Changes in FW Age over Time.

The final artifact of our SEMMA process is a table containing the following information:

crawling date of Censys.io data,

country in which the device deployed in,

device type,

device model,

manufacturer,

installed FW version as a number (iFV) and

installed FW date (iFD) as date, derived from the raw data or extracted from the source code,

age of the installed FW (AiF) as of data set date,

general age found on the devices’ interface.

As not every device provided all information, we applied the rules presented in Table 1. We ignored dates
earlier than 1 January 2000, as it is unlikely that it represents a valid date. As a last step, we conducted a
DiD regression analysis using STATA to identify the effect of age changes over time.

Assess - Reliability

Usually, a model’s reliability is evaluated by applying it to a different set of data. This is impossible in our
case, as deployment of the devices is highly volatile due to dynamic IP allocation. However, we conducted
a manual review of a sample from the final dataset to ensure that device characteristics were correctly
assigned. For the DiD, assessing reliability hinges on the “parallel trend assumption”, which we tested
using the “graphical examination […] in the pre-treatment period” [40].
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Table 1
Rules for modelling the age

Modeling rule Result in days

iFV iFD HTML last-
modified
tag

General date
(e.g. Copyright
year)

 

  x     Curr_date - iFD = AiF

X     x Curr_date –copyright year = Age

    x   Curr_date – HTML date tag = Age

      x Curr_date –copyright year = Age

182 days were added to each year to set the middle
of the year for further calculation and avoid bias.

X       No calculation possible

4 Results

4.1 Descriptive Statistics of the Censys.io Raw Data
Our final sample dataset comprised approximately 49 million devices, with an average of 168,766
devices per week (sd = 20,563). Table 2 presents the descriptive statistics. The fluctuations over time are
most likely because Censys.io randomly selects ports and IP addresses [41]. We do not have an
explanation for the low number of devices on 12 Oct. 2015 (~ 74k).

Table 2
Descriptive statistics of the weekly data set (D = date, C = country)

Avg (D) Min (D) Max (D) Avg (C) Min (C) Max (C)

168,807 73,631 (12.10.2015) 294,675 (07.02.2017) 6251 143

(Malta)

41,933 (Germany)

4.2 Descriptive Statistics of the Sample Data Set
Frequency Statistics

In total, our approach identified several characteristics of the IoT devices derived from the raw data
(Table 3). The disparity between GD and AG is a result of our exclusion of dates earlier than January 1,
2000, as we assume these dates are likely incorrect. The majority of devices are deployed in Germany
(24.85%) and France (13.26%), while Malta accounts for 0.08% of the devices.
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Table 3
Percentage of identified characteristics

Characteristic percentage

Precise FW date (FWd) 0.30%

General date (GD) 42.82%

Age of installed FW (AiF) 0.30%

Age based on general date found (AG) 39.50%

When examining the age of the devices, we find that the FW running on them is on average 756 days (d)
or approx. 2.07 years (y) old. The average general age of the devices is 751 d (2.06 y). The average
general age after the GDPR went into effect went down to 682 d (1.87 y). Devices in Slovakia (1261 d) are
the least-up-to-date with FW, while devices in Cyprus are most up-to-date (430 d). The general age of the
devices is highest in Luxembourg (1160 d) and lowest in Ireland (462 d).

Statistics of the Age over Time

As the FW age turned out to be very volatile (sd = 428 d), we used grouped mean values of the devices’
ages (Fig. 2). Initially we found a significant age drop on 23 October 2018. The mean ages dropped from
around 900 d to around 200 d. This is true for every examined country. We examined the reason and
found that the Censys.io field “updated_at” caused this. From 23 October 2018 onwards, there are about
four times more entries showing the exact table date (meaning the date when it was crawled). We do not
have a precise explanation for this effect. However, as mentioned in the methodology section, there could
be changes in the way Censys.io acquired data. We controlled for this by updating all devices’ ages to
null, where the “updated_at” field was similar to the crawling date. We still see a drop in the data after
smoothing the effect, however that drop is not that large anymore (ca. 300 d).

Results of the Difference-in-Differences Analysis

Since the FW age was highly volatile, we used the average general age per week as data for the DiD
analysis conducted across all EU member states for two events: adoption of the GDPR (2016) and GDPR
in effect (2018). The results do not present a clear-cut picture: while the age of devices increased in some
countries (indicating no updates), it decreased in others. This phenomenon holds true for both events,
encompassing the same countries. This means that, overall, no significant immediate effect can be
identified when the countries are considered separately. The detailed tables with numerical results are
available in an online appendix. Thus, we decided to conduct a DiD analysis for four regions of the EU
(North, South, East, West) as defined by the UN Statistical Department [42].

Table 4 shows the results after the GDPR went into effect for the respective regions. The findings indicate
that devices in Northern Europe are significantly more up-to-date compared to all other regions. For
example, when compared to Eastern Europe, the devices age is 203 d lower (Coef. line). In comparison to
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Southern Europe, devices are still more up-to-date in Northern Europe, albeit only by 81 d. Devices
deployed in Southern Europe are also more up-to-date than compared to Eastern (by 122 d) and Western
(by 38 d) Europe. Devices in Eastern Europe are the least updated. All these results are highly significant
at p < 0.001, except for the comparison between Southern vs. Western Europe with p = 0.002.

Table 4
Results of the DiD for the entry into force of the GDPR between EU regions (significance at p < 0.001

highlighted)

  Northern
vs. Eastern

Northern vs.
Western

Northern vs.
Southern

Southern
vs. Eastern

Southern vs.
Western

Eastern vs.
Western

F F(3, 574) = 
196.27

F(3, 574) = 
304.03

F(3, 574) = 
388.10

F(3, 574) = 
186.25

F(3, 574) = 
462.78

F(3, 574) = 
115.02

R² 0.3917 0.549 0.5816 0.2497 0.532 0.2679

Coef -202.5921 -118.8052 -80.74207 -121.8501 -38.06316 83.7869

std.
Err.

18.14207 14.06948 14.29201 16.93746 12.47771 16.75012

t -11 -8.4 -5.7 -7.2 -3.1 5

P>|t| 0.00 0.00 0.00 0.00 0.002 0.00

95%
conf
Int

-238.2251

-166.9592

-146.4392

-91.17129

-108.8131

-52.67106

-155.117

-88.58309

-62.5707

-13.55562

50.8879
116.6859

5 Discussion
According to our analysis, there is a detectable impact of the GDPR on the IoT ecosystem. However, it
remains difficult to quantify the impact of the GDPR more precisely and to substantiate it convincingly
[13, 35, 36]. Our approach has used the FW age and general device age to investigate changes in EU
member states after the GDPR became effective. Age proved to be a useful indicator because it can be
measured and compared over time. However, our approach does not account for devices that have not
been updated but are newly added to the ecosystem. In theory, this could be addressed by assigning a
unique ID to each device and tracking it over subsequent weeks. However, this would only be feasible if
the entire dataset were analyzed, rather than just the five percent subset that we worked with.

Our data set is real-world, chronological and large in number. Such data are important to understand
impacts and make informed decisions, as “[r]ecorded network traffic alone is typically insufficient for
research” [1]. Indeed, data about the actual user would be very interesting to better understand their
motivation to (not) install patches. However it is impossible to capture.

The descriptive results demonstrate similar distributions to those identified in [15]. A considerable number
of devices are very old and prove the assumption that many devices have been set up and forgotten [19].
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Our analysis revealed that, on average, devices are approximately 751 d (2.06 y) old, considering the
entire time period. This is a high value and slightly higher than the results from a global study conducted
for a data set of April 2020 [15]. Even after the GDPR was enforced, the average general age remained
notably high at 1.87 y. One plausible explanation could be that initially, fulfilling the requirements of
Article 32 GDPR was not a high priority for manufacturers. Further, according to a 2018 Deloitte study,
“44% of respondents [= consumers] believe that organizations care more about their customers’ privacy
now that GDPR is in force” [43]. Consequently, consumers may not prioritize their devices' security and
privacy as much. Another explanation could be that manufacturers might be too busy to implement the
GDPR and U&P are not of a high priority at the moment [22]. Our results suggest that a regulation like the
GDPR, even when enforced, may not be sufficient on its own to significantly improve the situation.
Consequently, technical means are needed to automate or disburden U&P [15].

Our DiD analysis shows that the entry into force of the GDPR led to a significant age decrease in Northern
Europe (Finland, Sweden, Denmark, Estonia, Ireland, Latvia, Lithuania), compared to the other EU region,
i.e., more U&P have been carried out there, or more new devices have been installed. One explanation
could be the general high digitalization in Northern Europe [44] compared to other EU regions. In these
countries digital skills are highly developed [45]. From a security perspective, the Global Cybersecurity
Index shows high scores for Northern EU countries (e.g., The Netherlands 97.05/100), compared to
Eastern ones (Bulgaria 67.38/100) [46]. However, “the GCI rate does not accurately represent the
consumer IoT market” [39].

Furthermore, our results revealed that devices in Eastern Europe are the least updated. Again, this can be
explained with the relatively low digitalization in those regions [44]. Looking at the digital skills of Eastern
countries, [44] indicates that of the 16–74 aged inhabitants only 28% in Romania and 31% in Bulgaria
possess at least basic digital skills. This might directly correlate with the outdated devices, as users must
“take an active lead toward protecting their devices” [39] and it “is common for device owners to be
unaware of proper safety techniques” [39].

In summary, the results show that the high level of digitalization in Northern Europe does correspond with
up-to-date IoT devices. Since we have only observed correlations in our study, our hypotheses for the
explanation need to be examined more closely in further research. Our work contributes to the
quantitative assessment of regulatory impact, utilizing the GDPR and the IoT domain as a case study. It
adds to IoT security research, which “is still at its infancy” [11]. Not to forget that every identifiable IoT
devices is considered as a target of an attack vector.

Limitations of this work include the selection bias due to the selected regexp. However, we find this is the
best available data source. Not using regexp would have led to a high number of devices that are
unnecessary for our analysis. Another limitation is that we cannot control for other (demographic or
psychographic) variables that might influence the device age and are not related to the GDPR. Since this
work is a pioneering effort for EU member states, it is challenging to provide definitive conclusions about
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the results and potential side effects. Instead, it should be considered a preliminary step in addressing the
issue. Consequently, we suggest further research in that direction.

Future work could involve the identification of newly added devices and the analysis of FW release notes
to investigate whether changes can be attributed to GDPR compliance. Further it would be interesting to
allocate the manufactures’ legal origins to each device and analyze if there are remarkable changes.
Further work could also analyze changes based on different device types.

6 Conclusion
The increasing usage of IoT devices poses privacy risks to users. As the GDPR is considered a
comprehensive regulation to ensure fair data processing, evaluating the effect in the IoT domain seems
important. To address this, we identified the age of the installed FW and general age of IoT devices, using
a real-world data set spanning from 2015 to 2021. Using this data, we conducted a difference-in-
differences analysis for EU member states to investigate changes in the age of devices after the GDPR
was adopted, and after it went into force. The results indicate that devices deployed in Northern Europe
are the most up-to-date, while Eastern Europe lags behind. However, despite the explanation related to the
high level of digitization in Northern Europe, we recognize the need for further research in this area. Our
analysis represents an initial step and only scratches the surface of this complex issue.
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Footnotes
1. Parts of this text (sect. 1, 3) have already been published in an article with a focus on a one-time

snapshot, analyzing influencing factors on the IoT up-to-dateness [15].
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Supplementary Files

This is a list of supplementary files associated with this preprint. Click to download.

OnlineAppendixDiDResults.pdf

https://assets.researchsquare.com/files/rs-3706521/v1/6c77fcd8960197021ab1e77e.pdf



