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ARTICLE INFO ABSTRACT

Keywords: Recent advancements in machine learning (ML) support novel applications in healthcare, most significantly
Healthcare clinical decision support systems (CDSS). The lack of trust hinders acceptance and is one of the main reasons for
Visual analytics the limited number of successful implementations in clinical practice. Visual analytics enables the development
Trustworthiness

of trustworthy ML models by providing versatile interactions and visualizations for both data scientists and
healthcare professionals (HCPs). However, specific support for HCPs to build trust towards ML models through
visual analytics remains underexplored. We propose an extended visual data exploration methodology to
enhance trust in ML-based healthcare applications. Based on a literature review on trustworthiness of CDSS,
we analyze emerging themes and their implications. By introducing trust quality gates mapped onto the Visual
Data Exploration Loop, we provide structured checkpoints for multidisciplinary teams to assess and build trust.
We demonstrate the applicability of this methodology in three real-world use cases — policy development,
plausibility testing, and model optimization — highlighting its potential to advance trustworthy ML in the
healthcare domain.

Machine learning

1. Introduction Our contribution is a structured review of the topic and the devel-
opment of a general methodology, rather than a specific instantiation.
Machine learning (ML) presents unique opportunities to lower We propose an extended visual data exploration methodology towards
healthcare costs [1], reduce disease burden [2], and enhance patient  trustworthy ML in healthcare. Building upon our previous work [9],
outcomes [3] as well as improve satisfaction for both patients and our added contributions are as follows: First, we report on an extensive
healthcare staff [4]. Consequently, its ability to analyze large datasets literature review of 62 publications on the topic of trustworthy CDSS.
plays a crucial role in the ongoing digital transformation of healthcare Second, we structure and analyze emerging themes and carve out impli-
systems. Among the many applications of ML in healthcare, Clinical cations. Third, we map the identified trustworthiness aspects onto the
Decision Support Systems (CDSS) stand out due to their vast potential visual data exploration loop, a generic process of data exploration and
and exceptionally high trust requirements. Example applications in- ~ modeling supported by interactive visualizations [10]. Fourth, we intro-
clude risk prediction [5], radiology diagnostics [6] and early detection ~ duce the concept of trust quality gates, which define quality criteria to
of pulmonary hypertension [7]. Lack of trust is one of the main reasons be established before development and verified during implementation.
why, despite extensive efforts, only a limited number of such projects Finally, we exemplify the applicability of our approach by discussing
have been effectively implemented in real-world clinical settings [8]. three concrete case studies across different healthcare domains.
Visual analytics (VA) is widely regarded as a means to enhance trust
in automated decision systems, serving as an essential tool for both 2. Common pitfalls
end-users and the model development phase of these systems. In the
case of ML, this comprises versatile interactions between users and Our goal for the methodology is to avoid common pitfalls that
models via adaptable visualizations. Visual analytics can assist both are prevalent during model development for CDSS regarding trust. We
healthcare professionals (HCPs) and data scientists during joint model  jdentified these pitfalls during multiple research and industry projects
development. in diverse healthcare settings:
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Pitfall 1: Failing to consider trust and trustworthiness or assuming them
to be self-evident. Often during development, it is assumed that trust
automatically arises with usage over time or is simply not considered
at all. Contrary to that, research shows that trust is paramount to
successful implementations of CDSS.

Pitfall 2: Confusing trust with trustworthiness. Trust is a subjective feel-
ing, whereas trustworthiness represents measurable properties of a
system. It should not be viewed purely from a psychological perspec-
tive. Being trustworthy contributes to earning trust, but it does not
guarantee trust on its own [11].

Pitfall 3: Viewing trust and trustworthiness as unimodal. Trust is not
achieved solely through the quality of output results. Instead, trust is
much more complex and has many aspects including fairness, ease of
use and autonomy.

Pitfall 4: Considering trust and trustworthiness isolated across components
and stakeholders. Trust flows throughout the entire process and must
be considered from the outset, not just at the product finalization stage.
Often, clinicians and data scientists think separately and use different
terminologies, which undermines the development of trust across the
process.

Pitfall 5: Not employing visual analytics for trust and trustworthiness.
Visual analytics has untapped potential to enhance trust and trustwor-
thiness, supporting both trust building and calibration.

To circumvent these pitfalls, we first identify aspects of trust
through analysis of related work and aggregate reasons for failures and
successes of ML-based CDSS implementations. We subsequently cluster
these aspects and map them onto the visual data exploration loop.

3. Related work
3.1. Trust and trust models

The concept of trust has been studied in various research fields,
including sociology, psychology and economics [12]. It is described as
a relationship between a trustor and a trustee, based on properties that
make the trustee trustworthy [13]. Trustworthiness is distinguished from
trust by being objectively verifiable, while trust is formed as a belief
within the user. Trust-building encompasses the dynamic processes and
interactions that actively foster trust among users over time. Our focus
lies on decision-making processes that rely on trust. Previous works
structures the analysis of contextualized trust problems during deci-
sions [14]. We build on their concept of separating claims, confidences
and evidences during our analysis. [15]

3.2. Trustworthy ML through visual analytics

Although highly important, the conceptualization of machine learn-
ing trustworthiness is still ambiguous in research and practice [16].
Trustworthiness is interconnected along all stages of the machine learn-
ing pipeline [17,18]. It can be enhanced by ensuring transparency,
robustness, and fairness [19]. Practical strategies to achieve this with
visual analytics methods include uncertainty visualization [20], pro-
viding clear data provenance [21], and allowing users to interact
with surrogate models [22,23]. Even in novel visual analytics systems,
domain experts can have high trust if the systems are designed to
be intuitive, transparent, and flexible, enabling users to easily tran-
sition between various analysis tasks [24]. Interactive visualizations
help build trust in machine learning systems [25]. A comprehensive
overview of current methodologies is provided by recent reviews [17,
26,27].
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Fig. 1. Trustworthiness aspects structured into clusters along the visual data explo-
ration loop as identified by our literature review. Dotted lines highlight trust quality
gates that enable checking for sufficient trust building.

3.3. ML-based clinical decision support systems

The broad definition of CDSS encompasses various ML-based appli-
cations, including the prediction of delirium [28], sepsis [29], disease
progression [30], surgery risk [31], detecting epileptic seizures [32],
or tumor board evaluations [33]. They can be further categorized
along the dimensions of time of use, type of trigger, information
output and model architecture for inference. Analytical techniques are
commonly grouped into descriptive, diagnostic, predictive and pre-
scriptive analytics. Recent reviews provide an overview over the CDSS-
landscape and highlight accompanying challenges, specifically clinical
validation and adoption [34,35]. Challenges include fragmented work-
flows, alert fatigue as well as lack of digital literacy, data quality and
interoperability [36].

Notably missing from the literature is a comprehensive methodol-
ogy that specifically addresses how visual analytics can be used to sys-
tematically enhance trust in ML models for CDSS, particularly through
structured checkpoints and trust quality gates integrated within the
visual data exploration loop.

4. Methodology

Our original framework introduced stakeholders and their relation-
ships as well as an analysis of the flow of trust between them [9]. Key
insights included the role of visual analytics experts as trust intermedi-
aries between data scientists and healthcare professionals, as well as the
need to reduce complexity, prioritize salient factors, and incorporate
domain-specific terminology relevant to the task at hand. Here, we
enrich and extend this principle by introducing trust quality gates to
establish structured checkpoints for multidisciplinary teams to evaluate
progress and foster trust during development. This section is organized
into trustworthiness aspects, interrelation between them, trust-building
measures and finally trust quality gates.

4.1. Trustworthiness aspects

We structure trustworthiness aspects into areas to better under-
stand their commonalities and differences (cf. Fig. 1). This structure is
grounded in a literature review of 62 relevant publications published
over the last 17 years, as seen in Fig. 2. To conduct the literature
review, we searched for the keywords ‘trust’ and ‘CDSS’ or ‘clinical
decision support system’ on Google Scholar. Additionally, we employed
backward citation tracking by reviewing references in the identified
works. Only publications that explicitly addressed trust within the
article were selected for inclusion. Additionally, many pairs of trust-
worthiness aspects are interrelated and should be examined together.
We will highlight such interrelations and their consequences.
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Fig. 2. Statistic of trust-related CDSS-publications identified and analyzed in the
literature review over time. An uptake in recent years is clearly visible.

@ Data Quality & Privacy. One of the foundational aspects of trustwor-
thiness of any data-driven system is data quality, which includes the
accuracy, consistency, completeness, and reliability of data. Perceived
low data quality can create mistrust in the overall CDSS [37,38],
and for good reason. It is well established that data quality has a
larger impact on the resulting model than model tweaking or even
model choice [39]. Low-quality data is very likely to negatively impact
a model’s accuracy and reliability, as well as increasing the risk of
insufficient fairness and generalizability.

Health data is almost always related to individuals and thereby
protected by dedicated privacy laws such as HIPPA or GDPR, by which
organizations are bound to comply with legal regulations surrounding
data collection, storage, and use [40,41]. Privacy compliance goes
beyond purely legal implications, however. Anonymization methods
such as k-anonymity or e-differential privacy may artificially degrade
data sets, subsequently reducing the model’s quality [42]. On the
other hand, respecting professional discretion by protecting against
data leakage is paramount, as it was repeatedly shown to be possible to
extract data from trained models [43], and privacy breaches are a key
concern of clinicians regarding their trust in CDSS [44]. Thus, privacy
measures and their potential impacts need to be communicated to CDSS
users using appropriate visual indicators [45].

@ Accuracy, Reliability & Consistency. Complement to data quality con-
siderations, quantitative validation of employed algorithms 1is
paramount for trust building in healthcare settings [46]. High accu-
racy as well as high model confidence improves trustworthiness of
a system [47,48]. Inaccurate advice in general and excessive false
positives in particular reduce trustworthiness and clinical meaningful-
ness [49,50]. Too low recall or a high false negative rate can even
be an objective health risk. Those aspects are due to two types of
uncertainty: Aleatoric uncertainty arises from inherent randomness or
noise in the data and cannot be reduced by gathering more data. Epis-
temic uncertainty on the other hand refers to incomplete modeling or
data [51]. Examining regional and demographic variability of training
data can guarantee fair, robust validation, enhancing the reliability and
suitability of ML products for clinical use [5]. Explicit documentation
of the purpose of data collection and underlying assumptions, (either
in advance or as a result of examination) enhances safety. In fact,
acknowledging the imperfections and limits of algorithms increases the
trustworthiness of machine learning systems in healthcare, especially
in situations of discrepancy (lack of concordance) between a system’s
output and a clinician’s assessment [52-55]. On the other hand, studies
suggest that providing clinicians with only a model’s overall accuracy
is insufficient for building trust in predictive CDSSs [48]. This indi-
cates that accuracy, reliability & consistency should be one of several
elements in building trust [8].

@ Ease of use & Comprehensibility. Machine learning systems should
have interfaces adequate for healthcare users and their respective
work processes to generate trust [56]. This includes the expectation
to display the right information at the appropriate level of detail at
the right time to the right people. You cannot trust what you do
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not understand, and you can only understand what you can examine
appropriately [57,58]. As expected, perceived understandability does
influence clinician’s trust in CDSS [48]. Usually, clinicians try to under-
stand the logic behind software systems at least superficially. The large
number of inputs and intricate model interactions involved in latest
architectures can thus hamper trust building [59]. Awareness about
inner workings of machine learning can be achieved through feedback
and alerts, thereby raising trustworthiness [60].

On the other hand, clinicians prefer not to make decisions about
trust at every junction [61]. Research indicates that the depiction of the
model’s inner workings may increase comprehensibility, but not user’s
trust [47]. A positive correlation between physician understanding and
trust has been observed [62]. This seems like a contradiction at first
glance, but is precisely one major reason to employ visual analytics
as part of the model development process. It is of utmost relevance
how the inner workings are presented, how users can interact with
them, and what kind of insights are generated. Lack of understanding of
how machine learning processes inputs may quickly erode trust [53].
Comprehensibility can be at odds with model accuracy, but both are
required to gain user’s trust [48].

(4) Autonomy & Calibration. Clinicians should have the lead role during
clinical decisions and be permanently made aware whether they are
in contact with a machine learning system or not [63]. This aspect
of autonomy extends to the possibility of justified deviations from a
recommendation or “over-riding” a decision as well [57]. Addition-
ally, outputs of machine learning systems should not be perceived
or represented as ‘“‘competition” to human assessments, diminishing
professional roles [57,59]. Clinicians can experience overtrust or over-
reliance into machine learning systems, where trust is unwarranted
and which can lead to false application [41,64,65]. Professionals may
place over-trust in the insights provided by these tools, either due to
limited expertise in using the technology or the complexity of the cases
involved [66].

(5) Fairness & Generalizability. Fair, inclusive and unbiased data is
a prerequisite to design ‘“‘safe, explainable, reliable and trustworthy
Al systems”, which includes machine learning [66]. Algorithmic bias
reduces machine learning trustworthiness in healthcare [38]. Some
clinicians state health equity concerns with machine learning systems
as a reason for slow uptake [67]. Generalizability from one hospital to
another is a major quality criterion clinicians consider when deciding
for or against the usage of a system. Consistent models will likely be
more generalizable when trained on large amounts of data.

@ Efficiency & Flexibility. Clinicians require decision-making based
on CDSS to be faster, or at least not slower, than existing processes,
while not compromising safety and security. They need the ability
to cope with process-related and medical varieties, as well as diverse
demographics [5]. This includes the adaptation to local customs as well
as the integration into existing workflows.

@ Explainability. The notion of explainability includes both trans-
parency and oppositely model opaqueness. Transparency is essential
for trustworthiness in machine learning systems [6]. We can further
separate this aspect into data opaqueness and model opaqueness. Many
systems are developed using secondary data that was not originally
collected with the specific application in mind, which can lead to
unforeseen challenges such as bias or quality issues [8]. This relates
to fairness and consistency issues as well. The lack of transparency
in certain machine learning models has resulted in reduced accep-
tance among healthcare practitioners [68]. Black box machine learn-
ing models generate more distrust than rule-based models [40]. This
is especially true for complex model architectures, such as neural
networks [38,69]. For users with limited domain-specific knowledge,
explanations may be less essential, whereas they are crucial for those
with high expertise [70]. Transparency is necessary for trust to be
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formed for effective adoption [71] and clinicians even value open mod-
els higher than diagnostic or prognostic accuracy [72]. Furthermore,
studies have shown that explanations can increase clinicians’ confi-
dence in their own decisions [46]. On the other hand, transparency
can lead to undue trust in models, reducing the users’ ability to detect
mistakes [72]. Additionally, explanations can increase cognitive effort
and further burden healthcare professionals and should therefore be
assessed as a trade-off [46]. Transparency is often misaligned with the
intention of corporate developments to protect their business secrets
and intellectual property.

Trust is not only correlated to transparency regarding the model,
but the operationalization of the machine learning systems as well [73].
There is additionally the need to distinguish between trust in the model
as a whole versus trust in individual predictions [49]. Clinicians report
a desire to understand an algorithm’s decision thresholds, similarly to
how they currently adjust to the tendencies of their peers [53]. The
impact of explainability can be further enhanced through the design
and usage of user-centered explanations [48]. Additionally, default
explanations can be replaced by on-demand comparisons to standard
clinical care [61].

Regulation. In many countries, Al systems in healthcare are not suffi-
ciently regulated [67]. Lack of regulatory oversight is a risk that might
outweigh potential benefits [57]. Establishing guidelines and policies
enhances trust in machine learning systems [58], a lack thereof leads
to uncertainties and diminishing trust [74]. Additionally, regulation is
needed to prevent incentives and financial interests regarding machine
learning systems and their decisions, reinforcing trust [58].

4.2. Interrelation between aspects

The identified trustworthiness aspects relate to each other in many
ways and typically do not manifest themselves discretely. We localize
all aspects along the visual data exploration loop to determine the
relationships and interactions between them is detail.

Privacy < Fairness & Generalizability On the one hand,
anonymized data aims to prevent usage of protected information as
features in machine learning models and thereby (presumably) in-
creases fair outcomes. However, the anonymization process cannot rule
out the possibility that models unintentionally identify proxy features
for protected characteristics and employ them for decisions. On the
contrary, this can lead to further unfair treatments, as model developers
may be lulled into a false sense of security or overlook biases, when
confronted with scrutinized model results. Strict privacy protections
can limit the amount of available training data, thereby reducing the
generalizability of trained models and limiting trustworthiness. This
can be mitigated by privacy-preserving training methods, including
federated learning or synthetic data generation.

Accuracy, Reliability & Consistency < Fairness & Generaliz-
ability Both of these aspects are related by their goal to achieve
equivalent results on different patient cases. Fairness concerns achiev-
ing consistent results across populations, ensuring uniform outcomes
irrespective of protected attributes, such as gender, race, or origin.
Reliability and consistency, by contrast, focus on the system’s robust-
ness against slight, non-meaningful changes in input features, so-called
perturbations. Models that demonstrate consistency are more likely to
generalize effectively when trained on extensive datasets.

Accuracy, Reliability & Consistency « Explainability Explain-
ability can increase accuracy, consistency and reliability by gauging fea-
ture relevance, identifying hidden relationships and preventing overfit-
ting. Detailed uncertainty measures provide means to assess consistency
of model outputs [75]. Explainable models are more reliable, accurate
and consistent as failure modalities are easier to detect and prevent.
Likewise, insights into the inner workings of a model might pinpoint
data quality issues which in turn increases the model’s accuracy.

Explainability < Fairness & Generalizability The aspect of ex-
plainability not only addresses data and modeling quality, but also
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relates to fairness and generalizability issues. Transparent models en-
able the identification of unequal treatment of (protected) groups and
therefore raised awareness for fair outcomes. At the same time, ex-
plainability leads to insights that increase generalizability, such as
feature dependencies, unintended feature influence on outcomes or
discrepancies. Both data scientists and healthcare professionals can
use those insights to develop models that better transfer to different
institutions, cohorts and medical fields.

Explainability < Ease of Use/Comprehensibility Explainability is
related to comprehensibility due to the fact that you can only understand
what you can examine appropriately. This means that employed models
should be explorable by the user, preferably by easy to use and versatile
visual inspection tools. It includes comparison of models based on
multiple benchmarks, metrics and cohorts. Explainability tools such
as intermediate concepts or feature clustering can support healthcare
professionals in dealing with complex models and to put results into
context more easily. As a property of a model, explainability must also
be effectively communicated to the user through the user interface and
training (system comprehensibility). How the user ultimately utilizes
this information depends on the system’s ease of use.

Explainability < Autonomy & Calibration Explainability
increases autonomy of users, by providing arguments to reason for
or against the execution of a system’s result as well as opportunities
to justify a deviation from it. These justifications are paramount in
healthcare settings, both for explanations towards the patients and
statements in the case of legal questions. Explanations that are similar
to human reasoning enable systems to be more calibrated to their users.

Efficiency & Flexibility «~ Ease of Use/Comprehensibility Com-
prehensibility of a machine learning system is directly linked to effi-
ciency and flexibility. A flexible system that individually tailors outputs
to patient cases reduces cognitive load while increasing efficiency. This
allows healthcare professionals to quickly understand and implement
CDSS recommendations without feeling overwhelmed by unnecessar-
ily complex or irrelevant options. Ease of use may be at odds with
flexibility, when adaptation to many different workflows creates new
complexities. This needs to be alleviated by context-dependent user
interfaces and visualizations. Conversely, non-intuitive systems almost
always introduce inefficiencies in clinical workflows, reducing trust on
both sides.

Efficiency & Flexibility < Accuracy, Reliability & Consistency
Additionally, more accurate, consistent and reliable models lead to
more efficient and flexible tools in the clinical practice. This is because
reliable models reduce the need for extensive manual oversight and
ad-hoc scrutiny, allowing healthcare professionals to focus on patient
care rather than troubleshooting system errors. Consistent models are
easier to adapt to differing clinical scenarios without compromising
performance.

4.3. Trust-building measures

Ultimately, decision makers (the trustors) must have a certain
amount of trust present, whether consciously or not, before model-
generated information from the CDSS (the trustee) is used in the
decision-making process. The preceding sections outlined how trust-
worthiness aspects driving overall trust building can be captured in
a structured way along the chain of actors (in the visual data ex-
ploration loop) leading up to model-based decisions [14]. At the
same time, it has been found that human actors typically do not
have a consistent process to develop trust in new models, and that
the set and individual weight of trustworthiness aspects depends on
the individual and circumstances [14,72,76]. It is therefore hardly
feasible to prescribe a rigid set of trustworthiness aspects and associated
measures. It is possible and useful, however, to provide a mapping from
relevant trustworthiness aspects (claims) and their respective, task-
and application-specific instantiation (requirements) to possible trust
building measures providing evidence these requirements have either
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Table 1

Trust quality gates with their respective claims, requirements and evidence supported by Visual Analytics methods.
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Claim
Property of the data/model/system

Requirement
Application-specific threshold with respect to claim

Evidence
Proof, that the requirement fulfills the claim

Trust quality gate #1

Data explorability by healthcare professionals
Protection of sensitive patient data
Representativeness of dataset for examined

cohort and desired use case

Appropriate level of outliers in dataset

Quality assessment of training data

Compliance with privacy-preserving methods

Statistical thresholds for acceptable bias levels
(e.g., subgroup representation)

Thresholds for acceptable outlier ratios;
methods for outlier detection & handling

Visual interfaces showing data quality and
distribution

Visual representations of privacy mechanisms

Visualization of subgroup distributions and bias
detection results (e.g., demographic histograms,
parity heatmaps)

Visualization of outliers within data distribution

Trust quality gate #2

High model accuracy

Alignment with clinical goals

Equitable performance across protected groups

Robustness against systematic weaknesses

Consistent predictions across varying scenarios

Model’s decisions are meaningfully explained to
stakeholders

Assumptions underlying the model design and
development are apparent

Monitoring and mitigation of model and
concept drift

Outperformance of baselines and
competitiveness with status quo

Model generalizes well to diverse populations
and settings

Accuracy thresholds specific to the application
(e.g., 90% for prediction tasks)

Specific benchmarks for clinical impact (e.g.,
accuracy, precision, recall)

Fairness metrics such as demographic parity,
equalized odds

Performance thresholds under adversarial
perturbations or distribution shifts

Thresholds for acceptable variability in
predictions under perturbations

Implementation of interpretability techniques

Documentation and evaluation of modeling
assumptions (e.g. linearity)

Thresholds for drift detection metrics (e.g., KL
divergence)

Performance thresholds relative to baseline
models and approaches

Similar performance across different
demographics and clinical scenarios

Visualization of accuracy metrics (e.g.,
confusion matrices, performance curves and
distributions

Visualization of clinical performance metrics
(e.g., ROC curves)

Visualization of statistical analysis metrics

Visualizing performance variations and model
failures

Visual comparison of predictions in different
conditions

Visualization of interpretability results (e.g.,
feature importance, SHAP values)

Visual comparisons of model assumptions
versus real-world data

Visualizations of data distributions and model
performance

Visual performance comparison including
clinical outcome metrics

Visual comparison of performance differences

Trust quality gate #3

Provision of the right amount of information
for stakeholders to make informed decisions
Intuitive and comfortable use by healthcare

professionals in clinical practice

Reduced cognitive load on healthcare
professionals

System operates efficiently with computational
resources and clinician time

System adapts to new tasks, workflows &
datasets with minimal reconfiguration

Defined criteria for granularity in outputs (e.g.,
detailed vs. high-level summaries)

Interfaces that simplify data interpretation and
decision-making

Reduced time-on-task, simple interactions and
decision pathways

Model inference speed and clinician task
completion time

Integration without significant retraining or
redesign

Customizable detailedness of visualizations

Dashboards, workflow visualizations and
familiar views tailored to use case and clinical
terminology

Intuitive charts and dashboards, relevance
highlighting, visual workflow

Visually contrasting inference duration of
model architectures

Adaptable visualizations and customizable
workflows

Trust quality gate #4

Appropriate levels of human oversight and
autonomy

Calibration to align with clinician’s
decision-making

Support of communication with model as a
trustworthy actor in decision process

Defined thresholds for when human
intervention is required

Thresholds for calibration metrics of clinical
judgment

Explain decisions, highlight uncertainties,
provide traceability

Visualization of adjustable thresholds,
alternatives, corresponding implications

Visual comparison of decision boundaries,
confidences and agreements

Interactive visual explanations, model
adjustments, what-if-analysis

been met, or expose (and ideally explain) failure to do so (Table 1).
They mainly focus on technical aspects of CDSS along the visual data
exploration loop. These should be further supported by non-technical
(procedural and social) trust building measures during CDSS adoption.
Non-technical measures are typically not specific to CDSS but would be
advisable with the introduction of any complex system or process, so
we only briefly mention aspects that pertain to CDSS in particular.

4.3.1. Technical measures

Within the scope of model-based CDSS, technical measures relate to
the model component, including the data that went into building that
model, and any visual analytics system component allowing users to
interact with it as an actor in the joint decision process [77].

Underlying the trust in the model performance itself is trust in
the underlying ground truth in terms of data quality [50,53,78] and
provenance [49,79]. Relevant dimensions of data quality again depend
on the specific use case, with multiple overlapping taxonomies found
in literature [80], but with accuracy, privacy, fairness, generalizabil-
ity, currentness, and completeness appearing to be most commonly
referred. A baseline measure is to provide access to corresponding
metadata for cursory data quality assessment [78]. In most real-world
cases, data quality assurance and data cleansing cannot be done fully
automatically due to the ambiguity of errors and the need of human
knowledge to verify the cleansing results. To effectively loop humans
into the data quality assurance and cleansing process as a trust-building
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measure, visual analytics researchers have developed several works
focusing on interactive data assessment and cleansing [77,81].

To gauge model quality, HCPs require explanation of both the model
output required as well as means to interpret the models inner workings
leading to a given output. At the lowest level, trust building encom-
passes communication of basic quality metrics, i.e., trustworthiness
aspects accuracy, reliability and consistency, for relevant test data sets
and task settings. Documentation of these metrics would typically uti-
lize well-known visualizations; to design effective trust-building mea-
sures alignment with professional task requirements (e.g., thresholds,
breakdown by relevant cohorts) is key [48].

However, since models will always be imperfect, situations where
system output and clinicians’ assessment diverge will inevitable arise.
In these situations, additional explainability measures that facilitate
reasoning about the divergence for HCPs to make “well-considered and
trustworthy decisions” [82]. Inherently interpretable models (e.g., de-
cision trees or rule-based models) are preferred by clinicians over
post-hoc methods (e.g., SHAPley or LIME) [83]. Explainability also in-
cludes uncertainty quantification, i.e, displaying confidence scores [8].
Beyond offering evidence for a given model output, measures offering
the possibility to refine algorithmic results can increase trustworthiness
while also increasing diagnostic utility [8,47,84]. Providing continuous
feedback can enhance clinicians’ situational awareness and foster their
trust in AI [60].

4.3.2. Supporting non-technical measures

External validation of results can increase a system’s trustworthi-
ness [59,61,78], as for many clinicians, validation is closely related
or even a proxy to trust [7]. Clinical users need an introduction to
(clinical) machine learning and Al systems [38,41,85] in general and
into the specific methodology and evidence of the system in particu-
lar [46]. The mode of collaboration between human and AI should be
discussed in advance, and there is a need for a calibration phase during
onboarding [53]. Additionally, expectation management is needed:
When people expect a system comparable to the current clinical gold
standard, they quickly lose trust [49]. Expert endorsement can help
clinicians build trust in Al systems, especially as they often immediately
act on their colleagues’ input [59,86].

In summary, individual processes to develop trust in CDSS, the set
and individual weight of trustworthiness aspects depends on the indi-
vidual and circumstances [14,72,76]. Thus, rather than prescribing a
fixed, one-size-fits-all trust-building process, our proposed methodology
aims at providing guidelines that map measures providing evidence to
relevant trustworthiness factors systematically. The focus is on techni-
cal aspects and properties of a CDSS. Refer to Table 1 for the full list
of proposed trustworthiness aspects and associated measures. They can
be further grouped into trust quality gates along the CDSS development
process, aligned with the visual data exploration loop.

4.4. Trust quality gates

We introduce trust quality gates, which are inspired by the namesake
concept in software engineering, where certain quality criteria are
defined in advance of a project [87]. Reaching and satisfying a criterion
is necessary to move to the next project step. Related concepts exist in
the form of a trust cue taxonomy for cognitive agents [88]. Our trust
gates build upon the introduced aspects and enriches them with a way
to check for sufficient trust building along the visual data exploration
loop. A structured overview of the quality gates is provided in Table
1. We divide trust quality gates into the components claim, requirement
and evidence:

+ Claims are properties of a system component that contribute to
trustworthiness. For example, a claim could be that the model
provides consistent predictions across different patient demo-
graphics.
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Fig. 3. Case study example: Policy development. A contact network shows persons with
documented contacts (blue edges) as well as predicted transmissions (red edges). The
user can utilize multiple filters to identify particular groups of individuals (panel to
the left).

» Requirements are specific, application-related thresholds or stan-
dards that must be achieved concerning a claim. For instance, a
requirement for the consistency claim might be a less than 5%
variation in model accuracy across demographic groups.
Evidences are verifiable proofs, that the requirements have been
met, thereby validating the claims. Evidence can include docu-
mented results from testing phases, user feedback, or compliance
with regulatory standards.

By structuring these gates around the components of claim, re-
quirement, and evidence, we create a transparent and accountable
framework for trust assessment. To operationalize these gates, the
involved multidisciplinary teams collaboratively define the claims rel-
evant to their application context. Once these claims are established,
requirements can be specified, taking into account the unique chal-
lenges of the use case at hand and the environment in which the CDSS
will operate. During the phases of the visual data exploration loop, the
team must gather evidence to demonstrate that the requirements for
each claim have been met. The third column in Table 1 highlights how
visual analytics methods help during this step. Trust is therefore built
progressively at each stage of development.

Our embedding of trust quality gates into the development pro-
cess provides a structured methodology for systematically addressing
and improving trustworthiness of ML-based CDSS. This approach not
only helps to identify potential trust issues early but also ensures
that trust is maintained and strengthened throughout the life cycle of
the system. Benefits of this methodology include an increased trans-
parency for stakeholders to better understand how trustworthiness
is being evaluated and built into the system. Meeting regulatory re-
quirements becomes more straightforward, supporting the safe and
ethical deployment of CDSS in healthcare settings. Lastly, it leads to
better communication and alignment between technical teams and
healthcare professionals, assuring that trust is considered from multiple
perspectives.

5. Case studies

In this section we review three case studies, each outlining a case-
specific instantiation of our proposed trust methodology. During each
case, we refer back to the specific trustworthiness aspects @—@ from
Section 4.1.

5.1. Healthcare policy development

During the COVID-19 pandemic, departments of public health
(DPHs) were facing challenges to analyze the spread of infections
and develop suitable containment strategies. This was mainly due to
a highly dynamic number of infections, limited staff resources and
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Fig. 4. Case study example: Plausibility testing. A list of all rules, describing their contents
and metrics in detail including a rule fingerprint displaying which medical codes are
inclusive (green) or exclusive (red) conditions within the rule, relevant rule metrics as
well as rule editing elements to add or remove individual codes or entire rules. The
rule set can be filtered and sorted to select for rules of interest.

low levels of digitization. In a joint project with Germany’s largest
DPH, we developed a web-based visual analytics dashboard to support
healthcare analysts in identifying connected infection cases and clusters
through accumulated epidemiological knowledge and metadata in their
database [89].

Highly relevant trustworthiness aspects during model development
included data explorability @, generalizability to other DPHs @,
customizable levels of granularity (6), familiar digital interfaces and
reduced cognitive load (cf. Table 1). To actively foster trust building,
we designed the system to provide fine-granular control @, overview
and detail facets, and incorporate interfaces for data quality control.
Customizable model accuracy thresholds, adherence to well-known
color and naming schemes @, and alignment with established work-
flows further reinforced user confidence. Explainability was achieved
by employing a simple decision tree model with a small number of
features @, which still achieved high accuracy on our test dataset @
Additionally, we align the visual workflow with the existing needs of
public health officers by offering multiple views on different aspects of
the data including geographic, temporal and social dynamics (cf. Fig.
3).

5.2. Plausibility testing

Timely detection of deteriorating conditions in hospital patients is
vital for early countermeasures. At the moment, this is usually done
based on clinical experience, expertise, and attention. Recently, more
available data on patients and cohorts enable data-driven approaches
to identify patients at risk. Together with healthcare professionals, we
developed a web-based, interactive visual analytics system to assist
in early detection by prediction based on collected medical codes
representing diagnosis and procedures (cf. Fig. 4) [90].

Users can explore dataset selections with multiple coordinated and
juxtaposed views @ To foster trustworthiness and facilitate trust
building, we prioritized high model accuracy, consistency (2), use of
standardized clinical terminology, high autonomy through user con-
trol (4), flexible granularity, alignment with clinical goals, explainabil-
ity, and intuitive interfaces (cf. Table 1). We achieved this by first
analyzing key tasks of healthcare professionals, identifying technical re-
quirements on a proposed solution and discussing intermediate results
regularly with clinicians. Second, we used those findings as principles
for our visualization methods to create a clear workflow aligned with
the user’s tasks (3), utilizes medical terminology (6), embeds model
results in interactive charts and explains the model’s inner workings

in detail (7).
5.3. Model optimization

Given that patient data frequently appears as structured tempo-
ral data, many approaches for risk clinical prediction leverage Large
Language Models, such as BERT. These models are notoriously com-
plex, hard to interpret, and therefore challenging to trust. This lack
of interpretability not only affects model optimization but also raises
concerns regarding their trustworthiness in clinical decision-making.
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Fig. 5. Case study example: Model optimization. Tree visualization for medical code
hierarchy next to a Sankey diagram displaying the co-occurrence of codes during patient
stays.

To address this, we created a visual analytics system dedicated to
examining, comparing, and interpreting pre-trained transformer models
for predicting clinical outcomes based on medical codes [91]. The use
case focuses on prediction tasks for acute kidney injury (AKI) and heart
failure, developed using a comprehensive hospital patient dataset.

Throughout the project, we prioritized trust building by ensuring
transparency, interpretability, and usability. This included dataset ex-
ploration for bias and outlier detection @ @, comfortable use by
clinicians (3), alignment with clinical goals, information sufficiency,
and model performance comparison and explainability @ To foster
trust, we implemented visual benchmark comparisons, detailed label-
ing and legends, individual outcome explainers, and guided analysis
through a suggested examination cycle and preference options (cf. Fig.
5). Multiple views are dedicated to Accuracy, Reliability & Consistency
@, allowing users to explore different model architecture, hyperparam-
eters, performance metrics and individual predictions. Additionally, we
integrated filtered and linked views for high interactivity, hierarchical
code visualizations adapted to clinical needs and visual elements to
explore different training strategies. Feedback from HCPs indicates
that such a system can enhance trust in model predictions, accelerate
decision-making, and improve modeling results.

6. Discussion

In this work, we addressed common pitfalls during model devel-
opment for CDSS concerning trust forming. First, we argue for a sys-
tematic approach to ensure trust is considered at every step of the
development process, including training data, modeling, evaluation and
integration. This is achieved on the one hand by examining relevant
aspects from our list of identified trust clusters in Section 4.1. Addi-
tionally, we propose specific trust-building measures in Section 4.3 to
support the development of trust in these aspects (Pitfall 1). Secondly,
we differentiate between trust and trustworthiness when discussing
individual aspects and their interrelation. While the subjective nature
of trust is a complicated psychological and social issue, trustworthiness
of digital systems can be modeled and either measured explicitly or
evaluated qualitatively. Visual analytics methods can amplify trust-
worthiness aspects of ML models significantly by letting users explore
and interact with descriptions, explanations, and views hands-on to
ultimately foster trust building. (Pitfall 2).

We explicitly model trust as a multi-modal concept, covering a wide
range of dimensions inside the seven trust clusters including privacy,
accuracy, consistency, reliability, fairness, generalizability, efficiency,
flexibility, ease of use, comprehensibility, explainability, autonomy,
and calibration (Pitfall 3). Next, we consider the flow of trust be-
tween components explicitly in Section 4.2. As we already explored
stakeholder relations in our original publication [9], our focus lies on
highlighting how singular trust-building measures can address multiple
aspects at once and accumulate along the visual data exploration loop
(Pitfall 4). Our methodology is geared towards utilizing visual analytics
methods to support trustworthy ML-based CDSS model development.
By highlighting the large number of visual interfaces, representations
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and views that can be employed along the process, we reveal diverse
opportunities for visual analytics to augment trust building (Pitfall 5).
We underpin our arguments by presenting case studies that show-
case the diverse range of applications that benefit from trust building
(Section 5).

Not surprisingly, design choices for trustworthy visualization [27]
frequently overlap with trustworthiness aspects of CDSS described in
Section 4.1, as healthcare professionals almost always interact with
CDSS through visual interfaces. Still, healthcare professionals encounter
situations of decision-making that differ profoundly from general users
of visualizations described in the literature such as e-commerce, online
reviews, and recommendations. Most importantly, healthcare profes-
sionals will typically assess decisions impacting a patient or the general
public, not themselves. They therefore not only need to comprehend
and evaluate information presented to them, but also communicate
it effectively to someone with significantly lower medical literacy,
on average. Both the comprehension and effective communication of
visualized data must occur under significant time constraints in clinical
settings. Additionally, the decisions at stake and their consequences are
much more critical and healthcare professionals must therefore exercise
much more caution and skepticism when interacting with a CDSS. This
fact must be taken into account during CDSS development, such as
placing more emphasis on incorporating uncertainty visualization or
provenance tracking.

Our study proposes a general methodology rather than a specific im-
plementation. This broad applicability allows for flexibility and adapta-
tion, enabling a practical, real-world implementation in specific health-
care settings. The implementation of trust quality gates adds efforts
during development and might meet resistance from stakeholders or
technical constraints. These efforts must be weighed against potential
benefits. The healthcare sector includes more key players than our
case studies are covering, including outpatient care, pharmacies, and
health insurers, each with unique processes, data, and use cases. We
acknowledge this limitation and aim to incorporate their perspectives
and expand our visual analytics methodology in future extended work
accordingly.

7. Conclusion

Visual analytics is a robust toolkit for addressing the challenges
of complex, data-driven, and Al-based decision-making. To bridge the
gap between data scientists, visual analytics experts, and medical pro-
fessionals, these systems must cultivate trust in the underlying data,
models, and outcomes. We presented a novel embedding of trustworthi-
ness aspects into the visual data exploration loop for Clinical Decision
Support Systems. Our extensive literature review and subsequent sys-
tematic analysis uncovered diverse trust facets, which we consolidated
into thematic groups and explored their relations in detail.

We have demonstrated that lack of trust is a significant barrier to
the adoption of ML-based CDSS in healthcare. Trustworthiness must be
systematically embedded throughout the development process. Visual
analytics can enhance the trustworthiness of ML models by offering
interactive visualizations that support both data scientists and health-
care professionals. Common pitfalls during development can be avoided
by defining and assessing trust quality gates. Trust quality gates align
with current and upcoming healthcare regulations (e.g., EU Al Act) and
could provide a stronger argument for their adoption.

Open questions include trustworthiness regarding agentic machine
learning in healthcare [92]. While current approaches foster trust
through data explorability, model explainability and transparent au-
tonomy, all these aspects may change considerably when future CDSS
systems will suggests actions autonomously, request additional data
or interact with available internal or external tools. Additionally, the
consolidation and harmonization of trustworthiness aspects and quality
gates with user-centered design in CDSS development settings is an
obvious desideratum to build helpful tools for subsequent projects.
For future work, we plan to focus on empirical validation of the trust
quality gates introduced here across different healthcare domains and
settings.
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