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Abstract—We consider the use of concept bottleneck models
(CBMs) to enhance safety argumentation for classification tasks
in safety-critical systems. When constructing a safety argumenta-
tion for Machine Learning (ML) models, there exists a semantic
gap between the specified behaviour, given through class labels
at training time, and the learnt behaviour, measured through
performance metrics. We address this gap by using CBMs, a
class of interpretable ML models in which the predictions rely
on a set of human-defined concepts. A Goal Structuring Notation
(GSN)-based safety assurance case is constructed including such
concepts, allowing traceability between the system specification
and the behaviour of the model. As a result, a line of safety
argumentation is provided that relies on the interpretable model
trained to satisfy the specified safety requirements.

Index Terms—Concept Bottleneck Models, Semantic Gap,
Safety Assurance, Interpretability

I. INTRODUCTION

The high performance of Deep Neural Network (DNN)-
based perception components makes a compelling case for
their use in Automated Driving. Despite this, the task of
arguing their safety prior to vehicle deployment remains
a significant hurdle. Current domain-specific standards lack
comprehensive guidelines for constructing safety arguments
tailored to Machine Learning (ML) systems, primarily due to
the challenge of specifying their inherently black-box nature.

The ISO 26262 standard [1], which focuses on functional
safety, mandates that an assurance argument is made demon-
strating the functional safety of the system. ISO 21448 [2]
focuses instead on the safety of the intended functionality.
In accordance with ISO 21448, safety argumentation is suf-
ficient if an argument is presented showing that any output
insufficiencies of the Machine Learning component will not
lead to hazardous behaviour. The upcoming standard on AI
Road Vehicle Safety – ISO PAS 8800 [3] provides additional
guidelines on how to argue the safety of ML-components used
in Autonomous Driving. Various approaches towards safety
argumentation of ML components [4–9] have been developed
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based on Goal Structuring Notation (GSN) [10]. However,
several challenges to developing such argumentations still
exist. The inability to fully specify the behaviour of an
ML system is one such challenge [11]. Burton et al. [12]
provide insights into various gaps which might arise during
the construction of a safety assurance argument, and highlight
the semantic gap between specified and intended behaviour
of ML functions. This gap exists due to the complexities
involved in describing (i) the required specification for the ML
component’s functionality and (ii) the limited understanding of
the black-box nature of the ML component.

In this paper, we illustrate how the use of concept bottleneck
models (CBMs) [13] could address these challenges and en-
hance safety assurance argumentation. We show how human-
understandable concepts can assist the specification of the
required functionality, while gaining a deeper understanding of
the inner workings of the ML model. We propose quantitative
metrics based on these concepts, which aim to reduce the
semantic gap and provide traceability between the different
artefacts presented in a safety assurance case.

Our contributions are as follows:

• We provide a line of argumentation for a traffic sign
classification component focusing on (1) the semantic
gap, (2) addressing functional insufficiencies, and (3)
enriched failure analysis.

• We introduce safety-relevant metrics based on human-
understandable concepts which strengthen the safety ar-
gumentation.

• We demonstrate our results on a standard benchmark
dataset (German Traffic Sign Dataset (GTSRB) [14]).

We exemplify our results using a safety-critical Construction
Zone Recognition (CZR) sub-system of an autonomous vehi-
cle. This sub-system operates as part of a Construction Zone
Assist (CZA), which controls the vehicle when a construction
zone is detected on a highway. Within the CZR, we consider
the traffic sign classification ML component. When a Road-
work sign is identified, the overall system prompts a hand-over
of control to the driver. We propose an argumentation strategy
for the traffic sign classification component. Furthermore, we
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Fig. 1: Architecture of the Concept Bottleneck Model from Koh et al. [13] adapted to the task of traffic sign classification:
The input x, which consists of traffic sign images, is fed into a CNN backbone g which predicts the low-level concepts in the
form of a concept vector c̃, followed by a fully connected network f which predicts the class of the traffic signs, providing
the final output y.

explore the potential for concept-based models to support
safety within the sub-system.

To investigate the validity of our approach and the effec-
tiveness of concept bottleneck models for enhancing safety,
our work is guided by the following three research questions
(RQs):

• RQ1: What is the performance trade-off of using a
concept-bottleneck model when compared to a baseline
CNN?

• RQ2: How do concepts impact the class label predic-
tions, and can the interpretability of the concepts enhance
safety?

• RQ3: How can the assurance argumentation benefit from
the implementation of the CBM and the interpretability
of the concepts?

First, we explore the performance trade-off between a CBM
and a standard convolutional neural network (CNN), and,
if present, whether such a trade-off is justifiable. Then, we
investigate how the learned concepts influence the model’s
class label predictions and how the interpretability of these
concepts enhances safety by providing insights into the rea-
soning process. Finally, we examine how the implementation
of a CBM and the interpretability of its concepts can benefit
the construction of safety arguments for the ML component.

The remainder of this paper is organized as follows: Sec-
tion II provides an overview of relevant background, and Sec-
tion III describes related work. Section IV outlines the details
of our proposed methodology for applying concept bottleneck
models for enhanced safety argumentation. In Section V, we
describe our experimental setup and demonstrate the results in
Section VI. We discuss the results in Section VII and threats
to validity in Section VIII. In Section IX, we summarize our
contributions and future work.

II. BACKGROUND

In this section, we first provide an overview of safety cases
for ML systems, followed by an introduction to the challenges
for safety argumentation, and ending with an overview of
concept bottleneck models.

A. Safety Cases for ML Systems

As traditional safety-critical functions are replaced by ma-
chine learning components, providers will need to demonstrate
that these systems are acceptably safe. In the automotive
industry, several domain-specific standards require that a safety
case is presented. For the purposes of this work, we consider
the following definition of a safety case, as provided by
Kelly and Weaver [15]: “A safety case should communicate
a clear, comprehensive and defensible argument that a system
is acceptably safe to operate in a particular context.” ISO
26262 necessitates that a safety case is constructed demon-
strating functional safety, and the upcoming ISO PAS 8800
Road vehicles – Safety and Artificial Intelligence requires
that an assurance argument is made demonstrating that the
requirements allocated to an AI-enabled function have been
met with sufficient confidence. To improve the clarity and
rigour of safety cases, Kelly and Weaver introduce Goal
Structuring Notation. GSN provides a graphical representation
of safety cases using goals, solutions, strategies, assumption,
and context nodes, resulting in a safety case in the format of
a GSN tree graph. A safety case should thus clearly describe
safety requirements, arguments, and evidences, along with
the relationships between them. For ML systems, it is often
challenging to construct such safety cases, which we elaborate
on in the following section.

B. Challenges for Safety Argumentation

One of the key challenges to safety argumentation of ML
systems is the presence of the semantic gap – defined as
the difference between the implicit intentions of the system’s
functionality and the explicit, concrete specification that is
used to build the system. The semantic gap for ML systems,
and corresponding implications for safety argumentation, has
been discussed across literature. Burton et al. [12] identify
gaps which may occur across the development process of an
ML function, and identify the semantic gap. Burton and Herd
[16] highlight the impact of uncertainty on the confidence in an
assurance argument. They extend the taxonomy of uncertainty
for an ML-system presented by Lovell [17], where the highest
uncertainty stems from the specification.
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Fig. 2: As part of our safety argumentation strategy, we use
the top-level safety assurance argument for a supervised ML
system proposed in the work of Burton and Herd [16] as a
baseline for developing the safety case.

To address the various manifestations of uncertainty in an
assurance argument, Burton and Herd [16] present a structure
for a generic assurance argument for a safety-relevant function
implemented using supervised ML, shown in Fig. 2. The
top-level goal G1 that the ML-system satisfies its safety
requirements is assured using the strategy S1 that the insuf-
ficiencies have been mitigated during specification, design,
and operation. We base our work on this top-level structure,
demonstrating how concept bottleneck models can be used to
address various sub-goals of G2-G6.

C. Iterative Approach to Safety Analysis

The development of machine learning functions requires
an iterative approach to safety. The Assurance of Machine
Learning for use in Autonomous Systems (AMLAS) [9] was
developed with the goal of systematically integrating safety
assurance cases into the ML-lifecycle. AMLAS operates in
parallel with the ML development cycle, but requires pre-
defined system safety requirements as an input. The process
is structured into six stages. The first stage, called ML Safety
Assurance Scoping, maps relevant system requirements to the
ML component. Using the mapped component requirements,
Stage 2, Deriving ML Safety Requirements, translates them
into specific safety requirements tailored to the ML com-
ponent. In Defining Data Requirements the data collection
criteria are defined using the previously established ML safety
requirements. Stage 4, Model Learning, focuses on core de-
velopment activities such as training and testing. Model Verifi-
cation, Stage 5, consists of the evaluation of the performance
of the trained model on unseen data to ensure it adheres to
the established safety requirements. Finally, Stage 6, called
Model Deployment, allows for the integration of the model
into the broader system. However, this step is only initiated

if the model successfully navigates all aforementioned stages
and demonstrates its adherence to the safety requirements.
The process is iterated over and refined as new insufficiencies
are discovered after deployment. The AMLAS process thus
highlights the iterative approach required to construct safety
arguments for ML components. In this work, we discuss
how concept bottleneck models can contribute to an iterative
refinement of safety assurance cases.

D. Concept Bottleneck Models

Interpretability is considered a fundamental attribute for
building trust in ML systems [18]. Numerous techniques have
attempted to address the black-box nature of ML functions
by making their behaviour more interpretable [19]. The need
for interpretability becomes even more relevant when ML
functions are used in safety-critical applications [20]. Some
approaches rely on using meaningful and interpretable con-
cepts to provide a holistic view of the model’s decision-making
process. Koh et al. [13] define a class of models named concept
bottleneck models, in which a layer is added to the architecture
between the input and the final output. This bottleneck layer
includes an intermediate representation of the input limited
to recognising a set of predefined concepts, e. g., “shape”
and “colour.” The final output is then predicted based on
the values of these concepts. The relationship between the
concepts and the final output is modelled in a way that fosters
the understanding of the decisions made by the model.

While classical neural networks directly map the input
x ∈ X to the predicted labels y ∈ Y as f : X → Y , a
CBM first maps samples to a latent space using a concept
predictor g : X → C, where the latent space c̃ ∈ C ⊆
Bk represents the concept space consisting of k predefined
concepts. Subsequently, a label predictor f : Bk → R maps
these concepts to the final prediction. Therefore, the dataset
D comprises data points (x, c̃, y), with each input x being
annotated with a concept vector c̃ and a label y. In the original
paper, the authors propose three methods for training CBMs:
independent, sequential, and joint training. In this work, we
focus on the sequential training of CBMs, where the concept
predictor g is trained independently. Afterwards, the logits of
the predicted concepts c̃ are binarized for a given threshold θ
to be used in the training of the label predictor f .

III. RELATED WORK

To the best of our knowledge, this work proposes a first
application of concept-based models to enhance safety ar-
gumentation of safety-critical ML systems. Several efforts
have been made to tackle the challenge of defining machine
learning safety requirements which accurately encapsulate
the behaviour of machine learning components. To address
this problem, Rahimi et al. [21] propose a methodology for
defining domain-specific concepts which better represent the
behaviour of the function. The authors then propose to use
post-hoc explainability methods to assess whether the ML
component has learned the specified concepts. Hu et al. [22]
propose an approach for specifying and testing requirements



for robustness. First, the authors derive a set of acceptable
transformations on an image that are invariant or equivalent
to the Human Visual System, and later assess the model
performance under the recognised set of transformations. Our
work makes a similar attempt to specify machine learning
requirements which can be traced to model performance, and
in particular traces the safety-requirements to the concepts.

The authors of Burton et al. [12] discuss that no consensus
exists for addressing the semantic gap. Rather than deriving a
suitable specification of the intended behaviour, several works
address post-hoc explainability techniques to demonstrate that
the intended behaviour was learned by the function. Methods
like SHAP [23] and Saliency maps, while useful, do not
fully capture the inherent decision-making processes of ML
systems. To shed light on the inner workings of the model,
traceability from input to output is required. Another method
for post-hoc explainability which uses concepts is T-CAV by
Kim et al. [24]. In T-CAV, concept activation vectors (CAV)
are constructed from the latent space of an end-to-end network
using input examples for different predefined concepts. Simi-
larly, we propose to use domain-specific concepts to improve
the specification of machine learning safety requirements.
Rather than using post-hoc explainability methods, we lever-
age CBM to learn the desired behaviour implicitly.

IV. OUR APPROACH

We propose to apply concept bottleneck models to enhance
the safety argumentation and analysis of ML systems. We
base our safety argumentation on the top-level GSN structure
presented in the work of Burton and Herd [16]. We develop
a methodology for addressing relevant sub-goals of this GSN
structure by leveraging the interpretable nature of concept-
bottleneck models. In the following sections, we explore how
our approach contributes to the safety assurance of our CZR
use-case. We focus on a traffic sign classification component
of the overall system. An overview of the architecture of our
concept bottleneck model for performing the task of traffic
sign classification is shown in Fig. 1. Our contributions address
three critical areas in the lifecycle of an ML component –
(1) bridging the semantic gap between specified and intended
functionality, (2) addressing functional insufficiencies at run-
time, and (3) enhancing safety analysis.

A. Bridging the Semantic Gap

As discussed in Sect. II-B, one of the key challenges for
safety argumentation lies in bridging the gap between specified
and intended functionality, known as the semantic gap. The
specified functionality describes what a system should do,
and is generally outlined in the form of specification and
requirement documents. A domain analysis may be conducted
to gain a comprehensive understanding of the Operational
Design Domain (ODD). Domain analyses support the gen-
eration of task-specific requirements, and serve as a baseline
specification for ML functions. Publicly available standards
such as ASAM OpenODD [25] and BSI PAS 1883 [26]
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Fig. 3: The result of the input domain analysis where a set of
uniquely identifiable concepts belonging to the 43 classes of
the GTSRB dataset are grouped into different concept groups
(highlighted in bold).

provide an exhaustive list of environments, scenery infor-
mation, road types, environmental factors such as weather
or lighting conditions, and different objects which are used
to formulate a well-defined input space for the system. The
intended functionality, on the other hand, describes the be-
haviour of the system when it performs as it was specified to.
We discuss how concept bottleneck models address the gap
between specified and intended functionality through enabling
an enriched specification of system behaviour.

1) Specified Functionality: The specification describes the
scope of the ML system. The objective of G2 is to eliminate
any insufficiencies arising from this specification. In the case
of the CZR, the input space under consideration includes the
set of traffic signs which need to be classified. Defining what
exactly constitutes an object of a particular class is challeng-
ing, and specifications generally fail to capture these nuances.
Without such a detailed specification, the model would learn
the representation of different traffic sign classes from a train-
ing set. Performance criteria such as precision and recall would
then be used to verify whether the learned behaviour matches
the specification. Concept bottleneck models introduce the
possibility to incorporate human-understandable concepts into
this specification, allowing for a richer description of each
class of images.

We consider our use case of traffic sign classification, and
take the example of a Roadwork sign. Human understandable
features of a Roadwork sign would include a white colour, a
triangular shape, and a construction site symbol. Each traffic
sign would have a unique set of such concepts differentiating
them from one another. By analysing the set of input signs,
we identified a total of 43 concepts. We categorised the
sets of concepts into overarching concept groups -– main
colour, border colour, shape, number, and symbol. We refer
to these groups as concept groups. The complete analysis
of the set of traffic signs results in a structure shown in
Fig. 3. Organising the concepts into concept groups supports



in defining additional safety requirements and constraints, and
provides opportunities for comprehensive safety analysis.

Using concepts allows for a more detailed description of
the semantics of the input space, further enhancing the safety
assurance case. We proceed with formal definitions relevant
to our methodology.

Definition 1 (Concept). Let c ∈ B be a variable representing
an individual human-understandable or specified Concept. The
variable c is defined as follows:

c =

{
1 if the concept is associated with input image x

0 otherwise.

Using the structure defined in Fig. 3, these individual
concepts belong to a Concept Group, which is defined as
follows:

Definition 2 (Concept Group). Let c be a vector representing
the Concept Group of size d containing individual concepts
ci, where 1 ≤ i ≤ d, s.t. c = (c1, c2, . . . , ci, . . . , cd) ∈ Bd.

These concept groups are concatenated to form the Concept
Vector c̃, as follows:

Definition 3 (Concept Vector). Let k be the total number of
concept groups, then the concept vector c̃ is defined as:

c̃ = c1⊕· · ·⊕cj⊕· · ·⊕ck, cj ∈ Bd, c̃ ∈ Bl with l =
∑k

i=1 |ci|.

Using the definitions above, the dataset used for training and
verification of a concept bottleneck model can be formalised
in the following manner.

Definition 4 (Dataset). A dataset D used for training/testing
a concept bottleneck model can be defined as a set of triples

D = {(x, c̃, y) | x ∈ X, c̃ ∈ C, y ∈ Y }

where,
• x ∈ X is the input image;
• c̃ = (c1, c2, . . . , cl) ∈ Bl is a concept vector associated

with x;
• y is ground truth label associated with x;
• X is the space of input images;
• C is the space of concept vectors;
• Y is the set of ground-truth labels;

2) Intended Functionality: Goals G4 and G5 focus on the
intended functionality. The satisfaction of these goals implies
that the system is sufficient to carry out its intended task.

The objective of G5 requires us to demonstrate that the
performance of the trained model fulfils the safety require-
ments. Besides allowing for a better formulation of the input
space, the use of concepts enables the definition of a richer set
of performance criteria, enhancing Verification and Validation
(V&V) activities and providing additional evidences for the
safety argument structure.

We consider the following higher level safety requirement
for our CZR use case:

TABLE I: An example of a high-level safety requirement
formulated for the Traffic Sign Classification function.

Safety Req. Description

SR1 Roadwork signs shall be detected.

For the construction zone assist use-case, false negatives are
safety critical. Metrics like the recall rate are thus critical. In
this case, the high-level requirement SR1 can be further refined
into the requirements SR1.1 and SR1.2, shown in Tab. II.

For classical CNN models, it may be challenging to further
refine this set of machine learning safety requirements. To
understand the model’s behaviour and assess whether it has
learnt the right features, post-hoc explainability methods are
often necessary to answer the question – “Has the model learnt
right features?” With the use of concept bottleneck models,
additional insights are possible. The previous question could
be further refined to answer – “Has the model learnt the right
set of concepts for a Roadwork sign?” This question could
be verified through an analysis of predicted concepts at the
bottleneck layer. A Roadwork sign could be uniquely identified
by a set of high-level concepts such as – white background,
red border, a triangular shape, and a unique construction site
symbol. Considering this availability of information from the
input space specification, we can expand previously estab-
lished safety requirements to gain a better understanding of
model behaviour.

The additional safety requirements in Table II consider the
information provided by the bottleneck layer of the CBM.
It is worthwhile to note that every previously defined safety
requirement can also be applied for the set of relevant concept
groups. Moreover, if a particular concept group is absent for
a traffic sign, measuring its absence can also provide insights.
In our case, the Roadwork sign would not be associated with
any concept in the number group. By refining the safety goals
using concept-based performance metrics, we can have a better
assessment of the intended functionality. By defining safety
requirements which better represent the intended functionality,
we can have a more comprehensive analysis of G5.

The intended functionality is further impacted by the devel-
opment of the ML model. The objective of G4 is to demon-
strate that the design of the chosen ML function is inherently
capable of fulfilling its safety requirements. We describe how
concept-bottleneck models support the satisfaction of safety
requirements at design time. This goal includes any design
measures and architectural considerations chosen for the ML
function. The inherent black-box like nature of ML functions
often leads developers to resort to explainability and post-hoc
analysis methods to gain an in-depth understanding of the
model and assess whether the model is capable of meeting
its safety requirements. The CBM model is interpretable by
nature due to its intermediate bottleneck layer. The additional
insights gained from the bottleneck layer enable a deeper
understanding of the model behaviour, through the definition
of performance metrics which can be useful in deriving
insights not only about the model, but about the dataset.



TABLE II: An example of two safety requirements obtained
when using a CNN model as baseline. When using a concept
based model, this list can be further extended by an additional
set of 4 safety requirements.

Baseline

Safety Req. Description

SR1.1 Recall: ∀x ∈ X , with y = RoadWork, recallScore(x) ≥ θ
for θ ∈ [0, 1]

SR1.2 Precision: ∀x ∈ X , with y = RoadWork,
precisionScore(x) ≥ θ for θ ∈ [0, 1]

With CBM

Safety Req. Description

SR1.3 Recall (Concepts): ∀x ∈ X , with y = RoadWork,
recallScore(ck) ≥ θ for k associated with concept
Main colour/White and given θ ∈ [0, 1]

SR1.4 Recall (Concepts): ∀x ∈ X , with y = RoadWork,
recallScore(ck) ≥ θ for k associated with concept
Border colour/Red and given θ ∈ [0, 1]

SR1.5 Recall (Concepts): ∀x ∈ X , with y = RoadWork,
recallScore(ck) ≥ θ for k associated with concept
Shape/Triangular and given θ ∈ [0, 1]

SR1.6 Recall (Concepts): ∀x ∈ X , with y = RoadWork,
recallScore(ck) ≥ θ for k associated with concept
Symbol/ConstructionSite and given θ ∈ [0, 1]

TABLE III: A proposed set of constraints that can be defined
for effectively mitigating insufficiencies of the ML function
during runtime.

Concept Group Rule Description

Main colour One concept predicted in Main colour.
Shape One concept predicted in Shape.
Border colour At most one concept predicted in Border colour.
Number At most three concepts predicted in Numbers.
Symbol At most three concepts predicted in Symbol.

B. Addressing runtime insufficiencies

After deployment, it is necessary to ensure any insufficien-
cies can be effectively identified and mitigated. The objective
of G6 is to ensure emerging insufficiencies during operation
are adequately addressed. This goal could be addressed using
plausibility checks, out-of-distribution detection, and fall-back
mechanisms. In the case of traffic sign classification, the
presence of a bottleneck layer allows us to enforce rules on
the behaviour of the ML function. For e. g., a rule could state
that if certain concepts are predicted, then the final prediction
is valid, and if not a flag could be raised. The complete input
space can be analysed across the identified set of concept
groups in order to define rules. Some of the identified rules
after analysing the input space are identified in Tab. III. The
rules could be enforced as constraints on the predictions.
Enforcing these constraints during testing and at runtime could
assist in addressing emerging insufficiencies.

C. Enriched Failure Analysis
The safety assurance for an ML function is an iterative pro-

cess. As insufficiencies are detected at runtime, new measures
can be introduced to ensure the system continues to fulfill
its safety requirements. When an ML function is unable to
satisfy its safety requirements, the challenge becomes finding
the root causes of the ML failures. The process of identifying
the root cause of failures is part of the “safety analysis.” Safety
analyses of machine learning systems consist of iterative
refinements of the system safety.

The safety analysis generally starts with analysing erroneous
outputs and finding associated insufficiencies in the model.
Inputs leading to the erroneous outputs are generally identi-
fied during the evaluation process. In the case of an image
classification task, these inputs can be identified when the
model has False Positives (FPs) and False Negatives (FNs).
However, performance metrics like FPs and FNs do not give
any indication of the severity of model failures, or in other
words “how wrong” the ML model was. Comparing the sever-
ity of model failures caused by different inputs which were
identified as FP or FN without additional insights becomes a
tedious task. There is a need for safety-relevant performance
metrics which provide a better indication of the severity of
model failure. We introduce the hamming distance as a safety-
relevant metric for concept bottleneck models. The hamming
distance compares the ground truth concept vector and the
predicted concept vector. The hamming distance measures how
many bits have to be changed on the predicted vector to match
the ground truth vector. A higher number of required changes
corresponds to a higher hamming distance, indicating worse
model performance. Formally, the hamming distance can be
defined as follows:

Definition 5 (Hamming Distance). Let c̃1 and c̃2 be two
concept vectors in Bl, then the Hamming distance h between
them is defined as:

h(c̃1, c̃2) =

l∑
i=1

[c̃1i ⊻ c̃2i],

where [a ⊻ b] denotes the bitwise XOR operation between the
ith elements ai and bi of vectors a and b, respectively.

Safety-relevant metrics can quickly pinpoint images where
the model performs worse, either within each class or across
entire datasets, enabling a safety-criticality-aware assessment.

While the Hamming distance can identify images which
lead to safety-critical behaviour, the predicted and ground truth
concept vectors offer additional insights into the model be-
haviour. With this information, one can assess which particular
concepts are contributing towards the final prediction, which
concepts are not faring well, and so on. Such insights are
valuable in refining subsequent iterations of the model’s safety
analysis.

V. EXPERIMENTAL SETUP

In this section, we outline our experimental setup, includ-
ing details about the dataset with concept label annotations,



architectural decisions, and the training pipeline 1.

A. Implementation Details

a) Datasets: We evaluate our approach on the German
Traffic Sign Recognition Benchmark (GTSRB) dataset [14].
The dataset D consists of a set X of images of traffic signs
captured under various environmental conditions, viewpoints,
lighting conditions, and with varying levels of occlusion
and degradation, mirroring the complexities of real-world
scenarios. Each image x ∈ X is annotated with a ground
truth label y ∈ Y , where Y is comprised of 43 traffic sign
classes, with different categories, including regulatory signs
(e. g., speed limits, stop signs), warning signs (e. g., pedestrian
crossing, slippery road), and informative signs (e. g., direction
signs, lane guidance). The images in the dataset were pre-
processed by first being scaled to 224 by 224 pixels, and then
standardized to have a mean of zero and a standard deviation
of one. Moreover, the original split of the training and test
set was kept for the experiment, with 20% of the training set
being reserved as a validation set.

Definition 4 states that each image x in the CBM
dataset must also be associated with a concept vector c̃ =
(c1, c2, . . . , cl) ∈ Bl, where ci ∈ B denotes a human-
understandable concept, for 1 ≤ i ≤ l. We thus defined a set
of concepts using an approach similar to [28, 29]. Boolean
values were assigned to the traffic signs labels to indicate
the presence or absence of certain high-level attributes, e. g.,
colours, shapes, and symbols. This process resulted in the set
C of 43 concepts that were grouped into the concept groups
from Fig. 3 and mapped to the input images X .

b) Architecture: As specified by Koh et al. [13], a
concept bottleneck model is made up of two components: a
concept predictor g : X → C, responsible for mapping inputs
x ∈ X to their corresponding concepts vectors c̃ ∈ C, and a
label predictor f : Bk → R, which utilizes the inferred con-
cepts c̃ ∈ C to assign appropriate labels y ∈ Y . The concept
predictor g leverages a pre-trained EfficientNet V2 architecture
[30], with the output layer using sigmoid activation to predict
the concept vectors c̃.

The architecture of the label predictor f is structured around
a feed forward neural network with two hidden layers. Each
hidden layer contains 64 nodes and is activated by ReLU func-
tions, followed by batch normalisation and dropout modules,
with probability of 50%, to enhance training robustness. The
final prediction y ∈ Y is obtained through a softmax function.
The batch size for both models is 128.

c) Training: As described by Koh et al. [13], the two
networks were trained sequentially. Initially, the concept pre-
dictor g underwent training for 20 epochs, using the Adam
optimisation algorithm [31] with an initial learning rate of
0.001, and early stopping with a patience of 5. The Binary
Cross-Entropy (BCE) loss function was used, facilitating the
independent assignment of a probability to each label. Follow-
ing this, the label predictor f was trained for 15 epochs using

1code for reproducing results can be found in [27].

TABLE IV: A drop in performance metrics when using CBM
vs a conventional CNN model as baseline.

CBM Baseline

Average [%] Top [%] Average [%] Top [%]

Accuracy 97.34 ± 0.0046 98.15 99.06 ± 0.0029 99.55
Precision 96.70 ± 0.0091 97.42 98.66 ± 0.0037 99.25

Recall 95.72 ± 0.0107 97.56 98.63 ± 0.0059 99.29
F1 95.98 ± 0.0095 97.35 98.58 ± 0.0049 99.26

the same optimisation and early stopping technique. Inputs to
the label predictor are the binarised (threshold = 0.5) concept
values predicted by the preceding network. Cross-Entropy loss
was used with an initial learning rate of 0.01.

d) Hardware: The experiments were conducted on a
system running OpenSUSE 15.5, equipped with three NVIDIA
RTX 6000 GPUs, each featuring 24 GB of dedicated GDDR6
memory and a memory bandwidth of 672.0 GB/s. The GPUs
operate at a core clock speed of 1770 MHz and are powered by
4608 CUDA cores, 576 Tensor cores, and 72 Raytracing cores.
Additionally, the GPUs support CUDA Compute Capability
7.5, and the system is configured with CUDA, OpenCL, and
TensorFlow (Python).

VI. EVALUATION

In this section we present quantitative experimentation
results addressing RQ1 and RQ2, offering insights into the
effectiveness of our approach. The qualitative evaluation of
RQ3 is left for Sect. VII.

A. Effectiveness of Concept Bottleneck Models (RQ1)

Our initial research question investigates the trade-off be-
tween performance and the interpretability inherent to CBMs.
We assess this by comparing the CBM’s performance against
a baseline CNN model. Our goal is to explore the impact on
model performance metrics when replacing a standard model
with an interpretable CBM. We train a baseline Convolu-
tional Neural Network (CNN) using the same architecture
as the concept predictor of the CBM, allowing for a fair
comparison between the CBM and a conventional approach to
classification tasks. To ensure validity, we ran our experiment
50 times using different initialisation seeds. After each run,
the metrics of accuracy, precision, recall, and F1 score were
measured for each model using a held-out test set and stored
for comparison. While accuracy was calculated across the
entire dataset, the other metrics were assessed label-wise
and averaged. Statistical significance was determined via T-
tests on the metric distributions, followed by averaging and
computation of standard deviations. Table IV shows the results
of the experiments. Along with average results, the results for
the top models are also reported. Our findings reveal a clear
loss in performance when replacing a baseline model with a
CBM. While the average drop in accuracy is relatively minor,
the other metrics are significantly impacted when the CBM
model is introduced. We discuss these results in Sect. VII.
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Fig. 4: Single occurrence of a False Negative in a safety-
critical sign: An example where a Roadwork sign is misclas-
sified as a Yield sign. We notice that one of the concepts
(Symbol-Construction Site) required for correctly classifying
the traffic sign as Roadwork is missing.

In addition to evaluating the performance metrics across all
labels, we are also interested in examining the performance of
the CBM for safety-critical signs. A key objective of the CZR
use case is to identify images x ∈ X in the dataset D such that
the associated y = RoadWork. Given the critical importance
of avoiding false negatives in such systems, recall becomes
a priority. In this scope, the average performance difference
between the baseline model and the CBM is approximately
2%. When comparing the top models, the baseline achieves
the highest recall score, whereas the CBM is responsible for
a single false negative. Fig. 4 shows this misprediction, where
the label y = Y ield was wrongly attributed to the image x,
on the left. As mentioned in Sect. IV-C, one of the advantages
of using a CBM instead of a regular CNN is the enriched
safety analysis allowing for an evaluation of the model that
goes beyond looking at false positives and false negatives. To
showcase this advantage, a comparison between the ground
truth and predicted concept vectors is displayed on the right
hand side of the figure. For convenience, only the relevant
concepts, i.e., concepts where c = 1, for c ∈ c̃, were pictured.
Notably, with hamming distance h = 1, the concept predictor
g in the CBM was not able to identify the concept ck, with
k associated with Symbol/ConstructionSite. Therefore, the
label predictor f wrongly assigned the label y = Y ield, given
the match with the concepts’ ground truth of the respective
sign. Thus, the use of concept bottleneck models, while
demonstrating a loss in overall performance, allows for a
deeper analysis of misclassifications in safety-critical cases.

Summary: In addressing RQ1, we find that while the
CBM model shows some performance loss compared
to the baseline, fine-tuning can significantly reduce
this gap, potentially down to a single misprediction in
safety-critical cases. Additionally, the CBM enhances
interpretability and enables deeper analysis of these
scenarios.
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Fig. 5: Our Concept-Label alignment matrix to understand
the coherence between predicted concepts from the concept
bottleneck layer (CNN backbone) and final label outputs
from the fully connected layers of the network. This matrix
supplements our understanding of the CBM model and helps
in identifying if additional fine-tuning steps are required for
the first or second-half of the CBM model.

B. Interpretability of Concept Bottleneck Models (RQ2)

Internal Coherence: To assess the interpretability of the
concept bottleneck model, we first assess whether the learnt
concepts correspond to the correct classes. We call this prop-
erty the internal coherence of the model. Our claim is that
using a CBM facilitates traceability between the components
of safety arguments, as the model uses the concepts outlined
in the specification to make predictions. To validate this
assertion, we use the Concept-Label alignment matrix depicted
in Fig. 5. This matrix offers a representation for evaluating
the coherence between the predicted labels and concepts. It
compares the predicted classifications of the model against
the predicted concepts. The matrix is structured with rows and
columns, where the row represents the correct and incorrect
label predictions, while the columns denote accurate and
incorrectly predicted concepts. Regarding the concepts, we
consider samples as correctly predicted when all concepts in
the set match the ground truth, with a single deviation resulting
in the entire set being considered incorrectly predicted for that
sample.

Internal coherence in a model is demonstrated when the
majority of samples populate the top-left and bottom-right
cells of the matrix. The top-left cell signifies instances where
the model accurately predicts the label based on correct
concept predictions. Conversely, the bottom-right cell high-
lights cases where the model incorrectly predicts the label
due to inaccuracies in the predicted concepts. This emphasis
on correct concept-label associations and the recognition of
misclassifications due to concept errors illustrates the model’s
ability to maintain coherence between conceptual understand-
ing and accurate predictions. High values in the bottom-left
and top-right cells point to inconsistencies in the concept-label
association. The bottom-left cell identifies samples where the
labels are mispredicted despite the predicted concepts aligning
with the ground truth. This poor label prediction performance
may necessitate further fine-tuning of the second layer or a
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Fig. 6: Gaining additional insights from examining predicted
concepts: An example where the traffic sign is correctly
classified as End of Speed Limit 80 with an incorrect set of
concepts. This misalignment may be attributed to the dark
background, causing a border colour of red which is not
present to be predicted.

more precise specification of concepts. In our experiment,
there were no such cases, indicating that the model correctly
classifies any set of correctly predicted concepts.

Similarly, the top-right cell denotes samples where the
correct label is predicted despite some mispredictions in the
concept set. This cell is particularly critical, as it indicates
the extent to which the model relies on concepts to make
accurate predictions. High values in this cell suggest that
the model’s explanations may not be entirely trustworthy,
potentially impacting safety. It is important to note that an
incorrect prediction does not necessarily mean that all concepts
were incorrect; rather, there was at least one misprediction,
as previously mentioned. An example is Fig. 6, where the
predicted concepts wrongly include the Border colour Red.

Enriched Failure Analysis: The use of CBMs allows us to
leverage safety relevant metrics like the Hamming Distance for
improved failure analysis. The Hamming Distance, presented
in Definition 5, allows us to go beyond a misclassification –
rather, it allows us to diagnose the severity of the model failure
through capturing how many concepts the model predicted
incorrectly. To demonstrate how interpretability from the bot-
tleneck layer can be used to diagnose and debug potential
safety hazards within the model, we explore two examples.
In Fig. 7, we see an example where the model prediction
has a Hamming Distance of 7. This means that the model
was incorrect about 7 concepts. For a safety critical scenario,
this metric gives us more insight into the performance than
a simple misclassification. We see that the model fails to
recognize any of the concepts in the image. In Fig. 8, we
see an example where the model prediction has a Hamming
Distance of 3. In this example, the model fails to predict all
relevant concepts and thus predicts the final class incorrectly.
By observing the constraints established in Tab. III, we see
that in this case 2 constraints are violated. This example could
thus be flagged using measures which examine constraint
violations.
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      Ground Truth (GT): Beware of ice/snow
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Fig. 7: Gaining insights about the quality of the dataset: Using
the Hamming code as an indicator of severity, the worst
performing examples can be identified. The example shown
here has a hamming code of 7 and upon examination, the
misclassification could be attributed to the degraded quality
of the image.

Summary: To address RQ2, we demonstrate that when
the CBM exhibits internal coherence, safety-relevant
metrics can be designed using concepts to better un-
derstand the severity of model failures.

VII. DISCUSSION

In this section, we discuss the results for RQ1, RQ2, and
RQ3.

A. Effectiveness of Concept Bottleneck Models (RQ1)

First, we discuss the effectiveness of replacing a classical
CNN with a concept bottleneck model from a safety per-
spective. The significant loss in performance achieved when
replacing the baseline model contradicts prevailing research in
interpretable machine learning, which argues against a general
trade-off between accuracy and interpretability [18, 20]. We
attribute this disparity to the choice of training algorithm and
to the need of further refinement of the model.

The first reason lies in the training process, particularly the
use of hard values for concepts. Research by Koh et al. [13]
explores different training methods, finding that using concept
logits, instead of hard values, as input for the label predic-
tion leads to optimal performance. However, this approach
suffers from “information leakage” as reported by Mahinpei
et al. [32] and Margeloiu et al. [33]. This leakage arises
because representing binary concepts as probabilities transmits
unintended information that reduces model interpretability.
Current approaches mitigate this by adding hidden variables
to account for the unknown information [34, 35], also at
the expense of the interpretability of the model. To address
this, we propose an alternative approach discussed in Sect. V
that involves binarising predicted concept values. While this
approach avoids the leakage, it may lead to the observed
decrease in model performance.

The second reason relies on the examination of the top
performing CBM, which suggests room for improvement of
the model. By comparing the metrics of the top performing
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Fig. 8: Identifying misclassifications using constraints: An
example of a prediction that violates the set of constraints
defined in Tab. III (the shape and main colour constraints are
violated).

baseline model and CBM in the experiment, we notice a
reduction of the discrepancy. Given that the only difference
between the runs are the initialisation values, a careful se-
lection of the model parameters could have a large impact
over the final result. Additionally, we acknowledge that the
current implementation of the CBM could benefit from further
refinement, e. g., enhancing the preprocessing pipeline, as well
as optimizing the CBM architecture, concept selection, or
training strategies.

The focus of this paper is not on the performance of the
CBM, but rather on arguing its benefits for enhancing safety
argumentation. While there exists many methods to improve
the performance of CBMs, the focus of this paper is to
understand how their interpretable decision-making process
can help enhance the assurance case. Therefore, we shift our
discussion to the advantages provided by the interpretable
nature of the CBM.

B. Interpretability of Concept Bottleneck Models (RQ2)

The evaluation of the CBM’s interpretability through in-
ternal coherence analysis yielded promising results (refer to
Sect. VI-B). This analysis, emphasizing the alignment between
predicted concepts and true classes, supports our initial claim
that CBMs facilitate the construction of traceable safety argu-
ments. The Concept-Label alignment matrix (Fig. 5) provides
a valuable tool for assessing this coherence. By scrutinizing
the relationship between predicted labels and concepts, we
gained insights into the model’s internal reasoning. This ob-
served alignment between concepts and classes strengthens
the argument for using CBMs in safety-critical systems. Be-
cause CBMs explicitly utilize safety-relevant concepts during
prediction, the reasoning steps become more transparent. This
transparency allows for a more robust safety argument to be
built, as each step in the reasoning process can be mapped
back to the defined concepts. This traceability simplifies safety
analysis and facilitates the identification of potential failure
modes within the model. In Fig. 6, we show an example of
a case where an incorrect set of concepts leads to a correct
final prediction. These examples are particularly worrying, and
indicate a lack of internal coherence in some cases. Several

cases like these may indicate a need for additional safety
measures.

The interpretability of CBMs also provides advantages for
enhanced safety analysis. One such advantage of the CBM
stems from its ability to provide insights beyond the final
classification result. The evaluation of ML systems typically
relies on average metrics, such as accuracy, false positive
rates, or false negative rates, which may be inadequate in
safety critical scenarios. To capture the performance of a
model for safety-critical cases, metrics which dive deeper
into the reasons for failures are necessary. Through the use
of concept bottleneck models, we enable the use of safety
relevant metrics which rely on concepts rather than average
model performance. We presented the Hamming Distance
between predicted and labelled concepts as a safety-aware
metric to evaluate the performance of the model. Unlike a
simple misclassification, the Hamming Distance quantifies the
severity of the model’s failure by measuring the number of
incorrectly predicted concepts. In Fig. 8, we can see how an
incorrect class prediction due to missing concept predictions
may occur. While it is rational to argue that the occlusion and
shadow present on the image may obstruct the identification
of corresponding concepts by the CBM, the failure analysis
driven by observing the Hamming code is helpful in identify-
ing such critical examples/outliers in the datasets.

C. Contribution Towards Safety Argumentation (RQ3)

We discuss the three contributions towards safety argumen-
tation which are enhanced by concept bottleneck models.

Specified vs Intended Functionality: The use of concept
bottleneck models enables us to define a richer specification
for our ML model. This enriched specification allows us to
address the semantic gap between specified and intended func-
tionality. We address this in two ways. First, by characterizing
the dataset using human-interpretable concepts, we enrich the
dataset’s metadata. This additional metadata facilitates a more
comprehensive analysis of data coverage. Second, by defining
additional safety requirements at the concept level, we gain
deeper insights into the model’s behaviour, enhancing our
ability to assess and improve its safety and performance.

Addressing Runtime Insufficiencies: The presence of a
concept bottleneck layer introduces the possibility for bet-
ter control over the model’s runtime behaviour. By defining
constraints on the detected concepts, we can define monitors
to ensure constraints are met at runtime. This monitoring
approach can support in addressing emerging insufficiencies.
The ability to enforce these rules could enable the management
and mitigation of potential issues as they arise, ensuring more
reliable model performance in real-time scenarios. An example
of identifying a misclassification through the use of constraints
is shown in Fig. 8. The example violates two constraints -
the shape and main colour. However, the example doesn’t
violate the Border colour, Symbol and Number Constraints
as they were collectively defined for the entire dataset. These
constraints can be adapted to suit the nature of task.



TABLE V: The added values to specific goals in the work
of Burton and Herd [16] when a conventional CNN model is
replaced by the CBM in the manner proposed in this paper.

Goal Subgoal Contribution

G2 The input domain is sufficiently
well defined to ensure complete-
ness of derived safety require-
ments, training and test data.

Ability to fully specify high-
dimensional images through
human-understandable concepts.

G4 The choice of ML technology
and system design is inherently
sufficient to fulfill the safety re-
quirements.

CBM has an interpretable mid-
dle layer, enabling understand-
ing of the model.

Architectural measures are de-
fined to mitigate the impact of
known residual insufficiencies in
the model.

Enforcing rule-based constraints
in bottleneck layer.

G5 Evaluation has demonstrated that
the safety-related property X is
fulfilled.

Use of CBM’s interpretable mid-
dle layer used to define addi-
tional safety requirements.

G6 Technical measures are sufficient
to detect and mitigate resid-
ual and emerging insufficiencies
during operation.

Enforcing rule-based constraints
in bottleneck layer.

Enhanced Safety Argumentation: Addressing these safety
aspects indirectly contributes towards different supporting ar-
guments in the baseline GSN structure for safety argumenta-
tion introduced in Fig. 2. We select a relevant set of subgoals
from goals G2, G4, G5, and G6 which are enhanced by
concept bottleneck models. We summarise our contributions
towards these sub-goals in Tab. V.

VIII. THREATS TO VALIDITY

A. Internal

A clear threat to the validity of our methodology comes
from the potential for concept correlation, as identified by [29].
If the concepts used in the concept bottleneck model are highly
correlated, it is challenging to discern whether the model is
correctly learning individual concepts. This correlation can
affect the interpretation of which specific concepts are con-
tributing to the model’s decisions. Our methodology relies on
the model learning the concepts properly. Another threat to the
validity of our results stems from our use of hard concepts. As
identified in Sect. V, the use of hard concepts comes at the cost
of lost performance. Additionally, the comparison between the
CBM and a baseline CNN was performed by running several
runs with different seeds. The number of runs, however, was
limited by the available computational resources. Therefore, it
could benefit from a few extra executions to assess the stability
of the achieved results.

B. External

The main external threat to the validity of our approach is its
generalizability to other use cases. Our current methodology
involves a simplified traffic sign classification task where
concepts are relatively straightforward to define. However,
extending this approach to more complex scenarios, such

as pedestrian detection, presents significant challenges. In
these cases, concepts are harder to define due to the subtle
nature of the features that constitute a pedestrian. To address
this limitation, methodologies for systematically defining and
annotating concepts in a way that can be generalized across
different and more complex tasks are necessary. Without such
systematic approaches, the effectiveness and applicability of
concept bottleneck models may be significantly constrained in
real-world, diverse applications.

IX. CONCLUSION

Road-vehicle standards such as ISO 26262, ISO 21448,
and the upcoming ISO PAS 8800 emphasize the need for
comprehensive assurance arguments which validate functional
safety and intended functionality of AI/ML components. We
propose to apply concept bottleneck models to enhance safety
assurance argumentation. Our methodology employs human-
understandable concepts for specifying functionality and gain-
ing deeper insights into machine learning-based perception
components. We apply quantitative metrics, such as the ham-
ming distance, using these concepts to reduce the semantic gap
and ensure traceability within the Safety Assurance Case. The
incorporation of such safety-relevant metrics enables a com-
prehensive analysis of errors which goes beyond traditional
metrics like the True Positive Rate (TPR) and False Positive
Rate (FPR).

We argue that the enhanced interpretability offered by
CBMs empowers the development of more robust safety
arguments. The ability to trace reasoning steps back to specific
concepts facilitates a deeper understanding of the model’s
decision-making process. This transparency strengthens safety
arguments by allowing for a more thorough analysis of poten-
tial failure modes. Despite these efforts, the concept predictor
can still be considered black-box. Emerging work on Concept
Whitening [36], where the feature space is aligned with
independently learned concepts, could support improvements
in safety assurance for black-box ML functions.
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