
FIRMA: A Future Internet Resource Management Architecture

Alexander Willner, Technische Universität Berlin, alexander.willner@tu-berlin.de, Germany
Thomas Magedanz, Fraunhofer FOKUS, thomas.magedanz@fokus.fraunhofer.de, Germany

Abstract
The Internet is broken and there are several approaches to fix it. In order to validate these novel ideas, they are often
evaluated using large-scale experiments involving numerous heterogeneous resources. As a result, several Future Internet
testbeds have been established and different competitive mechanisms to federate them are subject of current research.
Even though the basic principles of these mechanisms are mostly equivalent, the current situation leads to a fragmented
and complex environment for experimenters, testbed owners, and developers. Therefore, an extensible Future Internet
Resource Management Architecture (FIRMA) with a protocol agnostic core is proposed, that offers interchangeable
federation and experimentation interfaces concurrently, supports heterogeneous resources, and integrates existing testbed
services. Both, the requirements for such an architecture and the applicability of an according implementation were
evaluated within latest European Future Internet research projects.

1 Introduction

The Internet is broken[1] and there are several approaches
to fix it. Basically, two strategies can be identified. On
the one hand, evolutionary strategies try to incrementally
improve the current Internet architecture while conserving
the compatibility with existing mechanisms. On the other
hand, clean-slate approaches tend to break the compati-
bility to the established Internet and try to fundamentally
change the way devices communicate.
In both cases new developments need to be evaluated
against specific requirements. Given the nature of the
Internet, scalability and support for a wide range of hetero-
geneous resources are of particular interest. Briefly, the
techniques that may be used for performance evaluation
are analytical modeling, simulation, and measurement of
real environments[2]. While former methodologies are
suitable for systems with low to middle complexity, Fu-
ture Internet approaches require large test domains with a
diverse set of equipment. Therefore, various Future Inter-
net experimental facilities have been established. These
facilities enable experimenters to create their own envi-
ronments, which can be used to evaluate the according
system under test.
In this context, it is of peculiar concern to extend the po-
tential list of offered resources for large-scale experiments.
As a result, current research discusses architectures to fed-
erate different testbeds with each other in a standardized
manner. This involves all areas of an experiment life-
cycle, such as federated authentication and authorization,
resource description, discovery, reservation, orchestration,
provisioning, monitoring, and release as well as experi-
ment control and measurement.
In the last years a variety of frameworks, protocols, and
architectures have been developed for these purposes
in the Future Internet Research and Experimentation[3]
(FIRE) and Global Environment for Network Innova-
tions[4] (GENI) initiatives. Currently, particular atten-

tion is being paid to the Slice-based Federation Archi-
tecture[5] (SFA) for resource provisioning, the cOntrol
and Management Framework[6] (OMF) with its Feder-
ated Resource Control Protocol (FRCP) for experiment
control, the ORBIT Measurement Library[7] (OML) for
experiment measurement and the Teagle[8] framework
components for generic resource federation. However,
these mechanisms have been mainly designed indepen-
dently from and therefore are not closely linked with each
other. As a consequence, latest FIRE research focuses on
unifying these technologies using existing developments.
Notwithstanding the above, the federation of facilities is
also subject in similar contexts. In particular within the
Future Internet Public Private Partnership[9] (FI-PPP) the
federation of nodes is also envisaged based on Future In-
ternet Core Platform[10] (FI-WARE) components. And
the IEEE group Standard for Intercloud Interoperability
and Federation[11] (P2302) is focusing on technologies
to interconnect cloud environments.
Based on experiences gained from the afore-mentioned
contexts and a conducted survey[12], several assumptions
are being made. First, experimentation and federation
mechanisms that are already in place, are unlikely to be
replaced in the medium term. Second, a majority of the
functionality of these technologies are in principle based
on the same enabling mechanisms. Third, everything,
also a service or a testbed itself, is a resource and can be
federated. Fourth, existing testbed features (such as user
databases or billing mechanisms) must be incorporated.
Fifth, the concept of resource federation will be adopted
by more fields of application in the future.
Based on these assumptions, in this paper we propose an
extensible architecture to manage resources within feder-
ated Future Internet environments. The main contribution
is the definition of a notably reusable and extensible archi-
tecture for federated Future Internet resource provisioning,
monitoring, and control. The long-term goal is to evaluate
the architecture within all areas of the Future Internet ex-



perimentation life-cycle by developing a reference imple-
mentation, integrate the developments into a commercial
Enhanced Telecom Operations Map[13] (eTOM) based
context, to adopt it to the area of InterCloud federations,
and finally to generic federated service life-cycles based
on negotiated Service Level Agreements (SLAs). The
proposed architecture will allow developers to efficiently
implement and link existing and future protocols using
already existing common denominators (e.g. for autho-
rization handovers between protocols); researchers have a
mechanism to compare Future Internet experimentation
protocol characteristics against each other, students can
learn details about different protocols using a single frame-
work, and testbed providers have the ability to provide
resources using several protocols at once.
The remainder of the paper is structured as follows. In
Sec. 2 relevant work by others and the most important
stances in the literature are presented. Based on this
knowledge in Sec. 3 the treated research gap is shortly
summarized and the proposed architecture is presented
in detail. Finally, we close giving some conclusions and
outline future work in Sec. 4.

2 Related Work
Within the Global Environment for Network Innova-
tions[4] (GENI) different competing testbed control frame-
works are under development. A comparison between
these control frameworks has been published earlier [14]:
the Open Resource Control Architecture[15] (ORCA)
framework Shirako; PlanetLab Central (PLC) that is used
for the PlanetLab[16] infrastructure; the DETER Fed-
eration Architecture[17] (DFA) used in the Trial Inte-
gration Environment Based on DETER[17] (TIED); the
cOntrol and Management Framework[6] (OMF) devel-
oped within the Open Access Research Testbed for Next-
Generation Wireless Networks[18] (ORBIT); as well as
ProtoGENI[19] applied in Emulab[20]. Therefore, the
need to federate several testbeds that are controlled by the
different competing control frameworks has been identi-
fied already 2010[21]. As a result, the Slice-based Federa-
tion Architecture[5] (SFA) was defined and is still under
revision to allow federation across facilities. SFA aligned
testbeds can be controlled by various SFA compliant user
tools such as the SFA Command-Line Interface (SFI),
MySlice, and Omni. Resources are described using so
called Resource Specifications (RSpecs). These are arbi-
trary XML documents and the formalization of resource
descriptions are still subject of current research.
While SFA mainly addresses issues regarding the descrip-
tion, discovery and provisioning of resources, mechanisms
are also needed to describe experiments and to control
and monitor resources accordingly. For these purposes
the OMF has been adopted. It takes an experiment de-
scription file, written in the OMF Experiment Description
Language (OEDL), as an input to orchestrate experiments
on OMF enabled testbeds. The underlying architecture is
currently transitioning into a federation-enabled version
initially called OMF-Federated[22] (OMF-F) that uses the

Federated Resource Control Protocol (FRCP).
Furthermore, for experiment measurements the OML Mea-
surement Stream Protocol (OMSP) is generally being used
to collect and push monitoring information. An imple-
mentation is the ORBIT Measurement Library[7] (OML),
which enables experimenters to instrument their applica-
tion by defining measurement points inside their applica-
tion source code. These data are transported as streams
from the measurement points with the help of the OML
client libraries and stored into an OML server.
Within the Future Internet Research and Experimenta-
tion[3] (FIRE) context the need to conduct experiments
over federated testbeds has been identified as well. Start-
ing with the Panlab II[23] project, possible heterogeneous
resource federation scenarios in large scale experimen-
tal facilities had been analyzed[24]. Based on this, the
Teagle federation architecture was proposed which con-
tains several components: The involved testbeds configure
a Resource Adapter[25] (RA) for each of their heteroge-
neous resources and exposes them using the Directory
Enabled Networks New Generation[26] (DEN-ng) data
model by running a Panlab Testbed Manager[25] (PTM);
the experimenters create their own Virtual Customer
Testbeds (VCTs) using the Virtual Customer Testbed
Tool[27] (VCTTool) and based on this they can describe
and control experiments using the Federation Computing
Interface[28] (FCI).
Subsequently, the Federation for FIRE[12] (Fed4FIRE)
project has been established. It currently gathers the re-
quirements within the FIRE community and defines an
architecture for the heterogeneous federation of Future
Internet experimentation facilities on a larger scale. This
includes the compatibility between FIRE and GENI fa-
cilities. It has been identified, that federated testbeds
must support all the functions of the experiment life-cycle
(cf. Figure 1): resource description, resource discov-
ery, resource requirements, resource reservation, resource
provisioning (direct or orchestrated), experiment control,
facility monitoring, infrastructure monitoring, experiment
measuring, permanent storage, and resource release; as
well as federated identity management, authorization, and
SLA management. The survey has revealed, that currently
SFA has widely been adopted for resource discovery and
provisioning. Other commonalities are the use of Zabbix,
Nagios, Zenoss, Ganglia, and OML for monitoring and
OMF/FRCP, VCTTool/FCI and the Network Experimen-
tation Programming Interface[29] (NEPI) for experiment
control. However, no dominating technologies could be
distinguished for any of these categories. Furthermore,
different possible federation architectures have been eval-
uated. Based on identified characteristics, the heteroge-
neous federation approach was recognized to be the most
suitable one for the Future Internet experimentation facili-
ties under evaluation. In this architecture all testbeds run
their native testbed management software.
At the present time, also the recently established Future
Internet Public Private Partnership[9] (FI-PPP) project
Experimental Infrastructures for the Future Internet (XIFI)
is in its requirement engineering phase. Within XIFI a
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Figure 1: The Experiment Life-cycle based on [12]

sustainable pan-European federation of Future Internet
test infrastructures will be established. It becomes appar-
ent, that on the one side this federation will technically be
based on Generic Enablers (GEs) developed by the FI-PPP
project Future Internet Core Platform[10] (FI-WARE). On
the other side, interoperability with the FIRE community
and testbeds is aspired. Therefore, the federation mecha-
nism, that is going to be developed within the XIFI project
must take both approaches into account.
Within the European Institute of Innovation and Technol-
ogy Information and Communication Technology Labs
(EIT ICT Labs) context federation is also perceived as a
catalyst to increase the utility of a testbed. In particu-
lar within the Fanning out Testbeds-as-a-Service for the
EIT ICT (FanTaaStIC) project new ways of creating a
sustainable business model, including an eTOM based
operational concept for the implementation, are getting
explored.
Analog to these efforts, current research also strives to
federate resources within single administrative domains
in another context[30]: In 2009 a “Blueprint for the Inter-
Cloud”[31] was published to define protocols and formats
for Cloud Computing interoperability. A taxonomy and
survey of already existing InterCloud architectures was re-
cently published[32] and different Standards Developing
Organizations (SDOs) are working on according docu-
ments. One example is the IEEE project Standard for
Intercloud Interoperability and Federation[11] (P2302).

3 Own Approach
We have shown that several approaches to federate and
control resources across multiple administrative domains
already exist. It becomes explicit that on the one hand, a
single mechanism can’t be used within every context. On
the other hand, most of them share many similar concepts
and information about the very same resources. Further-
more, within the Future Internet research area, multiple
requirements arise to which either no solution is specified
yet or different independent tools must interact with each
other to fulfill them.
This leads to a wide range of interesting research questions,
in particular with reference to the experiment life-cycle.
Within the scope of this paper, we’ll restrict the research
topic to define an architecture that is extensible enough to

support potentially all aspects of the life-cycle.

3.1 Architecture Overview

Related work focuses on loosely combining existing devel-
opments in order to cover the whole experiment life-cycle.
While this approach reuses already established software
components, it also introduces complexity including du-
plicated functionalities and synchronization overheads.
Therefore, the approach is to identify shared functionali-
ties of existing mechanisms in order to define an extensible
architecture with a protocol agnostic core. That allows to
re-use mechanisms that are common among them, to offer
different protocols in parallel, and it should be applicable
within a wide research field not limited by anticipated
design decisions.
As a main achievement, Figure 2 shows the current ver-
sion of the proposed architecture from a high level point
of view and it will be described in further detail within the
next sections. In general, it is based on established archi-
tectural design patterns such as Entity, Boundary, Interac-
tor[33] (EBI); Data, Context and Interaction[34] (DCI);
the Hexagonal Architecture[35]; and the Onion Architec-
ture[36]. They all share a common objective, which is the
separation of concerns[37]:

1. Independent of frameworks. The architecture does
not depend on any external libraries or frameworks.
Frameworks and libraries can be used as tools rather
than inseparable part of the architecture.

2. Independent of interfaces. The User Interfaces (UIs)
and Application Programmers Interfaces (APIs) can
be changed without any affect to the architecture
because they are not bound to it.

3. Independent of databases. The persistence technol-
ogy can be changed without any affect to the archi-
tecture because the business rules are not bound to
it.

4. Independent of services. The testbed premises and
resources can be changed without any affect to
the architecture because the business rules are not
bound to them.

5. Testable. The business rules can be tested with-
out any external elements following a Test Driven
Development[38] (TDD) approach.
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Figure 2: FIRMA Architecture Overview

3.2 Interface
The variety of user tools and developer toolkits are well
established in their certain user community, and are un-
der active development. Depending on the experimenters
working environment specific tools will be used and it is
unlikely that this would change in the midterm. Therefore,
the main target is not to offer new user tools but to support
these clients and to use them for acceptance testing and
to ensure compatibility with other implementations. This
includes SFA, FRCP, OML and Teagle compliant systems
for Future Internet experimentation as well as the support
for Graphical User Interfaces (GUIs) and native clients.
Furthermore, Open Cloud Computing Interface (OCCI)
compliant clients within the InterCloud and Generic En-
abler (GE) interface compliant clients within the FI-PPP /
FI-WARE contexts are possible candidates.
Related links: 1 (communication with FIRMA), 2 (com-
munication with other federation partners), and 3 (com-
munication with FIRMA from other clients within the
federation).

3.3 Delivery Mechanism
The Delivery Mechanism is the single point of entry and
responsible for incoming communication from testbed ex-
ternal components. In particular it offers multiple APIs
at once for the different clients and handles the transport
layer security. To acquire flexibility also in this compo-
nents, the specific implementation of each protocol should
be composed of four independent modules: view (ab-
stracts the used transport protocol from the actual mes-
sage), view model (the representation of the exchanged
data), controller (protocol dependent business logic for

incoming messages), presenter (protocol dependent busi-
ness logic for outgoing messages).
Related links: 4 (bilateral publish/subscribe communica-
tion between the core system and the delivery mechanism),
5 (push communication to other federation partners, e.g.
for pushing monitoring data).

3.4 Message Bus and Boundaries

To decouple the concrete implementations from each other
- in order to make them exchangeable - the different mod-
ules communicate only via well specified interfaces within
a message queue. Following the Dependency Inversion
Principle[39] (DIP) makes the architecture reusable and
is also important for the construction of code that is re-
silient to change. Empty arrows depict the implementation
and filled arrows represent the usage of an interface by a
module.

3.5 Core

In this module, the core business logic – or use cases –
that are needed across several protocols are implemented.
It is composed of separated protocol agnostic libraries that
cover the management of users, groups, resources, poli-
cies, persistence, reservations, schedules or monitoring
data. As a result, the Delivery Mechanisms will contain
a limited set of business logic only, that is very specific
for the according protocol. All other functionalities are
implemented in the Interactors. For data exchange, they
make use of plain business objects called Entities.
Related links: 6 (bilateral publish/subscribe communica-
tion between the core system and the adapters to provide



resources from own or federated testbeds), 7 (bilateral pub-
lish/subscribe communication between the core system
and services to integrate testbed internal aids).

3.6 Adapters

The common adapter design pattern is used to unify the
interfaces for heterogeneous resources. With restrictions
it was also extensively used in the PII project and Teagle
framework (RAs) and is comparable to device drivers.
Each adapter encapsulates one or multiple resource in-
stances of a single resource type by offering a unified
interface for resource description, provisioning, control,
monitoring, and release. On this level also another testbed
or federation of testbeds is handled as a group of available
resources and can recursively be abstracted.
Related links: 8 (providing resources from federated
testbeds).

3.7 Services

Although the main use cases are implemented within the
core, several functionalities can be exchanged by plug-
able extensions. Examples are persistence, authentication,
authorization, accounting, or billing mechanisms. These
extensions can again delegate parts of the functionality to
testbed internal premises.

4 Conclusions and Future Work

We have given a brief overview of the current experimen-
tal Future Internet research landscape, with a focal point
on testbed federation frameworks used within the GENI
and FIRE initiatives. Based on this, we have identified
research gaps with respect to the support of the whole
experiment life-cycle by existing solutions. As the main
contribution, the Future Internet Resource Management
Architecture (FIRMA) was introduced and described in
detail. The architecture is currently being implemented
and preliminary results are encouraging.
As a result from this research, developers could use this
architecture as a foundation for implementing and linking
federation mechanisms within a single framework, testbed
owners could provide resources using different interfaces
at once to increase their sustainability, researchers would
have an instrument to directly compare different protocols,
and experimenters would have a single point of entry for
their trials.
The short-term goals include the full implementation of
plugins for the SFA, Teagle, and FRCP protocols. The
medium-term planning treats the definition and integra-
tion of standardized data models and the integration of the
architecture in the more commercialized contexts FI-PPP
and EIT ICT Labs. Finally, the long-term objectives com-
prise the extension of the architecture’s applicability from
heterogeneous resource federation to generalized service
life-cycle management.
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