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A B S T R A C T

This paper critically reviews the extant empirical economics literature and findings on the GDPR’s impact on 
innovation. It concludes that while the topic has been studied surprisingly little, and some more-widely discussed 
papers have significant flaws, the available evidence suggests that on balance the GDPR is having a significant 
negative impact on innovation in Europe. While it has also had positive innovation effects, European firms 
ironically seem not to have benefited much from these. The paper concludes with a discussion of possible 
reforms.

1. Introduction

It has often been claimed that the GDPR harms innovation. Yet 
despite a growing empirical literature on the GDPR’s economic effects, 
its impact specifically on innovation has been studied surprisingly little. 
This paper reviews the evidence. Its original working title was “Much 
Ado about Little?” as we expected to find modest impacts at most. Un
fortunately, the evidence did not support this. “Little” became “quite a 
lot”. While rigorous econometric evidence on innovation impacts is 
limited and several widely-discussed papers have serious methodolog
ical flaws, on balance the available information suggests the Regulation 
is having a significant negative impact.

There are positive impacts. In some circumstances, GDPR compli
ance may facilitate AI adoption. A new data protection compliance 
software industry can be traced directly to the GDPR. Troublingly for 
European policymakers, much of this entrepreneurship seems to have 
happened in America, not Europe. Overall, innovation-stimulating ef
fects do not outweigh innovation-hindering ones.

The evidence implies a need for significant reform to the GDPR. A 
better balance needs to be struck between individual interests in data 
protection, and collective interests in technology development and 
growth. Reform should focus on making it easier to collect, use and share 
data. Negative externalities from digital technology are real, and de
mand regulatory action. But tools other than data-protection law may be 
better suited to address these.

2. Innovation and data

Following the OECD Oslo Manual [1], we understand “innovation” 
as new or significantly improved products, services or processes. This 
includes business, public-sector and non-profit innovations. The 
empirical literature related to the GDPR has mainly focused on business 
innovation and to a lesser extent, scientific research. Our review follows 
this focus.

All innovations likely require data of some kind, but not all require 
personal data. The GDPR applies only to personal data. Innovations that 
only use non-personal data thus seem less likely to be impacted by the 
GDPR, though even these are likely created by humans in processes that 
generate personal data (e.g. lab access controls) and thus may be 
affected the GDPR. More broadly, digitisation and the fact that most 
products, processes and services interact with humans, suggest that the 
share of innovations using or interacting with “personal data” is likely 
growing, at least under the current very broad definition of what con
stitutes “personal data”.

Among innovations that process1 personal data, some may be 
considered “data-driven” in the sense that this processing is central to 
their value proposition, while in others it is more incidental [2]. Plau
sibly, the more personal data-driven an innovation, the more exposed to 
GDPR impact it should be. But personal data may play critical roles also 
at certain points in the creation of innovations that are not ordinarily 
considered “(personal) data-driven”, e.g. pharma, robots pharma, robots 
or industrial equipment (human-machine interaction).
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1 "Data processing" generically describes all handling and manipulating of data, from collection to erasure.
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At the firm level, as legions of failed data projects testify, “more data” 
does not seem to automatically lead to “more innovation”. Rather, 
whether more data promotes more innovation, depends on the indi
vidual firm’s capacity to use it.

Another level is the (macro) economy, which is the level this review 
(and the papers it studies) focuses on. Even if “more data” does not 
automatically translate into more innovation at the individual-firm 
level, it is possible that at the macro level, aggregating across all 
firms, more data enables more innovation overall. Given the central role 
of digitisation (i.e., data processing) in contemporary techno-economic 
development, this appears prima facie plausible.

At first stab, that would sit uncomfortably with regulations which 
impose rules on and thus tends to restrict data processing. Yet real-world 
data use and regulatory impacts thereupon are complex. By improving 
data quality, trust or prompting company-internal transformation, even 
regulations whose first-order effect is to restrict processing might, at 
second order, enable more or more valuable processing. In short, the 
real-world consequences of regulations like the GDPR is an empirical 
question.

3. The GDPR

Processing personal data offers firms, individuals and society bene
fits, but exposes individuals to risks, from abstract privacy violations to 
harmful real-world consequences if data is used against them. Struc
turally, individuals confront often-overwhelming power imbalances vis- 
à-vis corporate and public-sector data controllers.

The GDPR became law in 2016 and applicable in May 2018. It rep
resents an attempt to resolve this tension by defining rules for lawful 
data processing, that aim to mitigate risks and reduce power imbalances 
between data subjects and controllers, while also promoting the free 
flow of data across the Union. Few of its rules are wholly new. Rather, it 
builds on the 1995 EU Data Protection Directive and also sets the 
framework within which other more specific regulations, like the 2002 
ePrivacy Directive, are applied.

Compared to the pre-GDRP legal framework, the Regulation in
troduces three regulatory innovations: 

1) A more comprehensive implementation of the so-called risk-based 
approach. The key provisions here are Articles 25 and 35 of the 
GDPR, according to which data controllers must implement all re
quirements of the GDPR according to the risks of data processing in 
its technical and organisational design.

2) The GDPR provides significantly expanded options for data con
trollers and processors to reduce the legal uncertainty that inevitably 
results from the cross-sectoral and risk-based approach (in particular 
Art. 40 ff.). Unfortunately, despite the legislative mandate to take the 
needs of SMEs into account (see Art. 40(1) und 42(1)), the data 
protection authorities have made the relevant procedures so complex 
that they have hardly been used to date.

3) Drastically increased penalties for infractions, up to €20 million or 
four percent of worldwide turnover of the (mother) company.

Given its broad approach, the GDPR is a principles-based regulation. 
This means that it does not set out detailed rules for every possible data 
processing, but defines high-level legal principles. Those applying the 
law must interpret these (numerous) principles and undefined terms 
according to the specific case. This approach is not unreasonable given 
that the regulation’s subject matter is rapidly evolving, that it regulates 
future events, to prevent future damage from occurring [3–5], and that 
risks from information processing are highly contextual [6].

With respect to innovation, the GDPR’s key stipulations are: 

• It sets conditions for lawful processing of personal2 data: each pro
cessing needs a legal basis (e.g. consent), its purpose must be spec
ified in advance and be transparent and fair. Personal data must be 
minimised (e.g. via anonymisation) and its accuracy, integrity and 
confidentiality ensured. Processing cannot exceed legal basis and 
purpose. (Article 5–6).

• Firms must be able to implement defined information duties and data 
subject rights (DSRs). (Articles 11–22).

• Firms must implement appropriate technical and organisational 
measures to minimise risks to data subjects’ fundamental rights, 
conduct risk assessments when risks are high, and notify data sub
jects and supervisory authorities of data breaches. (Articles 25, 
32–33, 35).

• Firms must document the above and be able to demonstrate 
compliance (Articles 5, 24, 28, 30)

This has two consequences for companies and organisations 
handling personal data:

Firstly, they must be able to “govern” data and document compli
ance: Obtain and manage legal bases like consents; map, track and 
control data flows through their systems; tag data so it can be linked to 
legal bases and purposes, and DSR requests acted on. They must be able 
to control and monitor data access, how and why data is processed; 
ensure security, conduct risk assessments, assess the scale of any data 
breaches and notify affected parties and authorities. This generally re
quires implementing a data-governance system; usually a suite of at least 
partly automated privacy-compliance software tools and platforms.

Secondly, the GDPR in practice limits how easily and extensively 
organisations can process personal data, because satisfying its re
quirements can be laborious and sometimes impossible (e.g. if data 
subjects refuse consent or simply cannot be contacted). This is not 
because the GDPR prohibits any particular use of data outright: it 
doesn’t. In principle, almost any data usage can be legal – provided it has 
a legal basis, the processing does not exceed the stated purpose, safe
guards data subjects’ rights, and does not violate other GDPR stipula
tions. Processing that fails to do this, conversely, is illegal.

4. Impact mechanisms

The GDPR might impact innovation through several mechanisms, 
both negative and positive.

Firstly, on the negative side, it may reduce access to or ability to use 
certain inputs to innovation, in particular data and investment: 

• Data availability. The need for a legal basis and secondary-processing 
restrictions implied by purpose limitation, reduce access and ability 
to use data. Anonymisation, encryption and other security and data- 
minimisation procedures can degrade data’s information value or 
make it cumbersome and technically-demanding to analyse. This 
may obstruct data-dependent innovation. Startups or firms without 
direct access to end users or pre-existing data stores may be espe
cially affected. Reduced data availability may also reduce marketing 
effectiveness – particularly relevant for young firms.

• Investment availability. Innovation requires capital. Young companies 
are particularly dependent on outside investors. Beyond capital, 
specialised Venture Capital (VC) investors provide innovators with 
advice and networks [7]. If investors believe the GDPR adversely 
affects certain technologies or business models, it becomes harder for 
these to raise money or access VC’s non-financial benefits. In turn, 
this should reduce innovation in these areas and potentially in 
aggregate.

Secondly, it may alter cost structures relevant to innovation, in 

2 Unless otherwise indicated, “data” refers to “personal data” throughout.
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particular compliance burdens: 

• Compliance costs and complexity. Resources spent on compliance are 
unavailable for innovation. Businesses can ringfence innovation and 
instead reduce other budgets. But if compliance rises directly on 
innovation-related activities – e.g. because additional risk assess
ments, complex documentation or legal agreements become neces
sary – ringfencing may be difficult. Compliance for an innovation 
project may become too challenging, prompting its abandonment.

Thirdly, it may shift the larger competitive balance between different 
types of companies in ways that are material to innovation: 

• Uneven playing field. The mechanisms listed above likely dispropor
tionately affect smaller, younger companies. Larger, older firms 
regularly have more capital, legal and technical expertise, customer/ 
user relations and larger data stores, making coping with the GDRP 
easier. They may also more easily offshore functions to laxer juris
dictions. Innovation however tends to come from new firms. Uneven 
playing fields favouring incumbents thus likely reduce innovation.

There are also mechanisms through which the GDPR might posi
tively affect innovation: 

• Demand for new technologies to help firms achieve compliance or 
overcome hurdles the Regulation creates [8,9]

• Trust. If the GDPR increases users’ trust, they may be more likely to 
adopt new technologies or try unknown firms’ products.

• Data portability. The GDPR gives users a right to port their data be
tween service providers. This could promote innovation, mainly by 
increasing competition.

5. Empirical findings

To identify empirical papers relevant to the question of the GDPR’s 
impact on innovation, we searched Scopus,3 perused [10] and the texts 
referenced in the papers we studied. We supplement these with addi
tional survey evidence (mainly for Germany).

The economics literature on the GDPR – reviewed excellently in [10] 
– is heterogenous. Only a small number of papers directly studies the 
GDPR’s impact on innovation outcomes, i.e. on changes in the rate at 
which new products, patents or processes are innovated, new technol
ogies adopted, or innovation activities like clinical trials or other inno
vation projects engaged in. But more papers study or have systematic 
evidence on how the GDPR has affected the impact mechanisms 
described above, viz. data availability, investment, compliance burdens, 
the competitive playing field, as well as, on the positive side, demand for 
new technology, trust, and data portability. Negative change in these 
variables (impact mechanisms) does not, by itself, prove that innovation 
has declined. However, negative change in the impact mechanisms 
would suggest that innovation has become harder and the larger inno
vation environment negatively impacted. If direct measures of innova
tion outcomes also indicate a decline in innovation (and both can be 
related to the GDPR), then that would be strong evidence that it is 
having a negative effect on innovation.

We first discuss the evidence for direct innovation outcomes, both at 
the cross-sectoral and the technology/sector-specific level. Then we 
assess evidence for effects on the impact mechanisms.

Methodologically, almost all papers employ a so-called “differences 
in differences”-design, which is standard in academic econometrics 
today. Roughly summarised, they take a treatment population (e.g. 
European firms) and a control population (e.g. US firms) and observe 

their behavior (e.g. investment) or outputs (e.g. innovations) over a pre- 
treatment and a post-treatment period (e.g., before May 2018 and after 
May 2018). The statistical analysis then focuses on whether the treat
ment population manifests statistically-significant differences in the 
outcome of interest (e.g. investment, innovations) after the treatment 
event (e.g. GDPR becoming applicable), compared to both the pre- 
treatment period, and the control population. Statistical controls are 
applied to rule out that variables other than the treatment (GDPR) are 
driving the results. Variables that were affecting the treatment popula
tion already before the treatment event can by definition be ruled out as 
explanations for post-treatment changes.4

5.1. Innovation outcomes

5.1.1. Cross-sectoral outcomes
The digital-economy association BitKom [11–16] and the Center for 

European Economic Research ZEW [17,18,25] have separately con
ducted multiple representative surveys of German businesses on the 
GDPR’s effects. Results differ in size but consistently find negative 
innovation effects.

Since 2020, in BitKom’s annual surveys [11–16], consistently be
tween 56 % and 100 % (!) of responding companies report that in the 
prior 12 months, the GDPR caused innovation projects to fail or not be 
attempted in the first place. Interestingly, when the question was first 
asked in 2019, only 14 % of respondents gave this answer, suggesting 
the GDPR’s effects may have taken time to filter through. These are stark 
numbers. Further data points in [11–16] paint a similar picture.

ZEW’s findings are slightly less grim. In 2019, 35 % of ZEW re
spondents reported that the GDPR had “complicated”, <5 % that it 
“facilitated” innovation, 40 % that it had no effect. Negative effects were 
highest in finance/insurance, media and professional services (~40 %– 
59 %); positive effects in ICT (~15 % positive vs. ~35 % negative) [17]. 
Other ZEW surveys have similar numbers.

The surveys strongly suggest that the GDPR is exacting some cost on 
innovation. But they do not tell us how large this cost is, nor what its 
consequences really are.5 To address these questions, [17,18] study the 
ZEW data econometrically. They find that at least to 2020, the GDPR did 
not negatively impact total innovation output (new products/process), as 
measured in sales shares and cost reductions. But it did prompt changes 
in innovation focus. Firms switched from “radical” innovations (novel 
products that had not previously existed) to “incremental” innovations 
(products new to the firm but not the market). The effect is small, but 
statistically significant: sales from incremental innovations rose 1,8 %; 
sales from radical innovations fell 0.9 %. The effect is driven by firms 
that are smaller, younger and/or in services and knowledge-intensive 
sectors as well as B2B markets. The GDPR also disproportionately af
fects firms which intensively use digital technologies.

These findings are based on data for 2019/2020. They do not tell us 
about subsequent developments [17,18]. interpret their results as sug
gesting a Porter Hypothesis-like effect,6 wherein the GDPR forced firms 
to re-organise data-management and IT processes, fortuitously revealing 
opportunities to improve existing products. Indeed, [20] find that 

3 Search string: “GDPR” AND (“Innovation” OR “econ” OR “AI” OR “artificial 
intelligence” OR “medic” OR “self-driv” OR “autonomous vehicle”)

4 Concretely, this means the 1995 Data Protection Directive and the 2002 
ePrivacy Directive can be ruled out as causes of post-GDPR changes. (It is 
possible though that a change is caused by the interaction of the treatment 
[GDPR) with a pre-existing variable [e.g. ePrivacy Directive].)

5 Technically, they also do not prove causality.
6 The Porter Hypothesis suggests that by prompting firms to innovate and 

adopt new processes and technologies, environmental regulation may ulti
mately increase their competitiveness relative to the status quo ante [19].
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GDPR-mandated data/IT reorganisation facilitated AI adoption in large 
US financial corporations (see below).7 However, these are among the 
world’s richest, technologically most-sophisticated firms. More average 
companies, such as those that populate [17–18]’s sample, might not 
similarly benefit. Puzzlingly, in [17–18], even the firms that describe the 
GDPR as obstructing innovation experienced an average 1.6 % increase in 
sales from incremental innovations (and a 1.2 % drop in 
radical-innovation sales). These firms nevertheless describe the GDPR as 
“preventing/hampering” innovation, suggesting that they do not 
consider GDPR-induced incremental innovations to be particularly 
valuable, and not as valuable as the radical innovations foregone.

Rather than a Porter effect, an alternative interpretation of [17–18] 
is that in 2018–2020, firms altered existing products and services to 
make them GDPR-compliant. Often, these changes may have been sub
stantial enough to qualify as “innovations”, yet did not deliver additional 
value beyond compliance, that customers were willing to pay extra for or 
that otherwise strengthened companies’ competitive positions. While 
technically sales from incremental innovations went up, survey re
spondents may not have valued this much. Hence it did not shift their 
perception that the GDPR was hampering innovation, since they were 
also experiencing drops in (more valuable) radical innovations. This 
would be consistent with [21] who find that the GDPR prompted 
increased R&D and patenting of compliance-related technologies (i.e. 
“PETs”, see below) even while total new patent numbers remained un
affected, implying compositional changes.

The effects [17–18] document are small. A critical question is 
whether they are enduring. A small one-time drop in radical innovations 
that soon reverses is unlikely to do lasting damage to European 
competitiveness. Conversely, even small effects can do lasting damage if 
they endures over time and compound. While not strictly causal, this is 
what makes the BitKom survey evidence [11–16] so concerning: high 
and rising numbers of firms reporting that innovations fail or must be 
abandoned due to the GDPR.

5.1.2. Artificial intelligence
There is a conceptual debate about the GDPR’s compatibility with AI 

[22–24] but limited empirical work. The cited surveys suggest real in
compatibilities. In 2024, 52 % of BitKom survey respondents said the 
GDPR “obstructed” their use of AI, up from 34 % in 2022/2023. Of these, 
around half explained that the GDPR “complicated” training models 
with “enough data”, though 44 % also claimed that it provided “legal 
certainty” [14–16]. ZEW numbers are less drastic but directionally 
similar: in 2024, 24 % of German information-economy firms reported 
that the GDPR “hindered or prevented” AI use, up from 13 % in 2020 
[25].

Conversely, [20] find that five years after May 2018, among major 
US financial corporations, those with higher European market share 
(which [20] treat as proxy for GDPR exposure) have higher technical 
investments in machine learning and AI, and more revenue-enhancing 
ML/AI innovations.8 The data standardisation, integration and gover
nance capabilities necessary for effective AI use, [20] suggest, overlap 
with the data-governance capabilities the GDPR demands. Left to 
themselves, companies often hesitate to undertake the costly and 
disruptive organisation-wide digital transformations needed for effec
tive AI use. The GDPR effectively forced companies to commit to such 
transformation programs, overcoming institutional inertia and enabling 
subsequent growth in effective AI deployment.

This is an intriguing argument and findings. The question is whether 
it generalises beyond [20]’s sample (N = 11) (!), all US-based. The GDPR 

applies only to their European operations. Plausibly, the “Brussels Ef
fect” [26] causes them to apply GDPR-like standards to operations 
elsewhere too, but greater regulatory freedom in America may still 
facilitate AI adoption. Plausibly, they inhabit a sweet spot available to 
few other – especially, few European – companies: able to use the GDPR 
to overcome institutional inertia to modernise data governance, but also 
able to exploit weaker US regulation to optimise AI use.

Major financial corporations are atypical: they have deep financial, 
legal and technical resources, compliance expertise, and are based in 
multiple jurisdictions [20]. Their regular business processes provide 
them vast amounts of data. They may find it easier to comply with the 
GDPR and navigate its restrictions than smaller firms.

While not a GDPR study, [27] underscore the critical role of data 
access for AI firms and privacy regulations’ impacts thereupon. They 
study the California Consumer Privacy Act’s impact on firms offering 
voice-AI products. By restricting data trading, the CCPA advantages 
firms that possess significant inhouse data stores and collection capa
bilities (e.g. large pre-existing customer bases). After CCPA passage, 
these firms experience greater gains in customer satisfaction – suggest
ing superior technology development – financial performance, and 
invest more. The GDPR’s rules related to data access are stricter than 
CCPA. If anything, we should therefore expect the GDPR to have 
stronger negative effects than those documented for CCPA.

One solution to this would be developing less data-dependent AI 
[28]. explore this, using patent data to 2021. They classify AI patents 
into “data-intensive” (Deep Learning) and “data-saving” approaches 
(rules-based, Bayesian, transfer learning, synthetic data). After 2017, EU 
companies increased patenting for data-saving and reduce patenting for 
data-intensive AI. But – at least until the end of their time period, 2021 – 
the effect is small: +1.6 % data-saving, − 1.5 % data-intensive patents, 
and hardly alters US companies’ wide lead also in data-saving patents. 
More worryingly, despite the uptick for data-saving patents, EU firms’ 
total AI patenting falls by 1.1 % after 2018 [28].

These diverse pieces of evidence suggest that the GDPR is imposing a 
drag on EU firms’ AI development and deployment.

5.1.3. Medical innovation
Medical researchers have debated the GDPR extensively, often 

voicing concern [29–33]. Anecdotal evidence strongly suggests that the 
GDPR and/or national laws have complicated medical research signifi
cantly, likely reducing research activity. Reporting on data sharing at a 
major German university research hospital, [34] recount that despite 
strong political pressure and researchers’ enthusiasm for sharing medi
cal datasets, very little data was ultimately shared, due to complex 
compliance. Data minimisation requirements greatly reduced the data’s 
reuse value. They attribute this to local German applications of the 
GDRP, noting Dutch and Austrian GDPR applications seem to be more 
supportive of clinical data sharing [34]. [35] claims that strict Italian 
GDPR applications “are preventing most observational or translational 
research projects in Italy”. A Scandinavian consortium concluded that 
during a three-year project, “our research consortium spent more time 
ensuring GDPR compliance than on actual research activities.” (emphasis 
added) [36]. [37,38], among others, suggest GDPR restrictions on in
ternational data sharing are hampering medical research and drug 
development.

[39] attempt to provide systematic quantitative evidence for a 
negative effect on clinical trials, arguing that the GDPR caused them to 

7 The ZEW information-economy [25] and the BitKom [9–16] surveys also 
provide evidence that the revisions to internal processes which the GDPR forced 
on firms led to efficiency gains. However, these gains do not seem to have 
cancelled out most respondents’ overall negative evaluation of the GDPR.

8 They also have larger increases in revenue and operating income.
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move out of Europe. However, this study is marred by serious method
ological problems.9 Interestingly [40], studying medical registry 
research in Finland before and after the GDPR and the 2020 Finnish 
Secondary [Data] Use Act, respectively, find that the GDPR did not 
negatively affect registry-based research, but the (national) Secondary 
Use Act did.

In summary, little systematic quantitative evidence exists for a 
negative impact of the GDPR on medical innovation, but numerous 
anecdotal and case-based accounts suggest that it is obstructing medical 
research and innovation, possibly significantly. Lack of quantitative 
evidence can thus hardly count as evidence of absence. On the contrary, 
given the wider evidence for a negative impact of the GDPR on inno
vation and medical data’s special status under Art. 9, it would be sur
prising if the GDPR was not obstructing medical research. US evidence 
supports this. [41–43] demonstrate that US state privacy laws hindered 
data-based medical technologies’ adoption, harming patient health. 
That said, national law also impacts sharing of medical data, and the 
extant evidence hints at variation in how member states apply the GDPR 
in this area.

5.1.4. Apps
A notably widely cited paper is [44] who study App innovation using 

Google Playstore data, finding that around 2018 one third of apps exited 
the Playstore and entry of new apps fell by half. They attribute this to the 
GDPR [44]. However, [45] cast serious doubt on this. They point to 
(non-privacy-related) changes to Google’s review process, a deliberate 
purge of low-quality Apps, no comparable exit patterns from Apple’s 
App Store, and the fact that Europe accounts for <18 % of Playstore App 
revenue as reasons to doubt [44]’s argument.

Data availability

5.1.5. Cross-sectoral evidence from cloud use
[46] study how European firms’ use of a global cloud-computing 

provider changes after May 2018, compared to the provider’s US cus
tomers. After May 2018, a gap opens up. By 2020, European firms are 
storing 26 % less data and using 15 % less compute than US firms, 
relative to pre-GDPR trends.

[46] show that what is happening here is that from ~2018 on cloud 
use (storage, compute) grows more slowly among the provider’s EU 

customers than the US customers. In fact, European demand for cloud 
services quadruples between 2018 Q2 and 2022 Q22 [47]. But US cloud 
use apparently grows even faster, creating the gap [46] identify. They 
attribute this to the GDPR increasing European firms’ “cost of data” by, 
they estimate, 20 %. If correct, this would be very concerning, as it 
suggests that the GDPR is preventing European companies from 
becoming more data-based.

Plausibly, there is a growing gap between EU and American cloud 
use. The GDPR likely is obstructing data use. Unfortunately, [46] suffers 
from critical shortfalls and cannot be taken as evidence for a 
GDPR-induced slowdown in data usage. Nor can their estimate for the 
GDPR increasing the “cost of data” by 20 % be accepted.

Analytically, [46] is based on the premise that the GDPR raised the 
marginal “cost of data” more than of compute, prompting firms to 
reduce data collection/storage in favour of compute, as they optimize 
costs at the margin [46]. then uses a production function and observed 
shifts in firms’ storage/compute ratio to estimate the increased “cost of 
data” supposedly caused by the GDPR. But contrary to their claims, the 
GDPR does not regulate “data”, but data processing, which includes 
computation (Articles 1(1), 2(1), 4(2)). There is no reason to believe that 
the GDPR raises the marginal cost of data storage more than of compute. 
Accordingly, it is hard to see how one might calculate a GDPR-induced 
increase in the marginal cost of data from shifting storage/compute 
ratios. Indeed, it is doubtful whether the obstacles to data usage the 
GDPR creates are best understood – or modelled – as marginal-cost in
creases and resultant marginal reductions in data usage. Rather, anec
dotal and survey evidence suggest that perceived de facto prohibitions 
and legal uncertainty are the main blocks to data use and data sharing, 
not that data has become several marginal increments too expensive 
[34,48,49].

Slower growth in cloud use in Europe would require explanation. 
Curiously, the greatest drop [46] find is among manufacturers (− 40 % 
data storage, − 32 % compute). Services and software firms see much 
lower drops. But that the GDPR should affect manufacturing most and 
services and software least, is implausible10 and contradicted by surveys 
[17]. This suggests something other than the GDPR may be driving 
[46]’s findings. The AI boom, which goes together with rapid cloud-use 
growth, offers a strong alternative explanation. In the U.S., AI invest
ment accelerates from 2018 on, more than doubling by 2020. In Europe, 
it stagnates and even drops [50]. This exogenous technological shock 
may explain much of the difference. While the GDPR likely has impacted 
AI in Europe, it is hardly plausible to reduce the far greater AI invest
ment in America to the GDPR.

5.1.6. Medical data
There is strong anecdotal evidence that the GDPR and national 

legislation have reduced the availability of medical data or at least 
slowed its growth, by obstructing data sharing and reuse (Section 5.1.3). 
The magnitude of this effect and its downstream impact remain to be 
quantified. The exact roles of the GDPR, its varying national applica
tions, and separate national legislation, too, remains to be determined.

5.1.7. Online data
Many papers examine effects on personalized advertising and 

tracking online. Details vary but a fairly consistent picture emerges: 
Immediately after 25 May 2018, web-based user tracking fell sharply. 
Over the following 6–18 months then, it largely – if not always fully – 
recovered, though personalized advertising-related tracking may have 
taken a more enduring albeit small hit. [51] find that European 

9 [39] tests whether after GDPR, a statistically significant change in the 
number of clinical trials registered in (1) EU countries and countries with data 
protection adequacy agreements with the EU on the one hand, and (2) countries 
subject to neither the GDPR nor the California Consumer Privacy Act, on the 
other hand, occurred. To do this, they collect data on the number of clinical 
trials registered in each group of countries in two time periods: 2011–May 24, 
2018, and May 25, 2018–July 31, 2021. Using this first period (2011–May 24, 
2018), they compute a linear trend for each country group, to predict how 
many clinical trials ought to have taken place in the following period (May 25, 
2018–July 31, 2021), had the 2011-2018 trend held. Then they test whether the 
difference to the number of trials that actually occurred after GDPR is statis
tically significant (F-test). They also apply the Chow test for structural stability. 
The problems with this are: Firstly, they group EU countries with countries that 
merely have adequacy agreements, treating these identically. But unless the 
“adequacy”-countries all also implemented the GDPR (which they didn’t) or a 
comparable law ([39] don’t say) on May 25th, 2018, there is no reason to expect 
them to manifest similar trends as the EU. (Indeed, trial numbers fall in “ade
quacy” countries from early 2018 on, but merely level off in the EU. It is not 
obvious why the GDPR should have weaker effects in the EU than in “adequacy“ 
countries.).Secondly, they do not justify their choice of time periods. Yet visual 
inspection shows that clinical trial numbers fluctuated considerably between 
2011 and May 2018. Deriving a single trend from these ~6.5 years and 
comparing it to the following ~3 years thus seems arbitrary, raising questions 
of omitted variable bias. Thirdly, they do not test for alternative explanations. 
Especially, they do not control for Covid, which could have depressed clinical 
trial numbers in the 2018-2021 period.

10 It is implausible that manufacturers systematically use more personal data 
than software or services companies. Moreover, the personal data 
manufacturing companies use is likely disproportionately employee or 
customer data, for which obtaining consents, contractual agreements or even 
legitimate-interest grounds for processing should be fairly easy.
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websites’ webtech use falls ~15 % on average immediately after May 
2018 (~24 % drop for advertising-related webtech) but largely returns 
to pre-GDPR levels by year’s end (advertising webtech remains ~6 % 
down) [52] document that 3rd party cookies served to European visitors 
on European news/media websites fall from ~87 cookies on average just 
before 25 May 2018, to ~32 cookies just after, then recover to ~58. 
Cookies served to non-European visitors quickly exceed pre-GDPR 
numbers. Others have similar results11 or find no decrease at all: [55] 
documents that tracker numbers on European websites remain higher 
than on non-European websites and continue to grow after May 25. At 
most, the GDPR somewhat slowed tracker growth.12 [56] find that the 
GDPR made little difference to the number of trackers apps contain.

On balance then, the GDPR seems to have led to a small decrease in 
the digital tracking Europeans are subjected to and made it easier to opt 
out of tracking entirely for those who wish, by refusing consent. Non- 
consent rates for online tracking have been estimated at between ~5 
% and ~15 % [57,58]. Non-consent options can make data sets cleaner, 
as privacy-conscious users who previously used obfuscation tech now 
just opt out of tracking. Remaining tracked users can be observed better, 
making their data more valuable [59]. Indeed, when obliged by the 
GDPR to re-elicit consents, firms with established customer relationships 
have been able to get customers to consent to increased data collection 
when they perceived this to offer value to them [60].

These findings suggest that so far, the GDPR has not caused dramatic 
declines in the amount of online behavioural data available to European 
firms. Is all well then? Not necessarily. Online consent interfaces are 
commonly designed to nudge users to agree to maximal data collection. 
This contradicts the GDPR’s spirit and arguably letter. There are efforts 
to regulate this more strictly. If the GDPR has so far not caused online 
data collection to collapse, this is likely partly because regulatory 
forbearance has allowed firms to exploit grey areas to the maximum.

Users will consent to data collection by firms they have direct re
lationships to, that offer them direct benefits in return [60], but have also 
proven very reluctant to agree to more intrusive tracking (e.g. geo
location) or to third-party tracking. Here consent rates collapse 
dramatically (ibid.).13 Yet it is precisely new companies, without 
established customer relationships, that likely most depend on access to 
third-party data and secondary processing. Legal regimes that obstruct 
this will generate structural biases in favour of incumbents and against 
new companies.

The – small – reduction in online data availability may have already 
extracted a –smallish – economic cost. Several studies find that website 
visits, ad- and e-commerce revenues all decreased by somewhere 

between ~5 % and ~15 % compared to non-GDPR-affected websites, 
likely because marketing became less effective.14

At the lower bound, these are hardly dramatic numbers. Indeed, some 
studies document positive economic outcomes (Footnote 12). There are 
also occasional oddities in the data.15 The numbers may partly reflect 
temporary effects like companies deleting old email marketing lists. At 
the upper bound though, these numbers would be concerning, especially 
if they endured. The true hit presumably lies somewhere in between.16

This deserves continued study, but also implies a warning about possible 
effects of clamping down on current “grey area” practices.

Moreover, individual-level data collection, e.g. of geolocation, 
behaviour or health, enables population-level inferences and services (e. 
g. mobility, urban planning) that deliver value to society at large, if not 
necessarily to the individual data subject, for whom a particular service 
may be irrelevant. Data collection regimes that rely on individuals’ 
immediate incentive to actively opt in to collection, or on altruistic data 
donations that in practice will almost certainly involve clunky interfaces 
and complex processes, and be geared exclusively to non-profit usage, 
are likely to result in reduced data availability for innovative companies.

5.2. Compliance

Surveys indicate enduringly high compliance burdens [14–16]. Even 
six years after May 2018, near-80 % of German companies had not 
managed to fully implement the GDPR. This is a remarkable number. 
~80 % state that the GDPR has made business processes “more 
complicated” and increased compliance burdens relative to pre-GDPR. 
Only 12 % expect burdens to fall; 33 % to further increase. ~80 % 
view legal uncertainty as a key challenge [14–16].

We are not aware of empirical research systematically linking GDPR 
compliance burdens and innovation outcomes. Most problematic would 
be additional compliance burdens directly on innovation processes. It is 
virtually certain that these have risen whenever innovation activities 
touch personal data. The issue is likely not so much marginal-cost in
creases – though these matter too – as complex, time-consuming pro
cesses, uncertainty, requirements that substantially reduce information 
content (e.g. anonymization), outright prohibitions (e.g. due to purpose 
limitation), and inconsistent cross-national approaches. In theory, the 
GDPR’s principles-based approach provides companies with flexibility. 
In practice, the lack of specific does/don’ts this entails, combined with 
the threat of very high fines and a culture, perhaps especially in the 
public sector, of extreme (compliance-) risk avoidance, seems often to 
produce paralysis: At one major European public institution, economists 
had to accept limits on webscraping price data, compromising data 
quality, to avoid accidentally collecting personal data from public product 
reviews.17 As discussed, a medical-research consortium “spent more time 11 [53] (finding third-party cookies that do not require consent fall in May/

June 2018); [54] (trackers on a major European travel-industry ad network fall 
~12.5% through to 31 July 2018); [61] (webtech use falls 7.6%− 10.4% with 
some later recovery though not for third-party cookies) [53] and [54] study 
only the first months after May 2018; bounce-back may have happened later.
12 Per the data in [55], faster growth in tracker numbers on non-European 

than on European websites already begins around January 2018. As 
non-European websites start with much lower tracker numbers, faster growth 
may simply reflect catch-up, and Europeans’ slowing tracker growth a levelling 
off of the marginal benefit additional trackers offer.
13 [60] find that only 4.7% of users agree to geolocation, 3.5% to third-party 

sharing. This is in a context where overall consent rates to some data collection 
jump from 57% to 72%, the company is well-known and customers have 
long-standing relationships to it. ~4-5% may represent an upper bound on 
consents to these kinds of more invasive collection and sharing.

14 See [57,59,62,63,52] also document drops in page views and reach for 
European news/media websites, but argue that this is likely not due to the 
GDPR but longer-standing structural shifts in news consumption. Importantly, 
they find no evidence that this has negatively impacted survival rates, mone
tization strategies or content quality [60] find that in the wake of consent 
re-elicitation, sales, marketing efficiency and contractual lock-in all go up, as 
customers agree to share more data.
15 [62] find that post-GDPR, websites related to “Heavy Industry and Engi

neering” experienced the largest drop in visitors (− 45%). Yet those who visit 
industrial/engineering-related websites for professional reasons will likely 
carefully research targets using professional sources and search tools – and not 
be steered there via personalized ads. Industrial capital goods are rarely bought 
on impulse via personalised marketing. One wonders whether apparent 
post-GDPR traffic drops here really reflects falls in valuable traffic.
16 The GDPR itself creates an observation problem that likely exaggerates the 

negative effect: users who do not consent remain unobserved and thus count 
towards declines – even if they did visit the site [57,62, Appendix F] attempt a 
solution.
17 Personal communication.

N. Martin and M. von Grafenstein                                                                                                                                                                                                          Computer Law & Security Review: The International Journal of Technology Law and Practice 60 (2026) 106270 

6 



ensuring GDPR compliance than on actual research activities.” [64]. 
Elsewhere, compliance prevented researchers from sharing almost any 
medical data [34].

5.3. Investment and uneven playing field

Weak VC investment is a longstanding European problem [65]. After 
2018, VC investment in the EU initially continued to grow until 2021 
[66]. However, [67–69] suggest the GDPR slowed its growth. After May 
2018, VC investment in the EU falls sharply relative to trends in the U.S. 
and Rest of World. Compared to America and pre-GDPR trends, monthly 
EU deal numbers drop ~22 %-~25 %; average deal sizes by up to 33.8 
%. The effect is greater for younger and more data-reliant companies. It 
is driven by U.S. investors’ reduced activity. This implies that beyond 
reducing access to capital, the GDPR may also be harming European 
firms’ access to U.S. networks.

The drops [67–69] document are large numbers. If confirmed this 
would be worrying, especially as since 2021 VC investment in Europe 
has been declining also absolutely [66].

[70] first hypothesized that privacy/data protection regulation 
would affect market structure by advantaging large incumbents over 
small and new firms. As innovation tends to be disproportionately 
driven by the latter, this would indirectly affect innovation outcomes 
too. Detailed discussion of findings related to market-structure impacts 
is beyond scope. However, as noted throughout this text, numerous 
papers find that young/small companies are disproportionately affected.

5.4. “Privacy enhancing technologies“

By creating new compliance hurdles, the GDPR also creates a market 
for new technologies to overcome these [8,9]. Often labelled “Privacy 
Enhancing Technologies” (PETs), these can be divided into data-
governance tools (DGTs) that address core GDPR compliance tasks 
(manage legal bases; map, track, control data flows, roles and access; 
implement DSRs; document compliance, etc.), and privacy-preserving 
analytics (PPAs). PPAs use encryption, statistical or hardware ap
proaches to enable computation over restricted data, thus potentially 
solving constraints on data processing the GDPR creates.

Since the mid-2010s, prompted largely by the GDPR, DGTs have seen 
substantial entrepreneurial entry and the creation of several unicorns 
[71,72]. Strikingly though, the sector has largely come to be dominated 
by US firms. European companies are marginal. Based on qualitative 
research, [72] attribute this to the way the “Brussels Effect” created 
significant demand for DGTs in North America, while market fragmen
tation, limited demand and weak tech and VC sectors in Europe made 
scaling there difficult.

PPAs have attracted significant policy attention in Europe and 
America [73,74] PPAs encompass a number of different technologies (e. 
g. homomorphic encryption, multi-party computation, differential pri
vacy, synthetic data, and trusted execution environments). However, 
despite considerable technical progress, commercialization has hitherto 
struggled, except for synthetic data.18

5.5. Trust

Reviewing the large literature on privacy, trust and technology 
adoption is beyond scope. Strikingly, only one empirical paper in
vestigates whether the GDPR positively affected trust, coming to a 
negative result [75]. Two interview-based studies find that people 
strongly appreciate data to be stored in Europe, and that this has to do 
with the GDPR [76,77]. What is less clear is whether this has meaningful 
consequences. “Trust” arguably matters for many social-political out
comes, but with regard to innovation, it matters especially as a possible 

determinant of decisions over technology adoption. Yet people routinely 
adopt technologies of – and share data with – companies and institutions 
they profess to have little trust in. The two arguably most 
technologically-advanced societies today – America and China – likely 
have lower levels of social trust than Europe. It does not appear to have 
obstructed innovation, suggesting that – for innovation at least – “trust” 
may be rather less important than sometimes claimed.

5.6. Data portability

[78–81] study data portability’s possible effects theoretically; [82] 
tries to predict them from historical patterns. They come to divergent 
conclusions. No empirical work on its actual effects on innovation is 
known to us. [83,84] find that in practice, users seem to make very little 
use of the right to portability. In practice, portability’s real effects may 
thus be negligible so far.

6. Conclusions and implications

Unfortunately, no comprehensive study of the GDPR’s effects on 
innovation across different sectors and technologies exists. Instead, the 
extant research provides snapshots across different areas. Not every 
paper can be accepted as valid. Nevertheless, the available evidence 
allows some conclusions.

Overwhelmingly, it suggests that the GDPR is impacting innovation 
negatively. Representative surveys find large, even overwhelming 
numbers of firms reporting innovations being abandoned or foregone, 
with AI especially obstructed. Econometric studies are consistent with 
this, finding reductions in radical innovations, AI development, and VC 
investment. Younger, smaller and more tech/data-heavy firms are 
particularly affected. Case-based and anecdotal accounts suggest medi
cal research and innovation may be particularly badly hit. The occa
sional positive innovation effects the studies uncover do not alter this 
basic picture: certain types of incremental innovations may have risen, 
but firms seem not to consider these particularly valuable. Improved 
data governance likely facilitates AI adoption, but by itself seems not to 
make up for the GDPR’s overall negative effect on AI, except possibly for 
rather atypical companies, like large US banks. There is little evidence 
for increased trust driving higher technology adoption. Data portability 
seems to be little used. That a substantial data protection compliance 
software industry has developed is directly traceable to the GDPR. 
However, it seems dominated by US firms. European entrepreneurs 
appear to have rarely been able to seize this market opportunity.

Frustratingly, few studies provide quantitative estimates for the size 
of this hit to innovation. Surveys consistently suggest very many firms 
are affected. How large the “average” effect is, though, is less clear. 
Where studies quantify effects, these are mostly small. However, these 
estimates are generally based on data for ~2018-~2021. We do not have 
estimates for the years since. If the full effect of the GDPR accumulates 
over time – as surveys indicate – later data could show greater effects.

While online tracking and personalized advertising has attracted 
intense public concern (“surveillance capitalism”), it appears to have 
been impacted relatively little, likely due to a mix of techno-economic 
flexibility facilitating adjustment (e.g. consent tech) and de-facto regu
latory forbearance. It is also the best-studied sector, perhaps because 
high-quality data could be obtained comparatively easily. Conversely, 
university and especially medical research may be among the most 
affected, due to a mix of high regulatory burden (Art. 9), extremely risk- 
averse public-sector compliance cultures and limited resources. This 
would be a deeply ironic, even perverse outcome. Given their societal 
and strategic economic significance, it is unfortunate that not more 
empirical research has been done on the GDPR’s effects on medical and 
“deep tech” sectors (e.g. autonomous systems).

Extant research has not systematically tested which of the different 
mechanisms dis-cussed are most responsible for the GDPR’s innovation- 
obstructing effects. Most likely it is some combination of reduced ability 18 Own, ongoing research.
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to access and use data, and complicated, burdensome compliance. In 
practice, at least with the GDPR, the principles-based approach seems to 
have delivered paralysis more than flexibility. Sometimes, this may be 
due to bizarre readings of the GDPR by compliance staff. Fundamentally 
though, a regulation and regulatory culture that apparently invites such 
responses even from highly sophisticated institutions, and which the 
broad mass of firms struggle to fully implement even years later, must be 
assessed as unworkable.

A further question in this regard is the GDPR’s interactions with 
other legislation, such as the 2002 ePrivacy Directive, which regulates 
processing of personal data from end-user devices (including cookie 
setting). The ePrivacy Directive is more specific and rigid than the GDPR 
(e.g. no “legitimate interests”-clause, no purpose compatibility tests). 
The sharp changes after ~2018 discussed above suggest that, by itself, 
the Directive likely had only limited influence on data-processing 
practices. It is however possible that the “shock” of the GDPR, which 
sets the overall legal framework, prompted stricter adherence to the 
ePrivacy Directive also, and that some of the effects discussed above are 
more properly attributed to the interaction of ePrivacy and GDPR, than 
to the GDPR alone.19

These findings imply a need for significant reform if Europe is not to 
fall further behind technologically and economically. Fundamentally, a 
better balance needs to be struck between individual interest in privacy 
and data protection, and the collective interest in technology develop
ment and growth. The question is how this can be achieved. On this, the 
essay’s authors differ.

Among the two authors, the political scientist and innovation-studies 
scholar (Martin) believes legislators should bite the bullet and signifi
cantly lower the substantive requirements of data protection law. The 
focus should be on reducing rules and restrictions governing the 
collection, use and sharing of data. Automatically, this will also reduce 
compliance burdens. Conversely, a focus on easing compliance – rather 
than on easing data use as such – is liable to achieve neither. With the 
clarification on the nature of personal data and the provisions under 
Article 9, in particular, the Digital Omnibus Law takes important steps in 
the right direction. Further levers to consider are clarifying and if 
necessary expanding research exemptions to make clear that they apply 
in full to industry research also, that research can per se mostly be 
conducted under legitimate-interest grounds, and that compatibility of 
purpose and thus an exemption from purpose limitation is presumed. 
More generally, and beyond research exemptions, it is worth consid
ering whether the principles of purpose limitation and data mini
misation need not be substantially rethought for the present 
technological era, to make them less restrictive. It could also be worth 
debating whether opt-out rather than opt-in consent might not be 
acceptable in some circumstances. Negative externalities from digital 
technology are real, and demand regulatory action. But tools other than 
data-protection law may often be better suited to address these. For 
instance, social-media addiction, polarisation and mental (il-)health is 
likely not best addressed through the GDPR.

In contrast, the legal scholar among the two authors (von Grafen
stein), trained in regulating innovation, is convinced, based on research 
findings that focus on the interaction of law and innovation [85], that 
stronger focus on reducing legal uncertainty, and increasing effective
ness and above all, efficiency in the implementation of the GDPR is the 
most relevant entry point for improving regulation [86]. As discussed, 
the principle-based approach of the GDPR leaves a great deal of leeway 
in its implementation. National implementation and certain national 
compliance cultures – in particular, the highly rule-oriented and 
extraordinarily risk-averse German compliance culture – arguably carry 
much of the blame for the difficulties with the GDPR.

Some of the examples cited earlier by the co-author of this paper are 

perfect illustrations of this: In practice, there is considerable legal un
certainty regarding the aspects mentioned. However, the wording of the 
law already provides significant relief for research projects, especially 
for statistical analyses: in particular (and not only), statistical analyses 
can already be based in the vast majority of cases on legitimate interests 
and thus on an opt-in procedure (Art. 6(1)(f); compatibility of purpose is 
presumed for research purposes (Art. 5(1)(b)), and the rights of data 
subjects in Art. 15 ff. can be waived (Art. 89(2)). This also applies to 
private research projects (recital 159 GDPR).

The interpretation of the explicit wording of the law also gives rise to 
considerable legal uncertainty in practice: The principle of purpose 
limitation is often discussed as being hostile to innovation, without 
clarifying what it actually prescribes in concrete terms; and when its 
regulatory content is examined more closely, it turns out to be surpris
ingly open to innovation [86]. Similarly, the principle of data mini
misation is often interpreted as meaning that as little data as possible 
should be processed, although it actually only says that the personal 
reference of the information contained in the data should be reduced, 
and only to the extent possible (and not necessarily further) [87]. If 
these simplifications are not applied in practice, this is not due to the 
substantial requirements, but to legal uncertainties in practice. Legis
lative changes should therefore focus on reducing these uncertainties 
and on ensuring efficient procedures to apply the law effectively.20

For certain cases, indeed, there is a need for more substantial flexi
bility. For example, with regard to the rigid regulation of the ePrivacy 
Directive. As the current Digital Omnibus proposal does, this should 
therefore be incorporated into the more flexible GDPR, with its purpose 
compatibility test, the legitimate interests-clause and the risk-dependent 
application of opt-in and (!) opt-out mechanisms. The particular po
tential for abuse that the ePrivacy Directive actually sought to control 
should instead be addressed through an obligatory certification 
requirement (which is currently optional in the GDPR) [88].

Whichever approach the legislators takes, the new law should in time 
be subject to rigorous empirical evaluation, focusing not only on its 
economic but also its wider societal effects. Should liberalization lead to 
significant harms, it is important to uncover and amend this. Conversely, 
should reform not produce such harms, this too would be an important 
data point. More evidence-based regulation and a regulatory culture 
that systematically assesses real outcomes and where necessary initiates 
evidence-based reform would contribute significantly to the rationality 
of the legal system itself, and restore confidence in the efficiency of our 
European constitutional systems.
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