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Abstract

The need for strategies to manage failures and disruptions becomes increasingly crucial, as Industry 4.0 continues to redefine manufacturing and
industrial processes. This systematic literature review aims to provide a comprehensive overview of the current state of knowledge regarding
resilience strategies towards the paradigm of Industry 5.0. The integration of advanced technologies and the growing complexity of modem
production systems introduce new challenges, such as the potential for cascading failures and disruptions in production environments. These
challenges highlight the urgency of identifying effective resilience strategies to maintain system integrity, minimize downtime, and increase
product and process quality.

This review identifies existing research on resilience strategies in manufacturing, focusing on their applicability, trends, and potential research
gaps. Insights are intended to guide researchers and industry practitioners in developing robust failure management approaches. A systematic
literature analysis in major academic databases was conducted, selecting peer-reviewed articles published between 2013 and 2023. Keywords
related to failure management and associated concepts were used to identify relevant studies. The inclusion criteria focused on research that
presented empirical evidence or theoretical insights into resilience strategies.

Our review reveals a diverse body of literature that explores various resilience strategies towards the vision of Industry 5.0, including a stronger
focus on supporting operators, predictive failure analysis, supply chain modelling, and data management. These strategies aim to enhance system
robustness, adaptability, and recovery capabilities. However, there is a notable lack of standardization and consensus on the most effective
approaches. This paper contributes to synthesizing and categorizing the findings, highlighting both the strengths and limitations of the current
research landscape.
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1. Failure management in the context of Industry 5.0

Transformative changes in the industrial and societal
landscape are driving the development towards a more
sustainable and resilient industry beyond the digitized
networked efficiency and flexibility focus of Industry 4.0 [1].
As the vision of Industry 5.0 transforms the manufacturing
industry, the urgency for resilient failure management (FM)

2212-8271 © 2024 The Authors. Published by Elsevier B.V.

strategies becomes apparent [1-3]. The following systematic
literature review aims to consolidate knowledge on FM,
addressing challenges related to advanced technologies,
operator support and complex production systems [4-6]. These
challenges, including the risk of cascading failures and
production disruptions, require effective resilience strategies to
maintain system integrity and improve product and process
quality [6-8].
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Our literature review examines research on resilience
strategies in manufacturing and FM, focusing on applicability,
trends, and research gaps. A systematic analysis of peer-
reviewed articles from 2013 to 2023 was conducted, utilizing
keywords related to FM and associated concepts. The selected
articles provide empirical evidence or theoretical insights into
resilience strategies, encompassing aspects such as predictive
failure analysis, supply chain modelling, and data management.
This paper synthesizes these findings, highlighting the strengths
and limitations in the current research landscape, with the aim
to guide future robust FM approaches in manufacturing.

2. Definition of terms

In production environments, FM is an essential discipline
that addresses the identification, analysis, and correction of
failures to enhance the quality and efficiency of production
processes. The term failure has been interpreted in various
ways across different scientific fields, leading to a lack of a
standardized definition [9]. Within the context of engineering
sciences, failure is specifically defined as the “non-fulfillment
of arequirement” [10], with the term requirement being further
clarified as “a need or expectation that is stated, generally
implied, or obligatory” [10]. This definition, although broad, is
applicable to both the outcomes and processes in the production
of tangible and intangible goods.

The concept of failure is closely related to terms such as
defect, error, deviation, and disturbance. A defect or error is a
type of failure specifically associated to the usability of a
product for the customer and is defined as a “nonconformity
with respect to an intended or specified use” [10]. Deviation
refers to the “difference between a characteristic value or value
assigned to a characteristic and the relevant reference
value” [11]. In quality management, a disturbance is described
as “the lack, faulty, or incomplete fulfillment of a required
function by a unit” [12]. In the domain of manufacturing, a
disruption defines a “negative deviation from the expected
delivery of products and services according to an organization’s
objectives” [13].

FM as a systematic approach involves a series of tasks aimed
at identifying, correcting, and implementing measures to
prevent the recurrence of failures within an organization. This
approach encompasses both internal FM, dealing with failures
that occur within the company's processes, and external FM,
addressing failures that manifest in the value chain and during
the product's usage phase with customers. [14,15]

A holistic FM process involves several stages, including
failure detection, failure documentation and assessment, root
cause analysis, verification of the identified causes,
development of corrective measures, validation and
implementation of corrective measures, and transfer of
knowledge to prevent future failures. [16,17]

The objectives of FM include the early detection of failures,
understanding their causes, and implementing appropriate
corrective and preventive measures. These goals contribute to
the improvement of product quality and reliability, prevention
of recurring failures, and enhancement of overall organizational
performance. [9,18]

Resilient manufacturing refers to the capability of
production environments to anticipate, adapt to and recover
from disturbances or changes while maintaining
operations [19]. This approach is essential in complex
production systems with advanced technologies, where
challenges include unpredictable disturbances and the need for
operators to make rapid, informed decisions [5,19].
Consolidated knowledge on FM is critical in this context, as it
addresses technological changes and supports operators in
navigating the difficulties of modern production systems.
Effective FM supports resilient manufacturing by enhancing
system robustness, reducing downtime, and fostering an
adaptable operational framework.

Based on the outlined background, this contribution seeks to
answer the following research question (RQ): What strategies
have been identified in the literature to integrate FM into
production systems to build and enhance resilience against
disruptions? This research question is designed to guide a
systematic literature review with the aim of compiling and
assessing strategies of FM that contribute to the resilience of
manufacturing.

3. Methodological approach

To answer the stated RQ, a systematic literature review was
conducted. The documentation of the systematic review is
carried out in accordance with the guidelines provided by the
PRISMA 2020 statement, see Fig. 1 [20].

Step 1: Definition of the search strategy
Step 2: Definition of criteria for the inclusion of papers
Identification of new papers via databases
Step 3: 5
and registers
=]
=2
E Records identified from: i:ﬁs;:i:;zz;;;
.‘:E) databases (n, = 422) (n, = 102)
=
Records screened | Records excluded
(n3 = 320) \ (ny = 166)
g
'g Records sought for Records not retrieved
g retrieval (ng = 154) (ng = 15)
%)
Reports assessed for Records excluded
eligibility (n, = 139) (ng = 80)
- v
B
g | |New papers included in
2 review (ng = 59)
Step 4: Extraction of required information and synthesis

Fig. 1. Flow diagram for systematic review (based on [20]).

The methodology applied for the review consists of four main
steps. A brief description of each step is given below.
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1. Definition of the search strategy: The search strategy
comprises the definition of a search string, i.e., a
combination of keywords reflecting the topic of interest and
the selection of databases. Any search filters applied, e.g.,
for the timeframe, are disclosed.

2. Definition of criteria for the inclusion of records: A set of
criteria is to be defined to determine the inclusion or
exclusion of records from the review to minimize biases
during the review process.

3. Screening of search results: The screening of search results
summarizes a comprehensive process starting with the
identification of new records through database and registry
searches. This initial record identification documents the
number of records found and proceeds with a rigorous
screening sub-step where records not meeting predefined
inclusion criteria are excluded, with all actions recorded.
The final sub-step involves selecting reports to be included
in the review, assessing their suitability and ensuring no
duplicates or irrelevant records are included. This integrated
approach ensures a thorough and unbiased selection of
relevant research for inclusion.

4. Extraction of required data and synthesis: After identifying
relevant reports, the information on the proposed FM
strategies is extracted. The data is then synthesized to
address the RQ. This step involves a detailed analysis of the
collected data to identify patterns or trends in relation to the

RQ.
4. Implementation of the methodical approach

This section addresses the implementation of the previously
elaborated methodical approach. The realization of each step is
specified in the following subsections.

4.1. Step 1: Definition of the search strategy

The search string combines keywords containing the search
object as well as the domain of the search. The domain is
defined by the keywords production and manufacturing. The
phrase failure management was introduced as the search object,
as were the related terms error management, defect
management, deviation management, disturbance management
and disruption management, in order to include both internal
and external influences on the production system. Attaching the
term management to the previously defined terms specifies a
cross-process applicability of the addressed resilience
strategies. Three search databases were selected for the review,
namely SCOPUS, Web of Science Core Collection, and IEEE
Xplore. The former two databases provide multidisciplinary
coverage of over 70 million research publications each, while
the latter database provides a focus on research in engineering
and computer science [21]. A filter for the time frame was
applied to include records between 2013 and 2023. For the
multidisciplinary databases, a filter to include engineering-
related records was included. The search strings for the
advanced search functions in each database are listed in
Table 1.

Table 1: Search strings introduced in the corresponding databases.

Database
SCOPUS

Search string

TITLE-ABS-KEY("manufacturing”" OR "production")
AND TITLE-ABS-KEY("failure management" OR
"error management”" OR “defect management” OR
“deviation management” OR "disruption management"
OR “disturbance management”) AND (LIMIT-
TO(SUBJAREA , "ENGI"))

ALL=("production" OR "manufacturing") AND
ALL=("failure management" OR "error management"
OR “defect management” OR “deviation management”
OR "disruption management" OR “disturbance
management”) AND Engineering (Research areas)

("All Metadata":"manufacturing" OR "All
Metadata":"production") AND ("All Metadata":"failure
management" OR "All Metadata":"error management"
OR “All Metadata”:”defect management” OR “All
Metadata”:”deviation management” OR "All
Metadata":"disruption management" OR “All
Metadata”:“disturbance management”)

Web of Science
Core Collection

IEEE Xplore

4.2. Step 2: Definition of criteria for the inclusion of records

The criteria for the screening process are divided into five
categories, see Table 2. The first category defines the object of
research of the record. The records selected in the first step
address resilience strategies related to failures or disturbances
impacting a production system. The second category addresses
the criteria related to the relevant term definitions. The
definitions for terms such as failure, error or disturbance are
to be aligned with the corresponding definitions provided in
Section 2. The resilience strategies introduced in the selected
reports may address procedural methodologies as well as
specific software applications. Regarding the scope, the
proposed strategies are to reflect cross-process or cross-value-
chain solutions. Consequently, records focusing on process-
specific FM approaches are to be excluded. Lastly, the
strategies are to address an application in the production or
manufacturing industry.

Table 2: Criteria for the screening process.

Category Criteria for inclusion

Object Failures/disturbances related to a production system

Definition Alignment with definitions for keywords (e.g.,
failure, error, disturbance)

Method Methodologies, specific Al applications

Scope Cross-process/cross value chain

Application Production/manufacturing industry

4.3. Step 3: Screening of search results

The applied search string retrieved a total of 422 records
(n,) from the selected databases (as of February 2024). After
removing the duplicates, 320 records (n3) were available for
screening. The screening was conducted by two independently
working researchers to reduce the chance of introducing biases.
In a first iteration, the screening was conducted by applying the
selection criteria to the titles. After the second screening
iteration, which involved the review of the records’ abstracts,
154 titles (ng) were identified. Lastly, a full-text screening of
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the records was conducted, resulting in a final number of 59
reports (1ng) to be included in the review. The PRISMA 2020

flow diagram provides an overview of the screening process, 4,
as depicted in Fig. 1.

4.4. Step 4: Extraction of data and synthesis

In this step, data extraction and synthesis were conducted to 5.
address the RQ. The extraction involved the documentation of
the presented integration strategy for FM, as well as the key
findings and the applied research methods for each report.

A synthesis was carried out in the form of a categorization
process. To contextualize the proposed strategies, an initial 6.
categorization approach involved assigning each strategy to the
corresponding phase in FM. Based on the research findings by
GLOCKNER [9], it can be noted that FM processes follow a
consistent sequence, which can be represented in a generic FM 7.
process model with nine phases, see Fig. 2. The phases are:

1. Failure identification: The first phase involves the detection
and recognition of a failure or deviation from the expected
or standard performance. It is crucial for initiating the FM 8.
process, as it establishes the need for further investigation
and corrective action. [9,22]

2. Failure documentation and assessment: After a failure is
identified, it is accurately documented, and an initial
assessment is conducted. This documentation includes the 9.
details of the failure, its context, and any immediate impacts.

The assessment aims to gauge the severity and potential
implications of the failure to prioritize subsequent
actions. [2,9,22]

3. Root cause analysis: This critical phase involves a thorough
investigation to identify the underlying cause(s) of the
failure. Various analytical methods can be employed to trace

the root cause, which is essential for developing effective
corrective measures. [3,9,18]

Root cause verification: Once a potential root cause is
identified, it is necessary to verify it through testing or
further analysis. This step ensures that the identified cause
is indeed responsible for the failure, preventing misdirected
efforts in later stages. [9,18]

Development of measures: Based on the verified root cause,
this phase focuses on devising corrective measures or
solutions to address the failure. These measures are
designed to rectify the failure and prevent its
recurrence. [9,23]

Validation of measures: Before full-scale implementation,
the proposed measures are validated to ensure their
effectiveness and feasibility. This validation can involve
simulations, pilot runs, or controlled experiments. [9,18,23]
Implementation of measures: Once validated, the corrective
measures are implemented across the relevant areas or
systems. This phase requires careful planning and execution
to ensure successful integration and minimal
disruption [9,24].

Proof of effectiveness: Following implementation, it is
necessary to monitor and evaluate the effectiveness of the
measures. This involves collecting data, analysing
outcomes, and determining whether the failure has been
successfully mitigated. [9,23]

Knowledge transfer: The final phase emphasizes the
dissemination of knowledge gained throughout the FM
process. Insights, best practices, and lessons learned are
shared within the organization to prevent similar failures
and foster a culture of continuous improvement. [9,18,24]

Holistic FM strategies
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Fig. 2. Overview of research results in failure management in production.
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An additional category was created to consider strategies
addressing holistic FM approaches, e.g., DMAIC-cycle,
covering multiple of the previously described phases. A
reference to all mentioned FM phases is not required.

Table 3: Tabular overview of research results in failure management

FM Phase % of records

32,2%

Identified FM strategy

Failure
identification,
documentation
and assessment

Data acquisition across the value chain
[30,40-43]
Data-based prediction of production

disruptions/failure [34-39]

Simulation-based prediction of process
performance [31-33]

Determination of human error probability
in manual assembly [30]

Adaption of the production to create a
CPS for failure detection [27-29]

Integration of a documentation software
to support operators [25,26]

Root cause
analysis and
verification

Data-based creation and analysis of 22,0%

knowledge graphs [45]
Algorithm-based analysis of error data
[46,47]

Implementation of simulation-based
digital twins for root cause identification
[44]

Classification of error patterns [26,48-55]

Development ~ Data-based ML solutions based in graphs 6,8%
of measures [45]

Development of a simulation model to
derive proactive measures [31,41]

Assessment of a production’s flexibility
potential [56]

Validation of
measures

Classification of measures [48,59-62] 32,2%

Criteria-based evaluation of measures
[63]

Data-based DSS for the identification of
appropriate measures [39,73]

Algorithm-based DSS for measure
selection [46,72]

Simulation of alternative countermeasures
[44,61,64-71]

Implementation Development of standard operating
of measures procedures [54]

10,2%

Strategic prioritization of measures
[53,64,74-76]
Proof of
effectiveness

and knowledge
transfer

Implementation of an error pattern
database [25,30,51-54,58-63,75-77]

25,4%

Holistic failure  Approach for the selection of appropriate 13,6%

management methodologies [78]

strategies Alignment of CRISP-DM & DMAIC
[40,55]
Model-design for the interaction of
production and FM [3,79,80]

Implementation of a central data storage
[2,81]

5. Identified resilience strategies

Based on the generic FM process model by GLOCKNER [9]
and the initial categorization, the 59 reports were allocated as
shown in Fig. 2. A tabular overview as well as the percentage
of records referencing to each phase is given in Table 3. Note
that some records refer to multiple phases. The results are
described in detail below.

5.1. Failure identification, documentation and assessment

Regarding the identification of failure, two main categories
of strategies have been identified: error detection and failure
prediction. Additionally, strategies for data management
represent a further topic of research associated with predictive
approaches.

Human-centered approaches for error detection are
proposed by BAUER ET AL. [25] and BREITER ET AL. [26].
Focusing on supporting operators, both approaches propose
applications for the documentation of disruptions assuring the
acquisition of relevant and high-quality disruption data. They
argue that the structured documentation additionally provided
benefits regarding the preparation and processing of data. The
technical realization of error detection is addressed in three
identified reports. In this context, BIRLUTUIET AL. [27], KADAR
ET AL. [28] and SCHNEIDER ET AL. [29] investigate the
architecture of cyber physical systems (CPS) to facilitate error
detection. They argue that the synergy between analogue and
digital system components promote resilience in the production
system.

A majority of reports identified in this phase focused on
forecasting possible system failures, presenting a trend towards
predictive strategies. Three main types of strategies have been
identified: Human-centered, simulation-based, and data-based
approaches.

A human-centered approach by GUNTHER ET AL. [30]
provides a numerical method for the estimation of human error
probability in manual assembly, increasing the accuracy of
established system-models. Simulation-based approaches are
applied to model flow-processes, addressing both internal
production lines and supply chain networks. COLLEDANI and
ANGIUS [31] proposed a numeric simulation model for
predicting process performance for disturbances in the
production line, allowing the realization of in-line error
compensation. The impact of failure on the supply chain was
modeled by PONNAMBALAM ET AL. [32] and SCHUH ET
AL.[33], providing a basis for the derivation of
countermeasures. Data-based failure predictions apply
historical failure data to detect common failure patterns.
Prediction of machine failure based on the mathematical
modeling of historical machine failure times was proposed by
SOBASZEK ET AL. [34] Moreover, various reports propose
machine learning (ML) applications to cluster and identify
error patterns. HUANG ET AL. [35] applied a ML-approach
based on regression trees to predict failure during the
production. A neural network-based application was proposed
by RAMEZANI ET AL. [36] to analyze and predict errors in SPC-
charts. The complexity of product variants was used as a
classification basis for an ML-application proposed by
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SAMSONOV ET AL. [37]. SEJDOVIC ET AL. [38] analyzed various
ML-algorithms such as decision trees, naive Bayes and support
vector machines regarding their applicability for failure
prediction. Process-mining was proposed by FISCHER ET AL.
[39] to identify parameters for an ML-algorithm to identify and
cluster errors. ML-approaches do not only allow for the
application of proactive measures, but they also cluster errors
to provide insight into failure patterns. This represents a much-
discussed advantage in the field of research, as demonstrated in
Section 4.2.

A trend aligned with multiple works published on data-
based prediction of failures is the topic of data exchange along
the value chain. GUENTHER ET AL. [30,40], PEUKERT ET
AL. [41], TREBER ET AL. [42] and BECKSCHULTE ET AL. [43]
address the benefits of a cross-value chain approach to data
management, as the accuracy of ML model predictions
improves with increasing data availability. Furthermore, the
exchange of information between the actuators of a value chain
may provide insights into the root causes of known or detected
errors.

5.2. Root cause analysis and verification

Strategies for the identification of root causes are addressed
in the context of supply chain network modeling and internal
consolidation of failure data. The verification of known errors
and their root causes is addressed in the form of various
classification strategies.

Aligned with the cross-value chain exchange of data HONG
HONG LIM ET AL. [44] proposed the integration of a digital twin
to facilitate the detection of disruption root causes originating
in the supply chain and affecting a local production site. A
knowledge graph-based solution depicting the
interconnectivities between suppliers and the production
system is proposed by LIU ET AL. [45] to facilitate the root cause
identification in complex supply chains. Root cause analysis
based on the identification of error patterns is addressed by
MARIUS ET AL. [46] and DEMIR ET AL [47]. MARIUS ET AL. [46]
propose the extraction and clustering of complaint data from
8D-Reports to facilitate the root cause detection. The solution
proposed by DEMIR ET AL. [47] comprises the utilization of part
variation models to categorize potential failure patterns and the
corresponding assignment of quality gates.

Table 4: Error categorization strategies.

Author

Categorization strategy

MEYER ET AL. [48] Categorization based on cause-effect diagram

BREITER ET AL. [26] Error pattern clusters based on fault trees

SCHRODER ET AL. [49] Error categorization based on design hierarchy

VERHAELEN ET AL. [50] Categorization based on Ishikawa analysis

VERHAELEN ET AL. [51] Error clustering based on similarity clustering

based on weighted criteria

MEYER ET AL. [52,53],
GRONAU [54]

Procedural methodology

SCHAFER ET AL. [55] Data mining-based ML approach

Shifting the focus away from the root cause analysis, a majority
of identified reports address the verification of error patterns

and their consolidation into error categories. Various clustering
strategies are proposed. An overview of the clustering
strategies and the corresponding authors is given in Table 4.

5.3. Development of measures

The identified error patterns provide a basis for the proactive

development of measures. Measure development strategies can
be grouped into system-analysis solutions as well as
simulation-based and ML-based applications.
PRINZHORN ET AL. [56] propose the analysis of flexibility
potential in the production system to proactively identify
possible levers to be adjusted in the case of failure. Simulation-
based approaches, such as the ones applied to predict possible
failures and their effects, allow for a proactive development of
measures. According to COLLEDANI and ANGIUS [31] and
PEUKERT ET AL. [41] a catalogue of failure mitigation strategies
is to be created based on the simulated system performance.
The knowledge graph model introduced by LIU ET AL. [45]
allows for the ML-based generation of countermeasures in case
of supply chain disturbances. The ML-based generation allows
for a fast reactive as well as proactive development of
countermeasures. Many authors such as AQLAN ET AL. [57],
FISCHER ET AL. [39] and CAGLAR and JOCHEM [58] suggest the
development of measures by experts. CAGLAR and JOCHEM
[58] propose that newly identified error patterns are to be
analyzed by experts according to the PDCA-cycle to develop
measures. A majority of approaches rely on the reactive
development of measures through experts.

5.4. Validation of measures

The validation of measures builds upon the previous
development of possible measures. Multiple authors (RIBEIRO
ET AL. [59], GALASKE and ANDERL [60], BLOS ET AL. [61],
PEUKERT ET AL. [62] and MEYER ET AL. [48]) suggest the
classification of countermeasures in alignment with the
classification of error patterns, as discussed in Section 4.2. The
classification approach gives way to various strategies for the
evaluation and selection of measures. Strategies in this phase
involve traditional criteria-based, simulation-based, rule-based
and ML-based decision support applications. STICH ET AL. [63]
propose an approach based on weighted criteria to evaluate
measures. Simulation-based decision support systems (DSS)
aim to assess the system performance for each alternative
measure based on a set of KPIs. This approach is applied in the
context of job shop problems (WAGNER ET AL. [64], DUAN ET
AL. [65], BECKER ET AL. [66], BOHLMANNET AL. [67], SOLTANI
ET AL. [68]) and of supply chain networks (BLOS ET AL. [61],
HONG LIM ET AL. [44], SUN ET AL. [69], STEINLEIN ET AL. [70]
and NAMDAR ET AL. [71]). SUNET AL. [69] and NAMDAR ET AL.
[71] specifically analyze the impact of sourcing from multiple
suppliers to improve resilience within the network. Rule-based
solutions consist of a multitude of if-then statements, which can
support operators in their identification of an appropriate
countermeasure. MARIUS ET AL. [46] and ZHIVOTOVA and
BERDONOSOV [72] propose such a DSS. The logical connection
behind the queries, i.e. the linkage between error patterns and
measures, is created manually by experts. ML-applications
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select applicable measures from the provided countermeasure-
database based on their compatibility with the detected error
pattern to support operators in their decision-making. The
compatibility-rules are identified by the ML-model itself
(SEJDOVICH ET AL. [73]). A model proposed by FISCHER ET AL.
[39] includes a learning component, as the operator can
evaluate the proposed measure and return feedback which the
model uses to improve its suggestions.

5.5. Implementation of measures

The implementation of measures addresses strategies for the
resolution of errors on the operational level. For the
implementation of measures two strategic applications have
been identified. The creation of standards for the handling of
failures and strategies regarding the prioritization of measures
to be implemented.

GRONAU [54] proposed the creation of standard operating
procedures (SOP) to be used by operators directly. The
objective of the SOPs is to reflect the result of the previous
failure management phases and present the operator with
validated countermeasures for the catalogued errors. This way,
both time and effort for the error resolution could be reduced.
Strategies for the prioritization of measures have been
developed by WAGNER ET AL. [64], MEYER ET AL. [53],
KNUPPEL and NIKITIN [74], STICHET AL. [75] and BERGS ET AL.
[76]. All approaches involve a weighing process based on
selected criteria. A risk-based approach is proposed by STICH
ET AL. [75] and BERGS ET AL. [76]. The evaluation of the risk
potential serves not only to prioritize the handling of certain
errors but also facilitates the consideration of historic errors as
risks in future system analyses.

5.6. Proof of effectiveness and knowledge transfer

As discussed in Section4.2 and 4.4, the creation of
databases for known error patterns and appropriate measures is
a prerequisite for the efficient elimination of errors and their
causes. [39] Authors not only urge the documentation of
historical data and lessons learned, but also the inclusion of
expert knowledge to enrich the database. [25,30,41,51-54,58-
63,75-77]

5.7. Holistic failure management strategies

Various strategies could not be applied to a specific phase
of failure management. They consider holistic strategies to
promote the effectiveness of failure management. The
strategies include procedural strategies for the elimination of
errors and data management solutions.

DOMBROWSKI and JAGER [78] proposed a procedure for the
selection of applicable failure management methodologies
based on various filtering steps. Equally, the identification and
selection of applicable data for the failure management process
are discussed. SCHAFER ET AL. [55] and GUNTHER ET AL. [40]
propose an alignment with the CRISP-DM cycle to highlight
the importance of data acquisition and analysis for effective
failure management. The data to be exchanged between various
organizational levels, such as the operational level and failure

management, is addressed. BECKSCHULTE ET AL. [3] developed
amodel which improves the interaction between the production
level and failure management, while EXNER ET AL. [79]
provides a model for a closed quality control loop. HAGHI ET
AL. [80] provides insights into the integration of complaint and
failure data into all organizational levels, affecting operational,
support and management aspects. In this context, the
importance of an analysis of information flows and data
architecture is discussed by BECKSCHULTE ET AL. [2, 81] to
improve efficiency.

6. Evaluation of trends and applicability

The identified FM strategies are mapped in accordance with
their type of approach and the corresponding phase of FM, as
shown in Fig. 2. Based on the extracted information discussed
in Section 5, the different strategies identified, cover data-
based approaches, simulation-based methods, solutions based
on algorithms, data management strategies, an adaptation of the
production or strategic approaches:

= Adaption of the production: Solutions addressing the
allocation of additional physical system components to
serve as enablers in the FM process.

= Data-based strategies: These strategies address the
collection and/ or analysis of historic process data to obtain
insights into the process performance or the correlations in
relation to errors.

= Simulation-based strategies: Based on a designed process-
or system-model, interdependencies between different
instances and the impacts of failure can be simulated.

= Strategies based on algorithms: This type of approach
involves the modeling based on mathematic functions or
Boolean logic of certain interdependencies within a
production system.

= Strategic approaches: These approaches address procedural
methodologies or tools which structure and facilitate the
manual elaboration of solutions related to FM phases.

= Data management strategies: Approaches for the
organization and/ or provision of data and knowledge within
a system are classified as data management strategies.

In the phase of failure identification, documentation and
assessment a trend towards data-driven strategies for failure
prediction can be identified. By aiming to not only reduce the
amount of effort and time invested into the detection of errors
and their root causes, but also providing insights to proactively
avoid the occurrence of failures, data-driven strategies in this
phase provide benefits affecting all following FM phases.

While the classification of error patterns in the root cause
analysis phase is increasingly characterized by data-driven
solutions, operators and system-experts continuously play a
key role in the identification of root causes and the assessment
of error-patterns. Similarly, the development of measures relies
predominantly on the input of expert-knowledge.

To cross the bridge between the simulation- and data-based
strategies proposed for the measure validation phase and the
catalogued error patterns of the root cause analysis phase, the
elaboration of appropriate and effective measures as well as
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their consolidation with known error patterns is to be executed
by system experts and operators. The validation of measures by
means of simulation- or data-based mainly provide decision
support for management decisions or operators on the shop
floor.

Aligned with this insight is the need for efficient knowledge
and data management strategies. Both the consideration of
data-sources along the value-chain as well as the integration of
expert knowledge are decisive for the proposed strategies.
Holistic FM strategies identified in this review also address
challenges related to the increased demand for
interconnectivity as well as data acquisition and management.

7. Conclusion and outlook

With ever-expanding global production networks and
constant supply chain disruptions affecting the manufacturing
industry, developing resilient strategies for companies to
anticipate, adapt and manage disruption is becoming an
essential requirement for the industry's future evolution
towards the Industry 5.0 paradigm. FM represents a systematic
approach comprising a series of tasks to identify, correct and
implement measures for the sustainable prevention and
mitigation of internal and external failures in production
contexts. This paper presented an overview of identified
research strategies to enhance manufacturing resilience
through FM. Based on a systematic literature review, strategies
are classified based on a generic process model comprising
nine phases of FM: failure identification, documentation and
assessment; root cause analysis and verification; development,
validation and implementation of measures; proof of
effectiveness and knowledge transfer.

The strategies identified vary in their methodology and
technicality based on the addressed FM phase. An important
focus is set on establishing a foundational database to enable
methods that can extract insights to support the FM process. In
this context, establishing a foundational failure database across
processes and value chains represents a cornerstone for the use
of advanced simulations, AI methods and optimization
algorithms.

An important aspect identified is the interface between
failure maturity along the FM process and human-technology
interaction. While a technological framework is a prerequisite
for creating transparency in failure detection and analysis,
operators play a key role in the identification, classification,
and development of countermeasures. The design of effective
FM strategies that lead to resilience in a manufacturing context
relies on causal analysis embedded in the process. This
involves the complex task of designing synergetic systems for
the interaction between the operator as decision-maker and
implementer measures, and the supporting analysis methods.

In line with the vision of Industry 5.0, human involvement
within the FM process should be further researched as an
essential aspect within technical resilience strategies. This
could include the decoupling of the FM process and the design
of closed loops that involves the operator at the interface of
every step. From this perspective, further research aspects
concern the suitability of data-based methods, especially Al
methods, at each stage. In addition, the appropriate interaction

mechanisms that foster causal reasoning and their
representation in the form of interfaces should be analyzed.
Finally, the scalability and standardization of the
aforementioned aspects is an essential factor for the cross-
organizational establishment of resilience strategies based on
FM in manufacturing.
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