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Abstract: Operators of critical infrastructures face a rapidly evolving, hybrid threat landscape 

under tight budgetary and staffing constraints. This paper focuses on the prerequisite for effective 

defense— “you cannot protect what you do not know”—and the practical difficulty of mapping 

threats to both internal assets and supplier networks to prioritize mitigation. We combine a state-

of-the-art review of asset/configuration and risk management with an exploratory mixed‑methods 

study: 11 semi‑structured interviews with IT security and procurement stakeholders from large 

European CI operators (e.g., international airports). Using a hybrid coding approach in MAXQDA 

and thematic analysis, we surface organizational, technical, and governance challenges across 

IT/OT and deep-tier supply chains. We synthesize requirements and propose [Project Name], a 

BMBF‑funded demonstrator that integrates automated asset discovery, supplier intelligence, and 

risk‑value scoring to generate prioritized, evidence‑based mitigation actions aligned to resource 

constraints and support more trustworthy, auditable risk decisions in digitally connected CI 

ecosystems. 
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1 Introduction 

Critical infrastructures (CI) operate in an environment where cyber, physical, and 

informational threats increasingly blend into hybrid campaigns, stress-tested by 

geopolitical and environmental shocks [Ol25]. At the same time, CI operators must make 

defensible risk decisions with limited budget and personnel. While the maxim “you 

cannot protect what you do not know” is widely accepted, two knowledge problems 

persist in practice: (1) incomplete, aging knowledge about in-scope assets and 

configurations across IT and OT; and (2) limited, shallow visibility into supplier 
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networks where vulnerabilities and compromises can propagate as cascading risks. 

Without trustworthy asset and supplier intelligence, mapping threats to impact remains 

ad hoc, and mitigation efforts are hard to prioritize. 

The first knowledge problem has intensified as OT environments become digital and 

connected. Asset and configuration management has moved from best practice to 

necessity, yet CI realities complicate execution: legacy and safety-critical systems may 

not tolerate scanning; inventories drift rapidly; and integrating heterogeneous sources 

into a single source of truth is non-trivial. Automation is essential but “scan or not to 

scan” remains a live trade-off in mixed IT/OT networks. Standards and guidance, 

including CISA’s OT asset management work, ISO/IEC 62443 [Se26], and NIST SP 

800-82 [St23], underscore this criticality, but operationalization in CI is uneven.  

The second knowledge problem concerns suppliers. CI resilience depends on vendors, 

integrators, and deep-tier sub-suppliers that are often opaque, globally distributed, and 

heterogeneous. Regulatory and institutional responses are advancing—NIST SP 800-161 

[Bo22], CISA’s push for SBOM transparency [CI26], and NIS-2 [Bu25] —yet guidance 

remains fragmented across sectors and jurisdictions, and enforcement asymmetries 

persist. Commonly used supplier evaluation approaches include MCDM methods (e.g., 

AHP, TOPSIS, VIKOR, DEMATEL) [El21] and data-driven/ML techniques [Si23]. 

These help structure decisions but suffer from subjective weighting [Ku03], limited 

interpretability, and uneven data availability across CI sectors—especially where 

real-time telemetry is scarce or regulated [Si23]. Deep-tier visibility remains weak 

[BS24], governance is siloed across IT, OT, and procurement [CCM19], and human 

decision biases are under-addressed in risk processes [PDB24]. Meanwhile, the field has 

shifted from guaranteeing absolute protection to engineering systemic resilience—

anticipate, withstand, recover, and adapt with methods emphasizing explicit treatment of 

threat, vulnerability, and consequence [Bo22].  

Against this backdrop, our work asks how CI operators can turn asset and supplier 

knowledge into actionable, prioritized mitigation under resource constraints. We 

structure the paper around three research questions: RQ1: What practical obstacles 

hinder establishing and maintaining trustworthy asset and configuration knowledge 

across IT/OT in CI organizations? RQ2: What are the key challenges in supplier risk 

management for CI, including deep-tier visibility, assurance, and governance? RQ3: 

How can asset and supplier intelligence be operationalized into risk-mitigation and 

workflows that prioritize actions suited to limited budget and personnel? 

To address these research questions, we conducted a mixed-methods study and 

summarized the findings in the following chapters. Chapter 2 provides an overview of 

related work and literature from research. Chapter three consists of a structured review of 

the current state of the art in asset/configuration management and risk assessment in CI. 

Chapter four presents an exploratory, mixed-methods empirical research of experts 

working with supplier management in CI. After presenting the summaries of both desk 

and empirical research, a discussion (chapter five). This includes an overview of the 
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research questions and a demonstrator idea that operationalizes these findings. 

2 Related Work 

This section expands on the research that has been done on Key Challenges and Gaps in 

CI Supplier Risk Management. It will present the persistent challenges hindering 

effective Risk Management and Assessment. Covering both high-level structural 

challenges as well as institutional guidance on the matter. The methods and strategies 

surrounding Critical Infrastructure Protection (CIP) have fundamentally shifted from a 

narrow focus on protection of individual assets against threats toward a holistic emphasis 

on systemic resilience. This is mainly due to the increasing interconnectivity of modern 

infrastructures. As assets grow in volume and complexity, maintaining absolute 

protection within a networked environment has become both technically and 

economically unfeasible. Thus, raising the necessity of methodologies that prioritize the 

ability of systems to anticipate, withstand, recover from and adapt to adverse events 

[Bo22]. Accordingly, robust business continuity and rapid restoration capabilities also 

gained importance. 

Despite the theoretical convergence on the goal of resilience, institutional guidance 

efforts take unique approaches in their enforcement mechanisms and strategic focus, 

creating a regulatory basis with certain differences between them. The National Institute 

of Standards and Technologies (NIST) continues to provide the foundational architecture 

for risk management through their SP 800-161 document. Within this guidance, 

voluntary yet rigorous standards for supply chain risk management practices are outlined 

[Bo22]. In contrast, the approach of the Cybersecurity and Infrastructure Agency (CISA) 

focusses heavy on transparency, showcased by their efforts to push adoption of Software 

Bill of Materials (SBOM) initiatives, that ultimately aim to shine light on the opacity of 

software supply chains [CI26]. All the while, the German Federal Office for Information 

Security (BSI) transitioned to a strict mandate-led environment. Their IT Security Act 

2.0 exemplifies this, by imposing significant legal penalties for non-compliance and 

demanding declarations of trustworthiness for critical components [Fe21]. 

While executing a task of described complexity and scale, one can find a field of 

challenges and barriers in the CI ecosystem. For one, the practical application of these 

risk assessment methodologies places a disproportionate burden on Small and Medium-

sized Enterprises (SMEs) due to shortage of dedicated cybersecurity expertise and 

financial constraints. These companies are often deeply intertwined in the supply chain 

system and therefore directly impacting the CI’s security [JK25]. However, factors that 

impact all sizes of Enterprises can be found by looking into governance and 

organizational cultures. Internal control systems and employee attitudes are one of the 

most salient predictors of cyber resilience, yet many organizations report to be suffering 

under leadership deficiencies and inconsistent policy enforcement rendering technical 

controls less impactful [Fr25]. This is compounded by existing data scarcity and 
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knowledge gaps. Consequently, methods often fail to adequately address uncertainty and 

instead rely on “worst reasonable case” assumptions [Wh16].  

Specific to the domain of Supplier Risk Management, several challenges and gaps 

remain. First, a lack of standardized taxonomy, such as inconsistent definitions of the 

“supply chain” and fragmented Cyber Supply Chain Risk Management (C-SCRM) 

guidance across different sectors and regions impede the development of unified risk 

language [To21]. Supplier Risk Management processes tend to achieve poor mapping 

beyond Tier-1 suppliers, leaving those further along the chain as critical blind spots 

[BS24]. This is further worsened by the involvement of different stakeholders and their 

interdepartmental dynamics. Organizational silos and the disconnect between 

stakeholders, such as IT, OT and procurement as well as legal departments to some 

extent result in limited centralized governance over C-SCRM processes [CCM18]. 

However, the problem may not just be resolved by centralized governance and 

knowledge sharing processes of extensive databases without considering the human 

factor. Risk assessment processes often fail to account for human biases and socio-

technical complexity in managing multi-stakeholder systems [PDB24]. Most 

importantly, current practices remain predominately reactive and incident-driven, 

accompanied by lacking continuity planning with suppliers in mind, rather than proactive 

collaboration required to secure modern critical supply chains [PDB24].  

3 State of the Art 

This section summarizes state-of-the-art practices in (1) asset and configuration 

management, (2) supplier management, and (3) risk management in critical infrastructure 

contexts.  

3.1 Asset- and Configuration-Management 

The topic of Asset- and Configuration-Management for IT (Information Technology)- 

and OT (Operation Technology)-Assets and Configuration Items has been getting 

increasingly more attention in recent years, from both the governmental and academic 

position. This interest also extends to critical infrastructure in this area [WDG23]. As OT 

environments become increasingly digital and connected, maintaining accurate IT/OT 

asset and configuration knowledge has become a prerequisite for security (“you can only 

protect what you know”) [Ve25, AL24]. Because modern IT/OT networks contain large 

numbers of heterogeneous devices, automated discovery and inventory updates are 

essential [GKS05]. Common approaches are (1) active scanning, (2) passive monitoring, 

and (3) endpoint agents. 

There are several unresolved challenges in the field of asset and configuration 

management that are particularly pronounced in environments involving critical 

infrastructure and operational technology (OT). While asset management is a well-
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established discipline, the increasing complexity and heterogeneity of modern OT 

environments continue to expose fundamental limitations in current approaches. A 

central objective of asset management is the identification and continuous maintenance 

of accurate information about all assets within an environment. As systems grow in size 

and complexity, however, achieving a complete and up-to-date overview becomes 

increasingly difficult. In highly complex infrastructures, this challenge often leads 

organizations to operate with asset inventories that are known to be incomplete. Such 

partial visibility is frequently accepted as an operational reality; despite the risks it poses. 

This is largely due to the operational reality that a passive scan cannot find devices that 

don’t talk while active scans might not be usable due to the sensitivity of some devices in 

the Network. A Discussion around these challenges can be found in [Sa22], where they 

are discussed in more detail. Another concern regarding scanning tools is the sensitivity 

of OT Networks towards high traffic and unexpected communication protocols. While 

passive scanning can still be used without issue in these environments, active scanning 

can pose significant risks which can lead to a shutdown of the scanned devices This issue 

is discussed in [Ed19] and [Sa22] with more detail. 

Asset and configuration management systems are typically intended to function as a 

single source of truth that supports and informs other management and security 

processes. Achieving this role in practice is particularly challenging in critical 

infrastructure environments, which are often characterized by a high degree of 

heterogeneity and the continued use of legacy systems and databases. As mentioned in 

[Al20] this is even a challenge in IT Systems which are, due to their nature of not 

containing OT devices, less heterogeneous in most cases. Finally, organizations face the 

challenge of selecting appropriate tools from a highly fragmented and saturated market. 

Asset discovery and inventory management can be approached using a wide range of 

techniques, and these are implemented by a large and growing number of vendors. At the 

time of writing, publicly available tool listings identify several hundred solutions 

addressing asset discovery alone, as can be seen in [Cy26]. This abundance of tools, 

many of which offer overlapping functionality, complicates decision-making and 

increases the risk of tool sprawl, integration difficulties, and inconsistent data quality, 

particularly in complex OT environments. Although some efforts have already been 

made to ease the process of finding an appropriate tool in [Sa22] by creating a taxonomy 

for scanning tools, the topic of asset and configuration management is larger than just 

scanning and requires more attention from the research community. 

3.2 Supplier Management Systems  

Effective supply chain management is essential for company strength and operational 

excellence [El21]. A key component of this process is supplier evaluation, which entails 

carefully assessing suppliers to make sure they meet an organization's requirements for 

cost, performance, execution, and sustainability [KD25]. Well-drafted supplier 

evaluation process makes it possible for Critical Infrastructures or Organizations to 

overcome the operational risks, improve performance and transparent supplier 
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relationships [Go23]. However, this process has become increasingly difficult due to 

globalization, developments in digital technologies, and the growing emphasis on 

sustainability. To manage the complexity of supplier evaluation processes, organizations 

highly depend on various theoretical frameworks practice [DM03]. Among these, multi-

criteria decision-making (MCDM) frameworks are widely adopted, it allows 

organizations to evaluate supplier based on multiple, often conflicting criteria like cost, 

quality, performance, risk and sustainability [HXD10]. The common techniques of 

MCDM include Technique for Order preference by Similarity to ideal Solution 

(TOPSIS), Analytic Hierarchy Process, VIKOR, and DEMATEL [El21]. These methods 

help decision makers rate weights to criteria and compare competitive alternative 

suppliers in transparent and structured manner [Go15]. However, MCDM-based process 

has challenges like subjective weighting, interdependent criteria, method selection, 

which can lead to inaccurate or biased rankings. Lake of standardization and slight 

variations further reduce the reliability and robustness of the results [Ku03]. 

Another technique in current supplier evaluation is Advance Data-Driven & Machine 

Learning techniques have emerged within Industry 4.0 environment. By using massive 

historical dataset and real-time data from IoT/OT systems, organizations perform big 

data analytics to forecast supplier performance, identify potential risks, and predict 

supplier failures [OOE25, Si23]. This method not only enhances efficiency, predictive 

analytics, and risk management but also helps firms pick and prioritize suppliers based 

on objectively evaluated operational data [Cu22]. However, this kind of approach is 

mostly limited to data-rich environments. For most other suppliers, acquiring correct and 

full data is extremely challenging due to availability, compliance, confidentiality, and 

reporting issues, which affects model reliability and makes implementation problematic 

[Si23]. Additionally, issues such as biased historical data, limited interpretability, and 

feature selection challenges may affect evaluation accuracy [Mo23]. Overall, the existing 

supplier management approaches relieve MCDM-based framework and advance data-

driven approaches. While both of them provide valuable decision support but also 

showing challenges in terms of subjectivity, data dependency, and scalability, limiting 

their ability to deliver universally robust and standardized assessments across critical 

infrastructure sectors. 

3.3 Risk Management 

With effective asset and supply chain management in place, an organization has a strong 

foundation for security-related decision making, including risk management. 

Importantly, the decisions that follow from risk assessments are usually not made by 

specialists with deep security expertise capable of rapidly interpreting technical risk 

output. Instead, these decisions must be made by managerial stakeholders with 

backgrounds in economics or finance who have to quickly understand the problem at 

hand and make well-founded, informed decisions. From a governance perspective, this 

gap in domain expertise at the decision-making level presents a significant challenge: 

security risks must be translated into information that management can readily interpret 
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and act upon. Research indicates that while sophisticated risk measurement instruments 

and cybersecurity tools are developing, there remains limited information and metrics 

presented in a language that non-technical decision makers, such as Boards of Directors 

or executives, can easily understand and use for governance purposes as discussed in 

[MKG23]. In practice, approaches such as qualitative risk matrices, semi-quantitative 

scoring models, and key risk indicators are used to support decisions, but these 

frequently fail to connect technical risk values with business impact in a way that is 

intuitive for managers and executives [MKG23, PKS23]. A core challenge of the risk 

management process is therefore not only generating accurate risk assessments but 

enabling decision making by stakeholders without a security background. A potential 

avenue for research in this area involves developing value and risk representations that 

explicitly relate an asset’s business or economic value to its risk exposure, thereby 

making security information more readily understandable and actionable for managerial 

decision makers. 

4 Empirical Study on Supplier Management in CI’s 

The following chapter presents the methodology and research results of the explorative 

empirical study conducted with critical infrastructure experts working with supplier 

management.  

4.1 Methodology  

The study followed a mixed methodology approach, which focused on qualitative 

interviews with the support of a short questionnaire. The qualitative interviews followed 

a semi-structured approach. It included a multi-stakeholder sample of 11 interview 

participants. The sample represented experts working in various departments (e.g. IT 

Security, Procurement) and roles (e.g. Team Leads, Team Members) in the critical 

infrastructure sector (e.g. International Airports) in central Europe. There were four 

different critical infrastructure operators that participated in the study. The scope of the 

study focused on gaining insights on how risk assessment is conducted for supplier 

management of a critical infrastructure. Therefore, participants needed to be experts with 

demonstrated experience with these use cases.  

Regarding data collection and preparation, there were three parts to the semi-structured 

interview questionnaire. The first part inquired about the current standards and processes 

for supplier management; in particular, new supplier evaluation and current supplier 

monitoring and auditing. The second section dove deeper into challenges and risks and 

potential improvement. In the final section, the participants were asked about a technical 

solution that could support their fore-mentioned processes and the requirements and 

needs they would have. Overall, each interview ranged about 45 minutes to one hour in 

length. After each interview was conducted, the data was it was transcribed and coded 
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using MAXQDA program. In order to conduct a Thematic Analysis [BC23], a hybrid 

coding approach with both an inductive and deductive was used. The coding catalog has 

been based on the exploratory research questions. The main goal is to understand 

existing processes and structures of supplier management; pain points and potential; and 

technological solution questions of their needs and preferences. The catalog went 

through two iterations. The first iteration included an expert analysis where a base 

coding set was first established using the themes of the semi structured interview 

questionnaire. After the interviews were coded independently by multiple experts, a 

workshop was held to discuss the second iteration of the coding system. Aside of 

aligning the definitions of each code, the key revisions made were to orient according to 

use case, introduction of “roles and responsibilities” branch, and the expansion of risks 

and challenges. The enabled a consistent and structured approach to identifying patterns 

and themes across the data.  

4.2 Qualitative Results  

This section describes the results on existing risks and challenges in critical 

infrastructures. There are three main themes identified for the challenges; 1.) Supplier, 

2.) Technical and Security and 3.) Structural and Organizational. Quotes from 

participants will be described with their respective numbers P1-11.  

Supplier Challenges  

First, the communication and transparency on either incidents or internal changes don’t 

always seem to align with the expectations of the participants. For example; one 

participant expressed “And of course, I want to be informed early on so that we can 

discuss how to handle the handover or how this can be done. Of course, this happens 

very, very rarely. Most of the time, we find out 2-3 days in advance that an employee is 

leaving the company.” (P8, 2025) Second, participants spoke often of constraints 

regarding support from the supplier for different tasks, while most support would come 

as a reaction instead of being proactive about security incidents or requirements. In 

addition, all four critical infrastructure operators relied on the supplier to report any 

security incidents and their own self attestation. When asked about this in detail, 

participants elaborated on their thoughts of lack of transparency of security mechanisms 

or their fears of delay of response in security incidents.  

Technical and Security and related Challenges 

Participants spoke out about a variety of technical and security related issues. Regarding 

security maintenance and configuration, some gave examples of their concerns of 

suppliers neglect of fundamental practices like using multi-factor authentication, system 

updates, or patch management. Some interviewees voiced that they felt that suppliers did 

not prioritize security related requirements. In addition, experts elaborated on their point 

of view that there is an insecurity about patch management from vendors and fears 

regarding outdated frameworks or poorly maintained configurations. “So what I'm 
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noticing is that there's a massive lag between what you actually need to have and what 

many service providers have. That means that due to a lack of prioritization, be it due to 

a lack of resources, I keep noticing that simple things like multi-factor authentication, 

for example, are not activated. …” (P1, 2025) In addition, one participant observed that 

small suppliers sometimes lack security competency or experience. “So, especially in the 

OT world, where there are many small suppliers who don't have much in the way of 

security... they have very good functional solutions, but not yet security solutions, i.e., 

secure solutions, and securing them and also driving their mindset in that direction so 

that they really develop security awareness and not just functional requirements... I think 

that's definitely a big challenge. Especially in the OT world.” (P9, 2025)  

Organizational and Structural Challenges  

Considering the Organizational and Structural issues, the following situations were 

described by experts. First, there appears to be a lack of effective penalty mechanisms, 

where even if there is a contract clause for bad performance or security practices, it 

seems like that they were not often enforced. In addition, some participants describe the 

difficulty of terminating suppliers that are critical to operation, even in extreme 

situations (e.g. severe security issues). Second, some touched on how the evaluation of 

suppliers from internal department is sometimes incomplete or incorrect, which lead to 

misclassifying the supplier criticality. This can lead to not having the necessary security 

measures in place or delayed. Third, it was often discussed how cyber incidents are often 

reported late or not at all and how this becomes a downstream risk. “First, there is the 

risk that it will occur, then the risk that we will notice it too late, because perhaps the 

supplier has not provided satisfactory information about it. The same applies, 

incidentally, to security issues and the compromise of the supplier. Of course, there is 

also the downstream risk that the supplier is not really well informed or that we do not 

recognize it well.”(P2, 2025) Lastly, most of the critical infrastructures that participated 

in the study largely relied on the self-assessment of suppliers; however, this can lead to 

challenges of lack of validation of self-proclaimed security compliance. “Well, what we 

see most often is that they write down all the great things they can do on paper, but then 

they fail to deliver.” (P3, 2025) 

5 Discussion 

After considering the related work, current state of the art, and empirical results on risk 

assessments in critical infrastructures, this section discusses the research questions stated 

in the introduction and presents a demonstrator project that aims to address some of the 

challenges summarized in this work.  

5.1 Research Questions  

This study sets out to address the critical gap between the theoretical necessity of 
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comprehensive risk assessment and the practical realities faced by CI operators. By 

putting a thematic review of current state-of-the-art practices and related work 

highlighting existing challenges head-to-head against a semi-structured interview with 

11 CI stakeholders, we addressed three research questions: (RQ1) What practical 

obstacles hinder establishing and maintaining trustworthy asset and configuration 

knowledge across IT/OT in CI organizations? (RQ2) What are the key challenges in 

supplier risk management for CI, including deep-tier visibility, assurance, and 

governance? (RQ3) How can asset and supplier intelligence be operationalized into 

risk-mitigation and workflows that prioritize actions suited to limited budget and 

personnel? The following sections detail the findings, comparing the thematic baseline 

with the empirical evidence gathered during our qualitative analysis. 

In addressing RQ1, our findings emphasize that establishing trustworthy asset 

knowledge is hindered by both technical and organizational factors. Literature 

underscores the technical risk that active scanning poses to legacy and safety-critical 

systems. Our qualitative research confirms these concerns and identifies more specific 

operational hurdles. Participants noted that active scanning is often avoided because it 

can cause errors in sensitive operational technology (OT) environments. Furthermore, 

our research identified a significant challenge in the complexity of managing asset 

information requirements from various stakeholders. Different departments have distinct 

data needs, which makes it difficult to maintain a consistent inventory. Operators must 

also contend with the integration of legacy database systems that were not designed for 

modern automated discovery. These factors contribute to the persistence of incomplete 

inventories across the sector. 

Regarding RQ2, our study first confirms several key challenge themes identified in the 

existing literature. These include the inherent lack of transparency in deep-tier supply 

chains and the burden created by fragmented regulatory requirements. Our qualitative 

interviews verify that visibility into sub-suppliers remains a significant hurdle for CI 

operators. However, it was uncovered that specific governance failures that are less 

emphasized in current academic discourse. A primary contribution of our research is the 

identification of a "dependency trap." Our data shows that CI operators often experience 

a severe power asymmetry when dealing with global vendors. Even when security 

deficiencies are known, operators feel unable to terminate contracts due to a total 

reliance on specific software or hardware ecosystems. Furthermore, we found that 

contractual penalty mechanisms, such as malus clauses, are rarely enforced in practice. 

Operators may choose to play down these security-related breaches to avoid straining 

relationships with essential providers. These findings suggest that the challenge is not a 

lack of legal frameworks but rather the market dynamics that favor large-scale suppliers 

over individual infrastructure operators. 

Finally, our findings for RQ3 suggest a positive path forward for managing these risks 

under resource constraints. While literature frequently focuses on the general shortage of 

cybersecurity experts, our research identified "internal sources of error" as a more 

specific bottleneck. For example, non-security departments often provide inaccurate 
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criticality data during the onboarding process. This suggests that the solution to effective 

prioritization lies in the integration of business intelligence with technical discovery. We 

found a significant need for systems that can automatically validate internal data against 

real-world asset configurations. This poses an opportunity for the implementation of 

automated systems that can synthesize asset discovery, supplier intelligence, and risk-

value scoring. Taken together, the findings for RQ1–RQ3 indicate a need for a practical 

mechanism that combines asset visibility, supplier intelligence, and resource-aware 

prioritization. The following demonstrator is proposed as that operational response. 

5.2 Demonstrator Project  

The results of these studies show that asset management and supplier evaluation require 

significant overhead. On the other hand, these are key to distinguish in a large threat 

landscape those threats that can lead to large scale interruption of operations for CIs. The 

identification of these threats and prioritizing mitigation actions must be automatized to 

the largest extent possible to cope with limit budgets and personnel resources. 

The demonstrator project “AEROKI” [Bu23] has worked with CIs to deliver strategies 

and explore solutions for semi-automatic asset management, continuous supplier 

monitoring, as well as semi-automatic identification of relevant threats and mitigations. 

For the last point we propose going beyond a mere risk analysis but comparing the 

business value delivered by IT/OT systems in relation to their quantified risk exposure, 

yielding a transparent risk‑value score that drives prioritization and concrete response 

under real‑world constraints. Within the demonstrator project, risk‑value scoring links 

two dimensions: a dynamic risk score that reflects threat likelihood and potential impact 

(based on vulnerability severity, exploit availability, exposure, supplier posture, patch 

status, and compensating controls), and a business value score that captures the criticality 

of the affected service and its contribution to business impact and value creation. By 

continuously ingesting signals from asset inventories, SBOMs, vulnerability and patch 

management, supplier evaluations, and threat intelligence, the platform updates both 

dimensions and computes a normalized risk‑to‑value assessment per system and 

dependency chain. Decision thresholds translate this assessment into action: when risk 

exceeds value and patching is infeasible, the system recommends temporary isolation or 

shutdown; when value is high and risk is moderate, it prioritizes compensating controls 

such as segmentation, rate limiting, virtual patching, or accelerated supplier remediation; 

when both risk and value are high, it escalates to executive risk acceptance with 

documented time‑boxed mitigations. The scoring and its inputs are made fully 

transparent through security KPIs and audit trails to support defensible, repeatable 

decisions in special situations (e.g., Log4Shell‑class vulnerabilities). 

This approach does not replace architectural hardening; however, it provides 

immediately actionable, semi‑automated prioritization that complements a Zero Trust 

roadmap. In the short term, risk‑value scoring enables rapid, budget‑aware triage and 

targeted mitigations; in the medium term, it informs which systems and suppliers should 
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be migrated first to Zero Trust controls based on the greatest risk‑reduction per unit of 

business value preserved. The demonstrator project should validate the method in a 

realistic CI environment and deliver operational playbooks, threshold policies, and a 

reference implementation that organizations can sustain in the future. 

6 Conclusion 

Addressing the challenges of risks and threats are vital to protecting critical 

infrastructures for the future and overall sustainability. This work reviews and 

summarizes current research and standards, the state of the art, and an empirical study 

with critical infrastructure experts that are responsible for risk management of their 

respective critical infrastructures. The research questions we asked summarized the 

following takeaways. For RQ1, we found that trustworthy assets and configuration 

knowledge are challenged by organizational challenges (e.g. fragmented data needs, 

legacy systems, inconsistent inventories) and technical limitations (e.g. risks of active 

scanning of OT environments). For RQ2, supplier risk management has limitations 

regarding fragmented regulations, lack of transparency in deep-tier supply changes, and 

the “dependency trap”. For RQ3 key takeaway, effective operationalization of asset and 

supplier intelligence needs the integration of both technical and business-related data to 

align and in turn optimize automated systems that validate information and help create 

risk-based mitigation actions in key situations. Overall, there are limitations. Because 

this topic evolves rapidly, some practices or state-of-the-art methods, or standards can 

change and may not be included. Also, the qualitative approach includes a risk of a 

researcher bias despite attempts to maintain objectivity, accuracy, and reliability. Our 

findings are based on 11 interviews with four CI operators in central Europe and 

therefore provide in-depth practice insights rather than broad generalizability. Moreover, 

the demonstrator remains in development and has not yet been fully implemented or 

evaluated. Nevertheless, this paper summarizes the existing challenges and presents an 

overview and potential demonstrator solution, which authors intend to implement and 

evaluate in future work.  
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