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Abstract

The increase of interconnected Operational Technology (OT) de-
vices leads to a need for scalable, yet secure onboarding to estab-
lish a trust relationship between a new device and its operator
domain. The protocol Bootstrapping Remote Secure Key Infrastruc-
ture (BRSKI) is a promising candidate to automatically establish
such trust relationships and secure the OT hardware supply chain,
especially when used in combination with hardware-based cryp-
tographic device identities. Although there is a reference imple-
mentation, BRSKI has not seen many real-world applications yet.
We develop a testbed to investigate possible causes by analyzing
the capabilities of the BRSKI reference implementation, optimizing
specific aspects, and extending its functionality to utilize trusted
platform modules protecting the device’s identity. Subsequently, we
assess if BRSKI can be used in conformity with IEC 62443. Our find-
ings suggest that BRSKI provides promising opportunities to secure
the OT hardware supply chain but also potential for improvement.
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1 Introduction

Onboarding new devices into the existing ecosystem of a large-
scale network is often a laborious and error-prone process, that
in many cases implies manual configuration and authentication
steps performed by a system administrator. Recent standardiza-
tion efforts by the Internet Engineering Task Force (IETF) aim to
simplify network administration, management, and maintenance
operations as well as the deployment of operator domain Public
Key Infrastructures (PKIs). A protocol designed to cover the latter
is called Bootstrapping Remote Secure Key Infrastructure (BRSKI).

1.1 BRSKI

BRSKI is defined by Request for Comments (RFC) 8995 [16]. It is
designed to fill a gap of plain PKI, namely mutual authentication
of devices and their intended operator domain, and subsequent
installation of a local device identity and a local domain Trust An-
chor (TA). Mechanisms to scale plain PKI, e.g., domain validation
in the WebPKI, cannot be applied here. The mentioned gap has
become noticeable with the rise of the Industrial Internet of Things
(IIoT) and Operational Technology (OT) at the latest because these
devices are produced in masses and there is an increasing need for
customizing the production process per customer, e.g., by burning-
in the customer PKI’s root certificate at production time, which
makes production more complex and costly. BRSKI renders this
unnecessary, thus reduces costs and at the same time allows scaling
and agility of production and sales. While there exist alternative
technical measures to fulfill these tasks, BRSKI provides an auto-
mated solution that does NOT involve intervention of either (1) the
device manufacturer to pre-load an operator-specific PKI certificate,
nor (2) an operator’s system administrator to manually equip a new
device with local PKI information. BRSKI is implemented as an
extension to the Enrollment over Secure Transport (EST) protocol,
and as such uses Transport Layer Security (TLS) as the underlying
transport protocol. The operator domain authenticates the device by
TLS client certificate authentication using a manufacturer-installed
Initial Device Identifier (IDevID) [10]. For authentication of the
operator domain towards the device, BRSKI introduces a new cryp-
tographic artifact called “voucher” [34], which is a manufacturer’s
assertion that a trust domain is the legitimate owner of a device,
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Figure 1: BRSKI architecture, adapted from RFC 8995 [16]

secured by the manufacturer’s signature. As illustrated in Figure 1,
BRSKI’s architecture is composed of three essential components.
1.) A device that wishes to onboard a new unknown trust domain
is called a “pledge”. It is in its default state as delivered by its man-
ufacturer and might not have an operator-specific configuration.
2.) The operator domain offers a Join Registrar and Coordinator
(JRC) service, which is a network’s central point for admission and
integration of pledges. Once a pledge is connected to a network, it
searches for JRCs available on the network and applies to bootstrap
into their domain. In case of an Autonomic Control Plane (ACP)
in place or in networks where no network auto-configuration is
available, a JRC can be supplemented by a “Join Proxy” that acts
as an entry point and mediator between a pledge and a JRC, but is
transparent to the communication channel. The JRC decides if it
accepts a new pledge in its domain, and if so, provisions the pledge
with a domain trust anchor and a local device identity, i.e., a Lo-
cally Significant Device Identifier (LDevID). 3.) To prove to a pledge
that a JRC is its legitimate owner, the JRC contacts the Manufac-
turer Authorized Signing Authority (MASA), a service operated or
commissioned by the device’s manufacturer. The MASA confirms
the operator domain’s ownership by issuing a voucher to the JRC
which then in turn forwards it to the pledge. It is recommended
that a MASA logs every voucher request it receives and voucher
it issues. JRCs are recommended to fetch these audit-logs during
bootstrapping of pledges to determine if the bootstrapping history
of a device is sound [16].

1.2 Threat Model and Security Goals

Besides the mentioned advantages of reducing the administrative ef-
fort, BRSKI can also reduce the risk for a set of threats targeting the
hardware supply chain. For instance, manufacturers can effectively
reduce the incentive for theft of devices by automatically matching
incoming requests from a specific JRC with documentation of the
corresponding sales channel. Thus, illegitimate requests can be
denied and investigated. While maintaining an up-to-date database
about sold devices might be a crux for manufacturers of consumer
electronics, it is already practiced by manufacturers of industrial
automation equipment. Therefore, the effort is limited to establish-
ing a read connection between the sales database and the MASA.
Furthermore, the risk associated with the unintentional purchase
of counterfeit products can be reduced due to the fact that at initial
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operation, the manufacturer can check a device’s serial number and
corresponding public keys. This allows to identify if they are fake or
illegitimately used multiple times. Manipulation is another threat
posed to hardware supply chains. The difference is that counterfeit
covers independently manufactured, inherently fake devices sold
under a legitimate brand while manipulation means that an adver-
sary tampers with an actually legitimate device during the process
of distribution. Combined with mechanisms such as secure boot
and remote attestation, BRSKI can ensure a device’s integrity along
the supply chain and reduce the risk of manipulation. However,
aforementioned mechanisms are not within our current scope.

1.3 Problem Statement

Although BRSKI is well-defined in RFC 8995 [16] and even formally
verified by the National Institute of Standards and Technology
(NIST) [29], it still lacks substantial real-world deployment. Poten-
tial reasons include that its reference implementation Minerva [24]
does not yet support the utilization of Secure Elements (SEs) out
of the box. However, utilizing SEs, e.g., Trusted Platform Modules
(TPMs), is a necessity to be able to use BRSKI as an effective safe-
guard for hardware supply chains. The most widespread series of
industrial security standards, namely IEC 62443, stipulates the use
of TPMs from Security Level (SL) 3 upwards. Recognized as a hori-
zontal standard in 2021, IEC 62443 is established in industries such
as aviation, rail, and marine as well. Due to their demand of hav-
ing components and systems of various origins working together,
BRSKI is also of interest for these industries. Currently, however, it
is unclear if IEC 62443 requirements can be met by BRSKIL.

1.4 Methodology, Objectives, and Limitations

In the first part of our study, we design and implement a testbed
to conduct a comparison between the BRSKI protocol itself, its ref-
erence implementation Minerva, and an implementation based on
Minerva [24] which was enhanced by ourselves in order to fix gaps
between the involved standards and the reference implementation.
In the second step, we evaluate if those three are suitable to address
common OT constraints by mapping them to IEC 62443 require-
ments, a standard which in practice is applied to a wide variety of
use cases and industries. It is therefore impossible to cover each
potential use case within the limited scope of a scientific paper. As
BRSKI is barely researched in high- nor in low-level, we think it
makes sense to start with a high-level approach. Future research
can then grab more low-level aspects and narrow use cases, e.g.,
for specific industries like manufacturing, rail, or aviation.

1.5 Research Questions

RQ.1 How can BRSKTI’s reference implementation Minerva [24] be
improved, e.g., to support hardware trust anchors?

RQ.2 Which IEC 62443 requirements are relevant for BRSKI?

RQ.3 Can BRSKI fulfill these requirements?

RQ.4 What are potential opportunities of BRSKI?

1.6 Contributions and Reproducibility

Our overall contribution is a qualitative analysis which readers
can reproduce by re-analyzing the mentioned artifacts, reading the
relevant standards, and mapping them to IEC 62443. To the best of
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our knowledge, there are no previous evaluations involving BRSKI

and IEC 62443, leading to the following individual contributions:

e Testbed implementation to evaluate BRSKI pledge behaviour;

e Enhancements to the BRSKI reference implementation “Minerva”,
most notably an experimental support for TPMs;

o Identification and reporting of a potential security vulnerability
of Minerva described in the last paragraph of Section 4.3.3;

o An analysis of IEC 62443 requirements relevant for BRSKL

2 Related Work

There are also developments on Constrained BRSKI (cBRSKI) [19]
to adapt BRSKI to environments of resource-constrained devices
by using a different encoding reducing the size of vouchers and
the more lightweight EST over Secure Constrained Application
Protocol (CoAPS) [30]. Furthermore, there are different considera-
tions for MASAs [18], on a Cloud JRC [3], BRSKI-AE [33] to support
certificate enrollment protocols other than EST, alternatively encap-
sulated vouchers [38] leveraging JSON Web Signature (JWS) [12]
instead of Cryptographic Message Syntax (CMS), and a Pledge Re-
sponder Mode (PRM) [37] extending BRSKI by a “registrar-agent” to
which the pledge acts as a responder, i. e., does not have to initiate a
BRSKI exchange on its own. The Fairhair Alliance published a white
paper [15] in 2018 and a specification [2] in 2019, which integrate
CoAPS and BRSKI into a manufacturer-independent framework
for building automation. Schellenbaum et al. [23] prototypically
implemented the Fairhair Alliance specification on a low-power
device, demonstrating that the specification can operate on compu-
tationally constrained devices. They conclude that the integration
with TPMs implies tremendous efforts and lacks a unified inter-
face. Weingartner et al. [36] combined the concepts of BRSKI and
blockchain technology to design and prototypically implement a
bootstrapping process that applies the principle of Self Sovereign
Identity (SSI) to device identities and reduces dependency from a
centralized identity management instance. An alternative protocol
for secure device provisioning is Secure Zero Touch Provisioning
(SZTP) [35]. In contrast to BRSKI, it executes certificate enrollment
as part of a larger provisioning process, which also includes instal-
lation or update of a device’s boot image, its initial configuration,
and additional scripts. The Device Provisioning Protocol (DPP) [28],
defined by the Wi-Fi Alliance, is an alternative protocol that aims
to facilitate onboarding of new devices to a wireless network using
an out-of-band channel such as a QR code or an NFC tag. Due to
its out-of-band channel, DPP requires manual effort during the
provisioning compared to BRSKI. Friel et al. [4] sketch a zero-touch
protocol for authenticating new devices in a wireless network,
which is more lightweight compared to DPP and which uses BRSKI
for fetching local trust anchors and mutually authenticating the
device and the network. The paper does not mention a prototype
implementation or evaluation. Kohnhéuser et al. [13] present a com-
parison of state-of-the-art and emerging solutions for secure device
provisioning and evaluate their applicability to the Open Platform
Communications Unified Architecture (OPC UA). They find that
state-of-the-art OPC UA device provisioning solutions lack suffi-
cient security properties, which enables an attacker from the inside
of an operator’s network to circumvent any security properties that
should be guaranteed by the provisioning solutions. They also find
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that voucher-based solutions (which BRSKI belongs to) provide
the desired high SL by enabling mutual authentication, but assume
that they are unsuitable for many industrial use cases due to re-
quired internet connectivity for voucher acquisition. This particular
finding highlights the relevance of examining BRSKI’s conformity
with IEC 62443 and exploring constraint-sensitive possibilities for
integrating its architecture into the industrial context.

3 Testbed Design

This section illustrates the typical components of a prominent ex-
ample of OT, namely Industrial Automation and Control System
(LACS) and their compartmentalization into security zones and con-
duits as proposed by IEC 62443. It then maps the BRSKI architecture
to IEC 62443’s exemplary IACS architecture and eventually reasons
about the layout of an appropriate testbed.

3.1 Components of an IACS Domain

TACS devices are networked and integrated components which,
together with other components, constitute a system with the ob-
jective of implementing an industrial process. IEC 62443-3-3 maps
an exemplary industrial manufacturing process to a model of zones
and conduits [9], which is depicted in Figure 2. The model consists
of four zones: two industrial networks, a Demilitarized Zone (DMZ)
network, and an enterprise network. The exemplified industrial
networks include devices directly involved into a manufacturing
process, such as Programmable Logic Controllers (PLCs), Human-
Machine Interfaces (HMIs) for enabling the operator to control
the system, and field devices such as actors, sensors, robots, and
conveyor belts. The DMZ network accommodates management
equipment, such as a domain controller, a patch management sys-
tem, and a Manufacturing Execution System (MES) that orchestrates
the individual industrial networks. The DMZ separates the indus-
trial networks from the enterprise network to minimize the direct
communication between the enterprise zone with a low SL and
the industrial zones with high SLs [8]. All zones are isolated from
each other and traffic between zones is moderated by routers and
firewalls of the respective conduit.

3.2 Location of BRSKI Components

In our context, a pledge typically is an IACS device produced by a
manufacturer in the IACS supply chain, but in principle can also
refer to a general-purpose device, such as network equipment (e.g.,
routers, switches, firewalls) or consumer electronics operated by
numerous departments of the company (e.g., tablets, computers,
smart devices, Internet of Things (IoT) devices). Therefore, pledges
can potentially be located in any zone of the exemplified model.
Pledges of different zones typically also have different trust do-
mains, e.g., an industrial pledge should typically not have a trust
relationship with an enterprise pledge. The JRC is the central en-
tity inside the operator domain that needs to be reachable by all
pledges. According to Heinl et al. [6], end-entity certificates (LDev-
IDs arguably are such) should be signed by the issuing Certificate
Authority (CA) located inside the respective security zone. This
favors the principle of strict separation of responsibility on a per-
zone basis and also ensures that a device’s authoritative CA remains
reachable during fallback to island mode (i.e., communication to
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Figure 2: Exemplary model of an industrial process, adapted
from IEC 62443-3-3 [9]

other zones is prevented in case of a security incident) or fail close
mode (i.e., communication to other zones is prevented in case of
a failure of zone boundary protection mechanisms). This concept
could be followed by deploying a JRC within each BRSKI-enabled
zone, e.g., in each industrial network. However, we propose to place
the JRC inside the DMZ because a JRC needs access to the internet
for reaching out to MASAs, which might not be possible from an
isolated industrial network. Moreover, it can be argued that BRSKI
is only necessary for onboarding of new devices, which seems a dis-
pensable procedure during island mode operation, which primarily
strives to keep essential functions working. The fact that pledges
might not only be located in the individual industrial networks,
but potentially also in the enterprise network, further strengthens
the DMZ - an intermediate zone in the middle that connects these
segments of the operator domain - as a good candidate for accom-
modating the JRC. A shared JRC does not prevent having distinct
trust domains for industrial networks and the enterprise network.
The relevant MASAs of devices that seek bootstrapping inside
the operator domain are located in the internet, which is outside the
scope of the IACS operator domain. However, if an IACS operator
wishes to offer an own MASA service for products manufactured
for the consumer supply chain, this service can be hosted in the
enterprise network in order to make it available to the internet,
along with other publicly available services. Figure 3 does not
depict the IEC 62443 role of an IACS integrator, which is located
in between the manufacturer and the operator. This is due to the
fact that BRSKI only distinguishes the roles of a manufacturer and
an owner/operator of a device. If an integrator wishes to operate a
MASA service for their value-added integrated product, this does
not conflict with the BRSKI architecture, but the integrator would
take the role of the manufacturer from the perspective of BRSKIL
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3.3 Separation of JRC and Domain CA

In consideration of the fact that BRSKI is designed as an extension
to the EST protocol, an intuitive approach would be to implement
BRSKI support on all issuing CAs that are part of the operator’s
domain PKI. However, this approach comes with a few obstacles:
(1) To the best of our knowledge, no existing industry-grade CA
software currently provides BRSKI support. (2) Taking up the ar-
gumentation from Section 3.2 which advocates placement of the
JRC inside the DMZ, a separation of the JRC from the issuing CAs
becomes a necessary condition in order to deploy them in different
network locations. (3) While the integration of BRSKI into exist-
ing CA software is desirable for the future, it can currently not be
assumed as given and supported at the present time. In practice,
IACS operators employing a local PKI for securing communication
within internal networks need a solution that

e is compatible with already deployed PKI software and
e can implement BRSKI functionality without affecting the avail-
ability requirement of the domain PKI during operation.

3.4 Testbed Layout

The intended testbed has a hybrid structure, it contains both virtual
and physical devices. The latter are used to visually demonstrate
devices joining and leaving the operator domain. MASA, JRC, and
domain CA are hosted on distinct Virtual Machines (VMs). Pledges
are simulated using Raspberry Pi (RPI) single board computers.
They offer a Serial Peripheral Interface (SPI) and a General Purpose
Input/Output (GPIO) interface, which allow to connect additional
hardware extension modules to these mini-computers, e.g., a TPM
for cryptographic operations and secure storage of Device Iden-
tifiers (DevIDs). Figure 4 illustrates the testbed topology and the
conceptual mapping to the zone model of Figure 2. The pledge
simulators, the router, and the issuing part of the domain CA can be
considered the exemplary industrial network, while the JRC VM im-
plements the JRC service operated in the DMZ. Since an enterprise
network accommodates business processes of an operator domain,
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they are not relevant for the testbed and thus were not modelled.

The testbed represents an exemplary bootstrapping process of new

devices into an IACS operator domain. The control flow thereby

consists of the following consecutive steps:

(1) The pledge gets physically attached to the local network. When
the network interface comes up, it automatically retrieves an
Internet Protocol (IP) address from the router.

(2) The pledge initiates a BRSKI message exchange with the JRC
and authenticates the connection via the voucher.

(3) The pledge fetches the domain TAs from the JRC.

(4) The pledge installs the domain TAs in its trust store.

(5) The pledge requests an LDevID from the JRC, which serves as
domain-local identity used for connections to the domain CA.

(6) The pledge initiates an EST connection to the domain CA and re-
quests one (or multiple) application-specific certificate(s), which
it will use for securing its designated IACS-related procedures
and communications, e.g., with the MES.

At the end of this process, the pledge is fully configured with respect

to the operator’s domain PKI, including a domain-local identity,

relevant domain TAs, and application-specific certificates used for
securing the device’s purpose within the operator domain.

4 Testbed Implementation

This section provides an insight into technical aspects of the testbed
and elaborates on newly implemented features. The MASA, the JRC,
and the domain CA are implemented as VMs. The pledge simulators
are set up on RPIs. Each pledge is pre-loaded with an individual
IDevID created by the testbed MASA, consisting of a private key,
the corresponding certificate, and the manufacturer TA.

4.1 Testbed Components

The software used in our testbed mainly builds upon the Minerva
project [24]. Minerva is an open-source, proof-of-concept imple-
mentation of the BRSKI protocol, with the ambition to become a
reference implementation. It is written in Ruby and uses the Ruby
on Rails web framework. It consists of the following parts:

e Highway: manufacturer component that creates IDevIDs and
implements a MASA service for issuing vouchers;

e Fountain: JRC component that handles voucher requests and
contacts the MASA for vouchers; also issues LDevIDs to pledges;

® Reach: pledge component that can create voucher requests, vali-
date voucher responses, and enroll for an LDevID at the JRC.

Minerva does not yet implement a Join Proxy component or equiv-
alent functionality to advertise the presence of a BRSKI JRC in
the operator domain. Minerva depends on inofficial source code
patches to the OpenSSL crypto library for Datagram Transport
Layer Security (DTLS) support, and the Ruby OpenSSL wrapper
library for extension of the CMS interface. While initial attempts
to build and configure the Minerva ecosystem were unsuccessful
due to scarce documentation, we received comprehensive instruc-
tions by the main developer, which meanwhile can be found on
the Minerva project website [26, 27, 25]. The testbed builds upon
OpenXPKI [14], an enterprise-grade, open-source CA software with
native EST support. OpenXPKI acts as domain CA to exemplify
an industrial PKI in the IACS operator domain. New pledges boot-
strapping into the operator domain can use their LDevID, which
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they received from the BRSKI JRC, to authenticate to the domain
CA to obtain application-specific certificates.

4.2 Involved PKlIs

Our testbed includes two distinct PKI hierarchies, which operate
simultaneously in order to accomplish mutual authentication be-
tween the pledge and the operator domain. It is important to note
that the flat hierarchies are a result of the testbed character of our
implementation. In practice, these PKIs would typically comprise
additional layers of issuing or policy CAs.

4.2.1 The Manufacturer PKI. The manufacturer PKI is responsible
for identifying and warranting pledge devices produced by this
manufacturer. As illustrated by Figure 5, in our testbed, this PKI
consists of the Manufacturer Root CA, which is responsible for
creating a unique IDevID for each pledge, and a subordinate MASA
CA responsible for issuing vouchers to JRCs which they can then
send to their pledges as a proof of ownership. Finally, the manu-
facturer PKI also contains a TLS server certificate for the MASA
service, which can be either signed by the Manufacturer Root CA
or alternatively by an external trusted third party, e.g., from a CA of
the WebPKI that is commonly trusted by web browsers. The latter
option has the advantage that JRCs can validate the MASA TLS
server certificate without explicitly installing the manufacturer’s
TA. However, it also implies a critical trust relationship towards
the selected public CA, so that it is advisable to previously assess
its trustworthiness [7]. Furthermore, it is up to a manufacturer to
decide whether the cryptographic keys for an IDevID are created
inside the pledge using an integrated TPM or created externally on
their behalf and thereafter imported into the pledge. The latter is
the strategy supported by Highway in our testbed. The involved
certification hierarchy used in Highway is illustrated in Figure 5.

4.2.2  The Operator PKI. The operator PKI consists of two indi-
vidual branches, one for device bootstrapping and one for device
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operation. When a pledge is bootstrapping into its operator domain,
it contacts the BRSKI JRC to obtain a domain-local identity and
bootstrap all relevant domain-local TAs. Therefore, as illustrated in
Figure 6, the first branch consists of the Registrar Root CA, which is
responsible for issuing LDevIDs, as well as a TLS certificate for the
JRC service. The TLS certificate is used as a server certificate for the
pledge-facing service (BRSKI-EST connection) and optionally as a
client certificate for connections to a MASA. The second branch
leverages an industrial PKI to secure communication between IACS
components, e.g., between an MES and the PLCs or the HMIs. While
in reality, an IACS operator’s topology likely contains multiple in-
dustrial networks (as indicated by the dashed sub-tree on the right),
our testbed exemplifies a single industrial network and thus a single
industrial issuing CA. The issuing CA’s responsibility comprises
application-specific certificates for pledges.

4.3 Minerva Enhancements

We now discuss our contributions to the Minerva software stack
based on our findings during the implementation. All changes were
implemented on forks of the official GitHub repos [21, 20, 22].

4.3.1 Highway (MASA). An analysis of the IDevID certificate for-
mat issued by Highway showed that IDevID certificates are missing

the authorityKeyIdentifier field, even though this field is re-
quired as per [EEE 802.1AR [10]. We implemented the authorityKey
Identifier by extending the IDevID certificate profile.

4.3.2  Fountain (JRC). An analysis of the LDevID certificate format
issued by Fountain showed that these certificates contain values
that seem inappropriate for use in an IACS scenario. Therefore, we
extended Fountain’s LDevID certificate profile as follows:

e the authorityKeyIdentifier field was missing, even though
this field is required as per IEEE 802.1AR [10]. Thus, we added
the corresponding certificate extension.

o the notAfter value of the certificate’s validity period was set to
a validity of 100 years from the time of creation of the LDevID
certificate. We discovered that the hard-coded value 2999 is too
large to be parsed correctly by the domain CA software employed
in our testbed. Since LDevID certificates can be freshly created
with a re-run of the BRSKI exchange, it seems reasonable to
shorten the lifetime from approx. 1000 years to 100 years.

Another change we implemented concerns the EST endpoint of

the Fountain JRC, which was only capable of returning a single

certificate (i.e., Fountain’s JRC Root CA certificate) as domain TA
in response to queries to the path /well-known/est/cacerts. We
implemented a feature to import additional TA certificates to Foun-
tain, which then get distributed as part of the response to a query for
domain TAs. We also corrected the response’s content-type and for-
matting to application/pkcs7-mime; smime- type=certs-only
as specified by RFC 7030 [17].

4.3.3 Reach (Pledge). Minvera lacks support for SEs to protect key
material and TAs against manipulation and extraction. Instead, it
relies on storing DevIDs in the Operating System (OS) file system.
To further strengthen the security of the pledge implementation
and to comply with IEC 62443 SR/CR 1.9 RE 1, we implemented
a proof-of-concept interface which integrates support of TPMs
for secure key handling into Minerva Reach. The implementation
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Figure 7: Automation of the testbed’s bootstrapping process

leverages tpm2-tools [32] for generation, storage, and access of
private keys and certificates, as well as tpm2-tss-engine [31] for
adapting OpenSSL to use key material inside the TPM for TLS. The
implementation of hardware security for pledges is transparent
to the JRC and thus supports devices with and without SE. After
the OS and Reach are installed, each pledge is pre-loaded with an
individual IDevID signed by the MASA, consisting of the IDevID
private key (either generated by the MASA or generated by the
pledge via an SE), the corresponding IDevID certificate, and the
manufacturer TA (Manufacturer Root CA certificate and the MASA
CA certificate). The final bootstrapping step, i.e., requesting the
domain TA within the same voucher-authenticated TLS channel,
was not implemented by the official version of Reach. We therefore
reported this potential vulnerability and contributed this feature
which is essential for imprinting to the operator’s trust domain.

4.3.4 Automation of the Bootstrapping Process. Our testbed demon-
strates the full automation of the bootstrapping process of a pledge,
from the moment it is physically connected up to the point where
it receives an application-specific certificate incl. the key pair for
the device’s designated purpose inside the IACS domain. The ex-
ecution of the individual bootstrapping steps is implemented as
a shell script. Its control flow is illustrated in Figure 7. The script
is hooked to the Linux network manager and launched when the
RPI’s Ethernet interface comes alive after being physically attached.
The script then checks if an IDevID is pre-loaded on the machine
and cancels if not. It then checks if the pledge already possesses an
LDevID. If not, it invokes Reach to enroll and bootstrap. If this pro-
cedure was successful, the returned domain TA is installed in the
OS trust store and the LDevID is used for requesting an application-
specific certificate. For this, the script creates a new key pair and
a Certificate Signing Request (CSR) using OpenSSL, and then uses
cURL to send an EST enrollment request to the domain CA, lever-
aging the previously installed LDevID and domain TA for mutual
authentication with the domain CA. The shell script is not intended
to be a comprehensive and production-grade tool for automation,
but to demonstrate how the two processes of bootstrapping into
an operator domain and deploying an operator domain TA to a
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pledge can be coupled in an automated manner. In practice, the
bootstrapping process needs to be an integral part of a device’s
initial boot-up or configuration phase. The manufacturer has to
determine how many application-specific certificates are needed
by their products to accomplish their designated purpose, and how
to integrate these certificates into their software stack.

5 Testbed Evaluation

As a technology that can be leveraged to advance and facilitate
the integration of security mechanisms into IACS zones, BRSKI
itself as well as Minerva and our testbed need to be evaluated from
the perspective of IEC 62443. The BRSKI architecture consists of
three essential components: MASA, JRC, and pledge. The MASA
is a service operating outside the boundaries of an IACS operator
domain (e.g., an industrial production plant), and therefore is not
specifically required to adhere to IEC 62443. In contrast, a JRC is
deployed within the IACS domain. It is a BRSKI extension to a CA
operated by the owner as part of the domain PKI. Thus, require-
ments for PKIs also apply to JRCs. Pledges (possibly produced by
a manufacturer of the IACS supply chain) wish to bootstrap into
the operator domain. Hence, support of the BRSKI protocol does
not change the nature of such devices. A pledge needs to fulfill the
same PKI requirements as any other IACS device to be compliant
with IEC 62443. This also means that manufacturers of pledges who
seek deployment in an IACS domain can get their products certified
a certain Capability SL (SL-C) in order to prove IEC 62443 com-
pliance to IACS operators. Since BRSKI is a protocol that extends
existing PKI architectures, we are guided by requirements identi-
fied as relevant for PKI by Heinl et al. [6]. Table 1 consolidates the
findings of the following paragraphs. It is important to mention
that requirements defined by IEC 62443 cannot be directly applied
to BRSKI since BRSKI is not an IACS. Rather, BRSKI’s transitive
conformity with these requirements is evaluated based on the fact
whether it could influence an IACS’ conformity with IEC 62443.

System Requirement (SR)/Component Requirement (CR) 1.5: Au-
thenticator management. Using BRSKI, device-individual authen-
ticators in the form of LDevIDs and application-specific certifi-
cates can be initialized, refreshed, as well as stored and transmitted
in a protected manner. With regard to Requirement Enhancement
(RE) 1 (hardware security), BRSKI uses DevIDs, which as per IEEE
802.1AR [10] are secure authenticators that require an SE, such as
a TPM. However, Minerva does not currently support the creation
of DevIDs using a TPM. Instead, they are stored plain-text with
restricted access permissions in the OS file system. In our testbed,
we developed a proof-of-concept TPM interface for Reach.

SR/CR 1.8: PKI certificates. This requirement demands accordance
to best practices. In case of DevIDs, IEEE 802.1AR [10], the Trusted
Computing Group (TCG), and RFC 8995 are good sources for best
practices. Due to the missing authorityKeyIdentifier field in
the IDevIDs certificate profile of Fountain and Highway (which
we fixed in our testbed), Minerva does only partially fulfill this
requirement. A detailed discussion on the network location of the
BRSKI JRC can be found in Section 3.2. The minimal set of TAs on
pledges include the JRC Root CA and the Industrial PKI Root CA.

SR/CR 1.9 & 2.11: Strength of public key authentication & times-
tamps. BRSKI enforces validation of signatures, certificate chains,
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and trust anchors. Timestamps for validity period checks as well
as revocation status play a rather minor role, since DevIDs are
supposed to be long-lived, if not lifetime authenticators for devices,
and vouchers are non-revocable by definition. A MASA’s CA or an
operator domain’s issuing CA may implement revocation mecha-
nisms for IDevIDs or LDevIDs respectively, but IEEE 802.1AR [10]
leaves support of revocation status checking optional. Vouchers
can expire if the optional expires-on field is used, but ephemeral
vouchers might be the preferred method to prevent replay attacks.
For RE 1 (hardware security), please refer to SR 1.5 RE 1.

SR/CR 2.8: Auditable events. Security-relevant events shall be
logged for auditing and incident response. Minerva components
maintain extensive logs about BRSKI-related events, such as voucher
requests, voucher issuance, certificate issuance, and validation re-
sults. They can also be forwarded to a central log aggregator to
fulfill RE 1: Centrally managed audit trail requiring aggregated,
system-wide logging. BRSKI introduces the concept of “audit-logs”,
which record all ownership claims by any JRC that contacts the
MASA service. They specifically serve the purpose of providing
transparency on a pledge’s ownership history. They can help to
detect abnormal bootstrapping behaviour of devices. As audit-logs
are maintained on MASA side, JRCs need additional logging mech-
anisms on domain side, which should also record voucher requests,
LDevID issuance, and TA distribution. Ideally, the audit-log also
records the responses a JRC receives from a MASA.

SR/CR 3.3: Security functionality verification. In principle, the
BRSKI message exchange can be performed indefinitely often, so
voucher acquisition can be tested as part of security functionality
verification. This also applies to Minerva and our testbed. Due to our
testbed’s fully automated bootstrapping scripts, these tests can also
be automated to fulfill SR/CR 3.3 RE 1. SR/CR 3.3 RE 2 requires the
possibility to conduct such a verification during normal operation.
This is basically possible but does depend on the actual use case.

SR/CR 3.7 & 4.1: Error handling, information confidentiality. These
two requirements are discussed together, as both are concerned with
protection of confidential data in internal implementation-specific
configuration. Vouchers themselves are not considered confidential
data and hence are only integrity-protected. Likewise, one can argue
that BRSKI does not treat nor produce confidential data, except for
device identities and ownership status which could raise privacy
concerns because the serial number and the public key of IDevIDs
can be used to fingerprint a device. However, voucher requests or
responses as well as voucher status telemetry information are only
exchanged over TLS-secured, confidential channels. Moreover, keys
are either protected by SEs or at least by restricted file system access,
fulfilling SR/CR 4.1 RE 1 (at rest and in transit). If combined with
TLS-secured, authorized-only audit-log access on MASA side, this
should prevent external parties from fingerprinting and tracking a
device’s deployment history, fulfilling SR/CR 4.1 RE 2 (across zone
boundaries). Error handling in terms of response type and contents
to failed BRSKI message exchanges is precisely defined in RFC 8995.

SR/CR 4.2: Information persistence. BRSKI operates on confiden-
tial data in terms of DevID keys and certificates. While this data
is securely stored and managed by the obligatory SE, physical
possession of the device also leads to possession of the SE. IEEE
802.1AR [10] explicitly demands device zeroization. It supports
deletion of domain-specific data by deletion of installed LDevIDs
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Table 1: Mapping BRSKI to relevant IEC 62443 requirements

Minerva  Testbed

v
X
V]
v

Requirement BRSKI Spec.

SR/CR 1.5: Authenticator mgmt.
SR/CR 1.5 RE 1: Hardware security
SR/CR 1.8: PKI certificates

SR/CR 1.9: Strength of public key auth.
SR/CR 1.9 RE 1: Hardware security

SR/CR 2.8: Auditable events
SR/CR 2.8 RE 1: Central mgmt.
SR/CR 2.11: Timestamps n/a

SR/CR 3.3: Security functionality verif.
SR/CR 3.3 RE 1: Automated

SR/CR 3.3 RE 2: During normal operation n/a
SR/CR 3.7: Error handling

SR/CR 4.1: Information confidentiality
SR/CR 4.1 RE 1: At rest and in transit
SR/CR 4.1 RE 2: Across zone boundaries
SR/CR 4.2: Information persistence
SR/CR 4.3: Use of cryptography

SR/CR 5.1: Network segmentation
SR/CR 5.2: Zone boundary protection

SR/CR 7.1: DoS protection

SR/CR 7.2: Resource management

SR/CR 7.3: Control system backup

SR/CR 7.4: Control system recov. & recon.

X
v
v
n/a
v
v1
n/a
v
v
v
v
X
v
n/a
n/a
v
v

n/a

V]

HDR/EDR/NDR 3.12: Provisioning RoTs

and TAs, yet the support of this functionality is an optional feature.
IDevIDs typically cannot be deleted, they constitute a manufacturer-
installed identity that shall persist even if a device is decommis-
sioned and may move to another operator domain in the future.
Vouchers typically don’t need to be permanently stored on pledges
after validation; if stored nonetheless, they should be deleted during
device zeroization. Neither Minerva nor our testbed implement a
device zeroization mechanism or a decommissioning strategy.

SR/CR 4.3: Use of cryptography. This requirement demands that
cryptography meets international standards. BRSKI uses well re-
searched and widely adopted state-of-the-art technology like TLS
for secure channels, CMS for signing sensitive information, and
a SE for key management. The IEEE 802.1AR specification [10]
requires support of RSA with 2048-bit, ECDSA with 256-bit, and
ECDSA with 384-bit key length for device identities in combina-
tion with SHA-256 or SHA-384 as digest algorithms. In principle,
DevIDs can use larger key sizes but require that all relying par-
ties can handle them. BRSKI requires at minimum TLS version 1.2
and recommends version 1.3. For DevIDs, Elliptic Curve Cryptog-
raphy (ECC) and the NIST P-256 curve are used. For application
certificates, RSA 3072-bit keys are used for better support by in-
dustrial equipment [6]. For the Manufacturer Root CA as well as
for the JRC Root CA, NIST P-384 curves are used. ECDSA and RSA
with SHA2 are used as signature algorithms. Thus, the testbed uses
state-of-the-art cryptography [1].

SR/CR 5.1 & 5.2: Network segmentation & zone boundary protection.
This requirement depends on the actual operational infrastructure
and can therefore not be directly applied to BRSKI or answered
generally. Different considerations are discussed in Section 3.2.

SR/CR 7.1 & 7.2: Denial of Service (DoS) protection & resource
management. These SRs/CRs require the capability to operate when
degraded due to a DoS attack and to limit the use of resources to
prevent exhaustion. There are two perspectives this requirement
can be looked at from a BRSKI point of view. 1.) BRSKI is not a
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mechanism to protect against DoS attacks. It does neither improve
nor decrease DoS protection. 2.) Moreover, its core functionality is
to be used in the device setup phase only. Therefore, it is usually not
part of critical operational network communication. In presence
of a DoS attack that prevents connectivity between a JRC and a
MASA, new devices might not be able to bootstrap, but already
bootstrapped and operational pledges should remain operational.

RFC 8995 [16] acknowledges the chance that attackers can craft
DoS attacks by overwhelming a MASA service with unbound voucher
or audit-log requests. The RFC recommends mutual authentica-
tion of JRC and MASA as a means to filter all unsolicited voucher
and audit-log requests and discusses the use of nonceless, non-
ephemeral vouchers which can be cached on JRC-side for reuse.
BRSKI is intended to run only once during bootstrapping of new
devices and therefore does neither recurringly use network or com-
putational resources nor impede real-time operations during pro-
duction. Even during bootstrapping, computational resources on
pledges are not excessively used beyond signature calculation and
verification on voucher artifacts and establishing secure TLS chan-
nels. Computationally expensive key generation can happen either
on server side or in a crypto co-processor of a TPM on the pledge.

SR/CR 7.3 & 7.4: Control system backup & recovery and reconsti-
tution. DevIDs are stored well-protected within the SE, so they do
not risk loss, theft, or compromise. They do not need an additional
backup routine as they can be restored with every restart of the
SE. Due to their long-lived nature, they remain valid even after
system disruption. LDevIDs can be reinstalled by rerunning the
bootstrapping routine. For MASA and JRC, the backup requirement
SR/CR 7.3 depends on the actual operational infrastructure and can
therefore not be answered or applied generically.

HDR/EDR/NDR 3.12 & 3.13: Provisioning product supplier & as-
set owner roots of trust. Fulfilling these requirements is the central
contribution of BRSKI. It relies on IDevIDs, which include a man-
ufacturer’s TA (= product supplier root of trust). It enables asset
owners to install local identities (LDevIDs) and roots of trust in
an automated manner. Admittedly, BRSKI relies on an external
component outside of a device’s security zone (namely, the MASA)
in order to authenticate the security zone itself. Strictly speaking,
this violates HDR/EDR/NDR 3.13 which demands total autonomy
from components outside a device’s security zone. Through the
use of nonceless vouchers, which can be retrieved, transferred out-
of-band, and cached by the authoritative JRC in advance to the
bootstrapping process, this dependency from an external entity can
be alleviated at least timewise for devices located in the same zone
as the JRC. Our testbed implements the provisioning of devices with
a manufacturer-given identity and TA in form of IDevIDs issued by
Minerva Highway, as well as bootstrapping a device with an asset
owner-given identity and TA via Minerva Fountain.

6 Discussion

Now we discuss key aspects identified during our previous work
including transferability to a production line, ownership verification
process, and a novel, service-oriented application model for BRSKI.
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6.1 Transferability to an IACS Production Line

Our testbed intentionally uses Raspberry Pis to construct a manufac-
turer-independent prototyping environment. It does avoid limi-
tations due to proprietary hardware or firmware, which would
hinder the exploration of existing or the implementation of new
bootstrapping-related features. To apply BRSKI to components of a
real IACS environment, several aspects have to be considered that
go beyond the scope of this paper and are therefore only briefly
discussed based on the results by Heinl et al. [6] who leverage
an industrial-grade production line for security-related research.
Exemplarily, the analyzed Siemens SIMATIC ET 200SP, SIMATIC
S7-1200, and the Festo CECC-LK, are PLCs common in industrial
automation environments. They are Ethernet-connected to the MES
which orchestrates the manufacturing process. Consequently, the
goal would be to leverage BRSKI to bootstrap an industrial PKI
securing the communication between the MES and the PLCs.

6.1.1 Existing Interfaces for Certificate Import. Heinl et al. [6]
carved out that the end-entity certificates and the trust stores of in-
dividual Siemens and Festo PLCs are to be manually configured on
the MES via the installed Siemens TIA portal or CODESYS software,
respectively. Hence, the only possibility for device certificate provi-
sioning would be running the BRSKI pledge clients for all involved
PLCs on the MES and then using the TIA portal or CODESYS soft-
ware to deploy certificates to the devices. This negates the concept
of secure bootstrapping of individual devices equipped with secure
DevIDs. Moreover, using the insecure channel between the MES
and the PLCs to deploy security-related configuration would be no
gain in protection against a Man-in-the-Middle (MitM) attack.

6.1.2  Missing Pieces for Adoption of BRSKI on Industrial Hardware.
To enable secure device bootstrapping, a BRSKI pledge implemen-
tation has to run on each of these industrial hardware components.
Since the firmware of these devices is proprietary, this implies ef-
forts by manufacturers to implement BRSKI within the protocol
stack of their devices, and to equip them with IDevIDs. The inte-
gration of a TPM into IACS devices would be desirable, but is no
strict requirement for leveraging security improvements of BRSKI,
as demonstrated in the testbed. Heinl et al. [6] discovered that
in recent firmware versions both Siemens and Festo PLCs imple-
ment either an Hypertext Transfer Protocol Secure (HTTPS), or - at
minimum - a TLS protocol stack, which is already the foundation
for a BRSKI implementation. Where Hypertext Transfer Protocol
(HTTP) is too verbose for restricted devices, cBRSKI [19], using the
lightweight CoAPS protocol, can be an alternative. Nevertheless,
a pledge implementation in a low-level programming language
without Ruby’s overhead is likely to be required.

6.2 Ownership Verification Process

When a new device wishes to onboard an operator domain and boot-
strap domain TAs, there are two parties that need to approve the
onboarding process: the device manufacturer and the device owner.
While the BRSKI standard [16] defines the message format and
control flow for exchanging authentication artifacts during boot-
strapping, it considers the establishment of a common information
base for the approval decision out of scope. Therefore, we discuss
strategies for ownership verification and device authorization.
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6.2.1 Verification by Manufacturer. The ownership verification
process conducted by a manufacturer’s MASA depends on mutual
agreements between the manufacturer and their customers. There
might be the case where an entire product line is manufactured
exclusively for a single or very few operators (e.g., a tailored elec-
tronic component that is integrated into a larger product), in which
ownership verification becomes as trivial as checking the device
type or a serial number range. In another case, a product line targets
millions of different operators (e.g., an automation device for facility
management), in which a more complex sales channel integration
becomes necessary to conduct fine-grade ownership verification.
Thus, a MASA’s strategy can range from issuing arbitrary vouchers
and solely logging ownership claims (which can be considered a
“Bootstrapping Transparency” feature similar to Certificate or Bi-
nary Transparency [5]), or accepting new operator domains on a
Trust On First Use basis [16], to tracking a device’s sales process on
a per-serial number basis. In either case, the scrutiny of this process
defines the degree of trust a pledge can have in its future environ-
ment and depends on aspects such as the device value, application
field, certificate policy, or business agreements with operators.

6.2.2 Authorization by Operator Domain. While a MASA controls
whom a pledge device will trust and in whose domain it accepts
to imprint, the JRC is in control of which devices are authorized
to bootstrap into its operator domain. This decision depends on
aspects such as the device type, an operator’s policy, the field of
application, business agreements with the supply chain actors, and
the Target Security Level (SL-T) of the designated security zone.
The trust domain a device has been authorized for, can, for instance,
be distinguished and attributed to a pledge by issuance of specific
LDevIDs. If agreements between a manufacturer and an operator
determine the degree of trust an operator’s JRC can put into IDev-
IDs and vouchers issued by the manufacturer, the operator’s policy
can be as trivial as authorizing all devices by a trusted manufacturer.
When operators deploy devices from a heterogeneous or unclear
supply chain, they might choose to maintain an authorization data-
base, allowing pledges based on their device identity.

6.3 MASA-as-a-Service

In the context of an IACSs, devices are often not purchased as ele-
mentary components from an Original Equipment Manufacturer
(OEM) and directly deployed in the operator domain. Instead, OEM
components are integrated into a larger product or an entire IACS
by an integrator. Hence, the MASA might be operated by the in-
tegrator of the finished automation product. This is fostered by
the fact that a manufacturer who is part of the IACS supply chain
might not even know the final owner of a device, but only the next
customer inside the supply chain (e.g., a system integrator). More-
over, an IACS potentially comprises multiple components that have
their individual manufacturer’s MASA. Considering heterogeneous,
multi-level supply chains and the fact that implementing MASA
functionality into existing corporate structures might be a chal-
lenge, raises the question if the MASA service can be decoupled
from the OEM or the integrator and operated by a trustworthy
third party, offering a solution called MASA-as-a-Service (Maa$).
As depicted in Figure 8, it would act as a stand-in for various man-
ufacturers and operate PKIs for device identities on their behalf.
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Figure 8: Illustration of a MASA-as-a-Service (MaaS) provider

As discussed by Richardson [18], different MASA setups can ac-
commodate different security requirements which emphasizes the
usefulness of a specialized MaaS provider.

7 Conclusion

We empirically analyzed BRSKI regarding its potential to practically
secure the hardware supply chain of OT. After a brief introduction
of BRSKI, we designed (Section 3) and implemented (Section 4) a
testbed using the BRSKI reference implementation Minerva. We
used it to identify several technical challenges and contribute so-
lutions to answer RQ.1. In Section 5, we analyzed IEC 62443 to
identify requirements relevant for BRSKI to answer RQ.2. By evalu-
ating BRSKI's, Minverva’s, and our testbed’s conformity with these
requirements, we answered RQ.3. Beyond our analytic and critically
constructive work, we discussed several opportunities in Section 6
to answer RQ.4. Concluded, BRSKI has a large potential to secure the
hardware supply chain of OT. However, this potential can currently
not be fully unlocked due to a lack of support for SE interfaces
and missing embedded device integration. Future work includes
in-depth analyses of domain-specific use cases, the harnessing of
initiatives such as the Generic Trust Anchor API (GTA-API) [11],
as well as security-related analysis of and comparison with other
bootstrapping protocols as well as their implementations.
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