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Introduction 

Digitalization in production technology enables efficient machine condition monitoring through 

sensors and IoT. Data analysis reduces costs by enabling precise maintenance planning and minimizing 

machine downtime. Collaborative condition monitoring fosters new business opportunities and 

improves production processes through shared data and insights. A major obstacle to data sharing is 

the concern for data privacy and security, as companies are reluctant to share sensitive information 

with potential competitors. Additionally, the lack of standardized data formats and interoperability 

issues between different systems can significantly hinder effective data exchange. 

The BMBF-funded joint project "ProKInect", one of 17 ProLern initiatives, aims at implementing a cross-

manufacturer condition monitoring system. Objectives include developing new collaborative business 

relationships beyond traditional bilateral partnerships, secure and trustworthy data exchange in 

protected data spaces, and integrating expert and user knowledge into AI models. Project participants 

include TRUMPF, WITTENSTEIN, TVARIT, and Fraunhofer LBF. 

This whitepaper discusses the basics and a case study of AI-based collaborative condition monitoring. 

Fundamentals 

The Concept of Condition Monitoring 

Condition monitoring is a concept where the condition of machines, equipment, or systems is 

continuously monitored to detect deviations or potential problems early on. Monitoring relevant 

parameters such as temperature, alignment, vibrations, or current and voltage can identify anomalies 

indicating wear or an impending malfunction. The goal of condition monitoring is to minimize failures 

and unplanned downtime, optimize maintenance, and extend the lifespan of equipment. Early 

detection of deviations allows for timely corrective actions or preventive maintenance, enhancing 

operational efficiency, cost savings, and equipment performance. Condition monitoring can be 

performed continuously or periodically and is often realized through sensors that collect data on the 

machine's condition and transmit it to a monitoring system or software platform. These data are then 

analyzed to identify patterns, trends, or anomalies indicating potential issues. Condition monitoring is 

applied in various industries, such as manufacturing, power generation, automotive, aerospace, and 

healthcare. It can be conducted manually or automated, enabling initiative-taking maintenance to 

minimize unplanned downtime and maximize equipment availability and reliability. 

Overview of AI Methods in the Context of Condition Monitoring 
In the context of condition monitoring, Artificial Intelligence (AI) is used to continuously monitor 

machines and equipment and analyze their condition in real-time. AI algorithms can recognize patterns 

from collected data and make predictions about the future state of equipment, enabling predictive 

maintenance where problems can be identified and resolved before leading to major failures. Typical 

applications include sensor data analysis, anomaly detection, and optimization of maintenance 

intervals.  
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A main area here is Machine Learning, which includes various learning methods. In supervised learning, 

models are trained with historical data with known outcomes to predict future states. In unsupervised 

learning, patterns or anomalies are identified in data without prior knowledge of the outcome. In 

reinforcement learning, condition monitoring strategies are developed by rewarding desired detection 

results. These training methods are often used for neural networks, biologically inspired AI models that 

can conduct complex pattern recognition tasks using appropriate learning methods. Neural networks 

can be broadly categorized into convolutional neural networks (CNNs), suitable for processing two-

dimensional data like images, for example, analyzing thermal images of machines, and recurrent neural 

networks (RNNs), particularly useful for time-dependent data like vibration sequences.  

Training neural networks with more than one hidden layer is known as Deep Learning, enabling the 

recognition of complex patterns in large datasets. However, in condition monitoring of machine tools, 

large datasets are often unavailable. Therefore, the ProKInect project investigated model approaches 

requiring minimal training data. One such method is Adaptive Neuro-Fuzzy Inference Systems (ANFIS), 

based on fuzzy logic. Fuzzy logic extends classical binary logic with fuzzy states. ANFIS is a hybrid AI 

system combining neural networks' learning ability with fuzzy systems' rule-based logic, allowing 

modeling processes with imprecise state descriptions. Fuzzy logic can qualitatively classify sensor data 

and use rules corresponding to human logic as the model structure's basis. Thus, complex systems can 

be modeled with expert rules and data-based training for predictions.  

Possibilistic logic, derived from applying fuzzy logic to uncertain information and knowledge states, 

assumes multiple interpretations are possible in real-life situations, allowing handling uncertainties not 

well-represented by traditional probability theories. Unlike fuzzy logic, possibilistic logic treats input 

data as uncertain. Uncertainties are expressed through probability ranges with upper and lower 

bounds, with decisions based on evaluating different possibilities. The lower probability bound 

represents the necessity of an event, the pessimistic view assuming all factors work against the event's 

occurrence. The upper probability bound represents the possibility of an event, the optimistic view 

assuming all factors work for the event's occurrence. The range between the lower and upper 

probability bounds is called the possibility span, expressing the uncertainty or ambiguity about the 

event's actual occurrence. Possibilistic logic can be applied in scenarios with incomplete or inaccurate 

information, supporting decision-making by indicating different possibility degrees for different states. 

 
Figure 1: ANFIS network according to J.-S. Jang, „ANFIS: 

adaptive-network-based fuzzy inference system“ 

 
Figure 21: Possibilistic knowledge graph 

Combining ANFIS with a possibilistic output is an advanced condition monitoring method utilizing both 

approaches' advantages. Integrating a possibilistic output means the system provides not only a precise 

prediction or classification but also a measure of the prediction's uncertainty, beneficial in situations 

with incomplete, inaccurate, or uncertain data. In summary, this combination enables modeling 



condition monitoring systems with human-like reasoning (through fuzzy logic), learning and adaptation 

based on input data and feedback (through neural networks), and quantifying uncertainties in 

predictions (through possibilistic logic). This enables a robust condition monitoring system capable of 

making complex decisions while considering real-world uncertainties. 

Knowledge graphs in the context of AI are structures used to organize knowledge in a machine-readable 

and interpretable form, enabling AI systems to understand complex queries and generate answers 

based on relationships and linkages between various data points. Knowledge graphs are particularly 

useful in areas like semantic search, recommendation systems, and automated decision-making, 

making them valuable for contextualizing condition monitoring results. Within the project, knowledge 

graphs are used to map the numerical results of the ANFIS nets to a human-readable format of traffic 

light statuses. 

Definition and Importance of Collaborative Condition Monitoring 
Collaborative condition monitoring is the joint effort to combine previously separated data silos and 

expert knowledge to derive faster and more accurate assessments of machine condition. Collaborative 

condition monitoring relies on AI methods and technologies to monitor and analyze the condition of 

machines, equipment, or systems in real-time. Sensor data and information from various sources, such 

as expert knowledge, databases, or other devices, are used. The goal is to improve equipment 

efficiency, reliability, and lifespan by detecting deviations and problems early on. Collaboration among 

various stakeholders, such as service technicians, engineers, and AI systems, enables comprehensive 

condition monitoring, supporting effective maintenance and repair. 

Case Study 

AI Architecture for Condition Monitoring 
The ProKInect project demonstrates the interaction of multiple heterogeneous AI agents. These agents 

implement physical models, neural networks, ANFIS networks, and a knowledge graph with possibilistic 

evaluation. Each AI agent uses upstream agents' results and sensor data, delivering results to 

downstream agents or for result visualization. The results are transferred through protected data 

spaces using the open-source library PySyft. PySyft aims to facilitate the implementation of private and 

secure machine learning methods, particularly in decentralized and distributed systems. PySyft allows 

training machine learning models on distributed data sources without revealing the data or models. 

This is achieved through techniques like encrypted training, federated learning, and differential privacy. 

The library, developed by the OpenMined community, is dedicated to developing technologies for 

privacy and security in machine learning.  

Initially, the project implemented PySyft's rights management. Generated data is stored in owner-

specific structures called datasets, which contain individual assets. Access rights can be granted by the 

owner at the asset level, allowing each AI agent to access only the assets specifically released for it. 

Details on PySyft implementation are discussed in the whitepaper "Multilateral Data Sharing in Secure 

Data Spaces." 



 

Figure 3: Proposed implementation of a secure data space with PySyft 

Application Example 
A Trumpf TruLaser laser cutting machine serves as the test platform for the AI agents. The machine's 

mechanical task is the highly accurate dynamic positioning of a laser cutting head within a rectangular 

working area of six square meters. The cutting head is mounted on a crossbeam guided by two parallel 

rack-and-pinion systems. Each side is driven separately but synchronously to position the cutting head 

in the x-direction. The racks must be precisely aligned to ensure the required positioning accuracy. 

Particularly, parallelism and leveling of the axes are crucial to avoid excessive backlash and jamming. 

Approach 

A Failure Mode and Effects Analysis (FMEA) identified potential failure chains and detection 

possibilities. To keep the analysis scope manageable, a small section of the FMEA was examined in 

detail, identifying various symptoms varying in measurability, detectability, and evaluability. 

The FMEA also revealed mutual exclusion criteria among symptoms, essential for further analysis and 

troubleshooting. These criteria allow excluding certain failure causes when specific symptoms are 

present while providing evidence for other failure causes' presence. The identified symptoms are 

monitored regarding their presence, absence, and unknown status.  

 

Figure 4: Data and information flow of the condition monitoring implemented in “ProKInect”. 



Additionally, expert interviews were conducted to determine specific parameter values, such as 

thresholds, crucial for accurately assessing and evaluating identified symptoms and significantly 

contributing to the fault detection process's efficiency and accuracy. 

This strategic approach increased the robustness and security of AI-based systems in the ProKInect 

project by systematically analyzing and addressing potential failure sources. 

Implementation on the Machine 

Raw data for condition analysis and AI evaluation include machine condition data like motor current 

and speed, signals from distributed accelerometers, and the gearbox monitoring system Cynapse®. 

These signals are merged in a real-time system (DeepBox), timestamped, and transmitted to the 

machine's edge server. Datasets are transferred to respective PySyft silos and decrypted if necessary. 

External data sources like maintenance history and expert feedback can be integrated. Agents 

processing raw data partly run in Cynapse® and the DeepBox, primarily based on known physical 

relationships and acting as feature extraction. Higher-level information, such as backlash and leveling, 

is estimated using physical models and neural networks. An ANFIS agent derives the possibilistic 

"possibility" and "necessity" of threshold exceedances from these estimates and other information. A 

possibilistic knowledge graph translates these results into human-readable statements about the need 

for leveling or backlash adjustment. All AI agents run in parallel, triggered only when new data are 

available. 

 

Figure 5: Prognosis of a potential machine stillstand and diagnosis of an error source in “ProKInect”. 

Discussion and Outlook 

The FMEA and AI agents' implementation in the ProKInect project demonstrated a systematic approach 

to implementing collaborative condition monitoring with AI methods. The results show that 

possibilistic symptom evaluation and defining mutual exclusion criteria can be effectively used for fault 

diagnosis. Despite these successes, challenges remain that highlight the current implementation's 

limitations. One challenge is the accuracy of symptom detection, affected by sensor variability and 

external factors. Additionally, data complexity and interpretation remain constant challenges, 

especially when integrating and correlating heterogeneous data sources. 

Another critical point is scalability. While the current implementation works successfully in a controlled 

environment, transferring to larger or more complex systems may present unforeseen difficulties, 

ranging from technical limitations to increased computational demands. 

The future of AI-based condition monitoring promises significant improvements in preventive 

maintenance and operational efficiency. Integrating additional data sources like environmental data 

and extended maintenance histories could enable even more accurate diagnosis and prediction. Future 

research focuses on enhancing real-time analysis capabilities, ensuring the synchronization of 

measurement data within the machine. For more complex AI agents and visualization, preprocessed, 
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aggregated data with lower temporal requirements are better suited. 

Another important field of research are federated learning and encrypted calculations to further 

improve data privacy and security. These technologies are particularly important for critical 

infrastructures where data privacy and security are not only legal requirements but also operational 

necessities.  

Lastly, ethical considerations of AI applications are increasingly important, especially when 

incorporating user feedback and maintenance reports. Ensuring developed systems are fair, 

transparent, and comprehensible is crucial to gaining and maintaining user trust. 

Overall, the future of AI-assisted condition monitoring is exciting, with the potential to revolutionize 

operations management and set new standards for safety and efficiency. 

Conclusion 

The ProKInect research project achieved considerable progress in implementing and using Artificial 

Intelligence (AI) for condition monitoring and fault diagnosis in industrial applications. By combining 

various AI methods like physical models, neural networks, and ANFIS networks with a possibilistic 

knowledge graph, an effective and innovative solution for monitoring and analyzing critical system 

conditions was developed. The FMEA methodology enabled the identification and classification of 

symptoms into categories like present, absent, and unknown, contributing to precise fault diagnosis. 

Mutual exclusion criteria derived from the FMEA proved useful in narrowing potential failure causes 

and confirming diagnoses. Using the open-source library PySyft allowed secure data transmission and 

processing while preserving data privacy. Further integration of additional data sources and 

advancement of AI methods promises even more accurate and effective condition monitoring. The 

potential of real-time monitoring and predictive maintenance offers enormous opportunities for the 

industry. The project demonstrated that scaling the developed systems for larger and more complex 

applications remains a challenge that needs further work. Data privacy importance and ethical AI 

system design are crucial factors that should be even more emphasized in future projects. 

ProKInect not only delivered valuable technical solutions and insights but also initiated important 

discussions about AI's future role in industrial monitoring and maintenance, laying a significant 

foundation for developing safe and efficient AI applications in the industry. 
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