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Abstract
The Android app store hosts millions of applications developed by a vast number of developers, making it challenging 
for users to assess the trustworthiness of individual apps and their creators. To address privacy and security concerns, 
the Android permission system was developed to grant users control over each app’s access to sensitive data and system 
components. However, even if the core application is trustworthy, it often incorporates third-party libraries that inherit the 
same permissions as the host app. Techniques such as opportunistic permission usage and permission piggybacking allow 
these libraries to exploit available permissions and access user data without explicitly requesting permissions themselves. 
These practices are particularly prevalent among advertising and tracking libraries, which are notorious for extensive data 
collection. Although several studies have identified this privacy gap, no effective solution has been integrated into the 
Android ecosystem to date. In this work, we present a novel analysis methodology to detect permission piggybacking by 
third-party libraries and evaluate its impact on real-world applications. Our results reveal that permission piggybacking is 
highly prevalent, with 50% of third-party libraries attempting to exploit this loophole. These findings highlight an urgent 
need to implement existing mitigation strategies within Android to enhance user privacy and security.
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can access. To address this, Android introduced a permis-
sion system early on, allowing users to see what capabilities 
an app would have before installation. This model has since 
evolved substantially. Android 6.0 (Marshmallow) added 
runtime permissions, enabling users to grant or deny access 
to specific resources while the app is running. Android 11 
introduced one-time permissions (e.g. for location, cam-
era, and microphone) and automatic permission reset for 
unused apps, further limiting long-term access. Android 12 
enhanced auditing and transparency through features such 
as the Privacy Dashboard, which shows recent access to 
sensitive data. Android 13 refined media access with gran-
ular permissions for images, video, and audio, replacing 
broad storage access. Despite these improvements, making 
informed choices about granting permissions during app 
usage can still be challenging for many users.

Apps frequently incorporate third-party libraries to 
simplify development and add functionality. While this 
approach accelerates app creation, developers are not 
always fully aware of the inner workings of the external 
libraries they integrate. These libraries may perform back-
ground operations beyond what is publicly documented, 

Introduction

The Google Play Store offers a vast selection of Android 
applications for users to download and install on their 
devices. The straightforward installation and usability 
encourage many service providers to develop dedicated 
apps for their users. Given the sheer number of apps avail-
able, including those from lesser-known developers, users 
have a strong need to control what data and features an app 
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and because they operate within the same process as the 
main app, they inherit the exact permissions granted to 
the app itself. As a practical example, one could imagine a 
weather app that includes a tracking library: a user typically 
gives the app permission to access the device’s location, 
while in the background the tracker library can access the 
location likewise to track the user live. All of the aforemen-
tioned improvements to the permission system, indepen-
dent of the target SDK version, affect the host app and the 
library in the same way, even though some app components 
should be more restricted than the main app. Every permis-
sion of the main app is inherited by the libraries. Another 
example is the recent work on multimedia cryptography 
which produced highly sophisticated ciphers for protecting 
RGB image data, emphasizing that sensitive content can be 
strongly encrypted at the algorithmic level. However, these 
advances are still prone to existing weaknesses in Android’s 
permission model: if image-processing or similar libraries 
inherit broad permissions from the host app, they can still 
access and misuse protected multimedia content despite 
robust external encryption.

Before conducting our study, we observed that adver-
tising and tracking libraries often engage in what can be 
described as opportunistic permission usage or permission 
piggybacking. In this scenario, third-party libraries do not 
explicitly request permissions but exploit those already 
granted to the host application. This means such libraries 
can access sensitive information and critical features if 
included in highly privileged apps.

In summary, the current permission system cannot dif-
ferentiate between core app code and third-party libraries 
[1, 2]. Since around 2015, many studies (see Sect. Related 
Work) have proposed solutions to enforce more granular 
permission controls, allowing separate permissions for the 
main app and its libraries. In 2019 Google announced the 
“Privacy Sandbox” initiative which included many sub-
projects to strengthen privacy in web browsers (Chrome) 
and Android. The Android sub-projects included:

	● Android topics API: An on-device interest-based adver-
tising taxonomy, similar concept to web Topics API.

	● Android attribution reporting: Privacy-preserving mea-
surement of ad conversions in mobile apps, without 
cross-app identifiers.

	● Protected audience on android: On-device auctions for 
remarketing in apps, similar to Protected Audience on 
the web.

	● SDK runtime: Runs ad and analytics SDKs in a sand-
boxed runtime, reducing their access to app/user data 
and permissions.

Especially the SDK Runtime sounds promising since it 
offers a separate OS-managed process for each third-party 
library. The app and the library communicate via IPC 
(Binder) over predefined privacy-preserving and control-
lable APIs. Initially, the SDK Runtime focused on track-
ing and advertisement libraries, but the concept could also 
be easily transferred to other libraries. This concept could 
solve the permission piggybacking problem discussed in 
this paper theoretically. Practically in October 2025 many 
Privacy Sandbox projects are discontinued and all Android 
projects were announced to be “deprecated and removed”1,2 
The announcement says: “After evaluating ecosystem feed-
back about their expected value and in light of their low 
levels of adoption, we’ve decided to retire the following 
Privacy Sandbox technologies:...”.. As a result, permission 
piggybacking remains relevant and a severe problem also 
known to Google.

The main research question of this work is: How wide-
spread is opportunistic permission usage by third-party 
libraries and does it constitute a significant issue that 
requires intervention or is it sufficiently rare to justify 
Google’s reluctance to enforce the proposed changes?

Beyond its technical contribution, our work has direct 
implications for several stakeholders. Government agen-
cies and other public-sector organizations can use our find-
ings to refine development guidelines for citizen-facing 
apps, assess compliance with data-protection regulations, 
and better understand the risks introduced by third-party 
libraries. Privacy advocates can leverage our empirical 
results as evidence when explaining the limitations of cur-
rent permission dialogues, raising awareness about opaque 
third-party tracking, and arguing for stronger privacy-by-
design requirements. Finally, app-store policy enforcers 
can draw on our measurements to improve vetting criteria, 
require clearer disclosure of embedded libraries and their 
data access, and prioritize enforcement against SDKs that 
systematically exploit host-app permissions.

The rest of this paper is organized as follows: Section 
“Related Work” reviews relevant literature and outlines this 
publication’s contributions. Section “Concept and Goal” 
and “Implementation” present our methodology and the 
implementation of our detection approach for opportunis-
tic permission use by third-party libraries. In Sect. “Evalu-
ation”, we apply our method to the top 1000 Google Play 
apps and discuss our findings. The final section provides a 
summary and discusses directions for future research.

1  ht tps: / ​/privac​ysandbo​x.goo​gle.co​m/blog/​update- ​on-pl​
ans-for-privacy-sandbox-technologies.

2  https:/​/privac​ysandbo​x.goo​gle.com/overview/status.
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Related Work

We structure this section into three segments. First, we dis-
cuss research focused on analyzing the permissions required 
by third-party libraries. Next, we introduce methods aim-
ing to decouple the permissions of the primary application 
from those of its libraries, allowing for more granular con-
trol. Finally, we outline the anticipated contributions of this 
work, contrasting them with previous studies.

Permission Analysis

Stevens et al. [1] investigated the impact of both in-browser 
and in-app advertising on user privacy. Their findings indi-
cate that in-app advertising poses a greater risk to user pri-
vacy. By examining 13 widely-used Android advertising 
libraries, they assessed privacy risks related to permissions 
and organized them into categories: required, optional, 
and undocumented. These undocumented permissions are 
accessed dynamically, enabling libraries to retrieve addi-
tional sensitive information if the app has such permissions. 
Utilizing the Stowaway tool  [3], they uncovered further 
undocumented permissions and confirmed their presence 
through hybrid analysis and manual inspection [4].

Book et al.  [5] analyzed the progression of advertis-
ing libraries on Android in terms of permissions and their 
implications for privacy and security. Their study employed 
PScout  [6] to identify system calls requiring permissions, 
revealing that advertising libraries increasingly leverage 
permissions declared by the host application. Backes et 
al. [7] extended this approach for newer Android versions, 
enhancing analytical precision.

Existing approaches such as Stowaway  [3] and 
PScout [6], later refined by Backes et al. [7], rely on static 
mappings from framework APIs to required permissions. 
While these mappings are useful to identify potential mis-
use of sensitive APIs, they are costly to maintain across 
Android versions and remain incomplete for undocumented 
or sparsely documented APIs.

Grace et al.  [8] also explored the privacy and security 
threats posed by embedded advertising libraries in Android 
applications. By evaluating 100,000 apps and catalog-
ing 100 advertising libraries, they used the AdRisk tool to 
identify potential risks. In contrast to Book et al. [5], their 
work also considered Android API calls that do not explic-
itly require permissions and introduced the concept of “Per-
mission Probing”. This occurs when advertising libraries 
opportunistically invoke APIs needing permissions, either 
by performing permission checks in advance or by captur-
ing SecurityException. More than half of the librar-
ies examined demonstrated this behavior.

Beyond static permission analysis of individual ad librar-
ies [1, 5, 8], Razaghpanah et al. performed a global measure-
ment study of mobile tracking SDKs across Android and 
iOS [9]. They found that a relatively small number of third-
party trackers are embedded in a large fraction of popular 
apps and routinely access sensitive identifiers and network 
endpoints. Although their work focuses on network-level 
tracking rather than explicit permission mappings, it empiri-
cally demonstrates that third-party libraries systematically 
leverage whatever capabilities the host app exposes which 
is a precondition for permission piggybacking at scale.

Binns et al. [10] similarly analyzed third-party tracking 
in the mobile ecosystem and documented how a small num-
ber of tracking domains are integrated into a large number 
of apps. Their findings show that tracking SDKs frequently 
obtain access to sensitive resources, such as location and 
device identifiers, by virtue of being embedded in host 
applications that request these permissions. While they do 
not explicitly label this as permission piggybacking, their 
observations are consistent with libraries opportunisti-
cally exploiting host-app permissions to maximize data 
collection.

Reardon et al. [11] conducted a comprehensive analysis 
of how Android applications circumvent the permission sys-
tem through side channels and indirect information flows. 
They show that apps can exfiltrate sensitive data without 
directly invoking guarded APIs, for example by abus-
ing unprotected interfaces or sharing data with privileged 
components. This complements prior work on permission 
probing by advertising libraries [8] and highlights that the 
Android permission system can be bypassed in practice 
even when permissions appear to be correctly enforced. Our 
notion of permission piggybacking represents another such 
circumvention: third-party libraries leverage the host app’s 
granted permissions to access protected resources without 
ever prompting the user themselves.

Third-Party Library Permission Isolation

Liu et al. [12] proposed PEDAL, a system designed to mini-
mize the privileges granted to advertising libraries. PEDAL 
comprises two main components: the Separator, which 
detects advertising libraries via Java bytecode analysis and 
isolates them from the app logic, and the Rewriter, which 
controls resource access and blocks permission inheritance. 
The classification of advertising libraries is based on features 
such as APIs for permission checking, e.g., android.
content.Context.check∗Permission(). Their 
evaluation found that five out of thirty analyzed libraries 
utilized undocumented permissions [4].

Various works introduce solutions to isolate third-party 
libraries from the main application, typically falling into two 
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strategies: (1) separating libraries into distinct processes, 
and (2) mediating the interactions between libraries and 
the host app [4]. Tools such as AdSplit [13], AdDroid [14], 
SanAdBox  [15], AFrame  [16], NativeGuard  [17], and 
FLEXDROID  [18] employ the first strategy. In contrast, 
PEDAL [12] and LibCage [19] implement the second. For 
a thorough review, Zhan et al.  [4] offers a comprehensive 
survey of the field.

Despite the introduction of runtime permissions and fur-
ther platform-level privacy protections in recent Android 
versions, empirical studies show that applications and third-
party libraries continue to bypass or abuse the permission 
system [11]. Combined with longitudinal analyses of ad 
and tracking libraries [5, 9, 10], this indicates that platform 
changes alone have not eliminated the fundamental problem 
that libraries inherit all permissions of their host app. Our 
work therefore focuses on detecting permission piggyback-
ing as it occurs in apps, and on quantifying the extent to 
which third-party libraries still exploit this design.

Contribution

Unlike prior research, this study does not propose a new 
method for isolating third-party library permissions. Our 
primary objective is to examine the prevalence of opportu-
nistic permission use across all third-party libraries, expand-
ing the focus beyond just advertisement libraries as seen in 
much of the existing literature.

Earlier studies frequently rely on mappings between 
required permissions and restricted API calls  [1, 3, 5, 8], 
sometimes supplemented by call-graph reachability analy-
ses [7] to determine where permissions are both requested 
and utilized. These approaches depend on manually curated 
API to permission mappings, which quickly become out-
dated as new Android versions introduce additional permis-
sions and APIs. Updating the mappings is labor-intensive, 
and many APIs remain undocumented or insufficiently 
specified, as highlighted by Backes et al. [7]. Furthermore, 
such mappings often ignore call-site context (e.g., argu-
ments), leading to coarse-grained analyses that are prone to 
both false positives and false negatives.

Our previously published concept [20], in contrast, 
focuses on detecting and pairing instances of checkPer-
mission(...) and requestPermission(...) 
within libraries. Typically, a library should check and 
request the same set of permissions. By not relying on API-
call to permission mappings, our approach may overlook 
cases where permissions are probed through restricted API 

calls that handle security exceptions. Nonetheless, the main 
benefit of this approach is its adaptability to future Android 
versions.

Over the last year, we have focused on incorporating our 
concepts into Appicaptor,3 a professional app analysis plat-
form actively used to generate security and privacy reports 
for numerous clients. As part of this process, we transitioned 
the core Java decompiler from JADX4 to soot.5 Soot enables 
more advanced static analyses (e.g., interprocedural data-
flow and argument resolution), which we leverage to pre-
cisely resolve permission-related arguments and to attribute 
permission checks and requests to specific libraries.

Finally, we extend our previous work by correlating the 
permissions declared in an app’s Android manifest with 
the permissions actually exploited by embedded libraries 
through piggybacking. While our earlier prototype could 
identify libraries that perform permission piggybacking, it 
did not quantify the effective privacy and security impact on 
a particular app. Our extended analysis explicitly considers 
that permissions not declared in the app manifest can never 
be piggybacked and thus provides a more realistic assess-
ment of the risk each library poses in its concrete host-app 
context.

In summary, this paper makes the following contributions:

	● We present a scalable static analysis for detecting per-
mission piggybacking that does not rely on API to per-
mission mappings. Instead, it uses argument-resolved 
matching of checkPermission(...) and re-
questPermission(...) calls within third-party 
libraries.

	● We implement this analysis on top of Soot and integrate 
it into the production-grade Appicaptor platform, en-
abling its application to large sets of real-world Android 
apps and a direct comparison to a prior JADX-based 
implementation.

	● We correlate library-level piggybacking behavior with 
each app’s declared permissions in the Android mani-
fest, thereby quantifying the actual privacy and security 
impact of piggybacking for specific apps rather than in 
isolation.

	● We conduct an empirical study on 1000 contemporary 
Android applications, showing that permission piggy-
backing is highly prevalent across a wide range of third-
party libraries and is not limited to advertising SDKs.

3  https://appicaptor.com.
4  https:/​/github​.com/sk​ylot/​jadx.
5  https:/​/github​.com/so​ot-os​s/soot.
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Concept and Goal

To differentiate between libraries that use permissions 
normally and those that engage in opportunistic permis-
sion usage, it is necessary to analyze and compare the per-
missions involved in checkPermission(...) and 
requestPermission(...) method calls. First, all 
third-party libraries within a given APK must be identified. 
Each class belonging to these libraries is then inspected 
for any occurrences of checkPermission(...) 
and requestPermissions(...) calls. Whenever a 
checkPermission(...) call is detected, the associ-
ated permission is recorded in a dedicated list for that library. 
The same process is followed for requestPermis-
sions(...) calls, capturing all permissions requested by 
the library. If a library’s set of checked permissions con-
tains more entries than its set of requested permissions, this 
indicates opportunistic permission usage. Table 2 provides 
an overview of the methods and classes used for checking 
and requesting permissions. As illustrated in the example 
in Table 1, consider an APK that includes two third-party 
libraries, com.library1 and com.library2.
com.library1 can be considered as having “normal” 

permission usage, since its sets of requested and checked 
permissions match, containing the same permissions. In 
contrast, com.library2 demonstrates permission piggy-
backing, as its checked permissions include FINE_LOCA-
TION, which does not appear in its requested permissions. 
This suggests that the library may attempt to leverage the 
main app’s FINE_LOCATION permission for its purposes.

Resolve Arguments

Up to this point, it has been assumed that permission 
function calls receive string constants as arguments, but 
this is not always true. Permissions are sometimes first 
assigned to variables, which are then passed to functions 
such as checkSelfPermission(context, per-
missions) or requestPermissions(context, 
permissions, requestCode). To accurately com-
pare specific permissions, these variables must be resolved 
to their actual values. In simple cases, it is enough to trace 
the variable back to the function call site, but in more com-
plex scenarios, tracking the data flow across multiple assign-
ments, function calls, or even Java reflection is necessary. 
Since static analysis cannot always resolve every data flow, 

we maintain a list of unresolved variables for both checked 
and requested permissions. Section “Permission Analyzer” 
will further explain how some libraries can still be classified 
as using permission piggybacking even when unresolved 
variables are present. Although unresolved arguments may 
initially seem like a significant limitation, our evaluation in 
Sect. “Evaluation” shows that this issue occurs infrequently 
in real-world cases.

Manifest Consolidation

The Android manifest file included in each app gives an 
overview of the capabilities and interfaces of the respec-
tive app. Only permissions defined in the manifest file can 
be used by the app. Thus, if a permission is not defined in 
the manifest, calls to requestPermission(...) on 
that permission will result in a thrown exception. Calls to 
checkSelfPermission(...) for an undefined per-
mission in the manifest will always return a negative result. 
Of course accessing respective functionality like the camera 
without defining the camera permission will also throw an 
exception. This means in turn that piggybacked permissions 
which are not declared in the manifest are no security or 
privacy issue to the app.

Implementation

In this section, we present the details of our implementation. 
Before starting development, we explored suitable tools to 
accomplish our objectives.

Tool Selection

Given that similar problems have been addressed in previ-
ous research, we expected to find appropriate analysis tools. 
Our main requirements were: 

1.	 Ability to process Android APK files.
2.	 Capability to search Java classes for specific function 

calls.
3.	 Support for call graph analysis to resolve function call 

arguments (permissions).
4.	 Ease of use and installation.

Our literature review in Sect. “Related Work” indicated 
it would be most straightforward to adapt an existing tool 
for our use case. However, this proved difficult in prac-
tice: the source code for Stowaway [1] is no longer avail-
able online, and users are referred to PScout, which itself 
has not been maintained since its initial release nine years 

Table 1  Library permissions [20]
Permission

Library Checked Requested
com.library1 RECORD_AUDIO RECORD_AUDIO
com.library2 FINE_LOCATION RECORD_AUDIO

RECORD_AUDIO
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ago. Axplorer [7] provides a GitHub repository6 with per-
mission-to-API call mappings, but unfortunately, no source 
code. Other tools, such as those described by Grace et al. [8] 
and adDetect [21], also do not have published source-code. 
Most of these tools, however, rely on commonly used Java 
or Android APK analysis frameworks such as WALA,7 
Soot,8 APKtool,9 or Randoop.10

Randoop, used by Grace et al. [8] as a search engine for 
function calls, does not offer advanced analysis features 
such as call graph analysis. Tools like APKtool, used by 
Narayanan et al.  [21], only serve to decompile apps with-
out providing code analysis functionality. WALA, used by 

6  https:/​/github​.com/re​ddr/a​xplorer.
7  https://github.com/wala/WALA.
8  https:/​/github​.com/so​ot-os​s/soot.
9  https://apktool.org/.
10  https:/​/github​.com/ra​ndoop​/randoop.

Backes et al. [7], seems to offer all necessary source-code 
analysis features, but its documentation revealed that even 
simple “getting started” examples require several hundred 
lines of code, which represents significant overhead. Addi-
tional steps such as using APKtool would also be necessary 
to analyze APKs. Soot, used internally by tools like Stow-
away and PScout, also provides excellent code analysis 
functionalities, but our review revealed a complicated setup 
and no multithreading support.

JADX11 is another popular APK analysis tool that 
includes a decompiler. Recently, it has separated its core 
functionality from the GUI, making it a good choice for pro-
grammatic interaction with APK files. Interestingly, it has 
not yet been used in related academic work.

In our initial proof of concept, we used JADX for our 
analysis. As our analysis methods evolved, we required more 

11  https:/​/github​.com/sk​ylot/​jadx.

APK

soot parser & decompiler

Jimple IR

Permission Collector Lib Consolidator

Argument Resolver

Permission Analyzer

JSON Output

launch extract package names

transform

if permission
in variable

resolved
args/permissions

results

consolidated
packages/libs

if const
permission

manifest
permissions

Fig. 1  Soot analysis tool flow chart (thick boxes are 
exchanged components from JADX toolchain [20])
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https://github.com/skylot/jadx
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advanced analysis techniques such as a control-flow graph, 
call graph or interprocedural analysis. Since sources of per-
mission method calls and respective arguments can be quite 
nested with arbitrary variations. As our work progressed, we 
successively added some concepts into JADX, but as com-
plexity increased further, it was not feasible anymore. Thus, 
soot supports many of the required analysis techniques and 
makes adding new ones easy through its Jimple intermediate 
representation which simplifies the analysis significantly. 
As a result, the switch to soot enables backwards tracing 
of method calls and arguments out of the box. Even though 
soot is difficult to setup in contrast to JADX, we decided to 
move to soot. An example of how Java code looks in JADX 
and the respective JimpleIR can be seen in Listings 1 and 
2. The intermediate representation restructures assignments 
and thus simplifies possibly complex one line expressions 
to unified easy analyzable structures. For example, the func-
tion call evaluated inside the if condition in Listings 1 line 
2 is transformed in soot’s JimpleIR to a function call and 
assignment to local variable (Listings 2 line 1) and if condi-
tion evaluation (Listings 2 line 2).

Listing 1: Decompiled Java in JADX

1 public void method(Context context) {

2 if (ContextCompat.checkSelfPermission(context, Manifest.permission.CAMERA)

3 == PackageManager.PERMISSION_GRANTED) {

4 //access permission restricted API here

5 } else {

6 ActivityCompat.requestPermissions(activity, new

String[]{Manifest.permission.CAMERA}, 1);

7 }

8 }

Listing 2: Jimple IR (Soot)

1 r0 = staticinvoke <androidx.core.content.ContextCompat: int

checkSelfPermission(android.content.Context,java.lang.String)>(r1,

"android.permission.CAMERA");

2 if r0 != 0 goto label1;

3 goto label2;

4 label1:

5 staticinvoke <androidx.core.app.ActivityCompat: void

requestPermissions(android.app.Activity,java.lang.String[],int)>(r2,

"android.permission.CAMERA"}, 1);

6 label2:

Implementation Details

In this chapter, we present the architecture and implemen-
tation of our analysis tool. Initially, we outline the overall 
workflow during program execution. Subsequently, the core 
components of the system are examined in detail.

Detailed Differences Between JADX and Soot

The JADX parser, when given an APK, loads the entire 
APK and prepares it internally. At this stage, the DEX 
bytecode is not yet (fully) decompiled, but the structure 
of the APK (packages, classes) is captured. The decom-
pilation is done for each class individually as needed on 
demand to reconstruct the Java source code from the byte-
code. JADX consists of several extensible passes which 
can traverse the Java classes and methods. Decompilation 
happens on the fly as the classes are accessed by the visi-
tors. We introduced a custom pass to collect permissions 
and analyze arguments. This pass is executed after type 
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inference and iterates over the classes to perform the actual 
permission-piggybacking-analysis.

In contrast, the soot analyzer takes an entirely different 
approach: all classes of the APK are loaded up front and it 
immediately constructs internal soot class representations, 
including their Jimple intermediate representation (Jim-
pleIR). There is no separate “decompile” phase, as the anal-
ysis is based on the intermediate language. All classes of the 
JimpleIR are then iterated over for the permission piggy-
backing analysis. A special visitor mechanism (as it exists in 
JADX) does not exist here, instead the analysis takes place 
directly on the previously loaded class representations.

Since soot directly operates on the JimpleIR it has proven 
itself to be more robust compared to JADX where you 
directly analyze and traverse the Java code. In the Jimple IR, 
the relation and data flow of variables can be analyzed way 
easier than with JADX due to better inner linking and tool 
support. A good example for this is casting objects which 
has to be manually resolved in JADX while soot implic-
itly handles this. Such support comes especially handy in 
the Argument Resolver (see Fig. 1) when resolving argu-
ments of requestPermission(...) which are passed 
over various function calls and are maybe even converted 
between different representations like array to list.

Coarse Structure and Working Principle

At the outset, an Android application (APK) is provided as 
input to the tool. The soot framework then analyzes and 
decompiles the APK to build an internal representation of 
its components. Once the APK is converted into classes and 
the JimpleIR by soot, the Permission Collector operates 
on this intermediate representation. It scans all classes for 
invocations of checkPermission and requestPer-
mission functions, as listed in Table 2. For each occur-
rence, the relevant permission and the corresponding class 

package are forwarded to the Permission Analyzer. If the 
function argument specifying the permission is not a direct 
constant, the Argument Resolver is invoked to determine its 
value. The Argument Resolver performs data flow analysis 
within the JimpleIR to identify the argument’s definition. 
Concurrently, the Lib Consolidator processes the list of all 
package names identified in the APK, attempting to merge 
related packages. For instance, given the package names 
com.main.app, org.lib.asd, and org.lib.fu, 
they are consolidated into com.main.app and org.
lib. After this stage, the Permission Analyzer holds a map-
ping of requested and checked permissions for each pack-
age. Using the consolidated packages, these are grouped by 
library, enabling the analysis of permission piggybacking. 
In the simplest scenario, the sets of requested and checked 
permissions are identical. If permission piggybacking 
occurs, the library’s requested permissions do not match its 
checked permissions. More complex situations arise when 
the permission names cannot be resolved by the Argument 
Resolver; such cases are discussed in detail in Sect. “Per-
mission Analyzer”. Upon completion of the analysis, the 
tool outputs a JSON report summarizing the findings, listing 
libraries exhibiting permission piggybacking and specifying 
the affected permissions.

Permission Collector

The soot parser & decompiler is responsible for initializ-
ing and loading the APK file, and preparing the JimpleIR. 
The Permission Collector is then tasked with traversing all 
methods of each class being decompiled, identifying and 
extracting permission-related calls in the JimpleIR such 
as checkPermission(...) and requestPermis-
sions(...) within these methods. Before forwarding 
the discovered permissions to the Permission Analyzer, the 
Permission Collector determines whether the permissions 

Table 2  API methods to check or request permissions [20]
Method Class
checkPermission(...) Context

PackageManager
PermissionChecker

checkSelfPermission(...) ContextCompat
ActivityCompat
Context
PermissionChecker

checkCallingOrSelfPermission(...) Context
PermissionChecker

requestPermissions(...) ActivityCompat
Activity
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in these function calls are provided as constants or vari-
ables. If a variable is used as an argument, the Argument 
Resolver is invoked to resolve the variable’s value. If the 
argument is a constant, it is directly collected and passed to 
the Permission Analyzer.

Argument Resolver

The Argument Resolver is designed to determine the values 
of arguments that are not simple constants. In most cases, 
permission requests use predefined permission constants 
directly. However, there are situations where a variable is 
assigned a constant, or the value is passed as an argument 
to a wrapper function, among other possibilities. Given 
the broad range of scenarios, we have chosen a practical 
approach that aims to handle the majority of real-world 
cases, intentionally omitting rare edge cases. Situations such 
as reflective calls, or permissions set within loops are par-
ticularly challenging or even infeasible to resolve accurately 
in a static analysis setting. Advanced methods like symbolic 
execution could address some of these, but they fall outside 
the scope of this work. Our implemented resolver is capable 
of identifying permissions assigned to local, instance, and 
class variables, as well as those returned by invoked func-
tions and passed through wrapper function arguments. By 
employing recursive resolution, the Argument Resolver can 

trace permission values through multiple variable assign-
ments. For instance, if a class variable’s value is assigned 
to a local variable and then used in a checkPermis-
sion(...) call. The resolver can also handle cases where 
multiple sources contribute to the permission arguments. 
After applying our resolver to the top 1000 Google Play 
apps, we found that almost 90% of the permissions passed 
to relevant permission functions could be resolved. Table 3 
lists which argument resolving methods were available with 
JADX and which ones were newly implemented with soot’s 
advanced analysis support. A detailed description of the dif-
ferent cases of Table 3 is given in the following sections. 
In practice, these different argument resolution cases rarely 
happen in only a single pattern, but rather a combination of 
different cases which are resolved recursively.

Static Get

The permission string is accessed as a static field also called 
class variable (Listing 3 line 9). Static variables are associ-
ated with the class itself (Listing 3 line 8) rather than any 
particular instance. From a static code analysis perspective, 
this is identified as an SGET instruction: a static field get 
operation. The variable is resolved by directly reading the 
static field from the class (Listing 3 line 4).

Table 3  Implemented argument resolution techniques with JADX and soot
Argument resolution JADX Soot Section reference
Static get ✔ ✔ Sect. “Static Get”
Instance get ✔ ✔ Sect. “Instance Get”
Method invocation ✔ ✔ Sect. “Method Invocation”
Parameter propagation ✔ ✔ Sect. “Parameter Propagation”
Lambda expression ✔ ✔ Sect. “Lambda Expression”
Constructor initialization ✔ Sect. “Constructor Initialization”
List to array ✔ Sect. “List-to-Array Conversion”
Indexing arrays ✔ Sect. “Array Indexing”
Modified array ✔ Sect. “Modified Array”

Listing 3: Static get example

1 public class MainActivity extends AppCompatActivity {

2 ...

3 private void someMethod(){

4 ActivityCompat.requestPermissions(this, SomeClass.PERMISSION_CAMERA,

1);

5 }

6 }

7

8 public class SomeClass {

9 public static final String PERMISSION_CAMERA = "android.permission.CAMERA";

10 ...

11 }
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Instance Get

This case refers to accessing a permission string that is 
stored in an instance variable of an object/class. In the given 
example, the permission variable (Listing 4 line 2) is a non-
static field of the MainActivity class (Listing 4 line 1). 
Within the requestRuntimePermission() method, 
the variable is assigned the constant string (Listing 4 line 
5) and then passed to ActivityCompat.checkSelf-
Permission() (Listing 4 line 6). From a static analysis 
perspective, this access is identified as an IGET instruction: 
an instance field get operation. To resolve the actual permis-
sion string, the analysis must track the assignment to the 
instance variable and extract its value.

Listing 4: Instance get example

1 public class MainActivity extends AppCompatActivity {

2 private String permission;

3 ...

4 private void requestRuntimePermission() {

5 this.permission = "android.permission.CAMERA";

6 if (ActivityCompat.checkSelfPermission(this, this.permission) == 0) {

7 }

8 }

9 }

Method Invocation

This case refers to situations where a permission string or a 
list of permission strings is obtained by calling a method. In 
the example, the method SomeClass.getCameraPer-
mission() (Listing 5 line 8) returns a single permission 
string: android.permission.CAMERA. This returned 
value is then passed as an argument to the requestPer-
missions() method (Listing 5 line 3). From an analy-
sis perspective, the permission is not directly assigned to a 
variable but retrieved through a method invocation. Thus, 
resolving the permission requires tracking the method call 
and extracting the returned constant value (list).

Listing 5: Method invocation example

1 public class MainActivity extends AppCompatActivity {

2 private void someMethod(){

3 ActivityCompat.requestPermissions(this, new

String[]{SomeClass.getCameraPermission()}, 100);

4 }

5 ...

6 }

7 public class SomeClass {

8 public static String getCameraPermission() {

9 return "android.permission.CAMERA";

10 }

11 }

Parameter Propagation

This case occurs when a permission string is passed as a 
parameter to a function rather than being defined or assigned 
within the same scope. Since the variable is not associated 
with a specific instruction like SGET, IGET, or INVOKE, 
its instruction reference is null. To resolve the actual per-
mission, the analysis must identify the parameter’s position 
in the function signature (Listing 6 line 3) and then search 
for all function calls to that method (Listing 6 line 9). If a 
constant is passed at the corresponding argument index in 
one of the calls, it can be used to determine the permission. 

Additionally, if the function is defined in a different class 
than where it is invoked, instance tracking becomes relevant 
to ensure that the correct object context is considered during 
resolution.
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Listing 6: Parameter propagation example

1 public Class MainActivity extends AppCompatActivity{

2 ...

3 private void callRequestPermissions(boolean foo, int i, String[]

permissions) {

4 ActivityCompat.requestPermissions(this, permissions, i);

5 }

6 ...

7 private void someMethod() {

8 ...

9 callRequestPermissions(true, 0, new

String[]{"android.permission.CAMERA",

"android.permission.RECORD_AUDIO"});

10 }

11 ...

12 }

APK

com/lib/

sub1/

One.class

sub2/

Other.class

Main.class

org/other

MyMain.class

Fig. 2  Folder Structure and package 
hierarchy in APKs [20]
 

Lambda Expression

When Java code containing a lambda expression is com-
piled, the lambda is transformed into a separate, compiler-
generated (synthetic) method. This method is usually given 
a name like lambda$methodName$index$class-
Path (Listing 7 line 1), and the lambda body is moved 
into it. In decompiled code you’ll see this synthetic method 
instead of the original lambda, often wrapped in an anony-
mous class or method reference. Variables captured by the 
lambda (such as permission arrays) are passed in from the 
outer context (Listing 7 line 4). Even though the original 
lambda was concise and inline, this decompiled version 
splits it apart, further complicating variable tracking.

Listing 7: Lambda expression example

1 void m85x9258c9e4(final String[] permissionsLambda, DialogInterface

dialog, int which) {

2 new DialogInterface.OnClickListener() {

3 @Override // android.content.DialogInterface.OnClickListener

4 public void onClick(DialogInterface dialog2, int which2) {

5 ActivityCompat.requestPermissions(MainActivity.this,

permissionsLambda, 100);

6 dialog2.dismiss();

7 }

8 };

Constructor Initialization

This case demonstrates how permission strings can be ini-
tialized via a constructor and later accessed through a get-
ter method. The InitInConstructorSetter class 
(Listing 8 line 8) stores an array of permissions (Listing 
8 line 9), which is passed to its constructor (Listing 8 line 
10) when an instance is created (Listing 8 line 4 & 5). In 
the method test_field_InitInConstructorSet-
ter() (Listing 8 line 4), two instances of InitInCon-
structorSetter are created(Listing 8 line 4 & 5). The 
second instance’s getPermissions() method is called 
to retrieve the permission array (Listing 8 line 5), which is 

then passed to ActivityCompat.requestPermis-
sions(). From a static analysis perspective, the permis-
sion strings are not directly visible at the call site but must 
be resolved by tracking the constructor parameter assign-
ment and the subsequent method call that returns the stored 
permissions.
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Listing 8: Constructor initialization example

1 public class MainActivity extends AppCompatActivity {

2 ...

3 public void test_field_InitInConstructorSetter(Activity activity) {

4 new InitInConstructorSetter(new

String[]{"android.permission.CALL_PHONE"});

5 ActivityCompat.requestPermissions(activity, new

InitInConstructorSetter(new

String[]{"android.permission.CAMERA"}).getPermissions(), 100);

6 }

7 ...

8 private static class InitInConstructorSetter {

9 private String[] permissions;

10 public InitInConstructorSetter(String[] permArr) {

11 this.permissions = permArr;

12 }

13 public String[] getPermissions() {

14 return this.permissions;

15 }

16 }

17 }

Table 4  Truth table to judge for piggybacking with unresolvable permissions [20]
chk req Uchk Ureq perm. piggybacking

1 0 0 0 0 No
2 0 0 0 1 No
3 0 0 1 0 Yes
4 0 0 1 1 Unknown
5 0 1 0 0 No
6 0 1 0 1 No
7 0 1 1 0 Unknown
8 0 1 1 1 Unknown
9 1 0 0 0 Yes
10 1 0 0 1 Unknown
11 1 0 1 0 Yes
12 1 0 1 1 Unknown
13 1 1 0 0 Regular check
14 1 1 0 1 No or unknown
15 1 1 1 0 Yes or unknown
16 1 1 1 1 Unknown
((U)chk=(unresolvable) check permission, (U)req=(unresolvable) request permission)

List-to-Array Conversion

In this case, permission strings are first collected dynami-
cally in a List<String> (Listing 9 line 2–4). Before 
passing it to the requestPermissions() method 

(Listing 9 line 7), the list is converted to String[] using 
the toArray(new String[0]) method (Listing 9 line 
6). This conversion from a list to an array represents a vari-
able resolution step where the permission data structure 
changes type.
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Listing 9: List to Array example

1 private void someMethod() {

2 List<String> permissions = new ArrayList<>();

3 permissions.add("android.permission.CAMERA");

4 permissions.add("android.permission.RECORD_AUDIO");

5 ...

6 String[] permissionArray = permissions.toArray(new String[0]);

7 ActivityCompat.requestPermissions(permissionArray);

8 }

Table 5  Implied permissions in Android
Permission Implies permission(s)
ACCESS_FINE_LOCATION ACCESS_COARSE_LOCATION
MANAGE_EXTERNAL_STORAGE READ_EXTERNAL_STORAGE, WRITE_EXTERNAL_STORAGE (API-level≥ 30)
WRITE_EXTERNAL_STORAGE READ_EXTERNAL_STORAGE (API-level≤ 18)
BLUETOOTH_ADMIN BLUETOOTH
CALL_PHONE PROCESS_OUTGOING_CALLS (API-level≤ 28)

No piggybacking

36%

Piggybacking

50%

Unknown

14%

(a) JADX[20]

No piggybacking

44%

Piggybacking

44%
Unknown

12%

(b) soot (new)

Fig. 3  Analysis results for libraries 
piggybacking permissions
 

Array Indexing

This case involves permission strings stored in an array 
(Listing 10 line 2), where individual permissions are 
accessed via specific indices (Listing 10 line 3). Instead of 
passing the entire array at once, the program may reference 
single permissions by indexing into the array. This pattern 
is common when permissions are grouped together but 
checked or used one by one. From an analysis standpoint, it 
is important to track not only the array initialization but also 
the specific indices accessed to accurately determine which 
permissions are being utilized at runtime.

Listing 10: Array indexing example

1 private void requestRuntimePermissions() {

2 String[] strArr = {"android.permission.RECORD_AUDIO",

"android.permission.CAMERA"};

3 if (ActivityCompat.checkSelfPermission(this, strArr[0]) == 0) {

4 ...

5 }
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Modified Array

In this scenario, a permission array is initialized with spe-
cific constant strings (Listing 11 line 2), but one of its ele-
ments is possibly modified (Listing 11 line 5) at runtime 
before being used in a permission-related API call such as 
checkSelfPermission(). Because the array element 
at index one is conditionally modified (Listing 11 line 4), 
our static analysis must account for both the original and the 
new value. Since it’s unclear at runtime whether the condi-
tion will be true, both permission values must be tracked as 
potential outcomes (meaning both BLUETOOTH_SCAN and 
RECORD_AUDIO in the example below).

Lib Consolidator

Library consolidation is required because our permis-
sion analysis only identifies the classes where permission 
request or check calls occur, without directly linking these 
classes to their respective libraries. Since such calls may be 
distributed across several classes that belong to the same 
library, it is important to unify them under a common library 
identifier. For instance, as illustrated in Fig. 2, the classes 
com/lib/sub1/One.class and com/lib/sub2/
Other.class reside in separate sub-packages (com/
lib/sub1 and com/lib/sub2), but both are compo-
nents of the same library (com/lib). By analyzing naming 

Table 6  Execution time for soot and JADX on the top 1000 apps
Soot JADX

Average 160 s 35 s
Minimum 1 s 1 s
Maximum 1402 s 2114 s
Std. deviation 199 129

0 10 20 30 40 50 60 70

CALL PHONE
READ SMS

READ CONTACTS
BLUETOOTH CONNECT

ACCESS BACKGROUND LOCATION
RECORD AUDIO
GET ACCOUNTS

POST NOTIFICATIONS
READ EXTERNAL STORAGE

CAMERA
ACCESS MEDIA LOCATION

WRITE EXTERNAL STORAGE
ACCESS COARSE LOCATION

READ PHONE STATE
ACCESS FINE LOCATION 62

44
42

38
30
30

23
16

12
12

7
7
6
5
5

Fig. 4  Number of piggybacked permis-
sions [20]
 

Listing 11: Modified Array example

1 private void requestRuntimePermissions() {

2 String[] permissions = {"android.permission.RECORD_AUDIO",

"android.permission.CAMERA"};

3 ...

4 if (someCondition) {

5 permissions[0] = "android.permission.BLUETOOTH_SCAN";

6 }

7 ActivityCompat.checkSelfPermission(this, permissions[0]);

8 }



SN Computer Science

Page 15 of 19    500 SN Computer Science           (2026) 7:500 

patterns, we have established several heuristics to assist in 
the consolidation of library names:

	● A library name should consist of at least two directory 
levels (e.g., com.library).

	● When traversing upwards in the directory structure, the 
directory containing the initial class file encountered is 
considered the library root. All class files located in sub-
directories are assigned to this library.

Applying these heuristics to the example APK shown in 
Fig. 2, we would extract two libraries: com.lib and org.
other.

When obfuscation techniques, such as package flatten-
ing, are used, these rules become ineffective and library 
consolidation is no longer feasible. In such cases, this step 
is omitted.

Permission Analyzer

The Permission Analyzer processes the output from pre-
vious phases and aggregates permissions according to the 
grouped library identifiers. For each library present within an 
application, four lists are maintained: checked permissions, 
requested permissions, unresolved checked permissions, 
and unresolved requested permissions. In cases where there 
are no unresolved entries, the analysis is straightforward: 
it suffices to verify whether the set of checked permissions 
is a subset of the requested permissions. If this condition 
is satisfied, there is no evidence of permission piggyback-
ing; otherwise, permission piggybacking is detected. How-
ever, the presence of unresolved permissions complicates 
the analysis. To address this, we employ a truth table, as 
shown in Table 4, outlining the decision process for all pos-
sible combinations. In this table, a “1” indicates that the cor-
responding list contains elements, whereas “0” denotes an 
empty list. Most situations can be directly interpreted, but 
two cases—rows 14 and 15—require further clarification: 
Row 14:	Here, we first check whether the lists of checked 
and requested permissions are identical. If they match, we 

can confidently conclude that permission piggybacking does 
not occur. If they differ, the necessary permission might be 
present among the unresolved permissions, but certainty is 
not possible; thus, the outcome is marked as unknown.
Row 15:	In this scenario, the equality of the checked and 
requested permission sets is again evaluated. If they are not 
equal, permission piggybacking is confirmed. If they are 
identical, it remains unclear whether the unresolved checked 
permissions are already accounted for in the checked list, 
leading to an unknown result.

Extension: Manifest Permissions Consolidation

Our previous work [20] primarily focused on identifying 
isolated libraries that exhibit permission piggybacking. In 
this study, we extend our analysis to the entire app, spe-
cifically assessing whether permission piggybacking by 
individual libraries compromises the app’s overall security 
and privacy. To achieve this, we also analyze the Android 
manifest bundled with the app executable, which specifies 
the set of permissions available to the app. If a permission 
is absent from the manifest, the corresponding functional-
ity and permission cannot be used or exploited. For exam-
ple, consider a manifest that declares the internet, record 
audio, and camera permissions. If our Permission Analyzer 
detects that com.libA piggybacks on the fine location and 
record audio permissions, the manifest analysis would only 
reveal piggybacking for record audio, as it is the only rel-
evant permission present in the manifest. Conversely, if the 
manifest did not include record audio, the analysis would 
yield no exploitable piggyback permissions. Formally, this 
evaluation can be represented as the intersection of two sets: 
A ∩ B, where A is the set of permissions identified as pig-
gybacking from Table 4 from all third-party app libraries, 
and B is the set of permissions declared in the manifest. If 
the intersection is empty, no permission piggybacking can 
be exploited; otherwise, exploitation is possible. Despite the 
apparent straightforwardness of this approach, the Android 
permission system introduces certain complexities, such as 
implicit permissions. Implicit permissions are permissions 
that inherently include other permissions. For example, 
the fine location permission implicitly includes the coarse 
location permission. Notably, the manifest does not have to 
explicitly declare coarse location if fine location is already 
present. Therefore, to ensure the correctness of our analysis, 
we extend the manifest’s permission set with all implicitly 
included permissions before computing A ∩ B. The rel-
evant implicit permissions are enumerated in Table 5.

Piggybacking not exploitable

42%

Piggybacking exploitable

58%

Fig. 5  Manifest consolidation with piggybacking permissions
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Evaluation

For our evaluation, we selected the top 1000 applications12 
from Google Play and conducted our analysis on this data-
set to investigate the prevalence of permission piggyback-
ing. Across all analyzed applications, we identified a total 
of 1516 unique libraries. As illustrated in Fig. 3b, permis-
sion piggybacking was present in 44% of these libraries. 
Furthermore, 44% of the libraries either did not perform 
permission checks or requested permissions that were also 
being checked. For 12% of the libraries, a secure assess-
ment was not feasible due to unresolved permissions. 
These results are comparable to those reported by Grace et 
al.  [8] in 2012, indicating that Google has apparently not 
addressed this issue. Comparing the results with our previ-
ous JADX implementation, we can see that the percentage 
of unknown results where permission arguments were not 
resolvable decreased slightly due to the improved argument 
resolving described in Sect. “Argument Resolver”. Interest-
ingly, also the number of identified piggybacking libraries 
also decreased from 50 to 44%. This can be explained since 
soot was able to analyze in total 1516 libraries, whilst our 
JADX Analyzer was previously only able to analyze 856 
libraries due to JADX errors and crashes. Given the higher 
number of analyzable libraries and apps, the percentages 
slightly shifted.

Given that, as mentioned in the introduction, librar-
ies account for approximately 60% of an app’s code, this 
finding is particularly concerning. Although performing 
permission checks without issuing a user prompt does not 
inherently imply privacy-invasive behavior, it creates the 
potential for misuse. For instance, a library could monitor 
user activity, collect personal data, and transmit it to third 
parties or external servers.

The permissions most frequently checked without a 
corresponding permission request are ACCESS_FINE_
LOCATION, ACCESS_COARSE_LOCATION, and 
READ_PHONE_STATE. These findings raise significant 
privacy concerns, as access to location permissions enables 
libraries to monitor user whereabouts. Furthermore, the 
READ_PHONE_STATE permission grants access to device 
identifiers, which are commonly used for device finger-
printing [22]. Consequently, with these three permissions, a 
library can uniquely identify and track a user. Among the 15 
permissions most often subjected to piggybacking (see Fig. 
4), 13 are classified as dangerous13 by Android.

12  https:/​/42matt​ers.com​/top-​charts-explorer.
13  High-risk app permissions (like access to camera, microphone, 
location, or contacts) that impact privacy or device security are defined 
by Google as “Dangerous permissions”. The system requires explicit 
user consent at runtime.

Next, we examined the most widely used libraries engag-
ing in permission piggybacking. For legal reasons, we 
refrain from naming specific libraries, but the top ten are 
exclusively associated with advertising, analytics, or track-
ing. This aligns with the types of permissions discussed 
previously. As highlighted by Heid et al. [22], such librar-
ies frequently transmit personally identifiable information 
obtained via permissions to their servers. Implementing 
more granular, library-specific permission controls would 
help address these issues.

An exception among the most common libraries is 
androidx.appcompat, part of the Android Jetpack 
suite. This library provides developers with backward-com-
patible APIs and support for modern Android features on 
older platform versions.14

Performance Comparison Soot/JADX

To evaluate the performance of our piggybacking analysis, 
we have implemented it using both JADX and soot. It is 
important to note that these tools operate fundamentally dif-
ferently. JADX primarily functions as a Java decompiler, 
offering minimal program flow or call graph analysis; it 
decompiles classes dynamically upon access. In contrast, 
Soot decompiles the entire Android application at the out-
set, constructing internal representations such as call graphs 
and program flow, which requires additional initialization 
time. Table 6 presents the execution times for piggyback-
ing analysis performed on the top 1000 apps using both 
tools. All experiments were conducted on an AMD EPYC 
7502P 32-Core Processor with 128GB RAM. On average, 
Soot required 160 s per application, utilizing only a single 
core. Notably, the majority of this time was spent on initial 
setup and construction of internal data structures; the actual 
piggybacking analysis accounted for only 2.2 s per applica-
tion once the setup was complete. By comparison, JADX 
completed the analysis in 35 s per application on average. 
This indicates that the on-the-fly decompilation approach of 
JADX is approximately 4.5 times faster than Soot. Further-
more, JADX was able to exploit multiple processor cores, 
whereas Soot was limited to single-core execution. In the 
case of JADX, decompilation occurred concurrently with 
the analysis, resulting in increased analysis time but mini-
mal setup overhead (averaging 3.8  s). In summary, while 
JADX generally offers significantly faster analysis times 
compared to Soot, it lacks many of the advanced analy-
sis features provided by Soot. Therefore, although Soot is 
slower, its enhanced analysis capabilities justify its use, and 
we do not regret the transition.

14  https:​​​//develop​er.andr​oi​d​.com/je​tpack/androidx.

https://42matters.com/top-charts-explorer
https://developer.android.com/jetpack/androidx
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Manifest Consolidation

As described in Sect. “Extension: Manifest Permissions 
Consolidation”, we have extended our piggybacking analy-
sis by also considering permissions stated in the Android 
manifest. Only permissions stated there can actually be 
exploited for piggybacking. Thus, some libraries might try 
to piggyback permissions but can not since permissions 
don’t exist in the app. We look closer at all apps where per-
mission piggybacking was detected and then evaluate in a 
second step the permissions from the manifest. After this 
step, the app result can then either be not exploitable, or 
exploitable. The library itself, still uses permission piggy-
backing but cannot exploit it due to missing permissions 
in the app itself. However, on a different app or an app 
update, piggybacking might become possible. To evaluate 
how many apps are actually prone to permission piggy-
backing, we have again evaluated the top 1000 apps from 
the Google Play Store with the manifest consolidation step 
active. Figure 5 shows that permission piggybacking librar-
ies can exploit app permissions in 58% of the apps they are 
embedded in. To look a bit more into detail, we have evalu-
ated which piggybacked permissions are typically blocked 
by non-existing manifest permissions. The results look very 
similar to the numbers shown in Fig. 4, with the only differ-
ence that GET_ACCOUNTS permission often cannot be pig-
gybacked due to missing stated permissions in the manifest. 
It is good that not many apps use this permission since it 
provides access to account types and also the username of 
the accounts stored on the device. Such information is very 
desirable for tracking libraries due to its uniqueness.

Comparing Findings from Related Work

By contrasting our findings with prior research, we can 
observe both changes in Android’s permission system and 
trends in app development over time.

Although Stevens et al. [1] and Grace et al. [8] focused 
specifically advertisement applications, the set of permis-
sions most frequently piggybacked has not changed over the 
past 12 years. Both studies identified location access and 
phone state reading as the most commonly piggybacked 
permissions, which aligns with our results. Notably, Grace 
et al. reported that APIs associated with dangerous per-
missions were rarely invoked, whereas our analysis found 
that dangerous permissions are now among the most pig-
gybacked. This shift could be attributed to the evolution of 
Android, as newer versions have introduced additional per-
missions, deprecated some, and subdivided others, resulting 
in more dangerous permissions overall.

Unfortunately, Grace et al. [8] only concentrate on spe-
cific advertisement libraries. Thus, they have not evaluated 

how widespread permission piggybacking is among apps 
in general. Their evaluation says that they were able to 
find permission piggybacking in 62% of the advertisement 
libraries whilst we detected it in 44% of all general libraries. 
The reason for their higher number might be since adver-
tisement libraries might have a stronger urge for data col-
lection compared to the average library.

Comparing the detection accuracy with related work is 
not possible since the previous mapping-based approaches 
work (except for reflections) as long as mappings exists. 
However, it remains unknown if the authors discovered all 
mappings, especially for undocumented APIs as hinted by 
Backes et al. [7].

Regarding tool performance, our system was able to ana-
lyze the top 1000 apps at an average speed of 160  s per 
app on an AMD EPYC 7502P processor. Without account-
ing for decompilation and setup time our pure piggybacking 
analysis took 2.2 s on average. In comparison, the tool used 
by Grace et al. required 15  s per library. However, these 
figures are not directly comparable due to significant hard-
ware improvements over the past 12 years. Moreover, their 
approach analyzed already decompiled libraries, while a 
substantial portion of our processing time is dedicated to 
decompiling the applications.

Conclusion and Future Work

Publications from 6 to 12 years ago have already highlighted 
significant shortcomings in the Android permission system 
regarding user privacy and security. Although prior research 
has proposed various solutions, none of these concepts have 
yet been integrated into mainstream Android. In this study, 
we revisit the prevalence and impact of permission piggy-
backing within libraries used by the most popular Android 
applications. Our approach is compatible with all Android 
versions and, unlike previous methods, does not require 
manual extraction and mapping of APIs to permissions. 
Nevertheless, our findings are consistent with those reported 
in earlier studies. Our evaluation covered all libraries pres-
ent in the top 1000 Google Play apps, without restricting the 
analysis solely to advertising libraries. While the majority of 
piggybacking libraries identified were related to advertising 
and tracking, the set of most commonly piggybacked per-
missions has remained largely unchanged over the past 12 
years. Moreover, the proportion of libraries engaging in per-
mission piggybacking has remained stable, affecting 44% of 
all libraries. By additionally examining the declared permis-
sions in each app’s manifest, we determined that piggyback-
ing was exploitable in more than half of the observed cases 
(58%). As a result, 25% of the top 1000 apps are effectively 
exploited with permission piggybacking. Thus, the result of 



SN Computer Science

  500   Page 18 of 19 SN Computer Science           (2026) 7:500 

our research question is that permission piggybacking still 
is a severe issue being extremely widespread across many 
popular apps.

In future work, we plan to explore machine-learning-
based piggybacking detection on top of our static analysis. 
Features such as API usage patterns, permission combi-
nations, and library metadata could be used to train mod-
els that distinguish benign from opportunistic libraries, 
improving detection robustness and scalability and helping 
app-store operators or auditors prioritize manual review. 
Beyond static features, dynamic execution traces could 
additionally be used to consolidate and validate our static 
findings. Such traces, collected from instrumented execu-
tions of apps, would capture actual runtime behavior and 
permission use and could then be evaluated with ML or 
LLM-based approaches to automatically identify suspicious 
access patterns or previously unseen forms of permission 
piggybacking.

Addressing permission piggybacking requires increased 
public and media attention to motivate Google to integrate 
countermeasures into Android. Notably, user privacy has 
become a greater focus in recent years, as reflected by fea-
tures such as Scoped Storage in Android 11 and the Privacy 
Dashboard in Android 12. Renewed attention to permission 
piggybacking could prompt further action in line with these 
privacy initiatives. Alternatively, privacy-centric custom 
ROMs such as GrapheneOS could implement mechanisms 
to prevent permission piggybacking, potentially paving the 
way for adoption in the official Android platform, as has 
occurred with other features in the past.
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