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Abstract—The accelerating pace of technological innovation – 

driven in large parts by artificial intelligence – means that safety 

engineering is becoming a substantial cost factor in many 

development projects. Addressing this issue will require 

contributions from safety engineering research to ensure that new 

technologies can be safely used in safety-critical systems. In this 

paper, we describe the impact that a lack of novel safety 

engineering methods would have on products in the future. 

Additionally, we propose using generative artificial intelligence to 

create an assistant for safety engineers, which would be an 

effective measure to address the issue of safety assurance for 

complex systems. Finally, we explain remaining research 

challenges and how they could be addressed. 
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I.  INTRODUCTION 

In today's rapidly evolving technological landscape, the pace 
of innovation in fields such as mobility, automation, and health 
is unprecedented. The introduction of cognitive systems, AI, and 
machine learning has pushed the boundaries of what is possible. 
Companies want to capitalize on the potential economic gains of 
this technology, however, for safety-critical embedded systems, 
AI-based and AI-generated functions raise major safety 
concerns. 

Historically, safety innovation has always been a step behind 
technology advancements. This creates a problem for companies 
– the “Economic Safety Gap”. This gap represents the economic 
losses that companies incur when safety concerns prevent them 
from applying new technologies. In the past, this gap was 
manageable, however, due to the rapidly accelerating pace of 
innovation, the economic safety gap is widening, as safety 
research is struggling to keep up. 

In this paper, we explain what impact this might have on the 
development of safety-critical systems and describe a way to 
bridge the gap: Using generative artificial intelligence (genAI) 
to automate parts of the safety engineering workflow. We 
present the topics that we are currently working on at the 
Fraunhofer Institute for Cognitive Systems IKS and point out the 
remaining research and development challenges. 

II. THE ECONOMIC SAFETY GAP 

In this section, we explain the concept of the economic safety 

gap in more detail using an example from the robotics domain. 

Then, we describe ways to address the gap. 

A. Overview 

The economic safety gap is the difference between the 
systems that can be built using current technology and the ones 
that are provably safe to operate. Figure 1 shows a visualization 
of the concept and how it is developing over time. Technological 
innovation (green) makes it possible to develop more and more 
capable systems. In recent years, the pace of technological 
innovation has greatly accelerated due to hardware 
improvements, novel programming paradigms, and artificial 
intelligence functions. At the same time, innovation in the field 
of safety engineering (blue) has hardly made much progress in 
comparison. This creates the economic safety gap (orange): 
Though more productive systems are technologically feasible; 
they cannot be deployed because the safety of the systems 
cannot be assured. The gap represents the economic loss that 
companies incur because they cannot use novel technologies in 
their products. While in the past (point A in the figure), the gap 
was acceptably small, today (point B) and especially based on 
future projections (point C), safety is becoming a major blocker 
for innovation. 

B. Example 

The economic safety gap can already be observed in many 

domains, such as in robotic automation. Industrial robots are a 

well-established technology for automating dull, dirty, and 

dangerous tasks in manufacturing, such as spot welding in 

automotive manufacturing. Recently, companies are exploring 

robotic automation in many other applications, ranging from 

palletizing to machine tending and assembly. These use cases 

have demanding requirements, such as high flexibility or low 

retooling effort. Space restrictions and the need for human-robot 



collaboration require new, complex safety concepts that enable 

fenceless operation at high speeds. 

These use cases are all technically feasible due to 

advancements in robot hardware, highly accurate sensors, 

control abstraction layers enabling low-/no-code programming, 

and by using AI functions for perception and control. However, 

these capabilities also greatly increase the complexity of the 

application, which oftentimes means that established safety 

standards do not apply. Instead, a customized risk assessment, 

safety concept derivation, and verification and validation 

becomes necessary, which requires significant effort. In many 

cases, only large companies can manage the costs associated 

with this effort. As a result, especially small and medium-sized 

enterprises (SMEs) are unable to capitalize on the potential 

productivity gains through robotic automation. 

C. Addressing the gap 

The example illustrates that the economic safety gap is 
already a problem today, which will only worsen based on 
projections of the future (see Figure 1). There are three ways 
how the gap might be addressed. 

If we slow down technology innovation, we acknowledge 
that safety is a necessary requirement for system deployment 
which must not be disregarded for economic gains. However, 
this approach comes with a large amount of unused 
technological potential, resulting in significant economic losses. 
Additionally, due to the proportionally larger impact of safety 
engineering on the overhead costs of SMEs, we might witness 
reduced competitiveness of SMEs in the global economy. 

Therefore, it seems likely that accepting the growing safety 
vacuum might become an attractive solution. To remain 
competitive, companies might decide to deploy systems with 
less comprehensive safety concepts than those of conventional 
systems. In this scenario, technology innovators decide what is 
“safe enough” for their applications, at the detriment of system 
operators. Though this might be economically preferable, it will 
hardly be possible in highly regulated markets such as the 
European Union [1]. 

Finally, we could push for innovation in safety engineering 
to not only innovate on what is technologically feasible, but also 
what is provably safe to use. Within safety engineering research, 
there are several active directions, such as dynamic risk 

management [2], [3], model-based safety engineering [4], [5], 
and safety of machine learning [6], [7]. In addition to these 
contributions to functional safety, innovation is also required 
with regards to making the engineering process more efficient. 

In summary, the only acceptable approach to closing the 
economic safety gap is accelerating safety engineering. This 
ensures that technological progress can effectively be used to 
create economic gains without compromising safety. Achieving 
this will require many contributions. In the next section, we 
present one approach that aims to automate parts of the 
engineering process using genAI. 

III. AUTOMATING SAFETY ENGINEERING WITH 

GENERATIVE AI 

GenAI is a subfield of artificial intelligence which uses 
generative models to produce text, images, videos, or other 
forms of data. Especially Large Language Models (LLMs) have 
been able to achieve human-like performance in natural 
language generation because of novel model architectures that 
have enabled training on very large amounts of data. Ever since 
the release of ChatGPT [8], such models have also received a lot 
of attention from industry for creating AI assistants for 
numerous tasks, such as marketing, software development and 
customer support [9]. Similarly, genAI has a lot of potential for 
safety engineering. 

A. Safety Engineering Workflow 

When developing a safety-critical system, special care must 

be placed on mitigating risks to its environment. IEC 61508 

[10] recommends several activities within a comprehensive 

safety lifecycle to achieve a tolerable level of residual risk 

through the application of E/E/PE safety-related systems. This 

engineering workflow results in a safety case that documents all 

steps and provides convincing evidence that a system is safe for 

use. In this paper, we focus on the early stages of the safety 

lifecycle. 

After defining the scope of the system, the first step is a 

detailed hazard and risk analysis (HARA) to identify potential 

hazardous events and assess the associated risks with categories 

such as severity of consequences and frequency of exposure. 

Based on this classification, a Safety Integrity Level (SIL) is 

derived as a necessary requirement for the function mitigating 

each hazard. IEC 61508 recommends that the HARA is 

performed in workshops with a variety of stakeholders, e.g., 

developers, operators, and occupational safety representatives. 

This means that this activity takes a lot of time and effort, and 

its result is very dependent on the expertise of the participants. 

Additionally, it is greatly impacted by the economic safety gap: 

More complex systems with advanced capabilities widen the 

scope of the required HARA substantially and, thus, greatly 

complicate the analysis. 

B. Assistant Prototype 

We propose that a genAI-based assistant could alleviate 
these issues and support safety engineers in performing HARAs. 
To this end, at Fraunhofer IKS, we have developed a proof-of-
concept implementation of such a tool, shown in Figure 2. The 
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Fig 1: The economic safety gap. 
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tool demonstrates how a workflow supported by genAI could 
look like. Safety engineers can use it to collaboratively work 
with an LLM in a similar way to how a HARA workshop would 
be conducted. The tool converts the interactions of the engineer 
into appropriate prompts to interface with the LLM as a backend. 
Figure 3 shows an example of such an interaction. In this 
interaction, the use case description and requirements provided 
by the engineer in the top left and right boxes of Figure 2 have 
been compiled into textual context that is provided to the LLM 
for analysis. A predefined prompt and prompt preamble is used 
to retrieve information from the model. The tool also features a 
chat function with which the user can ask questions about the 
output of the assistant and request corrections. 

C. Potential Benefits 

We are currently in the process of evaluating the usefulness 

of the tool with interested partners from industry. Based on our 

own experience and feedback, the tool could bring several 

benefits: Automating parts of the engineering workflow can 

streamline processes, save resources and potentially reduce the 

time needed for safety assurance from months to weeks. At the 

same time, this efficiency gain also enables safety assurance for 

more complex applications than previously possible. HARAs 

that would previously have been too expensive to perform could 

become economically viable with the support of genAI. 

Furthermore, the tool could strengthen the safety case because 

using genAI could result in a more thorough exploration of the 

analysis space, especially if the genAI agent is provided with 

data of previous analyses. Finally, this would also reduce the 

reliance on individual expertise, which would enable more 

companies to access rigorous and reliable safety analyses. 

IV. RESEARCH CHALLENGES 

Using current LLMs as a backend for the safety assistant 
already enables the tool to give useful support for engineers and 
competently answer questions about its output. However, for a 
productive use in industrial applications, further development 
will be required. Additionally, there are several research 
challenges that need to be tackled to make the results more 
reliable. 

A. Improve Trustworthiness 

General LLMs are currently limited by the reliability of their 
output. Such models tend to hallucinate [11], which means that 
they generate information that is false, misleading, or 
nonsensical, despite it being presented in a coherent manner. 
User of LLMs, especially in safety-critical applications, expect 
output that can be trusted to be correct. An important line of 
research therefore is concerned with increasing the 
trustworthiness of the output of genAI. Application-specific 
engineering of LLM tools, such as prompt engineering or 
Retrieval Augmented Generation, can increase the pool of 
information that is accessible to the LLM, which can reduce the 
tendency to hallucinate. Additionally, approaches such as chain-
of-thought or attribution force the agent to provide reasoning and 
sources for its output, which makes it easier for the user to verify 
the correctness of the output. First results indicate that such 
techniques successfully contribute to improving the reliability of 
the LLM output [12]. 

B. Facilitate Collaboration 

As genAI-based tools cannot provide guarantees for their 
output, the workflow for using such tools needs to be designed 

Fig 2: GenAI-based safety engineering assistant. 



in a way that the analysis results are always verified by a human 
safety engineer. An overreliance on the tool must be avoided by 
keeping humans engaged in the engineering process. Instead of 
generating a complete solution, an iterative approach is more 
sensible: Once an initial solution is auto-generated, human 
feedback is vital to further improve it and align the result with 
what the user intended. This also alleviates acceptance issues, as 
engineers need not worry that they will be replaced by AI. In 
addition, training and education can enable humans to use AI 
tools most effectively. In the European Union, this has recently 
become a mandatory measure according to the EU AI act [13]. 
In terms of interface design, collaboration needs to be facilitated 
by integrating the genAI assistant into the existing workflow of 
users. 

C. Build Specialized Models 

Using pretrained LLMs for safety engineering tasks already 
works well, because these models are able to replicate human-
like reasoning on natural language generation tasks. However, 
application-specific knowledge can be difficult to access, even 
with retrieval augmentation generation methods. The logical 
next step, therefore, is to train a safety-engineering-specific 
model by fine-tuning the pretrained weights of a generic LLM. 
For this, a sufficiently large and diverse set of training data is 
necessary. Data from previous safety analyses is oftentimes 
confidential and companies do not wish to share such intellectual 
property with competitors, which complicates this approach. 
Datasets from individual companies will hardly be sufficient to 
fine-tune a large model like an LLM.  

However, as products become more and more standardized, 
functional safety becomes a basic requirement instead of a 

differentiating factor, as proven by the numerous safety 
standards available in all domains. Similarly, a standardized 
safety assistant could become an enabling technology for 
companies to develop more complex products that differentiate 
themselves based on their features. 

V. CONCLUSION 

Safety engineering continues to be an important aspect of 
product development. Novel technologies revolutionize what is 
technologically feasible, however, also push established safety 
engineering methods to their limits. In this paper, we have 
described the economic consequences of the technological 
developments we are witnessing. Furthermore, we have 
proposed a genAI-based safety assistant as an approach to 
extend the limitations of established safety methods. Our 
prototypical tool can be used to support the work of safety 
engineers, saving resources, enabling more complex 
applications, strengthening safety cases, and using expertise that 
is rare to come by more effectively. 

Several research challenges remain for a productive use. At 
Fraunhofer IKS, we are actively investigating how to make 
genAI more reliable to use, paving the way for its adoption in 
safety-critical applications. 
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