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Introduction

Digital Twins (DT), the virtual representation of physical assets,
can bring enormous value to the shopfloor. They are expected
to reduce time and costs, as well as increase efficiency and
knowledge about the product use. The possible use cases
cover the whole value chain, including product planning,
product development, production planning, production, and
assembly, as well as logistics, maintenance and service during
use, disassembly, and recycling. By mapping the real asset
into the digital world, optimization, error-analyses, and even
simulation of behavior can take place, enabling the usage of
large-scale computing power, such as factory cloud systems.

The IT systems currently used for Digital Twins are Product
Lifecycle Management (PLM), Enterprise Resource Planning
(ERP), internal solutions, CAD systems, and the cloud. This is
reflected in the data that is most often stored in Digital Twins:
the largest portion is geometry data, followed by kinematics
and behavior. In addition, Digital Twins store control, simula-
tion, and environmental data. System models, however, only
play a smaller part in current Digital Twins [1]43. To feed the
Digital Twin with live data from the shopfloor, an increasingly
integrated and connected production as well as a higher use
of sensors and computing instances, such as edge and cloud
devices, is needed. Protocols like Mqtt, LWM2M or OPC UA
can be used to connect the sensors and actuators via Ethernet
to the Digital Twin, allowing live monitoring of the production
and subsequent optimizations.

To use the Digital Twin on the SCADA, PLC, and field level of

a running production, the Digital Twin must meet industrial
requirements, such as real-time capability. Most systems and
devices at this level have hard real-time requirements to ensure
precise and predictable behavior. Current Digital Twin solutions
do not support these requirements and can therefore only

be used for a retrospective analysis of the process, not for an
optimization during the runtime. However, those optimizations
have huge potential to reduce rejects and optimizing quality.
This raises the question: can the Digital Twin also be used
down to the field level? How can these systems benefit from

a Digital Twin? What would be tangible use cases? And could
they be implemented using state-of the art software frame-
works? What are the specifics and challenges of a Digital Twin
in a real-time context?

In the ICNAP study “Real-time Digital Twin” the goal is to
explore the topic of Digital Twins in a real-time context and
get answers to the previously asked questions. Starting with
the state of the art of Digital Twins, the current understanding
and use is described in the following report. The concept of
real-time computation and communication is introduced to
distinguish hard and soft real-time from information generated
at runtime. Then, the term Real-time Digital Twin is defined.
Further, the analysis of use cases, which have been identified
in the literature as well as in the ICNAP community, show the
potential of using Digital Twins in a real-time context. To pro-
vide a direct entry point into the use of the Real-Time Digital
Twin with this study, various hard and software tools for rea-
lizing Digital Twins are covered, and the software frameworks
for Digital Twins are evaluated. Finally, this report then touches
on open research topics.



Digital Twins for industrial production

Digital Twins

Digital Twins are the representation of assets in the digital
world. They consist of more than data that is assigned to a
physical object: To make a Digital Twin a Digital Twin, it also
must model the state of the physical twin supported by data
[2]. The Digital Twin must also be associated with an existing
physical twin, otherwise it would only be a model [3]. The
ISO 23247-1 defines a Digital Twin as “a fit for purpose digital
representation of an observable manufacturing element with
synchronization between the element and its digital repre-
sentation” [4]. The observable manufacturing elements can
include processes and documents. Synchronization allows to
update both the Digital Twin and the observable manufactu-
ring element with the respective values. The synchronization
can either be done continuously or if an event happens, which
is realized via communication protocols.

The ISO 23247 does not only define the Digital Twin and the
synchronization, but it also presents a Digital Twin frame-
work for manufacturing (see Figure 11): It consists of a user
domain, a Digital Twin domain, and a device communication
domain and then builds on the domain of the observable
manufacturing elements. The device communication domain
collects data from the observable manufacturing elements
and controls and actuates them. The user domain analyzes
the Digital Twin for humans, for example via a human machi-
ne interface. Alternatively, the user domain also provides
access to the Digital Twin for Enterprise Resource Planning
(ERP) or Manufacturing Execution Systems (MES). The Digital
Twin domain holds the Digital Twin, takes care of updating

it with the data from the device communication domain,

and manages access to the Digital Twin by the user domain.
Applications that operate on the Digital Twin, such as a simu-
lation, are also part of the Digital Twin domain [5]. The Digital
Twin should be implemented using appropriate tools and
should include relevant data and models. It is also possible for
the Digital Twin to only include a part of a system. [4]
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Real-Time computation and communication

Important processes within automation and production
technology are subject to strict time requirements, also called
real-time. While the term real-time is often used synonymously
for fast processes, real-time systems do not necessarily need to
be fast. It is more important that a real-time system, including
computation and communication, is predictable. Results or
sent information do not only need to be correct and fast, but
also be predictably available before a certain deadline [6]. A
distinction can be made between hard and soft real-time,
where the difference is how long after the deadline the value
of a computation or communication is valid.

Hard real-time: The data loses its value directly after the dead-
line. If the system misses the deadline, there are consequences,
e.g., the quality of the product will be affected, or someone
could be in danger. Examples for this include control loops,
safety systems, or the brake of a car.

Digital Twin Framework for Manufacturing

Digital Twin

T

Device Communication

Figure 11: The Digital Twin framework for manufacturing [5]



Soft real-time: The data is also valid if the deadline is missed
occasionally. If the system misses the deadline, the operation
degrades. Examples for this include multimedia streaming, or
weather stations.

Most Digital Twins today are either not a real-time system or
only apply soft real-time.

Real-time computation: Real-time computation systems must
do the respective data-processing according to the require-
ments of the connected outside process [7]. Therefore, they
have to be synchronized with the external events and react
directly. The availability of the result of the processing then
must meet the deadline predetermined by the outside process.
It is also required that the deadline is met predictably even in
worst-case scenarios. The correctness of results of a real-time
computation system are therefore not only defined by the
correctness of the computed result but also by the ability to
meet the predetermined deadline that is independent of the
processing speed [8].

Real-time communication: To meet these requirements in
industry, special physical fieldbus systems are used for time-cri-
tical sequences and processes in automation and production
technology. These connect control and field devices and also
enable cyclic and deterministic communication. However, the

Use Cases

Use case categories by the Trans Continuum
Initiative

While in the literature the real-time Digital Twin is not yet a
very defined term, in a whitepaper of the TransContinuum
Initiative, the term Real-time Digital Twin refers to the use “for
online prediction and optimization of highly dynamic industrial
assets and processes” [8]. This is posing soft and hard real-time
requirements on the Digital Twins and therefore matches with
the definition of this ICNAP study.

In the whitepaper, use case categories including sample use
cases are defined.

proprietary and vendor-dependent nature of the standards
used to date makes it difficult or even impossible to combine
them with networks or devices that use other communication
standards, such as Cloud or Edge Systems, relying on IEEE
802.3 Ethernet. With Time-Sensitive Networking (TSN), Deter-
ministic Networking (DetNet) and 5G that may change. All are
compatible with Ethernet and offer real-time mechanisms for
deterministic communication.

Definition of a Real-Time Digital Twin

The first application for Digital Twins in manufacturing listed
by the ISO 23247-1 is real-time control of a manufacturing
process [4]. As discussed in section 2.2, this process could be
categorized as a hard real-time process.

Therefore, a Digital Twin in a real-time context is also a Digital
Twin, but it has different requirements than the normal Digital
Twin. To emphasize the use of a Digital Twin in a real-time
context we can define the term “Real-Time Digital Twin”. The-
refore, a Real-Time Digital Twin is a Digital Twin on which hard
or soft real-time timing requirements are placed.

Milling with robots

In a milling process, the accuracy depends on the stiffness of
the milling machine. In this use case, the vibration that occurs
during the milling process is predicted during the process. The
results are then used to compensate the vibrations occurring in
a robot during the milling process, and this way the accuracy
of the milling of the product is enhanced. This allows us to use
robots for industrial milling tasks. [8] This use case falls into the
category of performance optimization.



Increasing uptime of motors

The temperature inside the electrical drive is a limiting factor
for operation of the motors. In this use case the Digital Twin

is used as virtual sensor to sense this temperature. It can be
obtained using a model-based simulation. With this informa-
tion, the availability of the motor can be increased because the
motor can be used again earlier. [8] This use case is part of the
virtual sensing category.

Dynamic structural health monitoring for an
unmanned aerial vehicle

Using a probabilistic graphical model, [9] abstract the “asset-
twin system” as a coupled system and use it for scalable struc-
tural health monitoring of an unmanned aerial vehicle (UAV).
Uncertainty quantification is done with a Bayesian inference
framework. One of the listed limitations is the limitation of
computational resources which could be solved e.g., via redu-
ced order-modelling. The project has a corresponding Github
repository [10] where the Digital Twin is done with ROS [11].
This use case falls into the performance prediction category.

Software for implementation
of a Real-Time Digital Twin

Available Digital Twin Solutions

Asset Administration Shell

The Asset Administration Shell (AAS) is the Digital Twin for
Industry 4.0. It is curated by the Industrial Digital Twin Associa-
tion (IDTA). The IDTA was founded by VDMA, ZVEI and Bitkom
and twenty companies in 2021 [12]. Today, the number has
more than doubled [13]. The AAS in combination with an asset
is called an Industry 4.0 component. Assets can be machines
or material, but also documents or contracts. It is everything
that needs to be integrated into the virtual world for an Indus-
try 4.0 solution [14].

OPCUA

OPC UA, which stands for Open Platform Communications
Unified Architecture, is a standard developed by the OPC
foundation, which is an industry consortium consisting of more
than 850 members, including major players in manufactu-

ring technologies [15]. OPC UA describes itself as a platform
independent, service-oriented architecture. It is independent of
hardware platforms and an operating system and may run on
microcontrollers as well as the cloud. Therefore, it can provide
interoperability [16].

OPC UA provides a base information model which is extended
by more detailed specifications by the OPC Foundation. Com-
panion specifications are built on top of that, by industry part-
ners agreeing on a common information model for a particular
type of asset. For example, the VDMA, Verband Deutscher
Maschinen und Anlagenbauer, has working groups developing
such companion specs, e.g. for robotics or drive technology
[17]. Vendor specific, proprietary information models can then
be implemented on top of the companion specification.

Eclipse Ditto™

Eclipse Ditto™ [18] is an open-source software framework to
implement Digital Twins. It locates itself as part of the Inter-
net of Things (loT) and provides a (software independent) loT
middleware that connects and abstracts the devices to and
from the applications. It can be used with various communi-
cation technologies such as MQTT. It provides access to the
Digital Twin via an APl and provides authentication among
other features. The assets are modelled in Eclipse Ditto™ as
Things and can be physical assets or “anything else - if it can
be modeled and managed appropriately by the supported
concepts/capabilities” [19].



ROS

The Robot Operating System ROS2 [11] is an open-source meta
operating system for robotics. ROS can be divided into midd-
leware, algorithms, and developer tools. These developer tools
contain, amongst others, tools for configuration, visualization
and simulation. The algorithms are suited for robotic applica-
tions such as SLAM [20]. The middleware is based on publish /
subscribe communication and the ROS graph. This middleware
is interesting for building Digital Twins: [9] have used ROS to
implement their simulated asset and the corresponding Digital
Twin.

MQTT+ Sparkplug

MQTT implements Publish Subscriber (PubSub) communication.
It is an OASIS Standard and can be seen as a de facto standard
for Internet of Things (loT) [21]. Originally, MQTT was developed
for message transport of SCADA systems and because of this,
information about the state of the MQTT devices are built-in.
MQTT does not specify what the topics the publishers and sub-
scribers use to communicate should look like, nor does it specify
the content (payload) of the messages. This allows for maximum
flexibility but is problematic if interoperability between different
sectors is to be achieved. For that reason, MQTT Sparkplug was
developed (see website [22] or GitHub [23]). It provides a specifi-
cation of topics and payloads of the messages.

Evaluation Method

This [5] standardizes the Digital Twin framework for manu-
facturing, pictured below, for the observable manufacturing
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Data Collection Device Control

Observable Manufacturing Elements
Resource Specific

elements. The Digital Twin Framework as a concept has been
introduced in section 2.1 and will now serve, in a more detailed
version, as base for the software evaluation. The Digital Twin
framework consists of the device communication entity, the
Digital Twin entity, the user entity, and a cross system entity.

The observable manufacturing elements communicate with the
Digital Twin via the device communication entity which has sub
entities for data collection and device control. The information
is then processed by the Digital Twin entity. It has the sub ent-
ities “operation and management”, “application and service”
and “resource access and interchange”. The Digital Twin entity
is the virtual representation of the observable manufacturing

elements.

The user entity is managing the access of the Digital Twin
entity for user applications such as Human Machine Interfaces,
Manufacturing Execution Systems and Enterprise Resource
Planning Systems as well as for other Digital Twins.

The evaluation concentrates on a subset of functional entities:
for the Digital Twin itself, the Digital Twin entity of course is
most important. In the real-time context also the device com-
munication entity is relevant. Therefore, the evaluation focuses
on functional entities that would be directly included into a
closed loop setup.

The explanations for the individual scores can be found in the
corresponding guidebook of the real-time Digital Twin study.
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Summary

Summarizing the software evaluation, each of the presented
software frameworks has advantages and disadvantages,
which will be discussed below: The Asset Administration Shell
provides standardized information modelling and is supported
by an impressive number of companies, but still lacks matu-
rity and easy deployment. OPC UA is widely adopted in the
industry, the information modelling is worked on in various
groups and with OPC UAFX, it takes important steps towards
real-time capability. Eclipse Ditto connects to the Thing
descriptions prevalent in the loT world and offers APIs for easy
communication with the Digital Twin. ROS2, although not
intended for use as a Digital Twin, does provide a very promi-
sing framework, but it lacks standardized data / information
modelling. With Sparkplug, MQTT is starting to move from a
communication protocol mostly used in IoT to also advance in
the industrial sector and incorporate Digital Twin functionality.

It is not possible to cover every function of the Digital Twin
within a single framework. Therefore, just employing one soft-
ware is not sufficient. Building a Digital Twin requires building
the architecture, spanning the whole framework of commu-
nication with the assets, and building connections to further
applications, such as visualizations, or to other Digital Twins.

The presented frameworks can all play a part in building such
an architecture. Which software is most suitable highly depends
on the requirements that are placed on the software. It is
important to keep in mind the standardization and interopera-
bility, because one of the interesting features of Digital Twins is
the data provision and data exchange with various partners.

The Digital Twin functions that can be fulfilled in real-time are
very limited so far. For soft real-time systems, all frameworks
presented might be sufficient, but this should be carefully
evaluated on a use case basis before the implementation. The
evaluation at hand can be used as a starting point and additio-
nal information on the frameworks and their fulfillment of the
functions is available in the guidebook.

For hard real-time use cases, none of the software frameworks
can currently be used to implement a Digital Twin off the shelf.

Most promising are ROS2 and OPC UAFX. ROS2 offers a
real-time framework intended for robotics with potential for
implementing Digital Twins, although this possibility should be
explored further. The real-time communication that is already
possible via OPC UAFX could be further advanced.

Selected Research Areas

Usability

As of today, the model creation and deployment are mostly
done manually, which is not scalable. New service-oriented
architectures and solutions for the exchange of data, simu-
lation models, and process knowledge between different
stakeholders are missing. Also, the effort of implementing a
Digital Twin needs to be reduced. DevOps, the conjunction of
development and operation mostly used in software develop-

ment and deployment, should be applied for Digital Twins also.

Additionally, the usability of the Digital Twin has to be
improved. Here, mixed reality techniques as well as low code
approaches are promising to make interacting with a Digital
Twin easier for humans [8].

Models, simulation, and computation

In addition to being able to exchange models between stake-
holders, creating and (re)calibrating models in real time is still a
challenge. The fields of scientific machine learning and physics
informed neuronal networks could help advance model crea-
tion toward a joint approach based on data, Al, and models [8].
The models must be sufficiently accurate, but the cost of com-
putation for high accuracy models is very steep. For techniques
like Finite element modelling or computational fluid dynamics,
updating them after several hours instead of every second could
be sufficient. Other possibilities would be to only simulate local
parts instead of the whole system, or use surrogate models,
which approximate the complex models to make them easier
computable. Another approach is model order reduction [3].



Trust

Especially for (hard) real-time Digital Twins, where the predic-
tions of the Digital Twin are used in a safety or quality critical
process, it is important to be able to trust those predictions.
This trust must encompass the data, the model, and the
procedure.

Trust in data can, to a degree, be enhanced using metadata,
by for example including a timestamp, the last calibration, or
the type of sensor used. For this, an agreed upon standard

Conclusion

The topic of real-time Digital Twins promises efficiency gains
for mass customization, process optimization, and quality. The
use case categories show the different application areas ran-
ging from the estimation of virtual sensor data to performance
optimization and virtual testing possibilities. The community
use cases show the potential for improving quality and effi-
ciency in production.

This ICNAP study focused on the infrastructure part for
real-time Digital Twins, finding that possibilities for real-time
communication are available and information modelling has
been and still is getting a lot of attention. It helps to address
the need for high trust in the data of the Digital Twin.

The presented software comes from different backgrounds,
from Industry 4.0 activities, existing communication solutions,
standards and from the Internet of Things (IoT) movement. In
the end, they all share the same vision of a virtual world that
can interact with the physical assets that they are modelling
and help support humans in the optimization of processes in
networked and adaptive production. On the infrastructure side
of things, a lot of research and development is still needed

on metadata is needed. Furthermore, it needs to be specified
what data is really needed for which Digital Twin. Using a wide
set of sensors, big data volumes can be used, but finding the
relevant data through data reduction techniques is an active
field of research.

Trust in the model can be increased by using uncertainty quan-
tification and a validation strategy that encompasses not only
one model, but also chains of interdependent models [3].

to allow for easy to use, standardized, and scalable solutions.
Currently, there is no one framework for building real-time
Digital Twins that is able to fulfill all requirements for all use
cases. With all presented frameworks building Digital Twins

is mostly possible in a soft real-time context. Solutions are
available for using predictions in hard real-time contexts, not
with a dedicated Digital Twin framework but using models
and control theory. But as of right now, challenges for building
real-time Digital Twins do not stop with scalable frameworks:
Knowledge about processes, uncertainty quantification, and
questions about what data to include are still challenges pre-
sent in the literature. An important issue is also the inclusion of
simulations and artificial intelligence in hard real-time environ-
ments, such as closed loop control loops.

Real-Time Digital Twins have a lot of potential for industrial
production. While a lot of research is still needed, most fields
are under active development, and using specific models and
carefully selected software, some implementations are already
possible today.
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