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Abstract
Manufacturing companies increasingly share computerized numerical control (CNC) machining data via industrial data 
ecosystems and vendor cloud platforms. While these approaches promise improved productivity, they also raise confiden-
tiality risks: seemingly low-risk time series measurements can leak confidential information about part geometries and 
process parameters if obtained by malicious actors. In this work, it was investigated to what extent confidential geometric 
and process information can be reconstructed from CNC time series measurements acquired during 2.5-axis peripheral and 
face milling jobs, and how privacy-preserving technologies can be used to mitigate this reconstruction risk. A five-step 
methodology was applied: (1) acquisition of CNC data, (2) protection of the axis time series through privacy-preserving 
technologies, (3) evaluation of the remaining data utility, (4) reversal of the protection using a filter-based approach, and 
(5)  reconstruction of the confidential information using machining-domain knowledge. The approach was evaluated on 
time series measurements of two reference parts. The results show that a suppression of only the axis position data is insuf-
ficient and that a reduction in sampling rate combined with a moderate noise addition hinders the reconstruction at the cost 
of a substantial loss in data utility. At the original sampling rate, the feed per tooth and certain geometric features could 
still be reconstructed even under high noise addition. The necessary degree of protection and the remaining data utility 
varied between the two reference parts, indicating that the reconstruction risk needs to be evaluated on a per-part basis.

Keywords  CNC machining · Industrial data sharing · Cybersecurity · Privacy-preserving data mining · Intellectual 
property · Confidential information
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1  Introduction

1.1  Motivation

Data ecosystems such as Gaia-X [18] or, specifically in 
the manufacturing sector, Manufacturing-X [41] aim for 
innovation through data sharing using a trustworthy and 
interoperable collaboration platform. Participating compa-
nies retain full control over their data and can manage by 
whom and for which purposes their data can be used. Aside 
from these data ecosystems, machine tool manufacturers 
and computerized numerical control (CNC) manufacturers 
also offer different cloud solutions. Here, the machine tool 
operators can connect their machine tools to the correspond-
ing cloud solution and monitor their machine tools remotely, 
enabling use cases such as process monitoring and predic-
tive maintenance. Examples of these cloud solutions are the 
DMG MORI Celos X platform [11], the GROB Cloud4Ma-
chine platform [22], and the Siemens InsightsHub platform 
[48]. Although some of these cloud solutions can also be 
hosted on-premises, this can be a hindrance for small- and 
medium-sized enterprises, which may therefore opt for the 
cloud solution due to limited technical resources [5]. While 
data ecosystems legally limit the extent to which other par-
ticipating companies can use the data, manufacturing is the 
sector with the highest share of cybersecurity attacks with 
data theft being the second most frequent aim after extortion 
[28], which impacts data ecosystems and cloud solutions 
alike. A malicious actor could gain unauthorized access to 
the shared data and then use it for malicious purposes [15], 
as shown in Fig. 1. The fact that the data no longer reside 
solely within the infrastructure of the data-owning compa-
nies increases the risk of an unauthorized access due to mul-
tiple potential attack vectors. Furthermore, the data-owning 
company cannot directly influence the cybersecurity mea-
sures of the other companies.

1.2  Privacy-preserving technologies

In the domain of additive manufacturing, [23, 19] showed 
that it is possible to reconstruct part geometries either from 
acoustic measurements [23] or from the energy consump-
tion of the machine axes [19], achieving positional errors in 
the reconstruction of around 1 mm. Giehl et al. [20] demon-
strated the reconstruction of part geometries from simulated 
acceleration sensor measurements.

To prevent such reconstruction attempts, privacy-preserv-
ing technologies can be applied. These privacy-preserving 
technologies protect the confidential information contained 
in the data while at the same time maintaining data utility. 
According to [10], four main categories of privacy-preserv-
ing technologies can be distinguished: non-perturbative, 
perturbative, de-associative, and synthetic data technolo-
gies. Non-perturbative techniques reduce the disclosure risk 
by limiting the level of detail in the data without altering 
its truthfulness. These include global recoding, local recod-
ing, top-and-bottom coding, suppression, and sampling. 
Non-perturbative methods are often used when preserving 
interpretability is important, though they may result in infor-
mation loss. Perturbative techniques modify the original data 
to prevent re-identification while retaining overall statistical 
properties. These include swapping, re-sampling, noise addi-
tion, microaggregation, rounding, the post-randomization 
method, and shuffling. De-associative techniques focus on 
breaking the link between quasi-identifiers and confidential 
attributes through reorganization of the data by splitting the 
data into separate buckets. In the last category, synthetic data, 
data mining methods or deep learning models are employed 
to generate new data with the same statistical properties and 
relationships as the original data.

Differential privacy is a perturbative privacy-preserving 
technique in which calibrated random noise is added to data 
in order to provide a mathematically quantifiable protection 
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Fig. 1  Manufacturing companies can benefit from uploading their machining data to the cloud, e.g., through collaboration with partners or through 
products offered in cloud solutions. However, this has the risk of disclosing confidential information, in case a malicious actor acquires the data
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against the disclosure of confidential information [13]. It 
enables the controlled release or use of data while limit-
ing the influence of any individual record on the published 
result, thereby reducing the risk of privacy leakage even in 
the presence of auxiliary background knowledge. In its clas-
sical formulation, differential privacy assumes independent 
records and is therefore not directly applicable to continuous 
or temporally correlated data such as time series [12]. Sev-
eral extensions have been proposed that explicitly account 
for temporal dependencies between individual data points 
and quantify the resulting privacy risks accordingly [7, 15]. 
However, the privacy risk is evaluated only for the original 
data itself and not for further confidential information that 
may be inferred through expert knowledge. In addition to 
the aforementioned privacy-preserving technologies, homo-
morphic encryption is a further approach that enables com-
putations to be carried out directly on encrypted data. Still, 
its application requires substantial computational resources 
and restricts the types of arithmetic operations that can be 
performed efficiently on the encrypted data [51].

To select suitable privacy-preserving technologies, first 
the disclosure risk and the structure of the data are assessed. 
Then the data are protected and the remaining disclosure 
risk and data utility are quantified. If either the requirements 
on the disclosure risks or those on the data utility are not 
met, the parameters of the privacy-preserving technologies 
are re-adjusted or different technologies are selected. Oth-
erwise, the data can be released [10]. For the quantification 
of the disclosure risk, no general method is available [36]. 
This is due to the potential external information which a 
malicious actor might possess [9]. The effect of privacy-
preserving technologies applied to time series measure-
ments can be partially mitigated through post-processing, 
especially when temporal correlations and system dynamics 
are known. In particular, optimal estimators such as Kalman 
filters or Wiener filters can reduce additive, zero-mean noise 
if its statistical properties are known [34]. Furthermore, 
aggregation alone has been shown to be insufficient in cer-
tain cases, as dynamic behavior can be reconstructed from 
aggregate signals using model-based estimation or inverse 
optimization techniques [50]. A malicious actor with a max-
imum amount of external information should be assumed 
to estimate an upper bound for the disclosure risk [10]. The 
data utility should be quantified by the resulting information 
loss, when the data are used for general purposes, and by the 
resulting loss in predictive performance, when the data are 
used for predictive tasks [10]. The information loss is deter-
mined by the difference between the original and protected 
data points and by their difference in statistical values [17, 
27]. The loss in predictive performance is calculated by the 
difference of a model metric when the model was trained 
with the original data against when it was trained with the 

protected data. The selection of the model depends on the 
intended use case for the data [8].

In the scientific literature, Roman [45] applied different 
perturbation algorithms on time series of vehicle speed and 
evaluated the impact on data utility. However, no external 
information of the malicious actor was considered when cal-
culating the data utility. Giehl et al. [21] used noise addition 
for protecting the confidential information of machine tool 
axis position time series, thus preventing a reconstruction of 
the part geometry. Hu et al. [25] applied several differential 
privacy mechanisms for training a power consumption pre-
diction model for CNC machines. The authors evaluated the 
effect of an increasing protection on the data utility, which 
decreased with increasing noise addition. Boiarkin et al. [4] 
provided a local differential privacy framework for shar-
ing time series power consumption data. The users of the 
framework can select the degree of protection depending on 
the allowed privacy risk. However, the framework is only 
applicable to time series of identical dimensions. Zhang et 
al. [52] developed a privacy-preserving framework for shar-
ing machine tool sensor data. The sensor data were acquired 
by the machine tool manufacturer and were used for pre-
dictive maintenance purposes. Lee et al. and Piran et al. 
[35, 39] both developed new approaches which perturb the 
training of neural network models through noise addition 
to protect the models against model inversion attacks. They 
evaluated the resulting prediction performance against the 
risk of leaking confidential training data through a model 
inversion attack. However, the initial training dataset was 
not protected.

1.3  Contribution

A review of the related literature reveals that existing stud-
ies on confidentiality risks in manufacturing data can be 
categorized along two aspects: whether an attack on data 
confidentiality was attempted, and whether privacy-preserv-
ing technologies were applied prior to the attack. In the first 
category, Hojjati et al., Gatlinet al., and Giehl et al. [19, 23, 
20] demonstrated that part geometries can be reconstructed 
from manufacturing data. However, no privacy-preserving 
technologies were applied to the data before the reconstruc-
tion attempt, and the analysis was limited to the toolpath 
without considering further reconstructable confidential 
information such as process parameters or machine utiliza-
tion. In the second category, Giehl et al. and Huet al. [21, 
25] applied privacy-preserving technologies to manufactur-
ing data, while [4, 45, 52] did so for related sensor or energy 
time series. None of these studies subsequently attempted to 
reconstruct confidential information from the protected data. 
The approaches of [35, 39] consider model inversion attacks, 
but only on neural network models trained from unprotected 
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data, not on the released time series. Across all reviewed 
studies, the disclosure risk was assessed exclusively for the 
originally shared or protected signals. None evaluated which 
further confidential information, such as process parameters 
or geometric features, can be reconstructed from the origi-
nal or the protected data using domain knowledge. As the 
effectiveness of privacy-preserving technologies cannot be 
assessed without considering domain-specific threat mod-
els [9], and as differential privacy guarantees weaken under 
temporal correlation [7, 14] and aggregated signals can be 
exploited through model-based estimation [34, 50], this gap 
leaves manufacturing companies without means to verify 
whether their shared data might leak confidential manu-
facturing information. The present work addresses this gap 
through the following contributions: 

1.	 An integrated protection and attack methodology was 
proposed that combines (1) the data acquisition from 
CNC machines, (2) the protection using three privacy-
preserving techniques, (3) the evaluation of the remain-
ing data utility, (4) the reversal of the protection by 
exploiting manufacturing knowledge, and (5) the recon-
struction of multiple types of confidential information 
beyond the originally protected signals, including pro-
cess parameters and geometric features.

2.	 A domain-specific threat model was formulated that cap-
tures realistic expert knowledge such as machine kine-
matics and piecewise-constant feed rate dynamics.

3.	 A systematic parametric evaluation of the privacy-pre-
serving techniques was performed on data from two dif-
ferent parts by varying the protection parameters across 
data availability, sampling rate, and noise addition. The 
influence on the reconstructability of each type of confi-
dential information was quantified.

4.	 Implications for data utility were analyzed by evaluating 
two representative use cases. This enables the selection 
of privacy-preserving techniques that sufficiently protect 
confidential information while maintaining the usability 
of the data for the intended applications.

This joint treatment of protection, data utility, reversal, and 
reconstruction is the first to enable manufacturing compa-
nies to quantitatively verify whether their shared data may 
leak confidential information beyond the originally pro-
tected signals, thereby providing a foundation for informed 
data-sharing decisions in industrial practice.

1.4  Structure of the article

The remainder of this article is structured as follows. First, 
in Section 2, potential confidentiality risks of CNC machin-
ing data are derived. In Section 3, possible scenarios for 

protecting machining data are defined, the evaluation of 
the remaining data utility after protection is explained, and 
attacks to reconstruct confidential information are derived. 
Then, in Section 4, the application of the protection and 
attack scenarios to CNC time series data of the manufactur-
ing process of two reference part geometries is described. 
Lastly, in Section 5, the applied methodology and the results 
are critically reflected, and an outlook on potential future 
research is given.

2  Confidentiality risks of CNC machining 
data

Modern CNC machine interfaces provide access to a variety 
of CNC machine state and process data. Data acquisition 
can be done through the CNC controller’s communication 
interfaces, including standardized industrial protocols such 
as MTConnect and Open Platform Communications Uni-
fied Architecture (OPC UA) [29], or through proprietary 
vendor-specific interfaces. These interfaces enable the high-
frequency acquisition of time series measurements, which 
can be externally logged at sampling rates with up to 1 kHz 
[3]. Machine data streams from CNC include, among oth-
ers, time series of the axis positions and velocities and of the 
spindle speed and torque, as well as tool information such 
as diameter, length, and number of teeth. When combined, 
these parameters can reveal sensitive insights into confiden-
tial information, which can pose a competitive disadvantage 
if this information is acquired by malicious actors and is 
leaked to other manufacturing companies. An overview of 
potential reconstructions of confidential information from 
machining data of a milling process is provided in Table 1. 
Further potential confidential information not depicted here 
includes the material removal rate, the tool properties (type, 
diameter, and length), the workpiece material, the cutting 
strategy (i.e., conventional milling, climb milling, or full 
slot milling), the machining strategy, and the fixture of the 
workpiece.

3  Protection of machining data and 
reconstruction of confidential information

The usage of data ecosystems or cloud solutions results 
in confidentiality risks for manufacturing companies. To 
mitigate these risks, privacy-preserving technologies can 
be used. Within the context of protecting machining data, 
the goal is not the protection of personal privacy but the 
protection of the confidential information of the manu-
facturing company, for which the term confidentiality-
protecting technology (CPT) has been proposed instead of 
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privacy-preserving technology [37] and will also be adopted 
in this work.

As this is the first study in this field, only 2.5-axis periph-
eral and face milling were considered as machining pro-
cesses. As data, the time series of the axis positions and 
axis velocities of the X- and Y-axes, the time series of the 
spindle speed, and the tool information were considered. 
Possibilities to extend the method by including additional 
time series, such as axis torques, and by considering 5-axis 
movements are discussed in Section 5.

The method consists of five stages to evaluate potential 
confidentiality risks. The stages are 1) the data acquisi-
tion, 2) the protection of the acquired data using selected 
CPTs, 3) the evaluation of the remaining data utility, 4) the 
attempt to reverse the protection, and 5) the reconstruction 
of confidential information. For an exemplary case, the five 
stages are shown in Figs. 2 and 3. The individual steps are 
explained in the following.

3.1  Data acquisition

Only data from the CNC of the machine tool during the 
machining of a part are considered, see Fig. 2, step 1. This 
includes the time series of the axis position pi and the axis 
velocity vi of the X- and Y-axes for i ∈ {x, y}, and the 
spindle speed s along the toolpath (Fig. 2, step 2). The time 
series are sampled with a constant rate fsampling. Further-
more, static information about the tool diameter D and the 
number of teeth nz is recorded.

The recorded axis position and axis velocity data are 
represented as a discrete multivariate time series in matrix 
form,

D =




px,0 py,0 vx,0 vy,0
px,1 py,1 vx,1 vy,1

...
...

...
...

px,N−1 py,N−1 vx,N−1 vy,N−1


 ∈ RN×4,� (1)

where N denotes the total number of recorded samples. The 
time-discretized form of each time series can be expressed 
as a vector of samples:

pi = [pi,0 pi,1 . . . pi,N−1]T , � (2)

vi = [vi,0 vi,1 . . . vi,N−1]T , � (3)

s = [s0 s1 . . . sN−1]T . � (4)

Exemplary time series of the axis positions and axis veloci-
ties are shown in Fig. 2, step 3.

3.2  Protection of the CNC machine data

Within this work, only the application of CPTs to the time 
series of the axis positions and axis velocities was consid-
ered. The time series of the spindle speed and the static 
tool information were not protected. Suppression, micro-
aggregation, and noise addition were selected as suitable 
CPTs. Suppression was chosen, as often not all available 
data are required for deriving the insights shown in Fig. 1 
and thus do not need to be shared, following the principle 

Table 1  Possibilities for reconstructing confidential information from 
machining data
Recon-
structed 
information

Requiredinformation Description

Toolpath Axis positions and the 
kinematic chain of the 
machine tool

The toolpath can be 
determined by the time 
series of the positions 
of the translational and 
rotational axes and 
the knowledge of the 
kinematic chain of the 
machine tool. [47]

Part 
geometry

Toolpath, tool diameter, 
tool engagement, and 
cutting strategy

The machined geometry 
can be reconstructed 
by simulating mate-
rial removal along the 
toolpath using the tool 
diameter, identified tool 
engagement intervals, 
and the cutting strategy, 
which determines on 
which side of the tool 
material is removed. [40]

Axial ap 
and radial ae 
depths of cut

Toolpath and part 
geometry

Axial and radial depths 
of cut can be recon-
structed from the relative 
position of the toolpath 
with respect to the part 
surface or previously 
machined geometry 
between consecutive tool 
passes. [49]

Feed rate vf Axis velocities and 
kinematic chain of the 
machine tool

The feed rate can be 
determined from the 
magnitude of the veloci-
ties of the translational 
and rotational axes using 
the kinematic chain of 
the machine tool. [47]

Feed per 
tooth fz

Feed rate, spindle speed, 
and number of teeth

The feed per tooth can 
be computed from the 
feed rate, the spindle 
speed and the number of 
teeth of the tool. [49]

Cutting 
speed vc

Spindle speed and tool 
diameter

The cutting speed can 
be calculated from the 
spindle speed and the 
tool diameter. [49]
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of data minimization. For example, the axis position data 
are not required for state monitoring of the machine tool. 
Microaggregation was selected as a second CPT. Within 
this work, microaggregation was implemented as a reduc-
tion of the sampling rate of the original time series. It was 
selected, as a lower sampling rate might suffice for a given 
use case, thus reducing the required bandwidth for send-
ing the data to the cloud infrastructure and reducing the 
necessary storage size. For example, for determining the 
machine utilization, a sampling rate of 10 Hz can already 
be sufficient compared to the higher sampling rate of the 
CNC. Noise addition through random Gaussian noise was 
used as a third CPT. It was chosen, as it maintains the sam-
pling rate of the original time series while obscuring the 
exact values. Furthermore, the commonly employed tech-
nique of (ϵ, δ)-differential privacy also utilizes Gaussian 
noise addition [14]. However, the assumptions necessary 
for differential privacy of independent samples do not hold 
for continuous time series with temporal dependencies [7], 
as is the case for the dataset used in this study. The three 

selected CPTs cover complementary protection dimensions 
relevant to CNC time series: suppression removes entire 
attributes (eliminating direct disclosure), microaggregation 
reduces temporal resolution (limiting the information rate 
available to a malicious actor), and noise addition perturbs 
individual values (obscuring fine-grained dynamics while 
preserving the sampling rate). Combining them allows the 
trade-off between utility and confidentiality to be controlled 
along these three independent axes, which more advanced 
mechanisms such as time series differential privacy or syn-
thetic data generation cannot do without sacrificing inter-
pretability and direct compatibility with existing CNC data 
pipelines.

The suppression-protected dataset Dsupp is obtained by 
masking the columns of D,

Dsupp = Ddiag(m),
m = [mpx mpy mvx mvy ]T ,

mj ∈ {0, 1},

� (5)

x : Step number x

noitisiuqca
ata

D
noitcetorP

Tool pathToolpath Axis positions and velocities

Suppression

Suppressed axis positions

Microaggregation

Original sampling rate

Noise addition

Time series before
noise addition

Machining job

Machining of a part
Acquisition of numeric control data

Part
geometry

100

200

2 3

4 5 6

1

State monitoring*
7

scitylana
duol

C

Productive time Non-productive time

*exemplary use case

Fig. 2  The data acquisition, the protection, and the cloud analytics stage shown for an exemplary part; the stages are explained in the main text

 



1 3

The International Journal of Advanced Manufacturing Technology

where diag(m) ∈ R4×4 is a diagonal masking matrix. An 
example for the dataset from Fig. 2, step 3 with suppressed 
axis position data is shown in Fig. 2, step  4. The micro-
aggregated dataset Dma is obtained by reducing the sam-
pling rate of the suppressed dataset Dsupp from fsampling 
to a lower sampling rate fma ≤ fsampling. The number of 
samples of the microaggregated time series is defined as

Nma =
⌊

N
fma

fsampling

⌋
.� (6)

For each k = 0, . . . , Nma − 1, the corresponding index ik 
in the original data is

ik = max{i ∈ {0, . . . , N − 1}
∣∣

i

fsampling
<

k + 1
fma

},
� (7)

which corresponds to selecting the last recorded value of 
each interval. The microaggregated dataset is then defined 
row-wise as

[Dma]k,: = [Dsupp]ik,:,� (8)

where 
[
·
]

k,: denotes the k-th row of the corresponding data 
matrix. The exemplary dataset with a reduced sampling rate 
is shown in Fig. 2, step 5. The noise-protected dataset D̃ is 
obtained by adding zero-mean Gaussian noise to the micro-
aggregated dataset Dma:

D̃ = Dma + E,

E ∈ RNma×4.
� (9)

Each row εk = [E]k,: satisfies

noitcurtsnoce
R

l asreve
R

Estimation of noise addition

Malicious actor gets access to the
protected axis velocity time series.

Reversed toolpath

Tool pathRadial depth of cutOperating states

9 11

8

Tool pathFiltered axis positions and
axis velocities

10

12

Part geometry and features
15

14
Feed per tooth

13

Noisy time series

Median filtered
time series

True values

Original 
toolpath

Cutting
segment

Rapid traverse 
segment

Standstill
segment Segment 

Zoomed-in bottom
section of the toolpath

Reversed
toolpath

Swept surface of the tool

Recon. part 
geometry

x : Step number x

Fig. 3  The reversal and the reconstruction steps shown for an exemplary part; the steps are explained in the main text
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εk ∼ N
(
0, diag

(
σ2

px
, σ2

py
, σ2

vx
, σ2

vy

))
,

k = 0, . . . , Nma − 1,
� (10)

where εk represents the Gaussian noise component. The 
exemplary dataset with applied noise addition is shown in 
Fig. 2, step 6.

The final protected dataset D̃ is obtained by sequentially 
applying all three CPTs in the stated order. Individual CPTs 
can be omitted, e.g., by setting the corresponding parameters 
to m = 1 (no suppression), fma = fsampling (no microag-
gregation), or E = 0 (no noise addition). Following the 
(optional) protection, the dataset would be shared, as shown 
in Fig. 2, step 7.

3.3  Evaluation of the remaining data utility

The impact of the applied CPTs on the remaining data utility 
has to be quantified, as a stronger protection typically reduces 
the usefulness of the data for the intended downstream task 
[10]. In the considered scenario, the protected dataset D̃ is 
uploaded to a data ecosystem or cloud solution where it is 
used as input to an analytical or predictive model, as shown 
in Fig. 2, step 7. The data utility is quantified as the devia-
tion between the model performance computed from the pro-
tected dataset D̃ and the model output that would be obtained 
from the original, unprotected dataset D. The deviation 
can be either absolute or relative, depending on the model 
requirements. As the noise addition is stochastic, the devia-
tion is computed over multiple instances of D̃ for each CPT 
parameter combination. Examples for the choice of the model 
and the computation of the model performance deviation are 
given in Section 4.1.3 and Section 4.2.3. Examples on how 
to choose suitable CPT parameters for specific data utility 
requirements are described in Section 4.1.6 and Section 4.2.6.

3.4  Reversal of the protection

The aim of the malicious actor is the reconstruction of the 
confidential information listed in Table 1 from the protected 
dataset, after acquiring access to it (Fig. 3, step 8). To assess 
the potential confidentiality risks if this dataset is disclosed, 
this reconstruction can also be attempted by the manufac-
turing company itself by imitating the role of the malicious 
actor. Should the dataset be insufficiently protected, the 
parameters of the CPTs can be subsequently adapted by the 
manufacturing company.

3.4.1  Malicious actor model

To consider a malicious actor with additional knowledge as 
recommended in [9], the following external information of 

the malicious actor about CNC machining processes was 
assumed: 

1.	 Axis movements were performed in segments with 
piecewise constant feed rates with negligible accelera-
tion and deceleration phases between the segments. This 
assumption is justified, as the desired feed rate is speci-
fied in the numerical control code with the F-parameter 
for cutting movements or is specified by the CNC set-
tings for rapid traverse movements.

2.	 During rapid traverse and standstill segments, no 
machining was performed. This assumption is justified 
by the fact that rapid traverse movements are too fast for 
cutting operations and during standstill, the tool does not 
move relative to the workpiece and therefore no material 
is removed.

3.	 The underlying kinematics of CNC machine tools are 
known, i.e., the axis velocity is the first derivative over 
time of the axis position, the tool moves along the axis 
positions, and the two axes are perpendicular to each 
other.

Furthermore, the following external knowledge of the mali-
cious actor about the protection was assumed: 

1.	 Gaussian noise was used for the noise addition.
2.	 The standard deviation of the Gaussian noise was con-

stant over time, but may differ between time series.

The assumptions about the Gaussian noise for the noise 
addition can be relaxed by evaluating different filters, 
which are explained in Section 3.4.2, and by subsequently 
comparing the reconstruction results. The assumption 
about the constant standard deviation of the Gaussian 
noise can be relaxed by estimating the standard devia-
tion in Eq. 17 with a sliding window approach instead of 
over the entire time series. As the first study in the field of 
confidentiality protection for CNC machining time series 
with an explicit reconstruction-based threat model, these 
comparatively strong malicious actor assumptions were 
intentionally used in order to establish an upper bound 
on the disclosure risk. A weaker malicious actor would 
achieve a reconstruction quality that is at most as good as 
the one reported in this work, so that the obtained results 
can be interpreted as a worst-case estimate of the leak-
age risk for the data-owning company. Conversely, if the 
assumed malicious actor fails to reconstruct the confiden-
tial information for a given CPT parameter combination, 
then a less informed malicious actor can also be expected 
to fail, which provides a conservative basis for selecting 
CPT parameters in industrial practice.
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3.4.2  Attack method

In this step, it is attempted to reverse the CPTs applied in the 
previous step, specifically the suppression and the noise addi-
tion. This is done to enable a more accurate reconstruction 
of the confidential information in the subsequent step. For 
reversing the noise addition, multiple possible approaches 
exist, such as applying low-pass filters, moving average 
filters, Kalman filters, or smoothing splines. Compared to 
the other approaches, Kalman filters allow for fusing noisy 
position and velocity measurements and do not require the 
manual selection of a filter window or regularization param-
eter [30]. Furthermore, they can also provide estimates of the 
axis position or axis velocity data if that time series was sup-
pressed, thus also reversing the CPT suppression. However, 
Kalman filters require the specification of a process model as 
well as process and measurement noise characteristics [30]. 
In the considered threat model, these requirements can be ful-
filled, as the kinematics of CNC machine tools are assumed 
to be known to the malicious actor. In particular, a three-
state kinematic model with position, velocity, and accelera-
tion is suitable for CNC axis time series: while axis motion 
is executed in segments with approximately constant feed 
rate, velocity changes occur at segment transitions and dur-
ing accelerations or decelerations. Representing acceleration 
explicitly enables the filter to track these velocity changes 
smoothly, while simultaneously considering noise addition 
on the axis velocity data. The state vector of machine axis i 
at a discrete time instant is defined as

xi,k =

[
pi,k
vi,k
ai,k

]
,� (11)

with axis acceleration ai,k. Assuming a constant sampling 
interval ∆t = 1/fma, the discrete-time process model is 
given by

xi,k = Fxi,k−1 + wi,k−1,� (12)

with the state transition matrix

F =

[
1 ∆t 1

2 ∆t2

0 1 ∆t
0 0 1

]
.� (13)

Depending on data availability, the measurement matrix H 
of the Kalman filter is defined as

H =
[
1 0 0
0 1 0

]
(position and velocity), � (14)

H = [1 0 0] (position only), � (15)

H = [0 1 0] (velocity only). � (16)

Based on this model, the Kalman filter recursion consists of 
a prediction and an update step, as described in the founda-
tional work by [30].

The measurement noise covariance is estimated from the 
protected time series by estimating the standard deviation of 
the Gaussian noise by using the median absolute deviation 
of the time series [26]. The standard deviation is estimated 
independently for each measured time series, here shown 
for the protected axis position data:

σ̂n,p̃i
=

mediank

(∣∣∣p̃i,k − median k+ w−1
2

j=k− w−1
2

p̃i,j

∣∣∣
)

0.6745
,
� (17)

where σ̂n is the estimated standard deviation and w is the 
window length of the median filter [26]. The window length 
should be chosen to be smaller than expected changes in the 
axis velocity. Examples for the median-filtered axis position 
data are shown in Fig. 3, step 9.

Since the filtering is performed offline, the results are 
further refined by applying a fixed-interval Rauch-Tung-
Striebel (RTS) smoother [42]. While the Kalman filter 
yields filtered state estimates x̂i,k  based on measurements 
up to index k, the RTS smoother incorporates measure-
ments from the entire observation interval to compute 
smoothed state estimates. Detailed equations and deri-
vations can be found in the foundational work by  [42]. 
Applying the RTS smoother after the Kalman filter results 
in denoised and dynamically consistent estimates of posi-
tion, velocity, and acceleration over the entire time series. 
Finally, a dataset Drev with the following information is 
available:

Drev ∈ RNma×4,� (18)

containing the reconstructed axis position and velocity data 
p̂x,k, p̂y,k, v̂x,k, v̂y,k for k = 0, . . . , Nma − 1, alongside the 
original spindle speed and tool information. The filtered 
time series of the axis velocities and of the estimated axis 
positions are shown in Fig. 3, step 10. The reversed toolpath 
is shown in Fig. 3, step 11.

3.5  Reconstruction of confidential information

After reversing the applied CPTs, an attempt can be made 
to reconstruct the confidential information listed in Table 1 
from the reversed dataset Drev.
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3.5.1  Operating states

The reconstruction of confidential information builds on 
the identification of the operating states of the machine 
axes, which are derived from the reversed feed rate signal. 
This information can be subsequently used for reconstruct-
ing the feed per tooth and the part geometry, as explained 
in the corresponding sections. While alternative approaches 
were used to reconstruct tool engagement and thus operating 
states directly from the spindle torque deviation from its idle 
level [36], the spindle torque time series was not assumed 
to be available. Furthermore, finishing operations with low 
cutting forces are known to yield a poor signal-to-noise ratio 
on the spindle torque [2], so a feed-rate-based approach was 
used for this work. For reconstructing the operating states, 
the aforementioned expert knowledge that axis movements 
are performed with piecewise constant feed rates with only 
short acceleration and deceleration phases is used. First, the 
feed rate vf is calculated from the reversed axis velocity data,

vf,k =
√

v̂2
x,k + v̂2

y,k. � (19)

Then, for identifying the operating states, the pruned exact 
linear time algorithm [32] is utilized to divide the feed rate 
time series into piecewise constant segments Q. Segments 
with a maximum velocity above a predefined rapid traverse 
threshold vrapid are labeled as rapid traverse, those with 
a median velocity below a predefined standstill threshold 
vstandstill are labeled as standstill, and all remaining seg-
ments are labeled as cutting, shown for the example in 
Fig. 3, step 12. vrapid should be selected to be higher than 
the maximum expected feed rate of cutting segments and 
vstandstill should be selected to be lower than the minimum 
expected feed rate of cutting segments.

3.5.2  Feed per tooth

For determining the utilized feed per tooth in each cutting 
segment, the median feed rate v̄f,q and the median spindle 
speed s̄q of that segment are calculated (Fig. 3, step 13). 
Combined with the number of teeth nz, this yields the feed 
per tooth fz,q of segment q:

fz,q = v̄f,q

nz s̄q
∀q ∈ Q.� (20)

3.5.3  Radial depth of cut

The radial depth of cut ae is estimated from the distance 
between two consecutive tool passes (Fig. 3, step 14). To 

improve robustness against residual noise in the reversed 
trajectory data, straight lines are fitted to the linear tool 
movements of the respective passes, using a set of tool cen-
ter positions {pk = [p̂x,k, p̂y,k]⊤} and a total least-squares 
formulation:

arg min
c, n

∑
k∈S

[
(pk − c)⊤n

]2
, s.t. ∥n∥ = 1,� (21)

where c denotes a point on the fitted line and n its corre-
sponding unit normal vector. The radial depth of cut is then 
computed as the mean of the mutual perpendicular distances 
between the two fitted lines:

ae = 1
2

(∣∣(c2 − c1)⊤n1
∣∣ +

∣∣(c1 − c2)⊤n2
∣∣) ,� (22)

where c1 and c2 denote points on the respective fitted lines, 
and n1 and n2 are the corresponding unit normal vectors.

3.5.4  Part geometry

To approximate the part geometry, the reversed toolpath is 
first represented as a continuous trajectory in the XY-plane. 
By applying a geometric buffer with radius rtool = D/2 
around this trajectory for all timesteps in which the operat-
ing state is cutting, the swept surface of the tool is obtained. 
This swept surface corresponds to the maximum area of 
workpiece material removed during the machining process 
(Fig. 3, step 15). Depending on the intended representa-
tion, either the boundary of this swept surface can be used 
to approximate the machined contour, or its interior can be 
interpreted as the part geometry. This geometric reconstruc-
tion enables the derivation of the global part contour as 
well as the identification of local geometric features such as 
radii, pockets, and slots.

From the final tool pass, corresponding to the finishing 
operation, the geometric dimensions of individual features 
can be derived. Linear features in the XY-plane are esti-
mated from a set of tool center positions as described in Eq. 
21. Radii are modeled as circular arcs by algebraically fit-
ting a circle through the data points by minimizing the sum 
of squared radial residuals:

min
a,b,Rpath

∑
k∈S

(√
(p̂x,k − a)2 + (p̂y,k − b)2 − Rpath

)2

,� (23)

where (a, b) denotes the center coordinates and Rpath the 
radius of the fitted circle. To account for the offset between 
the tool center trajectory and the actual machined surface, 
the resulting radius R is obtained by correcting the radius of 
the circle for the tool radius:
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R = Rpath ± D

2
,� (24)

where the sign depends on whether the radius is concave (+) 
or convex (−).

4  Evaluation

For validating the proposed methodology, a 2.5-axis periph-
eral milling and face milling job were carried out with two 
reference parts as explained in Section 4.1.1 and Section 
4.2.1, respectively, on a GROB G352T machining center 
(Grob-Werke GmbH & Co. KG, Mindelheim, Germany). 
The numerical control code was generated using the com-
puter-aided manufacturing software HyperMill (OPEN 
MIND Technologies AG, Wessling, Germany). During the 
manufacturing job, the data were recorded using a SIMATIC 
IPC427E (Siemens AG, Berlin, Germany) using the soft-
ware AnalyzeMyWorkpiece /Capture (Siemens AG, Berlin, 
Germany) with a sampling rate of 500 Hz. The recorded 
data were protected using the selected CPT as described in 
Section 4.1.2 and Section 4.2.2. The CPT parameters were 
varied, and the protection was repeated ten times for the 
same CPT parameters. The ten repetitions were performed 
on the same recorded dataset to account for the stochastic 
effect of the noise addition, rather than variability occur-
ring during the manufacturing job. The remaining data util-
ity was evaluated by considering two simple use cases as 
described in Sections 4.1.3 and 4.2.3. The first use case was 
state monitoring, where the productive machining time is 
monitored, and the second use case was predictive qual-
ity, where the axis position data are used to locate quality 
defects. Following this, an attempt to reverse the protec-
tion was made as explained in Sections 4.1.4 and 4.2.4, 
and confidential information was reconstructed as shown in 
Sections 4.1.5 and 4.2.5. Furthermore, the performance of 
the different filters was analyzed for the first reference part. 
Lastly, the trade-off between the achieved protection under 
specific data utility requirements was evaluated as described 
in Sections 4.1.6 and 4.2.6.

4.1  Reference part 1

4.1.1  Data acquisition

For the first reference part, a peripheral milling job of a 
square geometry with one rounded corner was conducted. 
The reference part geometry and the programmed toolpath 
are shown in Fig. 4. The workpiece has a height and width 
of 35 mm, and the final part has a height and width of 30 
mm. A radius of 10 mm is located at the upper right corner. 

As a milling tool, an end mill with a diameter of 6 mm and 
three flutes was used. To manufacture the part from block 
material, one roughing pass and one finishing pass were per-
formed. For the roughing pass, a feed per tooth of 0.1 mm, 
a cutting speed of 120 m

min , and a radial depth of cut of 2 
mm were used. For the finishing pass, the feed per tooth 
was 0.05 mm, the cutting speed was 180 m

min , and the radial 
depth of cut was 0.5 mm. The axial depth of cut was 1 mm 
for all operations. Between the individual passes, the mill-
ing tool was retracted in the Z-axis in rapid traverse, the X- 
and Y-axes moved to the start position of the next pass, and 
the Z-axis plunged again to the working depth.

The acquired time series of the axis positions, the axis 
velocities, and the spindle speeds are shown in Fig. 5.

4.1.2  Protection of the acquired data

The axis position and axis velocity data were protected 
with suppression, microaggregation, and noise addition. 
Regarding suppression, either no data were suppressed 
(mpx = . . . = mvy = 1 in Eq. 5) or either axis position 
data (mpx = mpy = 1, mvx = mvy = 0) or axis velocity 
data (mpx = mpy = 0, mvx = mvy = 1) were suppressed. 
The suppression of data is from here on also labeled as data 
availability, e.g., the data availability of the axis position 

Fig. 4  The final geometry of the first reference part with the pro-
grammed toolpath in the XY-plane; the radial depth of cut of the fin-
ishing pass as well as the size of the radius were reconstructed in the 
evaluation
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and velocity data refers to the fact that no data were sup-
pressed. For microaggregation, the data were either shared 
with their original sampling rate fma = 500 Hz or with a 
lower sampling rate fma = 10 Hz, see Eq. 8. 10  Hz was 
chosen, as it represents the common sampling rate of OPC 
UA servers of modern CNC [3]. For noise addition, the 
standard deviation of the noise in Eq. 10 was scaled based 
on the standard deviation of the time series it is applied to, 
as proposed by [16]. For this, the standard deviation of the 
time series σs,i is multiplied by a factor between 0 and 1 
with steps of 0.1:

σn,i = n · σs,i ∀i ∈ {px, py, vx, vy},

∀n ∈ {0, 0.1, 0.2, ..., 1}.
� (25)

The noise addition was repeated ten times to reduce the 
effect of outliers on the results. The parameters used for the 

CPT are summarized in Table 2, and all parameter combina-
tions were evaluated. Fig. 5 also shows the time series sam-
pled at 10 Hz alongside examples for a noise addition of 0.5.

4.1.3  Analysis of remaining data utility

For analyzing the remaining data utility after the application 
of the CPTs, two basic use cases were defined.

In predictive quality, the part quality is predicted using 
process signals. If a fault is determined, the component can 
be inspected manually. For re-work, the position of the fault 
needs to be known. For the machining process, a fault was 
simulated in the middle of the finishing pass of the radius 
at timestamps ranging from 9.5 s to 10.5 s. The upper plot 
in Fig. 6 shows the absolute deviation of the axis position 
data at that timestamp. Depicted are the mean values across 
all ten repetitions of the noise addition with an uncertainty 
interval of one standard deviation. As axis position data are 
required for determining the position, the data utility was 
only evaluated when at least axis position data were avail-
able. For the sampling rate of 500 Hz, only a slight position 
deviation of less than 5  mm occurred even for the maxi-
mum noise addition. However, for the lower sampling rate 
of 10 Hz, the position deviation increased up to 25 mm. A 
worker intending to inspect the predicted fault would need 
to search a much larger area along the toolpath.

In state monitoring, the operating state of a machine 
tool is continuously acquired and evaluated to derive key 
performance indicators such as availability and utilization. 
The utilization of the machine tool within a manufacturing 
job can be defined as the ratio of the time during which the 
tool engages with the workpiece to the available time of the 
machine tool [33]. While the tool engagement time can be 
determined by using the spindle torque time series and a 
suitable torque threshold, the spindle torque was not con-
sidered as an available time series in this work. However, 
as an approximation, the total duration when the feed rate 
was neither in standstill nor in rapid traverse was used. The 
utilization is therefore defined as:

U =

∑
i∈Qbound

∆t

∑
i∈{0,...,Nma−1}

∆t
,� (26)

Table 2  Used parameter combinations for the CPTs for both reference 
parts
CPT Used parameters
Suppression None; axis positions; axis velocities
Micro- aggregation 500 Hz; 10 Hz
Noise addition {0, 0.1, 0.2, . . . , 1.0} multiples of the 

standard deviation of the original data

Fig. 5  The time series of the X- and Y-axis positions and velocities 
alongside the spindle speed of the first reference part; the term axis was 
omitted in the y-axis labels for compactness
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where Qbound = {i ∈ {0, . . . , Nma − 1} | vstandstill ≤ vf,i ≤ vrapid}. The 
lower plot in Fig. 6 shows the relative deviation in machine 
utilization after the application of the CPTs. As axis veloc-
ity data are required for determining the utilization, the data 
utility was only evaluated when at least axis velocity data 
were available. For a noise addition up to 0.2, no major 
deviation was observed. However, for a higher noise addi-
tion, the calculated utilization increases independently of 
the sampling rate. This is caused by fewer timesteps being 
classified as standstill due to the increase in the feed rate 
through the noise addition.

4.1.4  Reversal of the applied protection

For reversing the protection, four different filters were eval-
uated and the filter which resulted in the lowest root mean 
square error (RMSE) between the original and the filtered 
data was chosen for the subsequent evaluation. As filters, 
a Butterworth low-pass filter [6], a univariate spline [44], 
a Savitzky-Golay filter [46], and a Kalman filter with an 
RTS smoother, as introduced in Section 3.4, were chosen. 
For every combination of the data availability scenario, the 
sampling rate, and the random seed of the noise addition, 
a full parameter sweep was conducted for each filter. The 
parameters are shown in Table 3.

For performing the update step of the Kalman filter, the 
noise imposed through the noise addition was estimated 

using Eq. 17. The window size was chosen to cover a time 
span of 0.1 s. The estimated noise values for the applied CPT 
are shown in Fig. 7. The standard deviation of the noise addi-
tion can be estimated accurately for a sampling rate of 500 Hz 
with only minor deviations for large standard deviations. For 
the lower sampling rate of 10 Hz, the standard deviation of 
the noise addition was slightly underestimated. However, 
for both sampling rates, the noise estimation worked equally 
well for both the axis position data and the axis velocity data.

The lowest achieved RMSE for the toolpath deviation and 
the feed rate deviation for each filter are shown in Table 4. The 
Kalman filter achieved the lowest average RMSE for both the 
toolpath and the feed rate and was therefore used for the sub-
sequent evaluations. The RMSE values for the Kalman filter 
over the noise addition and for each data availability scenario 
and sampling rate are shown in Fig. 8. Comparing the toolpath 
RMSE and the feed rate RMSE between the unfiltered and the 
filtered data, applying the Kalman filter enabled a reduction 
of the RMSE in all cases. A sampling rate of 500 Hz resulted 
in a more accurate reversal than a sampling rate of 10 Hz for 
all cases when a filter was used. When comparing the results 
between the different data availability scenarios, the best 
reconstruction was achieved when both axis position data and 

Table 3  Parameter sweep ranges used to tune each evaluated filter for 
the first reference part
Filter Swept parameters
Butterworth low-pass order ∈ {2, 4}, cut-off 

f ∈ {1, 2, 5, 10, 20, 50} Hz
Univariate spline smoothing factor ∈ {0.01, 0.032, . . .

0.1, 0.32, 1, 3.2, 10, 32, 100}
Savitzky–Golay window length ∈ {0.05, 0.1, 0.2, . . .

0.4, 0.8}, polynomial order ∈ {2, 3, 4}
Kalman + RTS process noise ∈ {100, 101, . . . , 1010}

Fig. 7  The estimated standard deviation over the true standard devia-
tion of the noise addition for the different data availability scenarios 
and sampling rates for the first reference part

 

Fig. 6  The deviation in data utility for the two cloud analytics use cases 
depending on the noise addition and the sampling rate for the first ref-
erence part
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axis velocity data were used, thus underlining the capability 
of the Kalman filter to consider measurements from multiple 
noise-imposed time series through its process and measure-
ment model. The toolpath was reversed more accurately with 
only axis position data than with only axis velocity data, while 
the feed rate was reversed more accurately with only axis 
velocity data. When only axis velocity data were available 
with a sampling rate of 10 Hz, a drift occurred when estimat-
ing the toolpath through integration of the axis velocity data. 
Additionally, it should be noted that the toolpath was accu-
rately reconstructed using only the axis velocity data with a 
sampling rate of 500 Hz when no noise was added, showing 
that a suppression of just the axis position data was insufficient 
to protect the toolpath. After attempting to reverse the effect 
of the applied CPT, the confidential information was recon-
structed, as will be explained in the following Section 4.1.5.

4.1.5  Reconstruction of the confidential information

The operating states of the machine tool were detected using the 
approach described in Section 3.5.1, which were subsequently 
used to reconstruct the feed per tooth and the part geometry. 
The percentage of operating states which were classified 
as cutting segments is shown in the first row of Fig. 9. For a 
sampling rate of 500 Hz, the cutting segments were accurately 
reconstructed, except for a high noise addition when only axis 
position data were available. However, for a sampling rate of 
10 Hz, more standstill segments were misclassified as cutting, 
due to the noise imposed on the axis velocity data and thus on 
the feed rate. This misclassification impacted the reconstruc-
tion of the feed per tooth, as these values were also calculated 
for those misclassified standstill segments.

The reconstructed feed per tooth values for the finishing 
pass are shown in the second row of Fig. 9. For a sampling 
rate of 500  Hz, the feed per tooth was closely estimated, 
with only minor deviations when only axis position data 
were available. This is due to the fact that the feed per tooth 
was calculated from the feed rate which had to be estimated 
from noise-imposed axis position data, resulting in a noise 
amplification during differentiation. For a sampling rate of 
10  Hz, the finishing feed per tooth was less reliably esti-
mated, as the values were also calculated for the misclassi-
fied standstill segments.

Table 4  Lowest achieved RMSE for the toolpath and feed rate reversal 
per filter for the first reference part, averaged over data availability 
scenarios, sampling rates, and seeds
Filter Toolpath RMSE in mm Feed rate RMSE 

in mm
s

No filter 8.60 637.7
Butterworth low-pass 4.03 6.46
Univariate spline 4.08 6.08
Savitzky– Golay 4.12 8.79
Kalman + RTS 3.54 4.92

Fig. 8  The RMSE between the protected axis position and axis veloc-
ity data and the respective original time series for the first reference 
part; the RMSE was computed for the protected time series without 
a filter and for the protected time series to which a Kalman filter was 

applied as well as for both sampling rates of 500 Hz and 10 Hz. The 
lines for the feed rate RMSE with only axis position data available 
without a filter were cut off for better legibility of the plot
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The radial depth of cut during finishing was recon-
structed by fitting lines to the roughing pass and the finish-
ing pass of the toolpath shown in Fig. 4. It was assumed that 
the start and end timestamps of the two passes were known 
to the malicious actor. While estimating these timestamps 
becomes more difficult with increasing noise addition, this 
assumption still served as a lower bound to how accurately 
a malicious actor could reconstruct the radial depth of cut if 
they obtained the knowledge of the respective timestamps. 
The third row of Fig. 9 shows the reconstructed radial depth 
of cut for the finishing operation. For a sampling rate of 

500 Hz and without noise addition, the radial depth of cut 
was accurately reconstructed. The reconstruction accuracy 
was reduced with increasing noise addition. Especially 
when only axis velocity data were available, the integration 
drift caused large reconstructed radial depths of cut. For a 
sampling rate of 10  Hz, the radial depth of cut was only 
accurately reconstructed when at least axis position data 
were available and no noise addition was applied. When 
only axis velocity data were available, the radial depth of 
cut was not accurately reconstructed even without noise 
addition due to integration drift.

Fig. 9  The reconstructed (recon.) ratio of the operating state cutting, 
the reconstructed finishing feed per tooth, the reconstructed finishing 
radial depth of cut, and the reconstructed radius for the first refer-

ence part for different data availability scenarios, sampling rates, and 
amounts of noise addition
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The radius size was reconstructed in a similar approach 
as the radial depth of cut by assuming that the malicious 
actor knew the start and end timestamps when the radius 
was machined. The reconstructed size of the radius is 
shown in the last row of Fig. 9. For a sampling rate of 
500 Hz, the size of the radius was closely reconstructed 
for all data availability scenarios and even for the highest 
amount of noise addition. For a sampling rate of 10 Hz, 
the most accurate reconstruction was achieved when only 
axis velocity data were available. This can be attributed to 
the fact that the curvature of the toolpath, which directly 
determines the radius, depends on the axis velocities and 
accelerations, not the axis positions. When only axis 
position data were available, these quantities had to be 
derived from the noisy axis position data, leading to larger 
deviations.

The reference part geometry was reconstructed for one 
exemplary case, shown in Fig. 10. Here, only axis veloc-
ity data were available, a sampling rate of 500  Hz was 
used, and a noise addition of 0.5 was applied. Visually, 
the reconstructed part geometry matches the true overall 
reference part geometry, aside from the absolute position 
drift.

4.1.6  Achieved protection under data utility requirements

In Section 4.1.5, it was shown that the confidential informa-
tion of the first reference part can be protected with specific 
combinations of suppression, microaggregation, and noise 
addition. Regarding the trade-off with the data utility, the 
following observations can be made, which are only appli-
cable to this specific part and the corresponding recorded 
data. If the use case for the data was predictive quality and 
the maximum allowable position deviation was set by the 
manufacturing company to 5 mm, this would limit the CPT 
parameters to the following:

	● Suppression of axis velocity data, combined with
	● (1) a sampling rate of 500 Hz and a noise addition of 

1.0, or
	● (2) a sampling rate of 10 Hz and a noise addition of 0.2.

For these values, the absolute position deviation still lies 
below the threshold of the position deviation shown in Fig. 6.

If the use case for the data was state monitoring and the 
maximum allowable relative utilization deviation was 5%, 
this would limit the CPT parameters to the following:

	● Suppression of axis position data with
	● (1) a sampling rate of 500 Hz and a noise addition of 

0.8, or
	● (2) a sampling rate of 10 Hz and a noise addition of 0.6.

For the two use cases with the corresponding two sets of 
CPT parameters, the reconstructed confidential information 
listed in Table 5 was achieved. Both use cases could only be 
realized if the feed per tooth did not represent confidential 
information. Furthermore, for the use case state monitoring, 
the radius was still closely estimated.

4.2  Reference part 2

4.2.1  Data acquisition

For the second reference part, a face milling job of a square 
geometry was conducted. The reference part geometry and 
the programmed toolpath are shown in Fig. 11.

The workpiece has a height and width of 200 mm. As a 
milling tool, an inserted tooth milling cutter with a diam-
eter of 116 mm and six flutes was used. The feed per tooth 
was 0.5 mm, the cutting speed was 150 m

min , and the radial 
depth of cut was 50  mm. The axial depth of cut was 1 mm. 
Between the individual passes, the milling tool was retracted 
in the Z-axis in rapid traverse, the X- and Y-axes moved to 
the start position of the next pass, and the Z-axis plunged 
again to the working depth.

Fig. 10  The true geometry for the first reference part, the reversed tool-
path for the data availability of only axis velocity data and a noise 
addition of 0.5, and the reconstructed part geometry
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The acquired time series of the axis positions, the axis 
velocities, and the spindle speeds are shown in Fig. 12.

4.2.2  Protection of the acquired data

For the protection of the data, the same CPTs and param-
eters were used as described for the first reference part in 
Section 4.1.2. Figure 12 also shows the time series sampled 
at 10 Hz alongside examples for a noise addition of 0.5.

4.2.3  Analysis of remaining data utility

To analyze the remaining data utility after applying the 
CPTs, the predictive quality use case as in Section 4.1.3 was 
considered. For this, a fault was simulated in the center of 
the workpiece at timestamps ranging from 54.5 s to 55.5 s. 
The upper plot in Fig. 13 shows the absolute deviation of the 
axis position data at that timestamp. As axis position data 
are required for determining the position, the data utility was 
only evaluated when at least axis position data were avail-
able. The utility loss follows a similar trend as for the first 
reference part: For the sampling rate of 500 Hz, only a slight 
position deviation of less than 15 mm occurred even for the 
maximum noise addition, while for the lower sampling rate 
of 10 Hz, the position deviation increased up to 145 mm.

4.2.4  Reversal of the applied protection

For reversing the protection of the data, the Kalman filter 
approach as in Section 4.1.4 was used.

4.2.5  Reconstruction of the confidential information

The reconstruction of the confidential information in this 
evaluation follows the same sequence as in Section 4.1.5, 

Table 5  The reconstructed confidential information of the first reference part for the CPT parameters (param.) for the maximum protection while 
maintaining the required data utility for the predictive quality use case and for the state monitoring use case

Predictive quality State monitoring
Confidential information True CPT param. 1 CPT param. 2 CPT param. 1 CPT param. 2
fz in mm 0.05 0.049±0.006 0.048±0.001 0.05±0.002 0.049±0.002
ae in mm 0.5 0.96±0.56 1.31±0.84 1.7±1.13 8.66±6.0
R in mm 10 12.4±2.3 28.8±8.7 9.444±0.82 11±4.1

Fig. 12  The time series of the X- and Y-axis positions and velocities 
alongside the spindle speed of the second reference part; the term axis 
was omitted in the y-axis labels for compactness

 

Fig. 11  The final geometry of the second reference part with the pro-
grammed toolpath in the XY-plane; the radial depth of cut was recon-
structed in the evaluation
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except for the reconstruction of the size of the radius, as the 
second reference part does not have such a geometry.

The percentage of operating states which were classified 
as cutting segments is shown in the first row of Fig. 14. The 
trends for both sampling rates differ strongly from the trends 

for the first reference part, as shown in Fig. 9, especially for 
the sampling rate of 500 Hz. This misclassification impacted 
the reconstruction of the feed per tooth, shown in the second 
row of Fig. 14, as feed per tooth values were also calculated 
for the misclassified segments. Contrary to the first refer-
ence part, the reconstructed feed per tooth values deviated 
strongly from the true values also for the sampling rate of 
500 Hz. The radial depth of cut was reconstructed by fitting 
lines to the last two passes of the toolpath shown in Fig. 11. 
Here, similarly to the first reference part, the radial depth 
of cut was reconstructed accurately for a sampling rate of 
500 Hz, especially when only axis position data were used. 
For the sampling rate of 10 Hz, the average reconstructed 
value of the radial depth of cut also follows the true value, 
however with a larger uncertainty.

In the last step, the overall reference part geometry was 
reconstructed. This is shown for one exemplary case in 
Fig. 15. In this case, only axis velocity data were available, 
a sampling rate of 500 Hz was used, and a noise addition 
of 0.5 was applied. In contrast to the first reference part, 
where peripheral milling was performed, here the part 
geometry cannot be reconstructed from the inner area of 
the surface swept by the tool. However, using the toolpath 

Fig. 14  The reconstructed (recon.) ratio of the operating state cutting, the reconstructed feed per tooth, and the reconstructed radial depth of cut for 
the second reference part for different data availability scenarios, sampling rates, and amounts of noise addition

 

Fig. 13  The deviation in data utility for the predictive quality use case 
depending on the noise addition and sampling rate for the second refer-
ence part
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and the tool geometry, the swept surface area can still be 
determined. Using the knowledge of the reconstructed 
radial depth of cut, that the milling tool needs an approach 
distance of at least one radius, and that it retracts only after 
the center of the milling tool has surpassed the border of 
the part, the probable part geometry shown in Fig. 15 can 
be reconstructed. This provides an outer boundary of the 
part geometry. If further signals were available, such as 
spindle torques, from which the tool engagement could be 
determined more accurately, the reconstruction could be 
further refined. Possibilities to extend the methodology by 
further signals are discussed in Section 5.

4.2.6  Achieved protection under data utility requirements

As for the first reference part, it was also shown that the 
confidential information of the second reference part can be 
protected with specific combinations of the CPTs and their 
parameters. However, if the use case for the data was pre-
dictive quality and the maximum allowable position devia-
tion was set by the manufacturing company to 10 mm, this 
would limit the CPT parameters to the following:

	● Suppression of axis velocity data, combined with
	● (1) a sampling rate of 500 Hz and a noise addition of 

0.7, or
	● (2) a sampling rate of 10 Hz and a noise addition of 0.1.

For these values, the absolute position deviation still lies 
below the threshold, as shown in Fig. 13, and the recon-
structed confidential information listed in Table6 was 
achieved. This use case could only be realized if the radial 
depth of cut did not represent confidential information.

5  Conclusion and outlook

Within this study, it was investigated whether and to what 
degree confidential information contained in machining data 
acquired during 2.5-axis peripheral and face milling jobs 
can be reconstructed by a malicious actor, should these data 
be exposed. The aim was to enable manufacturing compa-
nies to evaluate whether they can share their machining data 
in data ecosystems or in cloud solutions while maintaining 
data utility and data confidentiality. For this, on the side of 
the manufacturing company, different types of confidential 
information were defined and suitable CPTs were derived. 
Additionally, two exemplary cloud-based use cases were 
defined to evaluate the remaining data utility after apply-
ing the CPTs. On the side of the malicious actor, a Kalman-
filter-based method was developed to reverse the protection 
of the CPTs and to reconstruct the confidential information. 
This is the first study where not only the strength of the 
CPTs was evaluated with regard to what extent the origi-
nal data can be reconstructed, but also the reconstruction of 
further confidential information, such as process parameters 
and geometric information, was assessed.

The approach was applied to machining data recorded 
during the manufacturing of two reference parts. For the first 
reference part, a peripheral milling process was used, while 
the second reference part was manufactured with face mill-
ing. XY-axis position and velocity data were recorded along-
side the spindle speed, the tool diameter, and the number 
of teeth of the milling tool. For protection, either both axis 
position and axis velocity data were shared or one of them 
was suppressed. The remaining time series were then either 
shared at the original sampling rate of 500 Hz or aggregated 
to a lower sampling rate of 10  Hz. Lastly, noise addition 
was applied with a standard deviation ranging from 0 (no 
noise) up to 1.0 times the standard deviation of the origi-
nal data. The spindle speed and the tool information were 
not protected. The remaining data utility was evaluated with 
the two use cases predictive quality and state monitoring, 

Table 6  The reconstructed confidential information (conf. inform.) 
of the second reference part for the CPT parameters (param.) for the 
maximum protection while maintaining the required data utility for the 
predictive quality use case
Conf. inform. True CPT param. 1 CPT param. 2
fz in mm 0.5 0.77±0.15 0.72±0.14
ae in mm 50 50.4±0.4 50.1±0.5

Fig. 15  The true geometry of the second reference part, the reversed 
toolpath for the data availability of only axis velocity data and a noise 
addition of 0.5, the reconstructed swept surface area of the tool, and 
the reconstructed part geometry
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which required either accurate axis position data or accu-
rate feed rate data. As confidential information, the feed 
per tooth, the radial depth of cut, and geometric features 
were used. The attempted reconstruction of the confiden-
tial information showed that even when only axis velocity 
data were shared, the confidential information could still be 
reconstructed to some extent. This showed that it is insuf-
ficient to only suppress axis position data to protect the con-
fidential information. A sampling rate of 10 Hz instead of 
500 Hz generally resulted in a higher protection, although 
it strongly decreased the data utility. An increase in noise 
addition also resulted in a higher protection, but also nega-
tively impacted the data utility. However, the degree of the 
protection and the remaining data utility varied between the 
reference parts, thus showing that it is not possible at this 
stage to provide a general recommendation on which spe-
cific CPT parameters are sufficient. Instead, the risk of leak-
ing confidential information must be evaluated per part, for 
which the provided methodology can be used.

As this is the first study in this field, there are multiple 
possibilities to build upon the findings in future work. 

1.	 Only 2.5-axis peripheral and face milling were consid-
ered as machining processes. While these already cover a 
wide range of manufacturing jobs, the method should be 
extended to 5-axis milling, turning, and other machining 
processes. For extending it to 5-axis milling, the presented 
methodology can directly be built upon. The axis data 
considered for protection increases from just the X- and 
Y-axes to all five machining axes. However, the application 
of the CPTs remains the same. The Kalman filter model 
must be extended to cover the additional three axes and 
must also model rotational axis movements aside from the 
translational movements. For determining the feed rate, the 
machine kinematics have to be considered [1], as the feed 
rate is computed in the workpiece coordinate system, not 
the machine coordinate system. For the present 2.5-axis 
milling, the feed rate was identical for both coordinate sys-
tems. The feed per tooth, the radial depth of cut, and the 
radius size can then be calculated as explained in Section 
3.5. An extension to turning would involve simplifying the 
method, as the parts are rotationally symmetric and there-
fore only two spatial directions need to be considered [1].

2.	 Further signals and confidential information should be 
considered. Alongside axis position and axis velocity data, 
axis torque data could also be used to estimate axis accel-
erations, velocities, and positions using the Kalman filter. 
This would involve extending the Kalman filter by the cor-
responding feed drive friction models, e.g., using the work 
of [43]. Spindle torque signals could be used to estimate 
the timestamps of tool engagement more accurately [36]. 
Other confidential information should be integrated into 

the investigation, e.g., cutting speeds, machining strate-
gies, tool information, or workpiece materials.

3.	 A strong malicious actor model defined in Section 3.4.1 
was used, which had knowledge about the machining pro-
cess and the machine kinematics, about the type of applied 
noise addition, and about the timestamps when the rough-
ing and the finishing pass were conducted and when the 
radius was machined. The first assumption is valid as the 
machine tool type might be of public knowledge. How-
ever, for the second assumption, other types of noise can be 
applied, such as Laplacian noise or multiplicative Gauss-
ian noise. Therefore, methods to automatically detect the 
type of noise and to dynamically quantify the amount of 
noise along the toolpath, if the noise is not constant, should 
be implemented as well. Regarding the last assumption, 
geometric features can be automatically detected using 
machine-learning-based methods [24], while roughing and 
finishing could be differentiated by extending the operating 
state detection model presented in Section 3.5.1.

4.	 The Kalman filter resulted in the lowest RMSE for the 
toolpath and feed rate reversal among the evaluated fil-
ters. Thus, advanced versions of the Kalman filter, which 
also consider the varying process noise between the dif-
ferent operating states, such as the adaptive Kalman filter 
[38], or which restore the original sampling rate if micro-
aggregation was applied, such as the Kalman-Bucy filter 
[31], should be evaluated. If these filters perform better, 
then the CPT parameters must be strengthened again to 
achieve the same degree of protection.

5.	 Currently, it is necessary to evaluate the protection and the 
data utility manually for each reference part. This, however, 
is not feasible for industrial applications, especially in small-
batch production. Therefore, an automatic evaluation frame-
work is needed which automatically performs the presented 
method and selects suitable CPT. For this, all four aforemen-
tioned extensions need to be implemented and a single confi-
dentiality score must be developed, which allows for a direct 
evaluation of the protection instead of referring to multiple 
graphs and tables, as was done in this work.
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