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The NIST Cloud Definition Framework

ybrid Cloud

Deployment
Models Private Community .

Cloud Cloud Public Cloud
Service Software as a Platform as a Infrastructure as
Models Service (SaaS) Service (PaaS) a Service (laaS)

On Demand Self-Service
Essential : .
Characteristics Broad Network Access Rapid Elasticity
Resource Pooling Measured Service
Massive Scale Resilient Computing

Common Homogeneity Geographic Distribution
Characteristics Virtualization Service Orientation

Low Cost Software Advanced Security
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Security is the Major Issue

Q: Rate the challenges/issues ascribed to the ‘cloud/on-demand model
(1=not significant, 5=very significant)

Security

Performance

Availability

Hard to integrate with in-house IT

Not enough ability to customize

Worried on-demand will cost more
Bringing back in-house may be difficult
Regulatory requirements prohibit cloud

Not enough major suppliers yet
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Sour-ge: IDC Enterprise Panel, August 2008 n=244
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Cloud Security Goals
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Cloud Computing Security Issues

¥ Mistakes/Attacks from employees of the provider
W Attacks from other customers

¥ Attacks on the availability

¥ Mistakes in the provisioning and the management
B Misuse of the provider platform

B Web-Service based attacks

(Source: BSI, IT-Grundschutz und Cloud Computing, 2009)
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Security Level Assurance (SLA)

¥ Precise description of the offered services and the
expected limitations!

® Compare different SLAs for my needs.
B Does a cloud vendor offer an SLA at all?
¥ What do the numbers mean: 99.8% per anno availability:
B ~ 17,5 hours per year the cloud is offline!
¥ What are the penalties for SLA violations?
B Can | monitor the performance of the cloud?
B Does an early warning system exist?
¥ |s the cloud segregated into different security levels?

* Do I need to separate my data before giving it to the
cloud?

* Should | avoid top secret data to enter the cloud?
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Security vs. GRC

¥ Governance, Risk und Compliance (GRC)
B Governance: internal company guidelines

B Compliance: external guidelines, e.g. SOX, EURO-SOX,
BASEL I, SOLVENCY II

B Risk: risk management under consideration of all
guidelines

¥ Security

B Abstract security objectives, e.g. CIA applied to a
company

Security and compliance are closely related but different.
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GRC in Clouds

Governance
® Policy design

B Classification
schema for data and
processes

B Trust chainin a
cloud

B Risk strategy

M Business Impact
Analysis

® Threat and
Vulnerability Analysis

® Risk Analysis
Remediation

Compliance

® Policy enforcement

M Legal compliance
(SOX, SOLVENCY 1)

® Control
implementation

The Cloud offers dynamic ressource allocation
- For GRC in clouds we require the same dynamic
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Related Standards

Process Maturity

Holistic Control Systems

Security Standards

Transparency

I§ mmm
\: Safe Harbor

Common Criteria

Bundesamt
fiir Sicherheit in der
Informationstechni

9
© Fraunhofer ISST

Z Fraunhofer

ISST


http://images.google.de/imgres?imgurl=http://www.nysscpa.org/committees/emergingtech/cobit.jpg&imgrefurl=http://www.nysscpa.org/committees/emergingtech/somarchive.htm&usg=__kA7hFBjqGF8ICb2J8DxpZsOD60A=&h=102&w=163&sz=34&hl=de&start=9&sig2=kgCPyZKdc7LApOp9AM5M1Q&um=1&itbs=1&tbnid=vOLaTd3w2PBirM:&tbnh=61&tbnw=98&prev=/images%3Fq%3Dcobit%26um%3D1%26hl%3Dde%26client%3Dfirefox-a%26sa%3DN%26rls%3Dorg.mozilla:en-US:official%26tbs%3Disch:1&ei=DOWKS72rJ4qqmgPN_6S0BA
http://www.iso.org/iso/home.htm
http://www.iso.org/iso/home.htm
http://www.bpm-maturitymodel.com/eden/opencms/
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Compliance Scenarios

® Customer -> Cloud:
W Security Compliance:

W Check the security processes of the cloud for compliance
with SLA

¥ |egal Compliance:
W Check the business process for SOX, MaRisk compliance
® Cloud -> Cloud:
¥ Contract Compliance:
W Check the interaction of two business partners in the cloud
® Cloud -> Customer:
W Security Compliance:
¥ |nspect the processes for cloud behavior violation
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Architectures for Auditable
Business Process Execution (APEX)

¥ Tool supported method for implementing business
processes to IT infrastructure under consideration of
compliance policy requirements (like Basel Il,
Solvency I, ...).

¥ Analysis is performed on the basis of text documents,
models or other data sources

¥ Governance, Risk and Compliance (GRC) and measures
especially for Cloud Computing for SMEs and large-scale
enterprises.
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Motivation

¥ Implementation of compliance regulations is essential:
B Implementation of EU-Guidelines Basel Il, Solvency Il till 2012
B Implementation of MaRisk from BaFin
B US-market actors require SOX

¥ Today: time-consuming and expensive manual labour

W Specialists are employed for standard tasks and there is often
no time for analysis of special cases e.qg. risk of fraud by stuff
(spectacular example: Societe Generale 2008: 5 Mrd. Euro loss).

B APEX approach reduces the manual effort and provides time for
GRC experts to focus on specific issues
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The Idea behind the APEX Approach

W Automation of standard GRC tasks
B Rol reduction through manual work reduction
B Experts focus on special cases
¥ Development of GRC information bases for companies

B Data sources: Interviews, texts, process mining, and
processes

¥ Risk management concept evaluation

W Partially automated by APEX framework
¥ Support by measures for GRC monitoring

B I[mplementation of monitoring tools e.g. in web portals
® Data can be also used in BPM sector
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The APEX Framework
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Log-File Analysis

File: VYsaperpisapmhtitransh1ogh ALOGAAZSE ERP
n L L
Reguest SID C1. S RG Time Stamp Owner User [ ) Id t f t f th
entdrication O e
SAPKGPPD14 ERF ALL H gaga OF .07 .09 11:47:37 SAPUSER SAP_BRSIS . .
SALPEGPFD1S ERP ol H LG OF OF 09 11:47-44 SLPUSER SAP_BRSIS
SAPKGPRD12 USER SAF_BASIS FOU r_ EyeS_PrInCIple
SALPEGPRDT1Z . . LISER SAP_BRSIS
SAPEGPRDT4 F _Ey _P pI LISER SAP_BRSIS .
smarnrs | T OUM-EYES-FrINCIpIE Fer | e with the help of the
SAPEGPGDTZ2 LISER SAP_BRSIS
SAPEGPGDT3 /?P aLL H e [=]e} A7 .09 11:47 .86 SAP_BASIS f | | u n f n
SAPKGPGD14 RP ALL H gaga OF M7 .09 SAP_BASIS l I | t .
SAPKI I6 ERF ALL H gaa4 SAP_BASIS O OWI n g I n O r a IO n .
FPE-GOE12 ERF ALL ) gaas SAP_BRSIS
SAPK-GOE12 P aLL ) Laag RECRUITUSER SAP_BRSIS [ ] R t Id
SALPE-GOOTZ ERP ALL ) Hansg . . LPUSER SAP_BRSIS eq u es S a re
m RP ALL ) Haas . : : SAP_BRSIS
= ERP sLL ) Hansg . . : g SAP_BRSIS
SAPK-GOOTZ ERP aLL ) Haas OF 07 . 09 13:16: 27 SAPUSER SAP_BASIS Confo rl I l
SAPE-GOOTZ ERP sLL ) Hansg OF . 07 .09 13:16:27 SAPUSER SAP_BRSIS
SAPE-GOOTZ2 ERP aLL ) Haas OF .07 .09 13:16:27 SAPUSER SAP_BASIS .
SAPK-60812 | ERP | aLL | & [ BEE8 | 07.87.89 13:16:27 | SAPUSER SAP_BAS5IS ® OW N e rS a re d |ffe re nt
SAPK-G6OE12 ERF ALL ) gaas OF .07 .09 13:16:27 SAPUSER SAP_BASIS
SAPK-GOE12 ERF ALL ) gaas OF .67 .09 13:16:27 SAPUSER SAP_BRSIS ° b fl . h d
SAPK-G6OE12 ERF aLL ) Laag 07 .07 .09 13:16:27 SAPUSER SAP_BRSIS t
SALPE-GOO13 ERP ALL ) Hansg 07 .07 . 09 13:16:27 ERECRUITUSER SAP_BRSIS J O Wa S I n I S e a
SALPE-GOO13 ERP ALL ) Haas OF 07 . 09 13:16: 27 SALPUSER SAP_BRSIS " . "
SAPE-GOO13 ERP sLL ) Hansg OF .07 .09 13:16: 27 SAPUSER SAP_BRSIS th rr] t t rr]
SAPK-GOO13 ERP aLL ) Haas OF 07 . 09 13:16: 27 SAPUSER SAP_BASIS e Sa e pOI n I n I e
SAPE-GOO13 ERP sLL ) Hansg OF .07 .09 13:16: 27 SAPUSER SAP_BRSIS
SAPE-GOOT13 ERP aLL ) Haas OF .07 .09 13:16:27 SAPUSER SAP_BASIS
SAPE-GOO13 ERP sLL ) Hansg OF . 07 .09 13:16:27 SAPUSER SAP_BASIS
SAPK-GOE13 ERF ALL ) 0AAs OF .67 .09 13:16:27 SAPUSER SAP_BRSIS
SAPK-GOE13 ERF ALL ) gaas OF .67 .09 13:16:27 SAPUSER SAP_BRSIS
SAPK-60E13 ERF ALL ) gaasg OF .07 .09 13:16:27 SAPUSER SAP_BRSIS
SALPE-GOO13 ERP ALL ) Hansg 07 .07 . 09 13:16:27 SALPUSER SAP_BRSIS
SALPE-GOOT4 ERP ALL ) Haas OF 07 . 09 13:16: 27 SALPUSER SAP_BRSIS
SAPE-GOOT4 ERP ALL ) Hansg 07 .07 .09 13:16: 27 ERECRUITUSER SAP_BRSIS
SAPK-GOOT4 ERP aLL ) Haas OF 07 . 09 13:16: 27 SAPUSER SAP_BASIS
SAPE-GOOT4 ERP sLL ) Hansg OF .07 .09 13:16: 27 SAPUSER SAP_BRSIS
SAPE-GOOT4 ERP aLL ) Haas OF .07 .09 13:16:27 SAPUSER SAP_BASIS
SAPE-GOOT4 ERP sLL ) Hansg OF . 07 .09 13:16:27 SAPUSER SAP_BASIS
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Business Process Mining

Analysis of
processes /@
derived with <
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Business Process Analysis

B Automated compliance-analysis
¥ Two approaches:

1. Text-based analysis of the activity

identifier for the automated risk
Identification

2. Structural analysis of the process

model for compliance-violation-
pattern
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Text-based Analysis of Process Documentation
| W A text-based analysis of the word in the
EPC functions

® The functions of the EPC are checked for
the words

Identify an compliance relevant task:
Look for words: Credentials, Login, Check,
Verification that hint towards an authentication
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Structural Analysis of Process Model

Kande bt m  Structural analysis of business
| process models against compliance
patterns
funde b bt = Example: Check that separation-of-
| duty is implemented for significant
.nm"‘:,_) contracts.

o m m E M M M M M M M M M M M M M E m E EEm e EEEE o mw

5 | Pattern: Separation of AU " vuvertrag, .
Vertrag "'::::::.z':,-'::“_ Mitarheiter A : al=b : Mitarbeiter :
l (V:Vertraq :VertragBearbeiten
Vertreg 'a:Mitarbeiter |
Vertrag “”ﬁm:’m':tm‘ Mitarbeiter B E
. :
| . | \v:Vertrag  :VertragBearbeiten
"‘“‘L:::.:""‘} 'b:Mitarbeiter
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Compliance Pyramid

Abstract laws and regulations SOX
AktG

KWG VAG
MARisk

Basel Il Solvency I

\J

ISO 2700x
Concrc_ete security
policy rules BSI-Grundschutzhandbuch
Compliance
APEX tools Risk finder pattern
analyzer
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Benefit

Automatically generated compliance report:
¥ For example: ,,Compliant wrt: MaRISK VA (yes / no)*“
B Lists requirements that may need further investigation

B Suggests measurements to improve alignment with
compliance requirements:

Compliance Report

B automated correction
B manua| Correction Compliance: incomplete

Issue:
- MaRISK VA 7.2: Accordance to
BSI G3.1 needs investigation

Measure:

- BSI Malsinahmenkatalog M 2.6
21
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Possibilities for Cooperation Projects

Offerings:

¥ Preparation of compliance reports using automated tools

® Data mining of log files
B Compliance analysis of business process execution
B Automated process model generation

¥ Support for business process modelling

W Support for preparation and execution of compliance checks

NB: Possibility for public financial support (e.g. BMBF)
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Technical Prerequisites

Ideally:
— System and/or business process documentation
— Interface to extract log data

Note: Our approach can be easily instantiated to a given
architecture (via simple architecture specific adapters).

=> No restriction on the architecture to be analyzed.
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Some Projects

Pre-cloud:

B  German electronic health card architecture (Gesundheitskarte)

®  Mobile architectures and policies (02 (Germany)) ()2
B Digital file store (HypoVereinsbank) Hypo\ferew
B Common Electronic Purse Specifications

(global standard for electronic purses, Visa International) C E PS v
® Intranet information system (BMW) BMW Group
W  Return-on-Security Investment analysis (Munich Re) =— N
B Digital signature architecture (Allianz) Allianz @ —=—MIIEEREE,
M |IT security risk assessment (Infineon) -,

Smart-card software update platform (Gemalto) gemalto
Cloud: -
B Cloud security ceritification (TUV-IT, Itesys, LinogistiX) Tovir ﬁ%g@g
W  Cloud user security assessment (adMERITia, LinogistiX)

Co Competence Company

LinogistiX
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Conclusion

Clouds ?

Make sure you are secure !

(... and compliant)

Contact: http://jan.jurjens.de
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