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ABSTRACT

Cloud computing has revolutionized the IT industry by en-
abling a virtualized resource provisioning model for orga-
nizations. The Network-as-a-Service (NaaS) provisioning
model enables new ways of providing virtually isolated and
on-demand networking capabilities in existing cloud provi-
sioning models, resulting in best-effort performance, scal-
able data throughput, reduced latency, and reduced con-
figuration complexity. In this paper we propose V2C, an
elastic Vehicle-to-Cloud infrastructure that integrates NaaS
into the automotive ecosystem and enables provisioning of
vehicle-based services for automobile users. However, V2C
introduces various security challenges and the main objec-
tive of this paper is to propose a secure provisioning model
to address them.

Categories and Subject Descriptors

C.2.1 [Network Architecture and Design]: Network com-
munications; C.2.4 [Distributed Systems]|: Client/server;
D.4.6 [Security and Protection]: Information flow con-
trols; D.4.8 [Performance]: Measurements

General Terms

Design, Management, Performance, and Security
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Vehicular networks, Security architecture, Cloud network-
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1. INTRODUCTION

Cloud computing is arguably one of the major game chang-
ers experienced by the IT industry during the past decade.
Defined by the National Institute of Standards and Tech-
nology(NIST) in [1] and [2], cloud computing has gradually
enabled a transition of the enterprise infrastructure into the
cloud, the driving force for this transition being a reduced
capital expenditure (CAPEX) coupled with a reduced oper-
ational expenditure (OPEX).

Cloud computing so far, has been targeted solely towards
large and medium-scale enterprises. However, with the ad-
vent of widespread cloud service penetration into mobile
phones and other devices, clouds have moved beyond sim-
ply infrastructure and into our daily lives. Apart from the
amount of time spent at home and work, one spends a great
deal of time commuting by cars. The performance and qual-
ity of current features offered in a car such as navigation
services, infotainment services etc., rely heavily on the hard-
ware and software available in the car. These features can
be improved further by the integration of cloud services into
automobiles. This not only offers bigger and better process-
ing power and storage capabilities, but also facilitates in re-
ducing the amount of existing in-car hardware and software,
and paves way for a whole new range of services.

However, cloud computing, similar to other growing tech-
nologies, has its own set of problems. Qualitative provi-
sioning of navigation and infotainment services for auto-
mobiles not only requires on-demand compute and storage
resources, but also heavily depends on the available net-
work bandwidth. The existing service provisioning mod-
els viz. Software-as-a-Service (SaaS), Platform-as-a-Service
(PaaS), and Infrastructure-as-a-Service (IaaS), exhibit unre-
liable performance, low dependability, and throughput due
to the lack of concrete and mature network resources [3].

The European project SAIL [3] introduced Network-as-
a-Service (NaaS), which tightly integrates the provisioning
of virtualized network resources along with the existing ser-
vice provisioning models, viz. SaaS, Paas, and laaS. Fur-
ther, SAIL introduces the CloNe architecture [4], which de-



fines a generic Cloud Network (CloNe) architecture, and al-
lows service users to request network parameters, along with
their desired service constraints. Therefore, NaaS aims to
negate the unreliability in existing cloud service provisioning
models, and promote dependability and guaranteed QoS [3].
Thus, it is safe to state that the varied requirements of the
cloud service provisioning model for cars will be satisfied by
a service provisioning model similar to the one proposed by
the CloNe architecture.

This paper further extends the existing CloNe architec-
ture and CloNe security architecture, and modifies them for
the automobile ecosystem. The main contribution of the pa-
per is the definition of a cloud service provisioning model,
namely V2C infrastructure, customized for the automobile
ecosystem, and a security architecture which integrates with
the V2C provisioning model and secures the complete pro-
visioning infrastructure. Moreover, use cases and example
scenarios are described for cloud service provisioning in au-
tomobiles.

The paper is organized as follows. Section 2 provides the
related work with respect to cloud security architectures,
cloud service provisioning in cars, and other related research
areas. Section 3 describes the customized CloNe architec-
ture, namely V2C infrastructure, to be used in the automo-
bile ecosystem. Section 4 elaborates on the security archi-
tecture, which secures the service provisioning architecture
described in Section 3. Section 5 explains sample use cases
for the service provisioning model for cars namely cloud-
based mavigation and cloud-based infotainment. Section 6
summarizes the results of the paper, and compares it with
the state of the art. Section 7 concludes the work and shows
future working directions.

2. RELATED WORK

Vehicular communication has experienced a rapid mo-
mentum shift from a research-oriented topic to being in-
tegrated in production ready cars of leading industry manu-
facturers, namely Intel’s WiMax-connected car [5] and Toy-
ota’s LTE-connected car [6]. Since the spectrum alloca-
tion for Inter-Vehicle Communications (IVC) by the Federal
Communications Commission and the amendment of IEEE
802.11p standard for Wireless Access in Vehicular Environ-
ments (WAVE)[7], several research works have been carried
out on vehicle-to-vehicle and vehicle-to-infrastructure com-
munication[8, 9]. Daiheng Ni [10] proposed an architecture
which allows vehicles to communicate with any available
roadway infrastructure, in order to transmit the speed and
location of the vehicle to a centrally located server. Jegor
Mosyagin [6] proposed the usage of 4G technology for ve-
hicular communication and the experiments covered in the
paper exhibited maximum data transfer rates of 10 Mbps
for a vehicle travelling at a maximum speed of 140 km/hr.
However, newer technologies such as LTE and 4G introduce
new security challenges.

Seddigh et al. [11] presents a study of security advances
and challenges associated with emergent 4G wireless tech-
nologies. The paper describes potential areas for future vul-
nerabilities and evaluates areas in 4G security which warrant
immediate attention. Moreover, the paper proposes poten-
tial future work to mitigate these challenges. Yu-Hunag Chu
[12] proposed and implemented a new network architecture
design suitable for cloud models. This model is experimen-
tally proven to be cost effective from a networking perspec-

tive, especially for a scenario where the networking resources
are provisioned on-demand. On-demand, secure provision-
ing of networking resources utilizing the newer networking
technologies such as LTE is the basis for our study. This
paper presents our vision on the evolution of smarter auto-
mobiles which are connected to the cloud using enhanced
(network) technologies in a secure manner.

3. THE V2C MODEL

The original CloNe architecture [4] defines a virtualized
network resource provisioning model, which allows a tight
integration between the existing virtualized service provi-
sioning models, viz. SaaS, Paas, and IaaS and the proposed
NaaS provisioning model. Moreover, the provisioning model
in CloNe has been defined over multiple service hierarchy
levels, and transcends multiple administrative boundaries.
The V2C model proposed in this paper shares the same basic
properties as the CloNe ecosystem, namely multiple levels
in the service hierarchy, multiple administrative boundaries,
and on-demand network resource provisioning. This section
describes how the CloNe architecture is used as a reference
model and further customized according to the specifications
of the automobile ecosystem. Sections ?? and 3.3 describe
the automobile ecosystem and the V2C provisioning infras-
tructure in detail.
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Figure 1: Abstract architecture of cloud service pro-
visioning model

3.1 Abstract architecture

Figure 1 shows an abstract architecture of the proposed
V2C model for automobiles. The two central roles in the ab-
stract architecture are the automobile user and the infras-
tructure provider. The automobile user initiates a service
request to the infrastructure provider by utilizing the provi-
sioning infrastructure, which takes care of the propagation
of the abstract service request to the infrastructure provider,
and might translate the request further into more concrete
expression(s). The request is received by the infrastructure
provider, who is then responsible for the delegation of the
service request within different (internal or external) admin-
istrative units, and manages the collaboration between those
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Figure 2: Distributed architecture of cloud service provisioning model

units through internal and external SLAs. The infrastruc-
ture provider is responsible to ensure that the overall QoS
constraints of the automobile user are met. Therefore, it
needs to have a tightly-knit control over the entire propaga-
tion path, including the provisioning infrastructure.

The provisioning infrastructure is only visible to the auto-
mobile user in the form of an interface (possibly integrated
into the automobile’s dashboard) and thus the entire back-
bone infrastructure will be opaque to the user. This is ex-
tremely important in order to ensure sufficient service pene-
tration across a diverse end user base. The automobile user
should be agnostic to the exact hardware and software de-
tails of the backbone infrastructure, and should be allowed
to provide their desired service request using abstract terms
and expressions. The automobile user’s request will be en-
capsulated inside VXDL [13] packets, which is the same for-
mat as that used by CloNe.

3.2 Detailed architecture

Figure 2 describes a more detailed version of Figure 1 and
includes the entire component-wise distribution of the V2C
provisioning model. The original role infrastructure provider
is divided into further sub-roles, namely, internal infrastruc-
ture provider and external infrastructure provider. Each in-
frastructure provider virtualizes and provisions its own set of
resources to the end-user or tenant. An internal infrastruc-
ture provider is defined as the entity which manages the set
of resources housed inside the administrative domain of the
original infrastructure provider. The second sub-role is the
external infrastructure provider, which controls its own set of
resources and is housed outside the administrative bound-

aries of the internal infrastructure provider. The external
infrastructure provider might collaborate with the internal
infrastructure provider if the latter is unable to provision
the requested resources on its own.

Each infrastructure provider provides a resource admin-
istration interface. The resource administration interface
offers a set of APIs and management functions to the higher
entity in the service level hierarchy. The set of management
functions includes a goal translation function, a resource
management function, and a fault management function de-
ployed by the infrastructure provider. The goal translation
function accepts abstract service requests from the automo-
bile user and translates them to concrete resource specifica-
tions using a multi-level translation process. The concrete
resource specifications are further provided to the resource
management function. Before deploying the concrete specifi-
cations on the underlying physical resource set, the resource
management function collaborates with the fault manage-
ment function and generates fault reports. The generated
fault reports contain information regarding resources which
are partially or completely compromised, or are experiencing
performance fluctuations. The information provided by fault
reports help the resource management function in avoiding
faulty resource allocation to fulfill the requests of the auto-
mobile user.

3.3 Service provisioning

The automobile user sends a service request to the in-
frastructure service, which is a role played by the automo-
bile manufacturer, or any other service provider chosen by
the automobile user to provision the requested service. The
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Figure 3: Security architecture of cloud provisioning model for automobiles

infrastructure service employs a control unit at its center,
which is responsible for carrying out the initial goal trans-
lation of the user request. The initial abstract request de-
picts the SLO and QoS constraints expected by the automo-
bile user. The infrastructure service is also responsible for
storing a registry of distributed infrastructure service com-
ponents, which are defined as subsets of the infrastructure
service component. Each administrative domain houses a
distributed infrastructure service component that is respon-
sible for accepting the service request from the infrastructure
service component. The distributed infrastructure service
further translates the request into concrete resource config-
urations and provides them to the infrastructure provider by
utilizing the resource administration interface.

The infrastructure service component aims to provision
the service request by utilizing only the resources present
in its respective administrative domain. However, in some
exceptional cases, either the resources in its domain are over-
booked, are experiencing technical faults, are compromised,
or the resources aren’t acceptable by the user in the price
point at which they are provisioned. In such a scenario, the
infrastructure service provisions the available/acceptable re-
sources from its respective administrative domain, and ad-
vertises the remaining resource requirements (including the
security, non-functional, and economic requirements) among
the different competing distributed infrastructure service com-
ponents. The distributed infrastructure service components
that can successfully provision the resources respond with
their respective remote references. The infrastructure ser-
vice component then selects the desired distributed infras-
tructure service component(s) that would provision the re-

maining resources. The infrastructure service component
conveys the address information of the selected distributed
infrastructure service components to the primary distributed
infrastructure service component, and the latter carries out
remote reference resolution to communicate and collaborate
with each other to provision the service request.

Schoo et al. [14] describes multiple security challenges
which plague the NaaS provisioning model. Some of the se-
curity challenges covered include information security issues,
threats in virtualization environments, and communication
security for cloud networks. Subsequently, Fusenig et al. [13]
proposed an abstract security architecture to negate the se-
curity challenges covered in [14]. They defined a security
goal translation function, which builds on the goal transla-
tion function proposed by Bjurling et al. [15] and enhances it
by adding security-specific translation functionalities. The
purpose of the security goal translation function is to accept
security requirements from multiple entities, and produce
pareto-optimal solutions to address them. This paper uses
the security goal translation function suggested by Fusenig
et al. [13], maps it to the V2C architecture described in Sec-
tion 3, and extends it further by integrating three additional
security modules. These modules include an authentication
module, an authorization and access control policies mod-
ules, and an assurance module. The placements of these
modules, and their interaction with the security architec-
ture is depicted in Figure 3.

4. SECURITY ARCHITECTURE

The authentication module plays an important role in the



security goal translation process, as the security goals pro-
vided by entities in the V2C infrastructure require accu-
rate identification of the involved entities. Authentication
is carried out not only on the entities, but on the physi-
cal/virtual resources as well. Vijaykumar et al. [16] pro-
posed a lightweight and extensible key management algo-
rithm, which can be customized for the V2C model. A sec-
ond alternative is using an industry standard like OAuth 2.0
[17, 18] for implementing authentication.

The authorization and access control policies module sets
access control policies for every automobile user and im-
plements them during the resource allocation process. It
is important to utilize access control policy models which
can be reflected all the way down to the heterogeneous net-
work resources, and thus models like OrBAC [19] are not
a viable option. Suitable replacements for an access con-
trol model include an ACL model [20], or a MAC/MLS [21,
22, 23] model. Furthermore, cross-enterprise Security and
Privacy Authorization (XSPA) profile of eXtensible Access
Control Markup Language (XACML) [24] can be deployed
in the V2C model. XACML ensures that different partic-
ipating entities can exchange their privacy attributes and
requirements consistently. This would prevent an occur-
rence whereby different entities are unable to interchange
and understand privacy attributes due to the use of differ-
ent languages to set and describe their privacy policies.

An often overlooked security module is the assurance mod-
ule, which is responsible for ensuring that the different in-
frastructure entities in the V2C model are compliant with
the overall legal requirements of the operational area(s),
industry-specific requirements and service-specific require-
ments, and requirements provided by the different entities.
The assurance module is deployed throughout the entire ar-
chitecture, and correlates the management actions with the
desired requirements.

S. USE CASES

Two use cases can be provisioned by the V2C model for
the automobile ecosystem, namely cloud-based navigation
and infotainment.

5.1 Cloud-based navigation

Cloud-based navigation allows navigation requests to be
processed and transmitted to an automobile user from the
infrastructure provider. The automobile user has access to
an interface provided by the infrastructure provider, which
can be used to input navigational requests with specific con-
straints. For example, a request to avoid routes with high
traffic congestion. Each infrastructure provider (or a con-
glomerate of infrastructure providers) can manage large data
centers to simultaneously compute multiple routes, each spec-
ifying a subset of the service request inputted by the user.
The goal translation function discussed in Section 3.2 is
employed to select the best possible route. This process
requires simultaneous usage of multiple processing units.
However, the overall provisioning cost for the infrastructure
provider is vastly reduced due to economies of scale, and
the service being subscribed by a large number of automo-
bile users. Moreover, the infrastructure provider is able to
reliably transmit high quality navigational data by utilizing
the network resources provisioned to the automobile user. A
prominent advantage of the enhanced networking capabili-
ties is the ability to send high-definition “street views”, in

addition to the basic navigational information available on
state-of-the-art navigational devices fitted into automobiles.
Google street view [25] offers similar street views through its
Google maps [26], but the application has not experienced
widespread market penetration into automobile-navigation
devices. However, the reasons for its low penetration, range
from low network bandwidth to operational and organiza-
tional factors.

With the V2C model proposed in this paper, a cloud-
based navigation service can be easily deployed by the au-
tomobile manufacturer in collaboration with external ser-
vice/resource providers. The resource providers will benefit
from economies of scale [27] and have a low OPEX while pro-
visioning the services. On the other hand, the automobile
manufacturers can benefit by deploying the entire backbone
resource provisioning infrastructure, and obtain two succes-
sive revenue channels, namely via the automobile user and
the external infrastructure provider.

5.2 Cloud-based infotainment

Cloud-based infotainment allows the automobile user to
request a multimedia streaming service through the inter-
face provided by the infrastructure provider. The infras-
tructure provider(s) manage a backbone infrastructure and
collaborate with the external content providers to seamlessly
provision a multimedia streaming service. A range of mul-
timedia services, their provisioning requirements, actors in-
volved, and business analysis are discussed in [28]. Of these,
two use cases important for the automobile ecosystem are
video conferencing and elastic video distribution.

Video conferencing is extremely beneficial if the automo-
bile user experiences network latency and QoE, with accept-
able jitter [29]. Chen et al. [30] proposed the deployment
of ad-hoc wireless relay networks over moving vehicles, but
the model fails to provide reliable, secure, elastic, and on-
demand network provisioning to handle traffic bursts and
fluctuations. Our V2C model ensures better QoE to the au-
tomobile user as it integrates NaaS along with the existing
service provisioning models. The key requirements for video
distribution are covered in [31], and the model described
in this paper also ensures security and reliable delivery for
mobile units.

6. RESULTS AND COMPARISON

There are three major security architectures and toolk-
its which secure the backbone cloud service provisioning
model(s), namely IBM cloud computing architecture [32],
Google cloud computing architecture [33], and Eucalyptus
cloud computing architecture [34]. Table 1 compares these
different (security) architectures proposed for cloud comput-
ing with our V2C model. The parameters for the compar-
ison are measured based on their relevance to the perfor-
mance, dependability and security of our model. These in-
clude access control, packet and circuit switched network
convergence, on-demand network provisioning, packet-based
access policy, auditing and assurance function, stateful VM
migration, software network abstraction plane, and multi-
level security.

In terms of security parameters, our model fares reason-
ably well. All the four models have an access control module,
and auditing and assurance mechanism in place. However,
as our model is in the early stages, multi-level security has
not been incorporated in the service provisioning architec-



Table 1: Comparison between different architectures

V2C Model | Google | IBM | Eucalyptus
Access Control Yes Yes Yes Yes
Packet and circuit switched network convergence Yes - - -
On-demand network provisioning Yes - - -
Packet-based access policy Yes - - -
Auditing and assurance function Yes Yes Yes Yes
Stateful VM migration Yes - - -
Software network abstraction place Yes - - -
Multi-level security - Yes Yes Yes

ture. On the other hand, our model fares better in terms
of its networking capabilities. It is the only model which
supports on-demand network provisioning, which improves
the network latency and throughput. Moreover, packet and
circuit switched network convergence [31] integrates both
circuit and packet switching and offers both stability and
flexibility. Our model also includes a software network ab-
straction plane (depicted in Figure 2) and stateful VM mi-
gration which improves flexibility and prevents vendor lock-
ins. Finally, our model supports packet-based access policy
[4] which allows the automobile user to set different access
control policies for different services.

7. CONCLUSION AND FUTURE WORK

In this paper a secure cloud service provisioning archi-
tecture customized for the automotive ecosystem, namely
V2C has been proposed. The V2C model with its tightly
integrated security architecture ensures that the requested
resources can be provisioned in an elastic, on-demand, reli-
able, and secure manner. Furthermore, the paper describes
example use case scenarios for cloud service provisioning in
automobiles.

Future work includes introduction of a key management
algorithm to support the authentication module and a (net-
work and/or host-based) intrusion detection system to sup-
port the assurance module.
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