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Abstract

Modern machines in manufacturing are equipped with integrated computing, communication, and self-x capabilities, thus transforming into
Cyber-Physical Production Systems (CPPS). Common security relies on communication encryption and machine identity is often ensured by
certificates and PKI. This paper examines the possibilities regarding security and secure identity for CPPS. We look at concepts which have
been presented by researchers in the past, e.g. device or OS fingerprinting, biometrical respectively hylemetrical methods and self-description
abilities of CPPS components. We propose how they can be used to construct a hybrid fingerprint for CPPS, to increase security and build a

secure identity for CPPS.
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1. Introduction
1.1. Context

Since 2012, digital change in all areas of private, public
and business life, but especially in the environment of
manufacturing companies and production itself, has been
increasingly driven forward by the future project for the
comprehensive digitisation of industrial production funded by
the German Government. In general, the term "Industry 4.0"
has established itself for these efforts and the associated
activities in industry and research and has even become an
international synonym for digitised and networked
production. So-called Cyber-Physical Systems (CPS) are the
prerequisite and technical basis for a continuously networked
production and the associated ability to acquire and process
data and information from machines and processes [1].

As one of the first researchers, Edward A. Lee defined CPS
as integrations of computation with physical processes.
Embedded computers and networks monitor and control the
physical processes, usually with feedback loops where
physical processes affect computations and vice versa [2].
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This definition is still very close to the origin of CPS,
which evolved from interconnected embedded systems.
Nowadays we see CPS more as a logical unit of physical and
virtual components, which are possibly loosely coupled. CPS
are machines and electronic devices that have certain
integrated capabilities, such as using sensors and actuators to
interact with their environment, to record and to process
information. They communicate via open networks with
remote IT services in the form of microservices and
applications within service-oriented architectures, with a
much larger emphasis on software components [3]. This much
more flexible approach is made possible by the progress in
information and communications technology (ICT), which has
enabled even smaller, more powerful and cheaper computer
systems. Communication technology on the one hand and
virtually unlimited storage and computing capacities in the
form of cloud systems on the other, and thus the adaptation of
the Internet of Things paradigm in the industrial Internet of
Things (IIoT) [4]. The reference architecture model for
Industry 4.0 (RAMI 4.0) [5] and the Industrial Internet
Reference architecture (IIRA) [6] were one of the first
approaches to map these paradigms to industrial applications.
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1.2. Motivation

Connectivity enabled by technical progress in
communication technology has led to the development of new
use cases and business models based on data and information,
which is being collected from connected machines and
equipment and processed by services [7]. Current studies
conducted by Bitkom in April 2018 show that every fourth
machine in production environments is now connected [8] and
thus enabled to be augmented with “smart capabilities” with
the help of services, thus transforming it into a CPS,
respectively a Cyber-Physical Production System (CPPS) [9].

This development is opening new possibilities and
immense potential for companies to improve efficiency,
productivity, and quality of their production processes and
products [10]. The increase in connectivity has of course a
negative impact on the statistical security of a company’s ICT
infrastructure since it’s opening up many attack vectors to
potential intruders [11]. Most companies, especially small and
medium enterprises (SME) need this potential to increase
their competitiveness in a globalized market, but they mostly
lack the resources, either in the form of skilled experts or
money to pay for security services, to handle this increase in
required security measures for connected systems and ICT
[12]. One of the most urgent problems regarding security is
the question of the identity of objects in connected systems
and inter-company value-adding networks [13] and the attack
vector in the form of identity spoofing [14]. Nowadays most
security mechanisms for identity are not integrated into
systems but are added afterwards in the form of add-ons like
dongles or hardware or software tokens or certificates inside a
PKI infrastructure. Identity is only applied to human actors,
there is no security infrastructure to support secure identities
and verification, and validation of system integrity is not
performed [13]. To reduce this complexity and make it
manageable we propose to make use of the self-x capabilities
of CPS. Self-x can be used to encapsulate a multiplicity of
highly complex functions away from an operator. The advent
of cognitive computing technologies and the current strong
resurgence of Al research will further enable these methods.

In the following chapters, we will present multiple
methods, which we have identified as suitable to be used for a
CPPS fingerprinting approach. Afterwards, we introduce our
proposed fingerprinting method concept which combines and
innovatively extends current methods. We then show how
infrastructure for smart manufacturing can be used for data
collection, to make it applicable to a new and more capable
approach for CPPS fingerprinting. Methods and mechanisms
on how to use this fingerprinting information for verification
are beyond the scope of this paper.

2. State of the Art
2.1. Fingerprinting methods

Fingerprinting is defined by the Internet Engineering Task
Force (IETF) as “the process of an observer or attacker

uniquely identifying (with a sufficiently high probability) a
device or application instance based on multiple information

elements communicated to the observer or attacker” [15].
Many various methods have been researched and applied in
the past to create a Fingerprint, which is “a set of information
elements that identifies a device or application instance” [15].
Fingerprinting is essentially divided into active and passive
fingerprinting methods. Passive fingerprinting uses non-
invasive methods to analyse communication traffic between
servers [16]. One example for this is device or machine
fingerprinting, or specifically OS fingerprinting, which uses
OSI Layer 4 (TCP) information to infer which OS is running
on a machine [17].

Active Fingerprinting uses active methods to invasively
query for specific information, like the MAC address of a
device, a serial number or chipset information as exemplified
in [18]. Browser fingerprinting is an example application on
how to uniquely identify a device which is capable enough to
perform several active requests, as shown in [19, 20, 21].
Industrial applications in the past have been mostly relying on
passive fingerprinting methods, due to the amount of very
limited resourced in embedded systems and the sensitivity of
industrial control systems (ICS) [22].

2.2. Identification methods

Identification methods can be used to harvest or extract the

required information elements for device fingerprinting,
respectively the generation of a fingerprint. They are
distinguished as direct identification and indirect
identification methods.
Direct identification is the direct extraction of information
elements in the form of object properties regarding its
physical attributes. Indirect identification is the provision of
information about an object with the help of a “support
object” which belongs to the object or is part of it [23].

For humans, biometrical identification methods are used to
identify them by unique properties [24]. To capture these
properties, one must use specific devices, which can extract
physically unique properties from a certain source, which
organisms have in common. Human fingerprints are a prime
example, especially since they have been the inspiration for
machine fingerprinting due to their forensic value since every
object should have a different fingerprint value (diversity),
which never changes (stability) [25]. Fingerprint readers are
being used to extract properties of a fingerprint and store them
in an informational data structure which forms a signature
which is being stored and compared for identification or
authentication [26]. Other features like iris scans or human
behaviour are also being used to create patterns which can be
used for biometric identification [27].

Hylemetry [28] can be regarded as the pendant of
biometric methods for non-organic, inanimate, artificial
objects. Due to imperfections of materials and manufacturing
processes during the production of physical objects, these
imperfections can be used to extract physically unique
properties, as shown in [29] with banknotes and the unique
random distribution of metallic fibres. This approach is the
main principle of sensor fingerprinting methods [30], which
can be applied to electrical components like digital imaging
sensors [31], fingerprint readers [32] or mobile device
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accelerometers (MEMS) [33] to extract unique noise signal
patterns which are caused by physical imperfections and are
unique for each electrical component. Unique mechanical
behaviour of machine components like relays is also used as
demonstrated in [22].

2.3. Self-x capabilities

Self-x capabilities stem from the self-CHOP paradigm,
which has been introduced with the autonomic computing
concept by IBM [34] and describes the four fundamental
self-x properties: self-configuration, self-healing, self-
optimisation, and self-protection [35]; Organic computing
extends this principle with self-explaining functionality.
These self-x capabilities are one of the central building blocks
of CPS “intelligence” for automation in manufacturing [36].

One of the latest evolutions of computing paradigms is
cognitive computing [37], which incorporates machine
learning methods and Al supported functionality to these self-
x capabilities [38] and keeps the human in the loop, since it
postulates, that the combination of machine efficiency and
human creativity and expert knowledge will create the most
efficient synergetic effects.

2.4. Information Models and interoperability for CPPS and
the IloT

Managing information and semantic interoperability,
especially for specific applications like fingerprinting,
requires a unified information model. While communication
protocols are slowly converging, with OPC UA [39] being
one of the main competitors to become the main industry-
wide standard [40] next to widely adapted IoT standard
protocols like MQTT [41], semantic interoperability is still
one of the main obstacles [42].

Hence in a connected manufacturing world as envisioned
by Industry 4.0 the concept of a so-called asset administration
shell (AAS) [43] has been considered relatively early. The
AAS is a virtual information construct, comparable to a
digital twin [44], which represents an asset throughout various
phases of its life cycle and stores data and information from
the processes it has been part of. For this, it contains sub-
models, which encapsulate data and information for specific
applications [45]. The meta information model of the AAS
provides a unified structure, which is expected to improve
information exchange between participants of an “Industry
4.0 system” [46]. Another information model, which aims to
improve device interoperability, is the base ontology provided
by oneM2M, which isn’t focused on manufacturing
application but strives to provide a framework to all kinds of
IoT applications in enterprises [47].
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i Data for Fingerprinting Structured i
i Object | self-x e . . ]
i Identification Information Information o
) I — (I
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Fig. 1. Hybrid fingerprinting principle.

3. Cyber-Physical Production System Fingerprinting
Concept

3.1. Requirements for CPPS fingerprinting

In the State-of-the-Art section, we have presented several
various applications for methods which can be used for
security, namely fingerprinting and identification. We have
only picked a few representative examples, to illustrate the
possibilities which fingerprinting and identification methods
offer to extract information elements from an object. If this
object is self-x capable, we can classify it as a smart object or
CPS and as a CPPS if it’s applied in the context of a smart
manufacturing system infrastructure, where each CPPS is
virtually represented in the form of an AAS [43]. The AAS
can hold a complex fingerprint object throughout the object’s
whole lifecycle. Since this fingerprint is not only comprised
of static properties but also from dynamic properties, we are
introducing the concept of a hybrid fingerprint.

Figure 1 illustrates this principle of creating a hybrid
fingerprint for a CPPS. For this approach to work, each object
must be able to provide a specific set of information about
itself in the form of a self-description. If possible, objects also
must provide operations for active fingerprinting. Passive
fingerprinting can also be applied, but active fingerprinting
capabilities allow for the more flexible and unique collection
of identification data. Each additional property which can be
extracted for fingerprinting, will increase the effort for
identity spoofing and thus increase statistical security. The
fingerprint isn’t only constructed from the properties, but also
from information about the properties it’s constructed from.
This means that an ontology must be introduced, which
allows the extension of properties with semantic data. This
ontology is implemented in the form of semantic information,
namely the AAS information meta-model which is introduced
in [46]. Here an AAS for other objects and services can be
referenced and semantically connected, to create correlational
and knowledge-based properties.

3.2. Properties for hybrid fingerprinting

We are distinguishing properties which an object possesses
into static and dynamic properties. Static properties are
properties, which do not change and are either arbitrarily
assigned or intrinsic to an object, like information about its
manufacturer. Static properties can be further distinguished
into unique properties, like a UUID or serial number, which
must be globally unique and properties which are unique for
this specific type or instance of an object. For instance, a set
of operations and events as introduced in [49], which can be
identical or similar for this type of object. Furthermore, each
object provides a set of capabilities, which describe which
processes it can perform. This semantic information is
connected to the object’s operations and events.
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Static information

Unique and non-unique self-description properties,
e.g. UUID, name, manufacurer information, operations,
semantic information (operations = processes)

Physical characteristics

Unigue properties extracted from unique data,
e.g. noise patterns or other physical characteristics
from (Umponents or sensors

Behavioural characteristics

Properties extracted from potentially unique data
e.g. network traffic characteristics of
components (passive) or compute operations (active)

dynamic

Correlational and knowledge based information

Properties based on unique combination of infermation,
e.g. spatial and temporal correlation
of process data and sensor readings

Fig. 2. CPPS Fingerprint property types.

Dynamic properties are properties based on data and
information which is generated by the object and its
components. This can be process data, status data or specific
measurements from various sources, like external or internal
sensors. Dynamic properties are comparable to the data which
is extracted for common fingerprinting, for example, sensor
measurements which can be used to identify unique noise
patterns from sensors. But in our concept, we also introduce
the possibility to correlate this information with specific
processes, which also adds unique behavioural fingerprinting
information by creating unique relations. This allows
performing probability checks like time stamp correlation to
compare it with information from a Manufacturing Execution
System (MES) and the existing process schedules. Or in the
case of moving parts, a specific sensor reading can be
correlated to a process step, for example, the rotation speed
and orientation of a drilling tool during drilling. Figure 2
depicts the types of informational attributes we have
identified properties are derived from.

3.3. Creating a hybrid fingerprint

The CPPS fingerprinting concept extends the focus from
only looking at specific noise patterns of components which
are based on physical imperfections to behavioural patterns
which are currently only applied in biometric identification
methods or device fingerprinting where human actors are
being tracked through their behaviour. Industrial applications
like intrusion detection systems (IDS) are only applied on a
network communication level with the help of passive
fingerprinting methods. For this, we are not only using static
information properties, but we are correlating this static
information with dynamic information which can be extracted
from physical or behavioural characteristics as listed in
figure 2. In this way, we can create unique relations between
data which is unique to an object and which is extremely
difficult to spoof since an attacker would have to compromise
the whole system. A minimal sensible set of properties needs
to be defined to create the most basic fingerprint, but it can be
expanded as one may see fit. Figure 3 illustrates the relation
between various sources for properties.

Since CPPS are embedded in smart manufacturing systems
we can draw from several information sources for correlation,
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Fig. 3. CPPS Fingerprint information relationships for property extraction.

for example order information from the enterprise resource
planning (ERP), job schedules from the MES or other meta
information from various sources which are enabled by IIoT
applications, like sensor information or location data and
movement paths of automated guided vehicles (AGV). The
initial fingerprint used during the enrollment of an object
likely hasn’t been used in production yet and doesn’t have
sufficient data to rely on and extract properties from. The
concept is designed to strengthen statistical security over time
by collecting more information. But since the AAS provides
that information about an asset or object, it can be collected
throughout its whole life cycle. It’s possible to already embed
information from an objects production phase in the object
and its AAS to extract properties for fingerprinting.

4. Implementation
4.1. Previous work

In [48] we have presented the implementation of a
middleware solution, the manufacturing service bus (MSB).
The MSB provides components which we can use, but which
must be extended in functionality to allow the application of
our CPPS fingerprinting method. This component is the so-
called “Connected Service Management”, which acts as
device management and stores the self-descriptions provided
by smart objects and applications. The basic MSB object self-
description is very rudimentary and contains basic static
information about the object, its operations and events and
their respective required or provided data formats.

Additionally, we are introducing a new component, the
Metadata Management, which is needed to store information
that goes beyond the simplified self-description

4.2. Overall architecture

Coming from our base MSB architecture presented in [48],
figure 4 depicts the target architecture to enable CPPS
fingerprinting with the MSB. Objects and services
(summarized as smart services) establish a connection through
the various interfaces, depending on the required
communication protocol.
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Fig. 5. Extended self-description model.

They register and enrol in the Connected Service
Management. Whenever a new service is enrolled, the
Metadata Management will automatically create a new
instance of an AAS for it inside the Metadata Management,
and an extended self-description is added to it as an AAS sub
model in which the information about the fingerprint resides.
The frontend is also extended to access and visualize this
additional metadata. In this first step, the correlation of
information will be done manually, but the system can be
further extended to integrate “Al-supported” automated
correlation based on historical data in the future.

4.3. Extended self-description

We have extended the self-description which has been
introduced in [48] with additional metadata (figure 5), to
allow classification of objects based on their properties. This
is essentially the simplest form of a fingerprint, which is only
based on static data and only verifies non-unique properties.
Unique-properties allow to identify single instances, and
metadata information with dynamic data attached to it allows
to combine and correlate additional information.

4.4. Application example

To demonstrate the principle of creating a hybrid
fingerprint for a CPPS, we have implemented a simple
application example in the form of a miniature manufacturing
plant (Festo CP Lab) from Festo Didactic (figure 6). It’s
composed of two main process modules for turning and
pressing a workpiece, which is transported on a circular path
with a conveyor on skids, which have been upgraded with the
ability to provide sensor data for acceleration and rotation.

Self-Description

indicates

Embedded System
Signature Data ®
indicates

Process Data o—
correlates
Sensor Data e—
Ccorrelates
Structural and |
movement
— information

Hybrid Fingerprint
Fig. 6. Hybrid fingerprint property sources and correlation for Festo CP Lab.

Communication with the MSB and the Metadata
Management is established through a Kunbus Revolution Pi
PLC, which is running MSB client code written in Python.
The client generates a semantically enriched self-description,
and the Metadata Management is configured to indicate a
spatial and temporal correlation between the movement data
of the skids with the workpieces and the process execution of
the turning and pressing modules. An active fingerprinting
operation allows querying a compute function which returns
signature information for a Raspberry Pi 3 compute module.
The learning ability of the fingerprint can be demonstrated by
collecting data from the skids in a training phase to learn a
movement pattern which correlates to the conveyor
configuration, which resides as a property in the metadata
self-description of the CPPS. Additional services can be used
for various applications like process monitoring, either
regarding quality or security.

5. Conclusion and Future Work

This paper intended to present how existing fingerprinting
methods and modern technology in the form of smart
machines can be used to create a new hybrid method of
fingerprinting. The main two challenges to reach a wide
adoption of our concept is the extension of self-x capabilities
of machines in production environments and thus the broad
adoption of CPPS. We expect the introduction of 5G
technology to drive the application of industrial distributed
systems even further. Machines are getting smarter; Al
research and machine learning are currently one of the most
researched fields. We expect that this method has the
potential to greatly improve security once the required
foundations have become state of the art in manufacturing
environments and inside companies.

The concept of creating a hybrid fingerprint to identify
objects and applications or services is one application
example of what can be done inside a coherent information
system, which CPPS are built upon. Mechanisms and methods
on how to use this fingerprint for validation, verification and
authentication are subject of further research. Our
fingerprinting approach can not only be used to help create a
unique identity for a CPPS, but we have identified two other
related main applications. Its underlying components and
functionality can be used for future development and
publications will present how to combine multiple objects to
perform structural modelling and deployment of CPPS by
operators and the creation of a distributed Cyber-Physical



398 Daniel Stock et al. / Procedia CIRP 81 (2019) 393-398

Data Access Layer, which is a contrast to the data-lake
approach many companies nowadays follow for their
production data.
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