
International Center for Networked, Adaptive Production, 
Aachen

ICNAP Study Report 2022



2

Dear Digitalization Enthusiasts,

In 2022, we continued to work closely with the community by 
conducting studies and community events. We at ICNAP belie-
ve that the key to unlocking the full potential of networked, 
adaptive production is strong cooperation. Therefore, we seek 
to foster meaningful collaboration between research partners, 
manufacturing companies, and digital enablers. ICNAP is the 
ideal platform for networking and collaboration in this area, 
we have an active community of members and are always 
working on new challenges.  

In this report, we would like to share with you the five studies 
we conducted in 2022. These studies cover various subjects, 
such as sustainability in manufacturing, industrial data, cyber-
security solutions, and the use of digital twins. As every year, 
each study was selected through an exclusive voting process 
involving all community members. This ensures their relevance 
to the industry and the needs of the ICNAP community. 

We hope this report will give you some insight into the current 
state of networked, adaptive production and the work being 
done within ICNAP. If you would like to learn more about 
these studies or the community, you can find more information 
about our work at www.icnap.de. 

2022 was my last year as a member of the ICNAP steering 
board, as I am fulfilling my appointment as a professor at FH 
Aachen University of Applied Sciences. Working with ICNAP 
has been a pleasure and I am happy to leave the work in good 
hands. 

Prof. Dr.-Ing. Kristian Arntz 
On behalf of the ICNAP Steering Board

Foreword

“Build a community. No one does 
big things by themselves.”

Barack Obama 
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Networked, adaptive production

“What does Industrie 4.0 mean for my production systems and 
what do I have to do to make my company fit for the future?” 
This is a question we frequently hear from manufacturers in 
Germany or anywhere else in the world. There is no simple, 
one-size-fits-all answer. It seems safe to expect, however, that 
increasing levels of digitalization in manufacturing environ-
ments and big data analytics will shape today’s manufacturing 
processes, subjecting these processes to radical changes which 
will make them leaner, sharper, and more efficient. 

 
 
 
 
 
 
 

Based on this demand, the three Aachen-based Fraunhofer 
Institutes and other experts from industry and research have 
established the “International Center for Networked Adaptive 
Production” (ICNAP) to find out which new approaches in 
information technology can lead the way towards Industrie 4.0 
and which requirements must be met. We are convinced that 
only by joining forces between manufacturing industry, digi-
talization enablers, and research, the potentials of Industrie 4.0 
can truly be exploited. Hence, ICNAP it set up as a platform 
and community for collaborative R&D, to realize the visions 
behind “Networked, Adaptive Production”.

ICNAP works with seven topic fields, covering the realization 
of “Networked, Adaptive Production”.

Sensor systems and data acquisition

How is the relevant data along the entire process chain 
collected?  
 
Data acquisition is the first step on the way to networked, 
adaptive production. It is vital to establish which data can be 
recorded directly in the control unit of the production machi-
ne concerned and which can only be obtained via additional 
sensors. When additional sensors are required to measure 
parameters such as e.g., temperature, speed, or pressure, these 
must be integrated robustly and reliably within the manufactu-
ring process.

Interfaces and connectivity

How do the key players and systems communicate during 
the production process?  
 
When the production data is reliably recorded, a suitable com-
munication protocol such as MQTT or OPC-UA is selected, and 
the decision is made as to whether communication should be 
via wired or wireless connection. The ICNAP partners scrutinize 
the data transfer requirements in terms of data throughput 
and latency for the production process in hand and can already 
issue recommendations at this point.

Introduction to ICNAP

ICNAP-Community key facts

A growing international community with partners from 

production technology, digital enablers, and research. 

Members work together to lever-age the potential of digi-

talization. Community offerings include network meetings, 

joint studies, discussion in working groups, corporative 

hackathon, and more.

ICNAP Research Partner

Fraunhofer Institute for Production Technology IPT

Fraunhofer Institute for Laser Technology ILT

Fraunhofer Institute for Molecular Biology and  

Applied Ecology IME

Laboratory for Machine Tools and Production  

Engineering (WZL) of RWTH Aachen University
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Sensor Systems &
Data Acquisition

Data Synchronization &
Middleware 

Digital Twin in
Production Life Cycles

Data-Driven
Business Models

Interfaces &
Connectivity 

Data Modelling &
Data Analytics

Cloud Systems &
IT-Architecture

Figure 1: ICNAP topic fields
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Data synchronization and middleware

How are raw data (time-)synchronized and enriched with 
information?  
 
Once communication has been decided and established within 
the production process, it is essential to determine how to 
standardize procedures for filing data from various sources 
simultaneously and at various recording frequencies. The 
quality of the different sources and the required level of data 
accuracy are also defined at this point to facilitate accurate 
comparison and evaluation of analysis results within the net-
worked production environment.

Data modeling and data analytics

How are the relevant data selected and what methods 
are used to obtain information from the data?  
 
To provide even better support to staff working in manufac-
turing companies – from production planners through quality 
managers to machine operators – whenever decisions they 
have to make, it is vital to define which process chain data is 
relevant to them specifically. This is achieved by modelling the 
actual process digitally based on the obtained data. Informati-
on can be generated from the data underpinning the structure 
of process knowledge using suitable data analytics methods 
in the form of machine learning algorithms or correlation 
analyses.

Digital twin in the product life cycle

How is information and know-how at different stages 
in the product life cycle brought together digitally and 
visualized?

Before the recorded information and the acquired know-
how along the entire value chain can be stored and used, the 
relevant data must be connected together and set in relation 
to one another. The outcome is a digital image of the actual 
process which can be used to visualize the data in a goal-
oriented and user-friendly form. Recommendations for action 
and feedback strategy for production can be derived from the 
knowledge obtained about the process.

Cloud systems and IT architecture

How is the most suitable infrastructure selected and how 
are existing systems connected?  
 
An efficient IT architecture is vital to the successful integration 
of digital tools in production. To this end, ICNAP tests mat-
ching databases and cloud systems for in-company or cross-
company networks, taking account of current safety standards, 
norms and regulations.



6

Data-driven business models

How are data-driven business models developed and 
integrated within the traditional product and services 
portfolio?

Not only does networked, adaptive production improve pro-
duction by making additional knowledge available, but it also 
opens the possibility of completely new forms of economic 
value added via extended or com-pletely new physical proces-
ses and products. Digital and data-based business models  
can be developed, classified, and evaluated even for digital 
services e.g., machining-as-a-service or power-by-the-hour.

Each year, new topics are chosen and realized by the commu-
nity in collaborative studies. The studies are divided into three 
phases: a pilot study, a detailed study and the application and 
business cases. The goal is to develop a hands-on demonst-
ration of the applicable technologies and methods within the 
ICNAP community, either on the ICNAP shop floor or at one or 
more of the member companies. The studies can be cross-
topic covering one or more ICNAP topic fields. This report is a 
summary of the key results from the five studies conducted in 
2022.
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PILOT STUDY
Generation of an overview

of the status-quo of the study 
topic and technologies as well as 

relevant trends. 

DETAILED STUDY
Detailed market and technology 
studies for selected topics; Pre-

assessment of technological 
feasibilities.

APPLICATION & BUSINESS CASES
For at least one use case, the 

selected technologies are applied 
and implemented in a pilot project 

on the ICNAP shop floor.

Phase IIPhase I Phase III
Report 

CompilationM M M

Figure 2: Three phases of an ICNAP study
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Pricing Models for Industrial Data

The increasing importance of digital technologies and con-
nectivity in products, processes, and organizations leads to a 
growing amount of generated data. Manufacturing companies 
can use these data to control and monitor production pro-
cesses as well as offer data-driven services in addition to their 
existing product portfolio. In the business to consumer (B2C) 
sector, data-driven services are already well established. Manu-
facturing companies on the other hand tend to struggle to 
effectively leverage and monetize data-driven service offerings, 
as the value creation and utility potential often is not apparent. 
However, to increase their competitive positioning, companies 
need to establish a sound understanding of the value creation 
of their products or services and the resulting pricing potential.

Even though success stories exist in the manufacturing indus-
try, most companies face challenges in effectively pricing their 
data-driven offerings. This is, in part, due to the many facets of 
pricing such offerings. Because of their diversity and complexi-
ty, these may seem intimidating to consider at first glance. 

Figure 1 shows four challenges of pricing data-driven service 
offerings that should be considered. The potential customer 
purchases a benefit and/or functionality, which, contrary to a 
physical product, is not tangible. Hence, the quantification of 
the customer’s benefit is based on the value created by the 
generated data and service offering. For manufacturing com-
panies, the effort required to determine suitable price points 
may be higher, as the quantification depends on the benefit 
of the individual customer. From a customer’s perspective, 
estimation efforts regarding the return on invest may arise. 

Thus, both the customer and provider of data-driven service 
offerings need to have a sound understanding of the long-
term value creation and utility potential that is generated.

Manufacturing companies notably face obstacles in selecting 
and designing a suitable pricing model to sell their data-driven 
service offerings. In addition to being more difficult to quanti-
fy, data-driven service offerings require more extensive analysis 
of the value creation and utility potential. This is due to the 
previously outlined intangible customer benefit.

This study aims to answer the question how to develop pricing 
models for industrial data. To do so, current industry standards 
and practices regarding data-driven service offerings were 
identified, along with an overview of relevant trends in this 
field. This knowledge lays the theoretical foundation of the 
pricing of data-driven service offerings. 

In a second step, three case studies were conducted, in which 
various types of data-driven service offerings were imple-
mented. Each process was thoroughly analyzed to infer data 
about pricing strategies that can realistically be implemented in 
manufacturing companies. 

Finally, the previously acquired information about the process 
of pricing data-driven service offerings was abstracted to 
identify key performance indicators. These form the basis of 
general recommendations for pricing strategies that apply to 
all manufacturing industries. 

Introduction
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Challenges in pricing
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Update 10.03.2023

Figure 3: Challenges in pricing data-driven offerings



10

Pricing Models for Industrial Data

Pricing of data-driven offerings

To analyze the implementation of data-driven service offerings, 
some important concepts need to be established first. This 
chapter introduces those concepts and outlines the current 
industry standards regarding data-driven service offerings.

Introduction to data-driven service offerings

Data-driven offerings encompass a great number of different 
products and can be divided into four categories: data pro-
duct, smart product, digital product, and X-as-a- service. The 
data-driven value creation correlates with the extent to which 
the data is processed and integrated into each offering. 

The first category of data-driven offerings is data as a pro-
duct. In the manufacturing environment, data products may 
cover the recording and processing of raw processes, machine 
data, algorithms, or decision support. Smart products com-
bine physical and digital products, with a digital extension 
of the product’s physical functionalities. In contrast to data 
products, smart products incorporate cyber physical systems, 
i.e., hardware (e.g., mechanics and electronics) and software 
(e.g., information technology) components to collect, receive 
and transfer data. The third category are digital products, 
integrated software-based stand-alone products that consist 
of digital functionalities. With the generated data, digi-
tal products can be customized to individual needs. For a 

Figure 4: Illustration of potential price strategies in price modeling (non-exhaustive)
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Pricing Model Criteria
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Pricing Models for Industrial Data

manufacturing company, digital products may be the basis to, 
for example, establish a digital business that offers solutions 
for digital manufacturing. Examples for a digital product may, 
among others, be simulation, analytics, or collaboration tools 
as well as 3D visualizations. The fourth category of data-driven 
offerings are X-as-a-Service (XaaS) offerings. XaaS provides 
integrated solutions covering a physical product, service 
offering, and digital product. Using integrated, data-driven ser-
vices, products that are traditionally bought and paid for (one-
off-payments) are being offered as solution-oriented value 
propositions with, e.g., subscription-based payment models. 
XaaS provides benefits for customers, such as state-of-the-art 
technology, reduced financial risk, and increased flexibility, as 
well as service providers, e.g., reoccurring payments and field 
data. 

Pricing Models for data-driven offerings

For data-driven offerings, four price models are typically consi-
dered: availability, use, result, or success oriented. The specific 
pricing model highly depends on the desired data-driven offe-
ring and knowledge of the customer’s need. In the following, 
the four corresponding examples are expanded on in more 
detail and illustrated in Figure 2:  

1.	 Availability-oriented (flat rate model): 
In availability-oriented pricing approaches such as flat rate or 
fixed-fee models, the customer pays for continuous access to 
the product or service. Furthermore, no data on the use of the 
product or service is necessary. In these pricing strategies, the 
criteria determining the price point are usually function-based, 
such as storage size and duration, number of users with plat-
form access, or number of measurement points, see Figure 2. 

2.	Use-oriented (pay-per-use model): 
In use-oriented pricing approaches, such as a pay-per-use 
models, the customer only pays for the actual use of the 
service. The charge to the customer changes over time. To do 
this, standardized data on the customer’s use of the pro-
duct is required. The price charged to the customer is usually 
time-based.

3.	Result-oriented (pay-per-output model): 
In result-oriented pricing approaches the customer pays for the 
result of the available service. In this model, the charge to the 
customer changes dynamically over time. Moreover, individual 
data is required for each machine. As the pricing strategy can 
be amount-based, the charge to the customer may be deter-
mined based on the number of produced parts, the amount 
of conducted quality checks, or the volume of pressurized air 
depending on the regarded service.

4.	Success-oriented (pay-per-access model): 
In success-oriented pricing approaches, such as pay-per-access 
pricing models, the customer is charged for the success associ-
ated with the provided service. The charge may be determined 
by key factors which indicate and quantify success. These fac-
tors can include cost savings, such as reduced operating time, 
less personnel, less scrap, or an increase in revenue and must 
be negotiated between provider and customer beforehand
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Figure 5: Case description Viaccess Orca

Case study: Pricing scenarios for  
data-driven offerings

To gain information regarding the realistic implementation of 
data-driven service offerings, three case studies were conduc-
ted. The studies were coordinated with Viaccess Orca, Zeiss 
Industrial Quality Solutions, and Philips Engineering Solutions. 
This chapter includes a brief description of the case study, fol-
lowed by a case-by-case analysis of the examined data-driven 
service offerings.

Introduction to the case studies

To establish a sound understanding of the key issues in pricing 
data-driven offerings for manufacturing companies, three case 
studies were conducted. These case studies provide insight on 
the relevant industrial issues that manufacturing companies 
may encounter. Furthermore, the case studies allow a tho-
rough and systematic elaboration as well as a comprehensive 
analysis of relevant industry-specific issues. 

Within the case studies, three major challenges of the study 
partners were addressed:

1.	Huge amounts of industrial data complicate a  
purposeful use.

2.	Limited knowledge exists about the monetary value  
of data.

3.	It is hard to identify the most suitable and competitive  
pricing strategy in data-driven offerings.

Viaccess Orca

Viaccess Orca is a Paris-based provider of over-the-top (OTT) 
media services, premium TV platforms, and content protection. 
Operating in business-to-business (B2B) commerce, typical cus-
tomer groups include TV operators, broadcasters, and content 
providers. 
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As highlighted in Figure 3, Viaccess Orca is aiming to operate 
as a digital platform provider serving customers such as physi-
cal manufacturers, data storage providers, and data analyzers. 

The use case is a data sharing platform that collects all gene-
rated data in a secure place. The necessary production data is 
collected from several sources such as sensors, machines, and/or 
postproduction. These data need to be managed and structu-
red in an appropriate architecture to guarantee fast and reliable 
access for the customer at any time. Additionally, the platform 
should enable the data owner to share only selected data. Third 
party access to the data may be granted with respect to any 
pre-defined conditions to allow monetization, define the dura-
tion of access and protect from any security threats. The third 
parties also provide potential applications for the data, e.g., 
predictive maintenance and or the certification of production 
quality. In this case study, value is primarily created through the 
establishment of a data sharing platform with all data merged 
in one secure location while maintaining control over the data. 

Zeiss Industrial Quality Solutions

The second case study was conducted in cooperation with 
Zeiss Industrial Quality Solutions, a German manufacturer of 
optics and metrology equipment. As a machine manufacturer 
and system integrator, Zeiss services a broad spectrum of B2B 
customers, ranging from chip manufacturers to camera manu-
facturers and pharmaceutical companies.

In this use case, a concept that can be integrated into a mul-
titude of different modules for enhancement of component 
measurements was considered. As illustrated in Figure 4, the 
generated data of the measurement process is transmitted 
to Zeiss covering condition, process, and quality data. Zeiss 
processes the generated data and then forwards the processed 
and refined data packages back to the customer. 

To provide data-driven services to the customer, a multitude 
of different use cases are integrated into a range of offerings. 
Each use case includes different functionalities, which can be 
chosen independently by the customers. They are based on 
additional data processing steps enabled by Zeiss Industrial 
Quality Solutions’ expertise in metrology and quality measure-
ment. The processed data is visualized via an interface, which 
is device-independently accessible by the customer. The use 
cases vary in their functionality. Some improve the Overall 
Equipment Effectiveness through the use of machine status 
data, planned, and actual performance data. Others aim to 
improve the machine’s uptime by analyzing cause and effect of 
incidents and machine failures through Condition Monitoring 
of measurement machines, in which critical machine conditions 
are continuously monitored. Another use case is related to 
the customer’s applied measurement strategies: By comparing 
different machines and parts, their measurements and quality 
results can be related to the applied measurement strategies, 
inefficiencies can be reduced, and reproducibility and reliability 
of quality results are increased.

Figure 6: Zeiss Industrial Quality Solutions – Smart Services for measuring equipment

intern4

© Fraunhofer IPT/WZL der RWTH Aachen

Scope of the case

Data 
processing

Device for 
component 

measurement

Customer’s machine

Customer

Processed and refined 
data packages for analysis 

Quality, process and condition 
data from manufacturing 

process and quality inspection 

Customer improves process 
quality and performance 

PaymentData



14

Pricing Models for Industrial Data

Philips Engineering Solutions

The third use case was conducted in cooperation with Philips 
Engineering Solutions, a company providing engineering 
expertise and innovation platforms to customers, among other 
things. This case study examines a data-driven offering around 
a vision system in a production environment. 

Vision systems are used, among other things, to automate 
product inspection and ensure certain quality standards. A 
challenge with vision systems is that produced parts can be 
incorrectly identified as defective, thereby not effectively 
identifying all parts that meet the pre-defined quality stan-
dards. Usually, some overkill may be accepted, as it decreases 
the risk of missing potentially defective products. However, 
decreasing the amount of overkill to a minimum, the yield of 
a manufacturing process effectively increases, which can in 
turn decrease production and quality costs per part. To achieve 
a minimal overkill, Phillips Engineering Solutions developed 
an artificial intelligence (AI) supported inspection system. By 
analyzing parts that fail the quality inspection, the AI system 
learns optimal margins for assessing quality with maximal yield 
and optimal quality. Figure 5 illustrates Phillips Engineering 
Solutions’ integration of the AI supported vision system into 
the customers production environment. Based on the produc-
tion data and identified margins, the machine improves itself 
with the help of the AI solution until optimal conditions are 
reached.

Philips Engineering Solutions also offers conventional inspec-
tion methods. These solutions require updates when the cus-
tomer deems them necessary. The customer provides margins 
for quality control which ensure quality standards for a final 
inspection. These machines give the manufacturer and their 
customers quality assurance through the detection of faulty 
parts and increase overall equipment effectiveness (OEE) by 
identifying those parts early in the production process. 

The addition of AI inspection to conventional inspection met-
hods requires the collection of quality data from the conventio-
nal inspection machine. Furthermore, a stronger graphics unit 
is necessary to implement the AI algorithm. The implementa-
tion of an additional AI algorithm leads to a further increase of 
the OEE, as it detects and reduces the number of incorrectly 
rejected parts. Finally, a successful implementation could 
potentially substitute machine operators for the final inspec-
tion, further reducing manpower and productions costs.

Figure 7: Philips Engineering Solutions – AI-based vision system
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Observed challenges in pricing data-driven 
offerings

In this study, different challenges in pricing data-driven offe-
rings were discussed in the consortium. The conduction of 
different case studies with the consortium partners revealed 
major differences in hurdles, potential data-driven offerings, 
and achievable pricing points. The challenges that were obser-
ved during the case studies can be divided into three major 
groups, which are presented and described in the following.

1.	 The level of concretization has an impact on value  
	 proposition
The case studies revealed that the consortium partners all had 
different levels of concretization regarding their value proposi-
tion. More fuzzy ideas for data-driven offerings with unclear 
benefits regarding the value proposition are contrasted with 
specific ideas regarding, for example, the increase of the custo-
mer’s utility potential. Hence, companies pursuing data-driven 
offerings need to be aware of the specific value that their 
offering creates for the customer.

2.	Approach for data-driven offerings vary based on  
	 the objectives
The partners in this study all approach data-driven offerings 
with different backgrounds and different objectives in mone-
tizing industrial data, which can influence on approach that 
is targeted by the partner. Digital platform providers, on the 
one hand, are willing to move into the industrial B2B market, 
as they might lack crucial manufacturing knowledge. Machine 
manufacturers, on the other hand, are trying to move into 
data-enabled services, potentially lacking critical knowledge 
about digital and information technology. Hence, companies 
should be aware of their current and desired position in the 
ecosystem and adapt their approach accordingly. 

3.	Variety of hurdles require individual and targeted  
	 approaches
The last challenge is that potential hurdles in pricing data-dri-
ven offerings depend on the background and objectives of the 
consortium partners. These include the definition of a distinct 
value proposition to increase a customer’s use potential, the 
definition of a suitable price model and strategy, as well as the 
definition of a suitable price point. As these hurdles depend on 
individual factors, companies planning to pursue data-driven 
offerings need to find an individual and targeted approach, 
such as a product strategy.

An approach to pricing data-driven offerings that addresses 
the observed challenges is presented in the following. The 
derived results can serve as guidance for the design of a desi-
red data-driven offering 
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Recommendations for pricing  
data-driven offerings

Four steps for successful implementation of pricing 
models

Four building blocks and guiding questions were derived from 
the findings of these case studies to support a practical and 
systematic introduction of desired data-driven service offering 
to the market (see Figure 6):

1.	 Determination of value proposition: What do I want to 
offer?

2.	 Consolidation of (service) offerings: How do I want to offer 
my product?

3.	 Quantification of utility potential: How do I quantify the 
utility potential?

4.	 Determination of pricing strategy and point: What price 
strategy and point can I determine?

1.	“What do I want to offer?”

The first question concerns determining the value proposition 
of the regarded data-driven service offering. The offering 
needs to be formulated distinctly and explicitly by the provider 
to ensure a transparent value proposition. The cases investiga-
ted in this study revealed three major points that may serve as 
guidance for the determination of the value proposition:

The question “What do I want to offer” starts with analy-
zing which offerings currently make up the product portfo-
lio and what additional value I can create for my customers.
Determining a distinct value proposition with a measurable 
increase in the customer’s utility potential is a crucial basis 
for the quantification, price strategy, and price point.  

To facilitate the quantification and determination of suitable 
price points, the specific challenges regarding the customer’s 
utility potential and desired pricing strategy need to be addres-
sed early on. 
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2.	“How do I want to offer my product?”

As seen in the case studies, the different functionalities of 
data-driven service offerings lead to various elements that 
may differ in their pricing. The categorization of functionali-
ties depends on the degree of digitalization, total number of 
available functionalities, or value the offering provides to the 
customer. By consolidating the desired functionalities into offe-
rings, the transparency of a potential offering from a customer 
point of view and the required functionalities can be increased. 
In general, three types can be derived:

a)	 Dedicated offering: systematic consolidation of different 
functionalities into one dedicated offering for customers

b)	 Bundle: consolidation and clustering of different functiona-
lities into a core offering with flexible bookable extension 
packages

c)	 Multiple singular offering: consolidation and clustering of 
different functionalities into individually selected offerings

3.	“How do I quantify the utility potential?”

The third question aims to identify a suitable quantification 
approach of the utility potential, which serves as basis for the 
derivation of a price strategy and price point. 

As illustrated in Figure 7, the derived data-driven activities of 
the partners were divided into enabler and provider. Whereas 
enablers focus on establishing a suitable environment, such as 
a data platform as a basis for data-driven activities, providers 
are able to directly leverage and exploit data to provide their 
customers with data-driven activities. The different data-dri-
ven activities were assessed in term of their estimated impact, 
potential value-add, and quantification approach. Enablers 
tend to only have limited impact on the customer’s monetary 
potential and provide, e.g., offerings focusing on the secure 
generation, storing, and exchange of data. 

The potential added value of enablers is restricted due to 
the limited provision of value-added services. As mentio-
ned before, the offerings may focus on, e.g., the recording 
and connection of machine data. For providers with indirect 
impact, the potential value-add on the customer’s results may 
focus on the visualization of product- and production related 
data with operational insights. These could include monitoring 
and optimization of the overall equipment effectiveness, or the 
tracking of the output quantity. Providers offering data-driven 
activities with direct impact are potentially able to directly 
influence value-adding factors in a positive way, e.g., through 
the reduction of waste, an increase in output quantity, or an 
increase in productivity of an employee.
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Focusing on the quantification approach, the data-driven 
activities with direct impact may be directly quantified based 
on the total impact achieved. As these may differ between 
customers, the pricing points may also differ based on custo-
mer specifics. For data-driven activities with indirect impact, 
quantification is done by estimating the monetary benefit of 
operational improvements. Potential pricing approaches may 
for example focus on value- or competition-based pricing. 
As highlighted in the case studies, one-off payments may 
potentially be a suitable option for enablers of data-driven 
activities, e.g., for the activation of digital connection or price 
per user. However, competition- or cost-based pricing is also 
conceivable.

4.	“Which pricing strategy and point can I 
determine?”

The fourth guiding question aims to determine a suitable price 
point. First, the price strategy of the billing method for the 
offerings needs to be defined. Knowledge of the customer 
needs and criteria of the data-driven offering is required as 
basis for a suitable pricing strategy and billing method. One 
possibility to determine the hypothetical chargeable price point 
is to set it as a percentage of the value created for the cus-
tomer. The percentage that is used depends on whether the 

data-driven offering has a direct, indirect, or limited impact on 
the customer’s monetary potential, which requires transparen-
cy of the analysis of the previous steps. Figure 8 illustrates the 
potential price points, which is based on experiences gained in 
industry and research projects. 

Regarding limited impact on the customer’s monetary result, 
drivers for the main value proposition may for example be 
the creation of suitable conditions for basic data functionality 
and the provision of connectivity for machines. As depicted 
in Figure 8, the price point is not determined as a share of the 
value created. Contrary to the limited impact, the indirect and 
direct impact may share in the value created. Since offerings 
with indirect impact may provide fundamental insight or 
generate transparency to the reasons of failures, ~10-20 % is 
a reasonable participation in the value created. Offerings with 
direct impact can provide immediate savings of cost or increase 
in revenue and may enable the prediction of unplanned failu-
res or autonomous reactions, so a ~20-25 % participation in 
the value created is reasonable. As indicated above, the value 
created is based on project experiences.
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Introduction

Digital Twins (DT), the virtual representation of physical assets, 
can bring enormous value to the shopfloor. They are expected 
to reduce time and costs, as well as increase efficiency and 
knowledge about the product use. The possible use cases 
cover the whole value chain, including product planning, 
product development, production planning, production, and 
assembly, as well as logistics, maintenance and service during 
use, disassembly, and recycling. By mapping the real asset 
into the digital world, optimization, error-analyses, and even 
simulation of behavior can take place, enabling the usage of 
large-scale computing power, such as factory cloud systems. 

The IT systems currently used for Digital Twins are Product 
Lifecycle Management (PLM), Enterprise Resource Planning 
(ERP), internal solutions, CAD systems, and the cloud. This is 
reflected in the data that is most often stored in Digital Twins: 
the largest portion is geometry data, followed by kinematics 
and behavior. In addition, Digital Twins store control, simula-
tion, and environmental data. System models, however, only 
play a smaller part in current Digital Twins [1]43. To feed the 
Digital Twin with live data from the shopfloor, an increasingly 
integrated and connected production as well as a higher use 
of sensors and computing instances, such as edge and cloud 
devices, is needed. Protocols like Mqtt, LWM2M or OPC UA 
can be used to connect the sensors and actuators via Ethernet 
to the Digital Twin, allowing live monitoring of the production 
and subsequent optimizations. 

To use the Digital Twin on the SCADA, PLC, and field level of 
a running production, the Digital Twin must meet industrial 
requirements, such as real-time capability. Most systems and 
devices at this level have hard real-time requirements to ensure 
precise and predictable behavior. Current Digital Twin solutions 
do not support these requirements and can therefore only 
be used for a retrospective analysis of the process, not for an 
optimization during the runtime. However, those optimizations 
have huge potential to reduce rejects and optimizing quality. 
This raises the question: can the Digital Twin also be used 
down to the field level? How can these systems benefit from 
a Digital Twin? What would be tangible use cases? And could 
they be implemented using state-of the art software frame-
works? What are the specifics and challenges of a Digital Twin 
in a real-time context?

In the ICNAP study “Real-time Digital Twin” the goal is to 
explore the topic of Digital Twins in a real-time context and 
get answers to the previously asked questions. Starting with 
the state of the art of Digital Twins, the current understanding 
and use is described in the following report. The concept of 
real-time computation and communication is introduced to 
distinguish hard and soft real-time from information generated 
at runtime. Then, the term Real-time Digital Twin is defined. 
Further, the analysis of use cases, which have been identified 
in the literature as well as in the ICNAP community, show the 
potential of using Digital Twins in a real-time context. To pro-
vide a direct entry point into the use of the Real-Time Digital 
Twin with this study, various hard and software tools for rea-
lizing Digital Twins are covered, and the software frameworks 
for Digital Twins are evaluated. Finally, this report then touches 
on open research topics.
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Digital Twins for industrial production

Digital Twins

Digital Twins are the representation of assets in the digital 
world. They consist of more than data that is assigned to a 
physical object: To make a Digital Twin a Digital Twin, it also 
must model the state of the physical twin supported by data 
[2]. The Digital Twin must also be associated with an existing 
physical twin, otherwise it would only be a model [3]. The 
ISO 23247-1 defines a Digital Twin as “a fit for purpose digital 
representation of an observable manufacturing element with 
synchronization between the element and its digital repre-
sentation” [4]. The observable manufacturing elements can 
include processes and documents. Synchronization allows to 
update both the Digital Twin and the observable manufactu-
ring element with the respective values. The synchronization 
can either be done continuously or if an event happens, which 
is realized via communication protocols. 

The ISO 23247 does not only define the Digital Twin and the 
synchronization, but it also presents a Digital Twin frame-
work for manufacturing (see  Figure 11): It consists of a user 
domain, a Digital Twin domain, and a device communication 
domain and then builds on the domain of the observable 
manufacturing elements. The device communication domain 
collects data from the observable manufacturing elements 
and controls and actuates them. The user domain analyzes 
the Digital Twin for humans, for example via a human machi-
ne interface. Alternatively, the user domain also provides 
access to the Digital Twin for Enterprise Resource Planning 
(ERP) or Manufacturing Execution Systems (MES). The Digital 
Twin domain holds the Digital Twin, takes care of updating 
it with the data from the device communication domain, 
and manages access to the Digital Twin by the user domain. 
Applications that operate on the Digital Twin, such as a simu-
lation, are also part of the Digital Twin domain [5]. The Digital 
Twin should be implemented using appropriate tools and 
should include relevant data and models. It is also possible for 
the Digital Twin to only include a part of a system. [4]

Real-Time computation and communication

Important processes within automation and production 
technology are subject to strict time requirements, also called 
real-time. While the term real-time is often used synonymously 
for fast processes, real-time systems do not necessarily need to 
be fast. It is more important that a real-time system, including 
computation and communication, is predictable. Results or 
sent information do not only need to be correct and fast, but 
also be predictably available before a certain deadline [6]. A 
distinction can be made between hard and soft real-time, 
where the difference is how long after the deadline the value 
of a computation or communication is valid.

Hard real-time: The data loses its value directly after the dead-
line. If the system misses the deadline, there are consequences, 
e.g., the quality of the product will be affected, or someone 
could be in danger. Examples for this include control loops, 
safety systems, or the brake of a car. 

confidential4/14/2023 © Fraunhofer Page 1

 Device Communication

 Digital Twin

Observable Manufacturing Elements

 User

Digital Twin Framework for Manufacturing

2 Spalten: 176 mm

Figure 11: The Digital Twin framework for manufacturing [5]



23

Real-Time Digital Twin

Soft real-time: The data is also valid if the deadline is missed 
occasionally. If the system misses the deadline, the operation 
degrades. Examples for this include multimedia streaming, or 
weather stations.

Most Digital Twins today are either not a real-time system or 
only apply soft real-time.

Real-time computation: Real-time computation systems must 
do the respective data-processing according to the require-
ments of the connected outside process [7]. Therefore, they 
have to be synchronized with the external events and react 
directly. The availability of the result of the processing then 
must meet the deadline predetermined by the outside process. 
It is also required that the deadline is met predictably even in 
worst-case scenarios. The correctness of results of a real-time 
computation system are therefore not only defined by the 
correctness of the computed result but also by the ability to 
meet the predetermined deadline that is independent of the 
processing speed [8].

Real-time communication: To meet these requirements in 
industry, special physical fieldbus systems are used for time-cri-
tical sequences and processes in automation and production 
technology. These connect control and field devices and also 
enable cyclic and deterministic communication. However, the 

proprietary and vendor-dependent nature of the standards 
used to date makes it difficult or even impossible to combine 
them with networks or devices that use other communication 
standards, such as Cloud or Edge Systems, relying on IEEE 
802.3 Ethernet. With Time-Sensitive Networking (TSN), Deter-
ministic Networking (DetNet) and 5G that may change. All are 
compatible with Ethernet and offer real-time mechanisms for 
deterministic communication.

Definition of a Real-Time Digital Twin

The first application for Digital Twins in manufacturing listed 
by the ISO 23247-1 is real-time control of a manufacturing 
process [4]. As discussed in section 2.2, this process could be 
categorized as a hard real-time process. 

Therefore, a Digital Twin in a real-time context is also a Digital 
Twin, but it has different requirements than the normal Digital 
Twin. To emphasize the use of a Digital Twin in a real-time 
context we can define the term “Real-Time Digital Twin”. The-
refore, a Real-Time Digital Twin is a Digital Twin on which hard 
or soft real-time timing requirements are placed.

Use Cases

Use case categories by the Trans Continuum 
Initiative

While in the literature the real-time Digital Twin is not yet a 
very defined term, in a whitepaper of the TransContinuum 
Initiative, the term Real-time Digital Twin refers to the use “for 
online prediction and optimization of highly dynamic industrial 
assets and processes” [8]. This is posing soft and hard real-time 
requirements on the Digital Twins and therefore matches with 
the definition of this ICNAP study.

In the whitepaper, use case categories including sample use 
cases are defined.

Milling with robots

In a milling process, the accuracy depends on the stiffness of 
the milling machine. In this use case, the vibration that occurs 
during the milling process is predicted during the process. The 
results are then used to compensate the vibrations occurring in 
a robot during the milling process, and this way the accuracy 
of the milling of the product is enhanced. This allows us to use 
robots for industrial milling tasks. [8] This use case falls into the 
category of performance optimization.
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Software for implementation  
of a Real-Time Digital Twin

Available Digital Twin Solutions

Asset Administration Shell
The Asset Administration Shell (AAS) is the Digital Twin for 
Industry 4.0. It is curated by the Industrial Digital Twin Associa-
tion (IDTA). The IDTA was founded by VDMA, ZVEI and Bitkom 
and twenty companies in 2021 [12]. Today, the number has 
more than doubled [13]. The AAS in combination with an asset 
is called an Industry 4.0 component. Assets can be machines 
or material, but also documents or contracts. It is everything 
that needs to be integrated into the virtual world for an Indus-
try 4.0 solution [14].

OPC UA
OPC UA, which stands for Open Platform Communications 
Unified Architecture, is a standard developed by the OPC 
foundation, which is an industry consortium consisting of more 
than 850 members, including major players in manufactu-
ring technologies [15]. OPC UA describes itself as a platform 
independent, service-oriented architecture. It is independent of 
hardware platforms and an operating system and may run on 
microcontrollers as well as the cloud. Therefore, it can provide 
interoperability [16]. 

OPC UA provides a base information model which is extended 
by more detailed specifications by the OPC Foundation. Com-
panion specifications are built on top of that, by industry part-
ners agreeing on a common information model for a particular 
type of asset. For example, the VDMA, Verband Deutscher 
Maschinen und Anlagenbauer, has working groups developing 
such companion specs, e.g. for robotics or drive technology 
[17]. Vendor specific, proprietary information models can then 
be implemented on top of the companion specification.

Eclipse Ditto™
Eclipse Ditto™ [18] is an open-source software framework to 
implement Digital Twins. It locates itself as part of the Inter-
net of Things (IoT) and provides a (software independent) IoT 
middleware that connects and abstracts the devices to and 
from the applications. It can be used with various communi-
cation technologies such as MQTT. It provides access to the 
Digital Twin via an API and provides authentication among 
other features. The assets are modelled in Eclipse Ditto™ as 
Things and can be physical assets or “anything else - if it can 
be modeled and managed appropriately by the supported 
concepts/capabilities” [19].

Increasing uptime of motors

The temperature inside the electrical drive is a limiting factor 
for operation of the motors. In this use case the Digital Twin 
is used as virtual sensor to sense this temperature. It can be 
obtained using a model-based simulation. With this informa-
tion, the availability of the motor can be increased because the 
motor can be used again earlier. [8] This use case is part of the 
virtual sensing category.

Dynamic structural health monitoring for an 
unmanned aerial vehicle

Using a probabilistic graphical model, [9] abstract the “asset-
twin system” as a coupled system and use it for scalable struc-
tural health monitoring of an unmanned aerial vehicle (UAV). 
Uncertainty quantification is done with a Bayesian inference 
framework. One of the listed limitations is the limitation of 
computational resources which could be solved e.g., via redu-
ced order-modelling. The project has a corresponding Github 
repository [10] where the Digital Twin is done with ROS  [11]. 
This use case falls into the performance prediction category.
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ROS
The Robot Operating System ROS2 [11] is an open-source meta 
operating system for robotics. ROS can be divided into midd-
leware, algorithms, and developer tools. These developer tools 
contain, amongst others, tools for configuration, visualization 
and simulation. The algorithms are suited for robotic applica-
tions such as SLAM [20]. The middleware is based on publish /
subscribe communication and the ROS graph. This middleware 
is interesting for building Digital Twins: [9] have used ROS to 
implement their simulated asset and the corresponding Digital 
Twin.

MQTT+ Sparkplug
MQTT implements Publish Subscriber (PubSub) communication. 
It is an OASIS Standard and can be seen as a de facto standard 
for Internet of Things (IoT) [21]. Originally, MQTT was developed 
for message transport of SCADA systems and because of this, 
information about the state of the MQTT devices are built-in. 
MQTT does not specify what the topics the publishers and sub-
scribers use to communicate should look like, nor does it specify 
the content (payload) of the messages. This allows for maximum 
flexibility but is problematic if interoperability between different 
sectors is to be achieved. For that reason, MQTT Sparkplug was 
developed (see website [22] or GitHub [23]). It provides a specifi-
cation of topics and payloads of the messages. 

Evaluation Method

This [5] standardizes the Digital Twin framework for manu-
facturing, pictured below, for the observable manufacturing 

elements. The Digital Twin Framework as a concept has been 
introduced in section 2.1 and will now serve, in a more detailed 
version, as base for the software evaluation. The Digital Twin 
framework consists of the device communication entity, the 
Digital Twin entity, the user entity, and a cross system entity.

The observable manufacturing elements communicate with the 
Digital Twin via the device communication entity which has sub 
entities for data collection and device control. The information 
is then processed by the Digital Twin entity. It has the sub ent-
ities “operation and management”, “application and service” 
and “resource access and interchange”. The Digital Twin entity 
is the virtual representation of the observable manufacturing 
elements.

The user entity is managing the access of the Digital Twin 
entity for user applications such as Human Machine Interfaces, 
Manufacturing Execution Systems and Enterprise Resource 
Planning Systems as well as for other Digital Twins.

The evaluation concentrates on a subset of functional entities: 
for the Digital Twin itself, the Digital Twin entity of course is 
most important. In the real-time context also the device com-
munication entity is relevant. Therefore, the evaluation focuses 
on functional entities that would be directly included into a 
closed loop setup.

The explanations for the individual scores can be found in the 
corresponding guidebook of the real-time Digital Twin study.
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Summary 

Summarizing the software evaluation, each of the presented 
software frameworks has advantages and disadvantages, 
which will be discussed below: The Asset Administration Shell 
provides standardized information modelling and is supported 
by an impressive number of companies, but still lacks matu-
rity and easy deployment. OPC UA is widely adopted in the 
industry, the information modelling is worked on in various 
groups and with OPC UAFX, it takes important steps towards 
real-time capability. Eclipse Ditto connects to the Thing 
descriptions prevalent in the IoT world and offers APIs for easy 
communication with the Digital Twin. ROS2, although not 
intended for use as a Digital Twin, does provide a very promi-
sing framework, but it lacks standardized data / information 
modelling. With Sparkplug, MQTT is starting to move from a 
communication protocol mostly used in IoT to also advance in 
the industrial sector and incorporate Digital Twin functionality.

It is not possible to cover every function of the Digital Twin 
within a single framework. Therefore, just employing one soft-
ware is not sufficient. Building a Digital Twin requires building 
the architecture, spanning the whole framework of commu-
nication with the assets, and building connections to further 
applications, such as visualizations, or to other Digital Twins.

The presented frameworks can all play a part in building such 
an architecture. Which software is most suitable highly depends 
on the requirements that are placed on the software. It is 
important to keep in mind the standardization and interopera-
bility, because one of the interesting features of Digital Twins is 
the data provision and data exchange with various partners.

The Digital Twin functions that can be fulfilled in real-time are 
very limited so far. For soft real-time systems, all frameworks 
presented might be sufficient, but this should be carefully 
evaluated on a use case basis before the implementation. The 
evaluation at hand can be used as a starting point and additio-
nal information on the frameworks and their fulfillment of the 
functions is available in the guidebook.

For hard real-time use cases, none of the software frameworks 
can currently be used to implement a Digital Twin off the shelf.

Most promising are ROS2 and OPC UAFX. ROS2 offers a 
real-time framework intended for robotics with potential for 
implementing Digital Twins, although this possibility should be 
explored further. The real-time communication that is already 
possible via OPC UAFX could be further advanced. 

Selected Research Areas

Usability

As of today, the model creation and deployment are mostly 
done manually, which is not scalable. New service-oriented 
architectures and solutions for the exchange of data, simu-
lation models, and process knowledge between different 
stakeholders are missing. Also, the effort of implementing a 
Digital Twin needs to be reduced. DevOps, the conjunction of 
development and operation mostly used in software develop-
ment and deployment, should be applied for Digital Twins also.

Additionally, the usability of the Digital Twin has to be 
improved. Here, mixed reality techniques as well as low code 
approaches are promising to make interacting with a Digital 
Twin easier for humans [8].

Models, simulation, and computation

In addition to being able to exchange models between stake-
holders, creating and (re)calibrating models in real time is still a 
challenge. The fields of scientific machine learning and physics 
informed neuronal networks could help advance model crea-
tion toward a joint approach based on data, AI, and models [8].
The models must be sufficiently accurate, but the cost of com-
putation for high accuracy models is very steep. For techniques 
like Finite element modelling or computational fluid dynamics, 
updating them after several hours instead of every second could 
be sufficient. Other possibilities would be to only simulate local 
parts instead of the whole system, or use surrogate models, 
which approximate the complex models to make them easier 
computable. Another approach is model order reduction [3].
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Trust

Especially for (hard) real-time Digital Twins, where the predic-
tions of the Digital Twin are used in a safety or quality critical 
process, it is important to be able to trust those predictions. 
This trust must encompass the data, the model, and the 
procedure.

Trust in data can, to a degree, be enhanced using metadata, 
by for example including a timestamp, the last calibration, or 
the type of sensor used. For this, an agreed upon standard 

on metadata is needed. Furthermore, it needs to be specified 
what data is really needed for which Digital Twin. Using a wide 
set of sensors, big data volumes can be used, but finding the 
relevant data through data reduction techniques is an active 
field of research.

Trust in the model can be increased by using uncertainty quan-
tification and a validation strategy that encompasses not only 
one model, but also chains of interdependent models [3].

Conclusion

The topic of real-time Digital Twins promises efficiency gains 
for mass customization, process optimization, and quality. The 
use case categories show the different application areas ran-
ging from the estimation of virtual sensor data to performance 
optimization and virtual testing possibilities. The community 
use cases show the potential for improving quality and effi-
ciency in production.

This ICNAP study focused on the infrastructure part for 
real-time Digital Twins, finding that possibilities for real-time 
communication are available and information modelling has 
been and still is getting a lot of attention. It helps to address 
the need for high trust in the data of the Digital Twin.

The presented software comes from different backgrounds, 
from Industry 4.0 activities, existing communication solutions, 
standards and from the Internet of Things (IoT) movement. In 
the end, they all share the same vision of a virtual world that 
can interact with the physical assets that they are modelling 
and help support humans in the optimization of processes in 
networked and adaptive production. On the infrastructure side 
of things, a lot of research and development is still needed 

to allow for easy to use, standardized, and scalable solutions. 
Currently, there is no one framework for building real-time 
Digital Twins that is able to fulfill all requirements for all use 
cases. With all presented frameworks building Digital Twins 
is mostly possible in a soft real-time context. Solutions are 
available for using predictions in hard real-time contexts, not 
with a dedicated Digital Twin framework but using models 
and control theory. But as of right now, challenges for building 
real-time Digital Twins do not stop with scalable frameworks: 
Knowledge about processes, uncertainty quantification, and 
questions about what data to include are still challenges pre-
sent in the literature. An important issue is also the inclusion of 
simulations and artificial intelligence in hard real-time environ-
ments, such as closed loop control loops.

Real-Time Digital Twins have a lot of potential for industrial 
production. While a lot of research is still needed, most fields 
are under active development, and using specific models and 
carefully selected software, some implementations are already 
possible today. 
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Introduction

During our lifetime, sustainability has become a key conside-
ration for any business. Apart from climate change, which 
is already reason enough to take action, we are confronted 
with pollution, including CO2-emissions and microplastics, 
and resource scarcity, like water and raw materials shortages. 
All this has an enormous impact on our environment and has 
already started changing our everyday life (e.g. global war-
ming). The manufacturing industry is responsible for one-fifth 
of carbon emissions globally, which highlights the importance 
of companies must take on the responsibility of becoming 
greener [26]. The urgency to change production to be more 
sustainable is additionally strengthened by governmental laws 
like the EU-taxonomy or carbon certificates. Customers also 
increase the pressure due to a high demand for sustainable 
products, so sustainability has suddenly become a market 
potential and competitive advantage. Therefore, minimizing 
the resource consumption and reducing the environmental 
impact of manufacturing systems has become increasingly 
important.

To digitalize production within Industry 4.0, “Information 
and Communication Technology” (ICT) systems are more and 
more integrated into manufacturing. This includes sensors, 
data pipelines, cloud-systems, different new communication 
technologies (Wifi6E, 5G), intelligent algorithms, and highly 
automated closed-loop architectures. Since digital infrastructu-
res will shape the future of industry, it is important to proac-
tively investigate the impact of digital infrastructures on the 
manufacturing sector. Therefore, two main questions must be 
answered:

1.	 How do digital infrastructures enable profitable and  
sustainable production?

2.	 How can a sustainable digital infrastructure be realized?

In the frame of the ICNAP study 2022 different aspects of 
“green digital infrastructures” and “green by digital infras-
tructures” were investigated and discussed. Starting with an 
overview of current regulations, this report aims to give some 
initial guidance ideas where and how digital infrastructures can 
lead to a sustainable production and green world perspective.

Sustainability will be the driving force  
for 21st century industry as much as  
automation was for 20th century industry,  
and steam was for 19th century industry!”

“
O’Brien 1999
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Sustainability orientations

Within this section, the report aims to inform about several 
important governmental laws and orientations, which are the 
ESG dimensions, the sustainable development goals, and the 
EU-taxonomy.

ESG dimensions

The term ESG (Environmental, Social, and Corporate Gover-
nance) has its origin in an independent investor initiative of the 
United Kingdom, which is the world´s leading proponent of 
responsible investment. The framework, designed to support 
companies in implementing a sustainable organization strate-
gy, was first used in a 2004 report. [27] In less than 20 years, 
this term has become a global phenomenon moving more 
than US$30 trillion in assets under management [28].

Environmental aspects

Over the course of climate change, many investors started 
including sustainability factors in their choices of investment. 
The “E” therefore represents dimensions to reduce the envi-
ronmental impact of enterprises, including:

CO2-Emission
Re-Use-Quote
Pollution & Waste
Biodiversity
Climate Change/environmental protection
Resources 

Typical standards for environmental criteria are the environ-
mental management system ISO 14.001 or EMAS. Many 
companies also use the Global Reporting Initiative (GRI) for 
orientation their reporting. 

Social aspects

In the social dimension of sustainability, the focus is on the 
society and humans themselves. It represents the following 
criteria: 

Human Rights
Fairness
Diversity (the Power of Difference)

Health & Safety
Integration & Collaboration
Corporate Social Responsibility 

Standards for social aspects are the OECD-principles for multi-
national companies, the ILO core labor standards, the ten 
principles of UN Global Compact, as well as the ISO 26000. 

Corporate governance

The “G” stands for corporate governmental aspects, which 
should evaluate a company on fairness and transparency. It 
covers structures and processes that directly and indirectly 
control companies:

Laws & Regulations (Compliance)
Corruption & Stability
Innovation Capacity
Management Structure 

Standards for good governance are the German corporate 
governance codex, the UN Global Impact, the ISO 37000, and 
the OECD principles of corporate governance [29].

Figure 13 gives an overview of those three aspects of the ESG.

Figure 13: ESG dimensions (picture@DBS Bank)
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Sustainable Development Goals (SDGs)

The Sustainable Development Goals (SDGs) serve as orientation 
for a transformation to a global, sustainable world until 2030. 
They were defined by the United Nations in 2015 and consider 
different aspects in the five “P”: People, Planet, Prosperity, 
Peace, and Partnership. In total the SDGs comprise 17 main 
goals, which are [30] [31]:

1.	 No poverty
2.	 Zero hunger
3.	 Good health and well being
4.	 Quality education
5.	 Gender equality
6.	 Clean water and sanitation
7.	 Affordable and clean energy
8.	 Decent work and economic growth
9.	 Industry, innovation, and infrastructure
10.	 Reduced inequalities
11.	 Sustainable Cities and communities
12.	 Responsible Consumption and production
13.	 Climate action
14.	 Life below water 

15.	 Life on land
16.	 Peace, justice, and strong institutions
17.	 Partnerships for the goals 

Figure 14 shows how the ESG criteria are reflected in the SDG.

EU-Taxonomy

The Taxonomy Regulation sets six EU environmental targets 
that define green economic activities to meet the EU´s climate 
and energy targets for 2030. It is a classification system defi-
ning which sustainable economic activities need to be pursued. 
Created in 2020, it describes the following economic activities 
that must be met to qualify as environmentally sustainable [32]:

1.	 Climate change mitigation
2.	Adaptation to climate change
3.	 The sustainable use and protection of water and marine  

resources
4.	 The transition to a circular economy
5.	 Pollution prevention and control
6.	 The protection and restoration of biodiversity and ecosystems
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Further additional requirements are:

1. 		 Make a significant contribution to at least one  
	 environmental objective

2.		  Not significantly compromising any other  
	 environmental goal 
 

3.		  Compliance with minimum social standards
4.		  Compliance with technical test criteria
 
Using this framework, the EU taxonomy regulation assesses 
whether a company is sustainable and environmentally friend-
ly. Depending on the environmental objective and their release 
date by the EU, the mandatory application date for companies 
varies [33]:

Green by digital infrastructure

Digital Infrastructures or Digitization can be used as an enabler 
for sustainable improvements. With the help of monitoring, 
analysis, and control we can identify the “sweet spots” 
of action, simulate and define initiatives, and regulate our 
systems accordingly, intelligently and adaptively. This makes 
digital infrastructures an important pillar for a sustainable 
transformation.

Monitoring and tracking of sustainability KPIs

To keep track of the sustainability process and identify any 
potential for improvement in the future, it is crucial to define 
and measure key performance indicators (KPIs). This is no easy 
task, since the list of potential sustainability KPIs is extensive 
and it is difficult to pick out the most important ones. Never-
theless, the following KPIs are often considered when tracking 
environmental sustainability aspects [34]:

Carbon Footprint
Energy Consumption
Product Recycling Rate
Saving Levels due to conservation and improvement efforts
Supplier Environmental Sustainability Index
Supply Chain Miles
Water Footprint
Waste Reduction Rate
Waste Recycling Rate 

The EU aims to be climate-neutral by 2050, with net-zero 
greenhouse gas emission goals for society and industry [35]. 
Because of this, it is important to keep track of all carbon emis-
sions across the whole value chain, including manufacturing 
and logistics. A lot of companies thus focus on the sustainabili-
ty KPI “Carbon Footprint”.

At one of the ICNAP Study meetings, Dieter Krockauer (Direc-
tor of Enterprise Carbon Management) presented the idea and 
solution of “carbmee”, a German startup from Berlin, which 
was founded in early 2021 with the goal to automate decarbo-
nization. Their Holistic Carbon Management Solution proposes 
a continuous cycle of three steps, which are:

1.	 Measure
The first step is to achieve carbon transparency along the 
whole value chain. Therefore, dashboards and analytics are 
needed to visualize the activity-based emission baseline, 
including supplier´s information. With this information emission 
hotspots can be identified.

2.	Reduce
In a second step, carbon emissions should be reduced accor-
ding to global standards by planning and tracking the right 
initiatives. Targets, such as yearly goals, must be set, initiatives 
must be planned, and the responsibility has to be communica-
ted to suppliers via collaborative features. 

Objective	 Release date	 Mandatory Env. application date

Climate change mitigation	 April 2021	 January 2022

Transition to circular economy	 December 2021	 January 2023

Pollution prevention & control	 December 2021	 January 2023

Table 1: Examples for the mandatory 

application date of some of the environ-

mental objectives (for complete  

view see [33])
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3.	Report
In the report phase, the planned initiatives must be integrated 
into the everyday business by embedding them in relevant 
tools, systems, and processes, that are used by the enter-
prise. Within this phase, the carbon-aware decisions can be 
optimized and increased over time by setting new and more 
ambitious yearly goals or starting in phase one (Measure) 
again to identify and add further carbon hotspots. “Carbmee” 
offers Supply Chain Carbon Footprint (SCF), Product Carbon 
Footprint (PCF) and Company Carbon Footprint (CCF). But of 
course, the approach can similarly be transferred to any other 
sustainability KPI for monitoring and tracking.

(Product) Life Cycle Management & Assessment

Life Cycle Management (LCM) is the process of managing the 
lifecycle of a product: the design and development phase, 
manufacturing and in-use phase, and the retirement or 
recycling of the product. In general, there are three phases 
for a product: beginning of life, middle of life and end of life 
(Figure 15). While going through those three phases, a product 
creates a huge amount of information, as it is produced and 
used by multiple actors, both inside and outside the company, 
and in diverse functions and detail levels. The goal of LCM is 
to provide a data management solution which delivers the 
right information at the right time and in the right place to 
enable the most efficient service. Using Life Cycle Assessment 
(LCA) the environmental impact of all stages of a product can 
be assessed. According to Mousavi et al., LCA is the major 

method used in the European Union for the determination of 
the environmental footprint of products [36]. The LCA method 
is standardized by ISO 14040 and 14044 and includes four 
steps of action (Figure 15) [36]:

1.	 Goal and scope definition
In the first phase, the goal and scope must be defined. Several 
questions must be answered, such as: what will be assessed, 
where are the boundaries of the given system, and how deeply 
will the assessment be conducted.

2.	Life cycle inventory
In this step, data needs to be collected. An overview must be 
created on what the inputs and outputs of the system are  
(like raw materials and resources, energy, water, emissions, 
waste, etc.).

3.	 Life cycle impact assessment
In phase three, the impact categories must be defined to 
represent the potential environmental effect on certain in- or 
outputs of the previously created model. Typical categories are 
human toxicity, global warming potential, ecotoxicity, acidi-
fication, or eutrophication. The life cycle inventory has to be 
assigned to the different categories and calculation equivalents 
have to be defined (e.g., 1kg Methane (CH4) = 25kg Co2-equi-
valent) [37].

4.	 Interpretation
In the last step, the results must be interpreted in order to 
draw the best possible conclusions and recommendation. 
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Green digital infrastructures

With the need for excessive monitoring, analysis, and control 
of systems, products, and processes, the need for high-perfor-
mance digital infrastructures also rises. Huge data centers are 
asked to provide great computing capacity, smartness should 
be deployed in a decentralized manner on every device, and 
enormous amounts of data have to be be transmitted with low 
latencies. Therefore, the question arises how digital infrastruc-
tures and ICT themselves can be implemented in a sustainable 
way.

Innovative cooling concepts for data centers

Bitkom industry association stated that “16 billion kilowatt 
hours were consumed by German data centers in 2020. This 
is significantly more than the electricity consumption of the 
city of Berlin in the same year” [38]. Furthermore, the capacity 
of these data centers will continue growing by another 30% 
till 2025 [38]. Because of this, there is a large need for data 
centers to become more sustainable on their own. The most 
essential factor for this is the power consumption by servers 
and cooling systems [39]. 

In a guest talk by Rittal, Barbara Müller presented various stra-
tegies and innovative solutions for the cooling of data centers. 
One great example for sustainable cooling is the Lefdal Mine 
Datacenter in Norway, that showcases what green data centers 
could look like. The Lefdal Mine, a closed mine which is now 
used as facility for servers, is close to a deep, cold fjord, which 
is the cooling source for the whole data center. The exhaust air 
of the servers is cooled by an air-water-heat exchanger via the 
fjords 7°C water. This way the cooling can always be realized 
with exclusively renewable energies. 

Of course, not everyone has a fjord next to their data centers, 
but other innovative cooling solutions can be applied instead. 
Most data centers are still cooled with air, for which different 
cooling solutions are available. For example, Computer Room 
Air Conditioner (CRAC) units, Computer Room Air Handler 
(CRAH) units, and in row cooling units (LCPs) are widely used. 
These are sufficient methods for data centers with low to 
medium capacities per IT rack. 

However, air cooling is reaching its limit due to the increasing 
computing power needed and the rising chip power of new 
CPU/GPU. Therefore, direct liquid cooling becomes necessary, 
as water and refrigerant can transfer much more thermal load 
than air. 

There are different technologies for direct liquid cooling: direct 
liquid cooling (single or dual phase) or immerse cooling (single 
or dual phase). The market for direct liquid cooling is getting 
bigger as the CPU becomes more powerful, and more heat is 
dissipated per component. Additionally, direct liquid cooling 
can work at much higher temperatures, which is a good prere-
quisite for heat recovery, for example on building sides.

Green 5G networks

Mobile communication seems to be one key factor for Industry 
4.0. 5G networks a rapidly developing and 265 releases of 
frequency licenses for local networks are already guaranteed 
in Germany, for research organizations as well as industrial 
companies [40]. Since wireless infrastructures will play a huge 
role in future industry, it is important to investigate how green 
5G networks can be realized. In the Whitepaper “Green 5G” 
Huawei presents eight directions for technical trends of green 
5G networks [41]. To realize green networks without increa-
sing power consumption in line with traffic requirements, four 
main aspects for energy and resource saving have to be taken 
into account: 

New air interface performance like multi-antenna RF.
New network architectures, taking lifecycle management 
from the start for each component into account. 
New site forms which are centralized, linking the overall site 
energy of power supply, power storage, and power usage 
components and using clean energy concepts like solar 
panels, wind concepts, and innovative cooling methods. 
Additionally, AI technology must be integrated to ensure 
individualized shutdown thresholds and energy saving 
mechanisms. 
New hardware platforms, enabling ultra-wideband devices 
and realizing a near-linear power usage proportional to the 
load.
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Green coding

Current concepts for green infrastructure focus mainly on 
hardware, especially regarding green data centers. But how 
can we use the power of software to reduce hardware con-
sumption? How can coding itself be green? To realize a green 
production, the first step is to define how the sustainability of 
the software can be measured. Criteria (KPI) and metrics need 
to be set in order to compare different software applications in 
their energy consumption. 

There are three main aspects influencing the software induced 
energy consumption [42]:

1.	 The implementation of the operation system
2.	 The runtime environment
3.	 The software product itself

Over time, plenty of different measurement methods were 
developed, each focusing on slightly different aspects of 
energy consumption. Some methods focus on the determi-
nation of the energy consumption of the infrastructure itself, 
concentrating on grids and clouds or on the overall power 
consumption of the system under test. Others focused on the 
source code itself, on the system architecture adapted from 
the CPU/processor side, or on the overall energy consumption 
caused by using ICT in the whole organization.

Kern et al. suggests the so called “Greensoft model” to sort 
and structure aspects for green and sustainable software [42]. 
The lifecycle of a software product must already be considered 
in the initial phase of development. Life Cycle Thinking (LCT), 
which estimates the ecological, social, and economic impacts 
of software needs to be done. Important for the evaluation, 
monitoring, and LCT is the definition of sustainability criteria 
and metrics. There are three categories of criteria and metrics, 
which are common criteria, directly related criteria, and indi-
rectly related criteria. 

Common criteria are well-known and have standardized 
quality aspects issued by the International Organization for 
Standardization. This includes aspects like runtime efficiency, 
memory usage, idleness, peripheral intensity, or CPU intensity.

Directly related criteria describe the energy efficiency of the 
software. The framework entropy, for example, represents 
the usage of external libraries and high-level constructs. 
Furthermore, aspects like adaptability and feasibility (in terms 
of resource and energy consumption during the software 
development) and social aspects like accessibility, usability, and 
the organization sustainability account for the directly related 
criteria. 

Indirectly related criteria are difficult to identify, since they aim 
to describe the effect of software on other products or ser-
vices. Aspects to mention here are the beauty of a software, 
which describes raising awareness of, for example, climate 
change through a software or the aspect fit for purpose, which 
indicates the effect on a product through a software leading 
to reduction of energy or resources.

After defining all those criteria, they need to be set into a 
metric to be measurable. Some metrics are already proposed 
by Kern et al., such as CPU Cycle Count for CPU intensity, Idle 
Time for Idleness, or Energy for Energy Efficiency [42].

Since software always depends on hardware, a comparison 
between them is still not easy, as the operating system and 
background processes must be subtracted. Two methods for 
testing can be used: comparing software products with similar 
tasks (e.g., web browser from different vendors) or comparing 
different versions of the same software product.
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Summary & Outlook

This ICNAP report from 2022 gives an overview of diffe-
rent ideas of how digital infrastructures are supporting the 
sustainable transformation of the future. Two main fields of 
sustainability are discussed, which are

Green by Digital Infrastructures & Green Digital 
Infrastructures.

In addition to moral attitudes and market requirements due to 
the climate crisis, pollution, and resource shortage, pressure to 
become more sustainable also comes from the government. 
Sustainability initiatives and orientations like ESG and the SDGs 
lead to consequences such as the EU taxonomy and force com-
panies to become active.

Digital Infrastructures (DI) play a unique role in terms of sus-
tainable transformation. They enable the crucial monitoring of 
sustainability KPIs, the analysis and identification of needed 
actions, and the information backflow to control or inform 
at the right time and location. Production becomes green by 
using DI. Highly discussed ICTs for sustainability are Carbon 
Footprint tracking as well as Life Cycle Management and 
Assessment. 

Since more and more ICT is used in industry, the question 
arises how to counteract the rising amount of needed energy 
for huge data transfer. Digital Infrastructures themselves need 
to become more sustainable, representing green DI. Within 
this report, some concepts and leading ideas for this transfor-
mation were presented. RITTAL introduced innovative cooling 
concepts for data centers with direct liquid cooling. Huawei 
identified eight directions for technical trends of green 5G 
networks. Finally, the report drew attention to the poten-
tial of software and green coding and presents a reference 
model, criteria, and metrics to evaluate software for their 
sustainability. 

There are many aspects that need to be considered when 
talking about digital infrastructures in terms of sustainable 
transformation. We need them to become more sustainable in 
future, but at the same time they must themselves be imple-
mented in a sustainable way. There are already good ideas and 
directions for green transformations, now we just need to be 
brave and become active. 
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Introduction

Dealing securely with cyber related risks is a crucial factor in 
the successful design of a networked production in the manu-
facturing sector. In an online survey of 500 security experts in 
the U.S., Germany, and Japan, more than 60 percent stated 
that they had experienced cyberattacks and seventy percent 
of incidents resulted in system outages [43]. The number of 
such attacks is increasing. In 2021, the manufacturing sector 
replaced the finance sector as the most attacked in Europe 
[44]. The targets of these attacks are not only large companies, 
but also small and medium-sized enterprises, which are often 
inadequately protected [45]. In the event of a successful attack, 
the effects are often severe, with one in four companies with 
fewer than 50 employees even suffering consequences that 
threaten their existence [46].

The fact that the manufacturing sector in particular falls victim 
to cyber-attacks can be explained by the historical separation 
of Information Technology (IT) and Operation Technology (OT). 
While IT is responsible for handling business data and infor-
mation, OT takes care of monitoring and controlling physical 
production processes. In networked production, the boundar-
ies between IT and OT are becoming increasingly blurred, so 
OT must also become part of a security concept. OT is often 
considered to play a subordinate role and was neglected in the 
development of hardware and software components. Because 
established security concepts from IT can only be transferred to 
OT to a limited extent, security gaps in OT are common practi-
ce in the manufacturing sector. At the same time, networking 
and digitization projects are creating additional interfaces in 
OT, which, without a security concept, can become a gate-
way for attackers. Companies are skeptical about networking 
and digitization initiatives because of the increasing number 
of attacks and digitalization projects creating new attack sur-
faces is one of the reasons why. However, companies should 
not postpone digital transformation due to concerns about 
cyberattacks but should instead use the potential of digitized 
manufacturing while being protected with a robust security 
concept.

This study is concerned with the challenge presented to com-
panies to select and implement suitable security concepts that 
provide an effective protection against cyber-attacks. For this 
purpose, a cybersecurity lab was built to demonstrate how 
attackers can infiltrate a production network and which dama-
ges they can cause. Based on these results, a security guideline 
was developed to provide help for the implementation of 
effective protection measures. The study provides theoretical 
knowledge about security concepts as well as best practices 
and use cases to address a broad audience of interested ICNAP 
community members by answering the research question 
“How can companies select and implement suitable cyberse-
curity technologies for their production?”.

The following chapters are structed as follows: First, security 
measures are presented by introducing security concepts, secu-
rity application areas, and the security framework introduced 
by the National Institute of Standards and Technology (NIST). 
Finally, a conclusion is given with a summary of the conducted 
study and a discussion of possible next steps. 
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Security Guideline

The security guideline consists of three steps (see Figure 16). 
Beginning with the first step of the guideline, the security stra-
tegy Defense-in-Depth is presented. The second step consists 
of application areas: processes, organization, people, and tech-
nology. Finally, the last step consists of the security framework 
of the National Institute of Standards and Technology (NIST), 
which developed a five-step process to incorporate security 
measures into operational technology. 

Security strategy

Defense-in-Depth (DiD) is a security strategy that consists of a 
series of security mechanisms and controls for information and 
operational technologies. The main idea of DiD is the layered 
protection of valuable assets. Each layer adds one or more 
security mechanism to protect the asset. This multi-layered 
approach provides security redundancies that protect the asset 
even in a case of one security mechanism failing. The different 
layers include (see Figure 17):

1.	 Policies & Risk Management: Risk Management defines 
the most relevant assets and attack vectors to consider. 
Policies are used to implement security guidelines and 
practices in the organization and include reaction proces-
ses in case of an attack. 

2.	 Human Component: Cyber-attacks often start by targeting 
humans. Protection measures for employees range from 
awareness training up to in-depth security trainings for OT 
security responsible  employees. 

3.	 Physical Security: Physical security can range from physical 
protection measures for the production plant to security 
solutions to prevent unauthorized access to restricted 
areas, such as server rooms.

4.	 Network Security: The network security includes the pro-
tection of IT & OT networks which are created to connect 
different systems and components. Detecting attacks is 
also an important task within network security. 

5.	 System & Component Security: System & components 
include endpoints such as industrial computers, edge 
devices, or PLCs that are used to monitor or control the 
operations. 

6.	 Asset: The assets differ from company to company. In 
general, an asset in OT security is physical equipment (e. g. 
a machine), data that contains valuable knowledge (e. g. 
Computer-aided Designs, CAD), or software (e. g. Manu-
facturing Executing System, MES).

Application areas

When considering OT security measures, technical solutions 
offer only one of four action areas. It is equally important to 
consider the organization itself, its processes, and the people 
within the organization (see Figure 18). In the area of techno-
logy, suitable measures depend on the criticality of the assets. 

Security framework

The National Institute of Standards and Technology (NIST) 
created a framework for IT-security in 2013. Until today, the 
framework has received several updates and in April 2022, the 
first draft of a “Guide to Operational Technology (OT) Secu-
rity” was introduced [47]. This chapter introduces the most 
relevant tasks for manufacturing companies based on the 
NIST Framework and the “Guide to OT Security” (see Figure 
19). These frameworks were selected because of their specific 
focus on Operational Technology and their practical examples 
and recommendations. The framework consists of five phases 
that structure the following chapter. 
 

Figure 16: Three steps of the ICNAP security guideline
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Identify 

The phase ‘Identify’ consists of several task, with the 
most important ones being Asset Management and Risk 
Management. 

For organizations, asset management provides transparency 
about which assets need to be protected. A clear definition 
about what an asset is does not exist, so that organizations 
must propose an individual specification. In the context of ope-
rational technologies, an asset can generally consist of physical 
objects (e.g. a machine tool) or digital objects (e.g. a managed 
switch). Decisive factors for the classification are the usage, the 

requirement, and the circle of users of the assets. The special 
publication of the NIST “Guide to Operational Technology 
(OT) Security” suggest an asset management to consistently 
identify and update data, personal, server, and devices [47]. To 
support organizations with this task, the following tasks are 
recommended:

Use of unique identifiers to track assets
Track computing and networking devices including their 
locations and details such as vendor, model, serial number, 
and purchase information
Track software and firmware inventory management [47] 

Risk Management is usually performed as one of the first 
steps to identify security risks in an OT environment. Due to its 
importance for OT-security, NIST introduced the special publi-
cation 800-30 “Guide for Conducting Risk Assessment”. This 
guide recommends a four-step process: Prepare for Assess-
ment, Conduct Assessment, Communicate Results, Maintain 
Assessment. The goal of the first step is to establish a context 
for the risk assessment and identifying the purpose, scope, 
assumptions and constraints, source of information, and the 
risk model. The second step, “Conducting the Risk Assess-
ment,” is the main part of the four-step process which aims to 
produce a list of prioritized security risks. To accomplish this 
task an organization must analyze threats and vulnerabilities, 
impacts and likelihoods, and the uncertainty associated with 
the risk assessment. The last two steps of the process, “Com-
municate Results” and “Maintain Assessment”, aim to share 
information about the prioritized security risks to decision 
makers in the organization and to support the ongoing review 
of the risk management process [48].

Figure 17: Defense-in-Depth strategy

- Informationsklassifizierung -17.04.2023Seite 5 © Fraunhofer

Grafiken für Drucksachen DIN A4
Figure 1 

Bildunterschrift:  

Policies & risk
management

Human 
component

Physical security

Network 
security

System & 
component 

security

Asset

1 Spalte: 86 mm

Figure 18: Application areas for OT-security
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Figure 19: Five phases of the NIST security framework
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Protect

After identifying threats to the operational technology, the 
goal of the second phase of the NIST Framework is to develop 
and implement the appropriate safeguards to ensure delivery 
of services [49].

Access Control: Managing who has access to which informa-
tion and equipment is a crucial step towards OT-Security. This 
can limit the abuse of an external attacker on a user account 
and the internal abuse caused by an inside-attacker. Therefore, 
accounts should be individually created for every employee and 
grant access only to information, computers, and applications 
that are needed for their job. Authentication should ideally be 
based on a multi-factor technique.

Device Hardening: Devices used in an OT-Environment are 
often legacy devices with outdated operating systems, pat-
ches, and software. To improve security for those devices, 
updates to the newest versions are recommended. However, 
in OT applications this is often not as easy as in an IT envi-
ronment, due to tight availability requirements or outdated 
hardware. Therefore, back-ups should be made regularly and 
especially before an update attempt. Installing updates should 
be performed during maintenance intervals. If an outdated 
hardware prevents the installation of security updates, the 
hardware should not be allowed to communicate in the OT-
Network without additional measures. Solutions are described 
in the next protection measure ‘device networking’.  

Device Networking: In a modern networked production, 
machine devices (e.g., PLCs) must be able to communicate to 
exchange data and information. In order to ensure a secure 
communication of machine tools, three strategies can be 
applied:

1.	 Secure Devices: Machine devices that are up to date in 
terms of security are allowed to communicate in the OT-
network. This requires regular security updates and the use 
of secure communication protocols.

2.	 Edge Devices: Machine devices that are not up to date in 
terms of security should not be allowed to communicate in 
the OT network. If the devices offer any kind of connectivity 
option, an edge device can be installed between the unse-
cure machine device and the OT network. The edge device 
therefore takes over the communication in the OT-network 
and follows the security requirements. 

3.	 Retrofitting: If a machine device does not offer any kind 
of connectivity, retrofitting the machine, e.g., by applying 
external sensors, can be used to extract information and 
securely connect the data from the sensors to the network.

Remote Access: Accessing machines from a remote service 
often helps to quickly contact the manufacturer of the machi-
ne for support. To prevent remote access from being misused 
by attackers, connections should only be allowed after a 
request is made within the organization. The connection itself 
should be established by a secure technology (e.g. VPN) and 
should only be temporary. Additional security can be achieved 
by not allowing remote access in the OT network. This can 
be achieved by creating a separate network withing the OT 
network which uses a mobile network access for the remote 
access service.

Detect

Even the best security protection measures cannot guarantee 
100 percent protection. Therefore, it is essential to quickly 
detect ongoing attacks. For this purpose, the tracking of 
anomalies and events is crucial. Different kinds of Intrusion 
Detection Systems (IDS) can achieve this goal which are intro-
duced in this chapter. 

IDS are available under two different working principles: 
signature-based or anomaly-based detection measures. A 
signature-based detection uses the forensic information of 
previous cyber-attacks. Worldwide cyber-attacks are analyzed 
and characteristic information about the attack is stored in 
signatures. This information is used by the signature-based IDS 
to create an alarm as soon as a known signature is detected. 
This working principle helps to detect known attacks but 
fails to detect unknown attacks or attacks that managed to 
make changes to their attack. In these cases, anomaly-based 
detection can be used. Instead of focusing on known attacks, 
anomaly-based IDS try to distinguish between a normal and 
anormal state of communication in the OT network. At first 
the normal state must be defined, e.g., through machine 
learning algorithms. After that, the IDS analyses the OT net-
work for anomalies. In case of anomaly, an event is generated. 
Although anomaly-based IDS can help to detect cyber-attacks, 
they are often prone to false-positive alarms.

Even tough security detection technologies help to identify 
security events, a security expert often needs to confirm that 
a generated event is a cyber-attack and not a false-positive 
alarm. Therefore, an event detection process needs to be 
installed to ensure that events are identified in a prompt 
manner and responsible parties are alerted in case of an actual 
cyber-attack.
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Summary & Outlook

The report provides a brief overview of a theoretical guideline 
on how to enable security in an operation technology (OT) 
environment of manufacturing companies. The complete gui-
debook is accessible online in the ICNAP Digital Services and 
can also be downloaded as a PDF.

The theoretical guideline on how to enable security in an 
operational technology (OT) environment of manufacturing 
is structured in a three-step process. First, the general Defen-
se-in-Depth strategy is introduced to provide a basic unders-
tanding of a layered security approach at different levels of 
the organization. Second, the four application areas Process, 
Organization, People, and Technology are introduced to 

provide a structure to the different application areas on which 
security measures have an impact. Lastly, the NIST security 
framework and its five phases are introduced. In each phase a 
brief description of the most relevant tasks is given.

Security is a serious threat to manufacturing companies, and 
studies show that the level of security is often not sufficient 
[50]. This study should encourage manufacturing companies to 
start addressing security concerns and does provide guidance 
how to enable a secure networked adaptive production.

Respond & recover

After a cyber-attack is confirmed, an immediate response is 
needed to mitigate the harm of the attack. Therefore, a proper 
response planning and communication should be installed in 
advance. This includes a documented process of tasks, respon-
sibilities within an organization, and communication channels 
to internal stakeholders and/or external partners (e.g. security 
companies). These precautions help to quickly initiate mitiga-
tion actions that help to contain the attack. 

The last step of the NIST Framework deals with recovering 
from a cyber-attack. Analogous to the respond phase, a docu-
mented process for recover planning should be implemented in 
advance to a cyber-attack. This includes the development and 
implementation of appropriate activates to plan for resilience 
and to restore any capabilities or services that were impaired 
due to a cyber-security event [49].
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Introduction

Data is becoming increasingly important for manufacturing 
and is the basis for many new business models and data-based 
applications. The exchange of data between several steps of 
the product lifecycle holds great potential to optimize pro-
duction, logistics and even business processes. Not only the 
exchange within one company, but the exchange of data with 
different manufacturers and suppliers is a game changer for 
the production of tomorrow. 

To ensure security and sovereignty for the shared information, 
digital infrastructure with mechanisms for publishing and con-
suming the data is vital. Common data spaces for the industry 
are an approach fits these requirements. Industrial data spaces 
allow a versatile data exchange for different stakeholders in 
the industry. Data sovereignty is ensured for the participants 
of the data space and the data can be shared self-determined. 
Standardized APIs support the security of the data exchange 
and integration in highly complex industrial environments. The 
concept of data spaces is based on a decentralized approach 
which only provides data when necessary and does not store 
sensitive information in centralized databases.

The topic data spaces is a Europe-wide strategic issue that 
already receives considerable awareness and participa-
tion. Many associations are involved in industry-wide data 
exchange, such as Catena-X [51], which provides a collabora-
tive, open data ecosystem for the automotive industry, and 
GAIA-X [52], which aims to provide a European cloud platform 
for, in part, secure data interchange. A central player in the 
data space cosmos is the International Data Spaces Associa-
tion (IDSA) [53] which aims to create a technical standard for 
development of data spaces. With the reference architecture 
model (IDS-RAM) a milestone was set and is continuously 
being improved further.

In the scope of this study the approach of data spaces was 
investigated with primary focus on the reference architecture 
model presented by IDSA. Existing data space components 
were identified and analyzed. A selection of existing connec-
tors was implemented and tested on a real-world industrial 
use case. Within this study, a use case was designed and 
implemented. 

This report summarizes the findings on the topic of data 
spaces gathered during this study.
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IDSA and the IDS connector

International Data Spaces (IDS) is an initiative to standardize 
and support the development of secure and trusted data 
exchange capabilities. It first started as a national funded 
research project in Germany, in 2015 with the involvement of 
12 Fraunhofer Institutes and the eponymous association was 
founded [54]. IDSA has been at the forefront of development 
in and around dataspaces ever since.

IDSA proposes a reference architecture model for this particu-
lar capability and related aspects, including the requirements 
for secure and trusted data exchange in business ecosystems. 
The latest published version of IDS-RAM is version 4.0 in May 
2022 and is available on Github [53]. 

The IDS connector is a central component of the IDS ecosys-
tem. The connector enables the connection of data owners 
with data consumers. The standardization and certification 
procedure for this component ensures the interoperability of 
various implementations. It is expected that each certified 
connector is able to interoperate with each other.

The information flow usually starts with available data at the 
data provider, or data source. The data consumer, or data sink, 
on the left side wants to receive the data. Participants are con-
nected to the data space via the connectors. The actual data is 
transferred directly between the two connectors. In addition to 
the application data, metadata is exchanged as well. Metadata 
can be the description of the exchanged datasets, description 

of the data provider or consumer. The IDS ecosystem con-
tains further components, like the App Store and Data Apps, 
Metadata Broker, Clearing House, Vocabulary Hub and Identity 
Provider. These components cover further functionalities to 
operate the data space according to the IDS-RAM. To facilitate 
the implementation of a first demonstrator for validation of 
the data transfer these components are not considered in the 
scope of this study.

IDS Connectors allow data exchange via exposed data endpo-
ints. The connection of the connectors in a data space forms 
the network of the ecosystem. To achieve this decentralized 
network structure, each connector needs to be reachable. In 
most cases, this requires a change in the company’s firewall 
policies. Basically, the connectors should be accessible by using 
standard Internet Protocol (IP).

The IDS Connector Architecture, shown in figure 21, is based 
on a containerized approach to ensure an isolated environ-
ment for the software itself, but also the easy deployment and 
integration in non-native environments. The core connector 
should only contain data intended for being made available to 
other connectors. Other services like data preprocessing should 
be performed by other entities, running in separate isolated 
containers. 
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Existing data spaces connectors

In the scope of data space connectors, a number of solutions 
were developed by different vendors and open-source com-
munities. This chapter elucidates a selection of existing data 
space connectors and provides some initial information for the 
connectors.

To ensure the completeness the following list is referenced 
from the latest data connector report of IDSA [55], regarding 
existing IDS connectors:

Dataspace Connector (DSC)

The dataspace connector (DSC) [55] is an open-source project 
which was initiated by the Fraunhofer ISST and is now being 
maintained by Sovity GmbH. The dataspace connector can be 
used to either extend existing software by its functionalities or 
it can be used as a basis for the development of new software. 
This is the case due to the architectural design which aims to 
provide a maintainable and extensible software.

The deployment of the dataspace connector works with 
Docker or Kubernetes. There are example images online to test 
the connector and the deployment of it [55]. The configuration 

of DSC works over a REST API. The connector needs to be 
set up via this API regardless of whether it is going to be a 
provider or a consumer. The data source for the provider can 
be connected via REST endpoints. Both the metadata and 
the data itself need to be described, configured, and linked 
together by the REST API as well. There is an option to store 
the (meta-)data in a local database. The metadata has a 
clear structure according to the IDS information model. This 
information model has a few linked entities: The first is the 
catalog, which is self-explanatory, its purpose is to organi-
ze the resources. The resource is linked to the catalog and 
holds metadata of the data, e.g., a title or a description. The 
resource is linked to two entities, the representation, and the 
contract. The representation is a more detailed description 

Name of connector	 Maintained by	 Open source

Dataspace Connector (DSC)	 Sovity		  •

ECI IDS Connector powered by TNO	 ECI Software Solutions

Eclipse Dataspace Connector (EDC)	 EDC consortium		  •

EGI DataHub connector	 EGI		  •

GAIAboX	 nicos AG

IIOC (Intel IONOS Orbiter Connector)	 truzzt		  •

MPAD-C	 Mondragon		  •

Tech2B SCSN Connector	 Tech2B

Telekom DIH Connector	 T-Systems International GmbH	

TeraLab Connector	 TeraLab		  •

TNO Security Gateway (TSG)	 TNO		  •

FIWARE TRUE Connector	 Engineering		  •

Trusted Connector	 Fraunhofer AISEC		  •

Trusted Supplier Connector (TSC)	 German Edge Cloud

VTT IDS Connector	 VTT

WeTech Smart Data Connector	 WeTech

Table 2: Existing connectors according to data connector report (November 2022) [55]

Key data	

Maintainer	 Sovity GmbH

Deployment	 Docker or Kubernetes

Certification	 IDS-ready

TRL	 6

Table 3: Key data DSC
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of the data. Linked to the representation is an artifact. The 
artifact has a 1:1 relationship with the data and describes e.g., 
the checksum and the size of the data. The artifact is linked to 
an agreement which is linked to the contract and describes the 
potentially agreed usage between provider and consumer. The 
contract entity holds the metadata of the contract. The con-
tract is linked to rules, which describe the usage policies, which 
are designed according to the IDS Usage Control patterns. 
There are many predefined options of usage control which can 
be implemented as a rule.

The identity management is supported by the integration of an 
identity provider in the IDS context. The IDS Identity Provider 
consists of a Certification Authority, the Dynamic Attribute 
Provisioning Service (DAPS) and the Participant Information 
System. To run the DSC outside the test environment you need 
to request a DAPS certificate for your connectors.

Trusted Connector

The Trusted Connector [56] is being developed at the Fraunho-
fer AISEC institute and is an open-source project. It supports 
Docker and trust|me for containerization and as deployment 
tools. It provides message routing and supports various pro-
tocols due to Apache Camel. The main features of the Trusted 
Connector are app isolation, cross-enterprise identity manage-
ment, a trusted platform, and data usage control.

The isolation between apps is based on the isolation between 
containers. The core container is the only one allowed to com-
municate to the outside. It provides the main functionality, as 
it is the interface between the application containers and the 
outside: It manages the applications, sets up data routes and 
is responsible for the connection the other Trusted Connec-
tors. The application service containers can only be accessed 
over data routes. The main services are usage control, a route 
manager, the IDS protocol, and a management GUI. The 
usage control works due to the LUCON policy framework. This 
framework allows the control of data flow between apps and 
Connector instances. It is possible to write custom policies with 

this framework as well. The route manager is based on Apache 
Camel which offers support for more than 200 protocol adap-
ters. As a securer alternative to Docker trust|me can be used. 
It was developed as a security architecture including secure 
boot, platform integrity measurements, and a hardened kernel. 
DAPS is being used as an identity provider.

Trusted Supplier Connector (TSC)

The Trusted Supplier Connector (TSC) is an IDS Connector 
developed and distributed by German Edge Cloud GmbH & 
Co. KG (GEC) since 2019. After looking into publicly available 
Connector implementations of that epoch, GEC concluded 
that none of them were enterprise-ready, and that they didn’t 
adhere to their customer’s requirements for operability. A lot 
of GEC’s customers are rather low-technical small and medi-
um-sized companies. Additionally, many of the off-the-shelf 
solutions only support one dialect of IDS communication. For 
these reasons, GEC started a greenfield development, with 
ease of use, simple containerized deployments, maintainability, 
integration, and use in combination with many other connec-
tors out in the field in mind.

The TSC consists of three major parts: a RDBMS as the per-
sistence layer, the core connector component dealing with 
IDS conformant communication, and a management compo-
nent making it easy for non-technical people responsible for 
Data Spaces to customize the TSC for their needs. Optionally, 
the TSC can be combined with existing Identity and Access 
Management systems, for example by using OpenID Connect.

The TSC is providing a stand-alone distribution based on 
Docker-compose but is also deployed on Kubernetes. For 
headless deployments, the TSC can be deployed in lightweight 
version.

The TSC is multi-tenant capable, supporting ad-hoc manage-
ment of different Providers and Consumers without requiring 
restarts. Interoperability with major Connectors has been 
tested.

Key data	

Maintainer	 Fraunhofer AISEC

Deployment	 Docker or trust|me

Certification	 IDS-ready

TRL	 No specification

Table 4: Key data Trusted Connector

Key data	

Maintainer	 German Edge Cloud GmbH & Co. KG

Deployment	 Docker or Kubernetes

Certification	 IDS-ready

TRL	 No specification

Table 5: Key data TSC
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Implementation

In this study a use case was implemented with the ICNAP 
partners German Edge Cloud, which provided the IDS connec-
tor Trusted Supply Connecor (TSC), and Marposs Monitoring 
Solutions GmbH, which provided the use case of monito-
ring manufacturing machines. Furthermore, the Fraunhofer 
Heinrich-Hertz-Institute (HHI) was part of the demonstrator to 
elaborate on the data exchange between geographically sepa-
rated facilities. The Fraunhofer Edge Cloud (FEC) was used as 
platform for deployment of the connectors and applications. 
The FEC, a connected edge cloud test environment, is available 
at the IPT and HHI separately. The use case and architecture 
are described in the following chapters.

Use case

The implemented use case aims to demonstrate the concept of 
data spaces in a real-world scenario. The use case consists of 
four core components, shown in figure 22. The four compo-
nents are the data source, the data provider, the data consu-
mer, and the data sink. 

The data source generates the data and offers this data to the 
data provider. In the implemented use case, the data source is 
the Marposs GENIOR MODULAR (GEM) [57] module. The GEM 
Module is an industrial hardware device which is attached 
to manufacturing machines, e.g. milling machines. It is used 
for tool and process monitoring and ensures safe and reliable 
metal cutting processes, for example detecting tool wear or 
tool breakage and triggering related alarms. 

The data provider and data consumer are IDS connectors. The 
provider shares the data of the source with the data consumer. 
When the data consumer receives the data is forwards it to 
the data sink. In the implementation of the use case the IDS 
connectors DSC, Trusted Connector and TSC were tested. 

The data sink at the end of the data pipeline receives the 
data and processes it for further analysis. In the implemented 
use case, the Marposs C-Analyse tool was used as data sink. 
C-Analyse is a software which visualizes statistics and analysis 
of multiple connected GEM Modules to the operator. It can be 
accessed via a web interface.

The data source and data provider are both located at Fraun-
hofer IPT in Aachen. The shopfloor of IPT is suitable to simulate 
the real-world deployment environment of the GEM Module. 

The local FEC platform at IPT was used to deploy the IDS Con-
nector in a virtual machine. 

The data sink and data consumer are both located at Fraun-
hofer HHI in Berlin. Since Marposs C-Analyse is similar to the 
IDS connector a containerized software, both components 
are deployed at the FEC at HHI in a virtual machine. The two 
FEC platforms of IPT and HHI are interconnected to ensure the 
accessibility between the components.

Architecture

For the use case, an architecture was designed which covers all 
components and elaborates them in detail. The architecture is 
shown in figure 23 and described in the following.

The GEM Module is deployed locally in the shopfloor at IPT. 
Its purpose is to collect machine data and monitor the milling 
process. The GEM Module is capable of raising certain alarms 
for unregular behavior of the machine to improve the produc-
tion quality. Usually, the GEM Module is connected directly to 
the machine network by using the fieldbus protocol Profibus. 
This requires the machine vendor to configure the machine 
control to integrate the device. Since the machine vendor was 
not included in the scope of this study the machine data was 
simulated using a simulation tool provided by Marposs.

The IDS connector is deployed at the local FEC platform at IPT. 
The FEC platform is in the IT network space of IPT and is clearly 
separated from the shopfloor network by using a separate 
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subnetwork. Connecting the GEM Module with the IT network 
to establish a connection with the IDS connector required the 
implementation of a network router to route the traffic from 
the shopfloor network to the IT network and vice versa. Since 
most shopfloor networks of producing companies are clearly 
separated from the IT subnetwork, this step needs to be con-
sidered connecting industrial devices to IT applications like the 
IDS connector.

The IDS connector at HHI is also deployed at the local FEC plat-
form. To connect the network of both local FEC platforms, a 
special virtual private network (VPN) tunnel within the general 
Fraunhofer network was implemented. The connection proto-
col of the two IDS connectors is HTTP based, but other ports 
than the default 8080 ports are used. Therefore, the according 
ports need to be enabled in the firewall rules of the sending 
and receiving institution. 

C-Analyse is a containerized software which is deployed in the 
same virtual machine (VM) as the IDS connector at HHI. C-Ana-
lyse consists internally of several software modules. The first is 
the GEM Data Manager, which sends periodical FTP requests 
to the GEM Module and receives the files. The second module, 
the Data Importer, searches for new files received by the GEM 
Data Manager and saves the data in a PostgreSQL data-
base. The main application of C-Analyse is connected to the 

database and retrieves required data based on the configura-
tion input by the user. C-Analyse is offering a web-based inter-
face, so any PC with a connection to the VM that C-Analyse is 
running on can be used to access the interface.

In regular deployment scenarios, the GEM Module saves the 
recorded data within the device in DPF files. The GEM Data 
Manager requests the files from the GEM Module via FTP. In 
the implemented use case, the IDS connectors are between 
this data pipeline. Since the IDS connectors can only commu-
nicate via HTTP, an extension simulates the FTP request from 
the GEM Data Manager at HHI to send the request via HTTP to 
the IPT IDS connector. At IPT, a broker is required to send the 
received FTP request to the GEM Module. The received files in 
DPF format are converted to an HTTP compatible format and 
sent back to the IDS connector at HHI. There, the received data 
is decoded and saved in the DPF format again. Then, the data 
importer scans the repositories of the DPF files and exports the 
data to the database.

The described solution was designed for the Trusted Supply 
Connector (TSC) and implemented by GEC. For the Trusted 
Connector the approach using Apache Camel Routes for FTP 
was followed. Since the DSC could not be set up properly due 
to missing certificates, it was not integrated in the use case 
and FTP compatibility was not investigated.
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Summary & Outlook

In this ICNAP study, the topic data spaces was assessed for 
industrial applications. In the field of data spaces, the concept 
and reference architecture model of IDSA is very well known 
and first implementations using the standard provided by IDSA 
already exist.

Various institutions have implemented the components which 
establish the data exchange and connect the actual data 
sources with the data space, the data space connector. IDSA 
ensures the standardization of the components through cer-
tification activities. In this study, existing IDS connectors were 
analyzed and an overview for several connectors was created.

To validate the identified connectors, a real-world industrial 
use case with the need for a secure data exchange within 
different facilities was constructed together with the ICNAP 
partners. This use case includes the monitoring of a milling 
machine using an industrial monitoring device, which can be 
remotely connected to an information management software 
to retrieve analytics and statistics. The use case was extended 
by the introduction of data space connectors to the existing 
data pipeline. Additionally, the components were separated 
and set up at different institutions. The data generation took 
place at the Fraunhofer IPT in Aachen, the data processing and 
analysis at Fraunhofer HHI in Berlin. The two institutes were 
connected using data space connectors.

The distributed edge cloud network Fraunhofer Edge Cloud 
served as implementation environment. With one edge cloud 
at IPT and one at HHI, the platforms were connected to each 
other. The deployment of the connectors was realized on 
virtual machines, within containers using Docker as container 
engine.

The technology demonstrator for industrial data spaces was 
realized and the data exchange was validated. Furthermo-
re, the functionalities covering the FTP requirements of the 
industrial device and software were added to the TSC. The 
data transfer with the extended FTP functionality was tested 
and validated. In addition, the FTP functionality with Apache 
Camel Routes was added to the Trusted Connector and the 
data transfer was tested.

Within this study only a small number of connectors could be 
tested. A further investigation should increase the number 
of tested connectors to give a wider perspective on available 
functionalities. Also, the compatibility of different connectors 
with each other could not be tested within the time frame of 
this study. Investigating the status quo of the compatibility of 
the various connectors will provide further value to the data 
space community. In the implementation and validation of the 
demonstrator, security aspects were not considered. However, 
the demonstrator offers the infrastructure and data pipeline 
to test these functionalities in the future. The demonstrator 
will be available to the ICNAP community and can be used for 
further validation.
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