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Abstract. The RESCUER system aims to create a smart and interoperable
crowdsourcing solution to support emergency and crisis management, focusing
on incidents in industrial areas and at large-scale events in Europe and Brazil.
In this paper, we discuss about a set of key software architecture challenges for
such a system considering different points of view (e.g. technical, functional,
project settings, etc.). We believe our experiences will greatly benefit other or-
ganizations engaged in this kind initiatives of systems, since they might save
valuable time and effort by discovering problems at a very early stage in the
project.

1. Introduction

Nowadays, most people use mobile devices and share their status and information about
what is happening around them in real time. This phenomenon can help in an emergency
situation, allowing a crowd with mobile devices to send detailed information to the com-
mand and control center. This information is important for the operational forces because
it is possible to understand what is happening in real time, getting information from the
place of the emergency. Aiming to fill the gap between mobile users and emergency co-
ordinators, the RESCUER system aims to develop a smart and interoperable information
system that provides support in an emergency situation using crowdsourcing information.

In this paper, we report a set of architectural challenges identified during the
course of the RESCUER project. We have also identified a set of solution concepts that
could potentially address these challenges. Reported architectural challenges are the key
for successful software development projects, since money and effort are saved if appro-
priate measures are taken to tackle the architectural challenges. We hope that our findings
will make the architects of similar systems aware of all those traps that we learned to
avoid over time in the hard way.
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This paper is structured as follows: Section 2 describes high-level architectural
views of the RESCUER system. This is necessary to understand the context of the system
and to understand the challenges better. In Section 3, we describe the architectural chal-
lenges and categorize them according to the architectural viewpoints. Section 4 presents
the high-level solution concepts and how they are mapped to our challenges. Finally,
Section 5, we conclude our findings.

2. RESCUER System
The RESCUER system intends to provide faster and more accurate management in emer-
gency and crisis situations by achieving: improved time to collect information regarding
an emergency situation; decreased time and effort to analyze emergency data; improved
and reliable information provided to different stakeholders within the shortest possible
time; context-aware interaction with different stakeholders; minimized effort among vari-
ous workforces; and efficient management of the emergency through smart crowd steering
and effective management of the workforces on site.

In order to understand the architectural requirements, we identified the key RES-
CUER stakeholders from the architectural point of view: civilians at large events, em-
ployees of industrial parks, workforces, affected people, command and control center,
authorities, and press. They are located within the incident area (on-site), very close to
the incident area (on-site-nearby), or far from such places (off-site). The characteristics
of the stakeholders as well as their current location influence the decisions to mitigate the
emergency and should be considered in order to develop a suitable system.

The goals and requirements defined in conjunction with the project stakeholders,
which guided the construction of the RESCUER architecture. We adopted the Fraunhofer
ACES approach [Keuler et al. 2011] as the software architecture construction process.
As result, the architecturally significant requirements were: development-related require-
ments, integration requirements, availability, robustness, scalability, reliability, perfor-
mance, usability, security, safety, operability, upgradeability, auditability, and variability.

Aiming to give an overall understanding of RESCUER and its main architectural
components, we present the sub-systems perspective (Figure 1). The system is divided
into five sub-systems: Mobile Solution, Communication Infrastructure, Data Analysis,
Emergency Response Toolkit, and Integration Platform. shows the interaction among
stakeholders and sub-systems.

The Mobile Solution sub-system explores the use of mobile devices to gather in-
formation from the crowd in an emergency situation and to support follow-up interactions
in an optimized and context-sensitive way. The resulting mobile application interacts ap-
propriately to avoid cognitive overload for the users and to get people engaged in using
the RESCUER system.

Aiming to support the information flow between the crowd and the command
center, the Communication Infrastructure includes a server for receiving, synchronizing,
organizing, and storing crowdsourced data from the users’ mobile devices. In addition,
this sub-system provides a solution for delivering messages to the users’ mobile devices in
a personalized, location- and situation-sensitive way. This sub-system is also responsible
for providing peer-to-peer communication by using the built-in Wi-Fi capability of mobile
devices if no Internet connection is available during the emergency.
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Figure 1. Sub-systems perspective.

Automatic data analysis is especially relevant for emergencies in large-event sce-
narios, where emergency reports from thousands of people are sent to the command cen-
ter. The Data Analysis sub-system receives data to be fused and filtered in order to obtain
an enriched collection of data about the emergency situation and thereby enable a more
robust and efficient analysis.

The Emergency Response Toolkit supports decision-making, coordination of re-
sponses, and communication with stakeholders. This sub-system provides appropriate
data visualization mechanisms through an intuitive, concise, but resourceful dashboard
with modern solutions to map an incident scenario. It also includes a semi-automated
solution for communication with the community to provide timely, coordinated, and ac-
curate information about the nature and status of an emergency situation.

In order to assure consistent and efficient interaction among the other sub-systems,
the Integration Platform provides a communication protocol, storage, and technology to
handle message (called topics) exchanges. In general, the sub-systems interact by publish-
ing and subscribing appropriate topics to the Integration Platform, which enables normal
system execution.

2.1. Development Settings

The RESCUER project fosters cooperation among companies, research institutions, and
universities from Brazil, Germany, and Spain. In addition, this project has partners from
industrial parks in Brazil and Austria to validate the proposed solution in a real-world
scenario. Software development is being performed by the following members: MTM,
DFKI, VOMATEC, Universidad PolitÃ c©cnica de Madrid (UPM), University of SÃ£o
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Table 1. Development task allocation among partners.

Development team Responsibilities

MTM Ad-hoc P2P Network, Sensor Data Recorder, Sensor Data Re-
ceiver, Sensor Data Analysis, SMS Data Receiver and Text
Analysis.

VOMATEC Emergency Response Toolkit, Combined Analysis, and Inte-
gration Platform.

UPM Video Analysis.
USP Image Analysis.
Fraunhofer Infrastructure tasks (requirements engineering, software archi-

tecture specification, etc.)
UFBA Social Media Connector (SMC), Legacy System Connector

(LSC), and infrastructure tasks.

Paulo (USP), and Federal University of Bahia (UFBA). Table 1 presents the responsibili-
ties for each RESCUER development team.

3. Architectural Challenges

A sound architecture is the key to success for any software-intensive system. It is better
to know architectural challenges early so that architects can address them properly. The
later such challenges are known, the more must be spent on fixing them, as architectural
refactoring cannot be done in one afternoon. From the experience with the RESCUER
project, we have identified a number of crucial architectural challenges and have clustered
them according to several viewpoints and perspectives of the system.

3.1. Context Viewpoint Challenges

• AC 01 - Unclear Context Interaction: It is of utmost importance to define the
boundary of the system. It is always a challenge to identify what is inside the sys-
tem and what is outside of it. One key Litmus test would be to identify whether we
have any influence as architects or whether we can change anything. If the answer
is yes, it is in the system scope; otherwise, it is in the context. Using this ap-
proach, it has been possible to clearly delineate the context. But the challenge we
faced mostly regards the business view of the system. There was a requirement to
integrate the legacy systems of the operational forces with the RESCUER system.
But due to the closeness of these systems, it was not possible to integrate them
with our proposal. Operational forces cannot foresee the future scenarios of the
system and therefore cannot provide input on what should be integrated or how
a system could be integrated. Due to these vague requirements, it is extremely
hard for architects to design this challenge. If the issue were merely to import/
export data exchanges between the systems, it would not be so architecturally sig-
nificant. Integration could be done in real time and two systems could influence
and use each other. If the latter is the case, the architecture has to be significantly
different to support it;
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3.2. Functional Viewpoint Challenges

• AC 02 - Not possible to compete with industry: Expectations from the stakeholders
regarding this kind of project are huge. This is mostly because they see how big
companies are doing cool analyses and they want to have this, too. Everybody
wants to be on top of what is available. They often forget how much money and
effort those organizations spend to get to this stage. The amount of knowledge
and know-how these companies have cannot be gained instantly. This expectation
management is a big challenge;

• AC 03 - Requirements and analysis meeting points: Defining functionality can be
done in two ways - making a wish concerning the system or thinking about what
is possible and, based upon that, defining the functionalities. In some cases, it
happens that two groups wait for each other. The technical team may say, “Give
us the requirement and we will see whether it is possible to implement it”, while
the requirements people may say, “Tell us what is possible and then we will define
requirements based on that”. As a result of this, requirements become vague and
the architecting input is poor;

3.3. Information Viewpoint Challenges

• AC 04 - Handling various kinds of data: Several kinds of data need to be handled
in these kinds of systems. For example: (1) sensor data that is coming from the
crowd’s mobile devices in a continuous stream of data (2) reports that are sent
from mobile devices, which usually contain structured information and text; (3)
multimedia data - images and videos are taken by the crowd and received by the
RESCUER backend. Because of the different characteristics of the data, the archi-
tecture should handle them differently. One communication channel is not optimal
for all sorts of data in the system;

• AC 05 - Deciding on central or distributed data storage: It is easy to implement a
component when you have a central repository of data and the component accesses
it whenever necessary. We have quite a few components that need to be built. In
the case of central data storage, if we change the schema, all components will be
affected. It is natural for this kind of systems to modify the schema over time
along with a deeper understanding of the domain and the requirements. However,
if no direct access to the data is allowed, but the components get data through
some message broker, these components might need to create a local data storage.
Replication and synchronization of these data stores are then additional issues;

• AC 06 - Creating reliable output data: It is of utmost importance for an emer-
gency management system to ensure that whatever it provides as output has to be
completely trustworthy. Otherwise, human lives might be endangered or damage
might be caused to the environment. The system needs to make sure that all the
information that is coming from the crowd is analyzed and presented such that it
reflects the reality. Moreover, the sources have to be made secure with appropriate
mechanisms;

3.4. Development Viewpoint Challenges

• AC 07 - Each team has its own tools and history: Every development team has
expertise with different technologies and has a different history of development.
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Ensuring some level of homogeneity is therefore a very difficult task. it has to
be ensured that these heterogeneous technologies work together and, most impor-
tantly, that they can evolve at the same speed;

• AC 08 - Lack of control over individual teams: In the case of distributed devel-
opment not done within one company, it is hard to have authority over all teams.
Without this, it is hard to impose architectural principles - which is, however, nec-
essary to ensure end-to-end quality. Each team wants autonomy and if this is not
managed properly, it is a threat to the overall success of the project;

• AC 09 - Different plan for commercialization afterwards: A practical constraint
we faced were the different plans for commercialization or evolution of the indi-
vidual components. Every team wants to have a piece that they will be able to
enhance afterwards without the help from other teams. This creates a barrier to an
optimal overall architecture. These kinds of systems have a number of important
quality requirements and these quality requirements are hard to achieve in these
kinds of settings;

• AC 10 - Integration in distributed setting: Integration is the key to success for any
software system development. In general, integration is one of the painful parts
of the software delivery pipeline. In the case of distributed settings, it becomes
even more complex. Creating an environment for integration testing, packaging,
building, and deploying all the components requires huge coordination effort;

• AC 11 - Knowledge propagation is harder in iterative development (in the case
of distributed settings): Knowledge propagation is important to create a common
understanding among all the teams. Moreover, efficient knowledge propagation is
required for an efficient delivery and deployment pipeline. In the case of iterative
development, knowledge propagation becomes a continuous task. It requires a lot
of effort to disseminate knowledge effectively. On the other hand, without it, the
whole development pipeline becomes chaotic very quickly; and

• AC 12 - No integrated toolchain to support development: Setting up a toolchain
that supports distributed settings is an absolute necessity to gain speed. Setting
up such a toolchain requires effort. Moreover, individual teams have experience
with different tools. The toolchain also has to be flexible enough. In addition to
that, some teams have restrictions on sharing their code. So the toolchain needs to
consider this as well. Despite all these challenges, if we do not have any kind of
tool support to facilitate distributed development, testing, and deployment, there
will be a lot of trouble in the project.

4. Solution Ideas
We present as follows a set of solution ideas to deal with the aforementioned challenges,
and Table 2 shows the relationship among them.

• SI 01 - DevOps toolchain: Incorporating DevOps concepts [Bass et al. 2014]
would greatly help in our scenario. It would facilitate continuous integration,
continuous testing, and continuous delivery with appropriate tool support;

• SI 02 - Minimum viable product: Thinking about the overall system makes the
architecture definition complicated. The key part of the system that makes it viable
needs to be identified, designed, and developed first. For the rest, divide and
conquer could bring more focus to architecting and would make the architecting
process more efficient;
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• SI 03 - First evaluation, then commercialization: Designing the system for indus-
trial adoption is a very ambitious goal. The domain is new and a lot of experiences
are required to arrive at some reasonable solution. Therefore, designing for com-
mercialization makes the architecture definition even more complicated. There is
always a chance for improvement. It is reasonable to know the future requirements
but it is important to focus on the evaluation or demonstration scenarios only.

• SI 04 - Continuous feedback from end-users: As the domain is not yet well under-
stood, it is not possible to elicit all requirements in the first attempt. Therefore, it
is important to continuously show the prototypes or partially implemented system
to the end-users. Refining the requirements and making the system acceptable to
the community is not possible without continuous feedback;

• SI 05 - Knowledge propagation mechanism: Distributed development heavily suf-
fers from the lack of consistent knowledge about the status of project. It is im-
portant to identify the bottlenecks of information propagation. Appropriate tool
support and other mechanisms are necessary to propagate knowledge;

• SI 06 - Plan for creating development/test environment: It is important for such
kinds of projects to plan for IT provisioning support. Individual development
environments provided by each team are not enough for doing sound integration
and acceptance testing;

• SI 07 - Commitment from operational forces management: Just like any new soft-
ware system, this kind of system also needs to overcome barriers in order to be
accepted. Of course, for operational forces it is a bit of a change, but they need to
see the positive side of the new system. It is not easy to get such cooperation from
operational forces. Therefore, commitment from management is crucial. This
facilitates fruitful cooperation between end-users and development teams;

• SI 08 - Twin pics model: Requirements and architecture activities need to be done
in parallel. It is important for these two teams to collaborate closely. Once higher-
level requirements decisions are made, architects need to find higher-level solu-
tions. The requirements team needs to refine the requirements with respect to the
architectural decisions made so far. In this way, these two teams should continue
refining requirements and solutions;

• SI 09 - Wiki for architecting: Besides all other knowledge propagation and collab-
oration tools, it is important that the architecture is accessible to everyone in the
team and well understood. To get continuous feedback, it is also important that
everyone can comment on what is not working properly. The architecture should
be at the center of all communication and feedback. Any tool, such as a wiki, is
therefore very helpful;

• SI 10 - Decouple Components: Every component needs to be decoupled as much
as possible from the rest of the system. A component should provide specific
services but it should not be aware of how the service will be consumed;

• SI 11 - Continuous Testing: To learn about the current status of the development,
it is important to set up an environment and a process for continuous integration;
and

• SI 12 - Context-aware Middleware: This kind of system needs to use modern
analysis and visualization techniques. To do an effective and efficient analysis, it
is important to know the context of the current state of the system. It is therefore
important to build a context-aware middleware that keeps track of the context and
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Table 2. Architectural and solution ideas mapping.

Architectural challenges Solution Ideas

AC 01 – Unclear context interaction SI 04, SI 07, SI 08
AC 03 – Not possible to compete with industry SI 04, SI 07
AC 04 – Requirements and analysis meeting points SI 08
AC 05 – Handling various kinds of data SI 01, SI 02, SI 09
AC 06 – Deciding on central or distributed data storage SI 03
AC 07 – Creating reliable output data SI 01, SI 04, SI 06
AC 08 – Each team has its own tools and history SI 01, SI 05
AC 10 – Lack of control over individual teams SI 01, SI 05
AC 11 – Different plan for commercialization afterwards SI 02, SI 03
AC 12 – Integration into distributed setting SI 05, SI 06
AC 13 – Knowledge propagation is harder in iterative devel-
opment

SI 01, SI 05, SI 08,
SI 09

AC 14 – No integrated toolchain to support development SI 01, SI 06, SI 09

supports all other components with the context information whenever necessary.
The whole system should be built around this context-aware middleware.

5. Concluding Remarks
In this paper, we presented the challenges from the RESCUER crowdsourcing system.
We classified the challenges according to architectural viewpoints. High-level solution
concepts were also presented corresponding to each challenge. As a future activity, we
will continue refining the solution concepts and applying them in the RESCUER setting
and strive to obtain evidence with respect to our ideas. We hope that this will also benefit
other organizations that would like to build such a system and in such a distributed setting,
allowing them to prepare themselves well with respect to the challenges and solutions
described here and thus greatly reduce the cost and effort for development.

This paper presented a qualitative and quantitative approach to investigate influ-
encing factors of code smells based on a software developer point-of-view. Participants
opinions point code smells and the quantitative information around them are important to
improve software maintainability. Furthermore, we identified a set of factors that influ-
ence the emergence of code smells and possible strategies to mitigate them.

As future work, we intend to have a better understanding on mitigation strategies
for code smells. In addition, despite of applying the research protocol in different scenar-
ios, it needs to be applied in other different contexts to improve external validity, since we
considered only systems implemented in the Java language.
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