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Abstract

The collaborative use of data across value chains, e.g., through digital twins, holds significant economic potential. Estimates suggest
that full adoption of digital twins in manufacturing could generate up to USD 37.9 billion annually. This potential is often hindered
by connectivity issues due to the heterogeneity of technical systems and privacy concerns stemming from the perceived risk of
losing control over sensitive information and intellectual property. These concerns limit inter-organizational data sharing, which is
essential for the deployment of digital twins. This paper addresses the privacy challenge by conducting a requirements engineering
for industrial data marketplaces based on academic literature. The resulting framework supports the design of platforms tailored to
the needs of manufacturing stakeholders and aligns these needs with key principles from frameworks such as Gaia-X. To illustrate
its relevance, a use case from fineblanking is presented, in which upstream data from material suppliers is used to enhance process
monitoring via vertical federated learning to enable cross-organizational model training while preserving data privacy.
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1. Introduction

Digital twins are estimated to generate up to USD 37.9 billion in annual value if they are fully adopted across the
manufacturing industry [1]. They combine data-driven models, simulations, and real-time shop floor data to create
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added value to manufacturing systems through applications such as predictive quality, condition monitoring, or
predictive maintenance [2]. However, to achieve their full potential, digital twins require not only internal data from a
single company but also external data across the supply chain [3]. This includes downstream feedback data (e.g.,
information about defective parts) as well as upstream process and quality data from material suppliers. These data
are often critical for explaining performance variations or predicting process outcomes in downstream production.
Data sharing via marketplaces increases parameter diversity. This improves the generalizability and robustness of
model-driven applications [4]. For example, models for predictive quality are often trained on data from a single
machine, which limits their ability to perform well under different conditions. Models become more robust when they
incorporate upstream material properties from different suppliers or batches. Downstream performance feedback
further improves their ability to handle variability. This increases their ability to generalize across production contexts
and reduces the risk of model degradation when conditions change.

The lack of data sharing limits the implementation of holistic and interoperable digital twins and prevents
companies from realizing their full benefits. Only 34% of manufacturing firms currently make use of platform-based
data sharing [5]. One of the key barriers to accessing this data is the limited willingness of companies to share
information across organizational boundaries [6]. Two main reasons account for this. First, connectivity issues arise
from the heterogeneity of technical systems, which hinders the seamless integration of distributed data sources [7].
Second, privacy concerns emerge from fears of losing control over sensitive data or intellectual property [8]. Data
sharing often fails because existing marketplaces do not reflect stakeholder-specific needs. These include data
sovereignty, security, transparency, and value creation. Frameworks like Gaia-X propose guiding principles for data
ecosystems, including sovereignty, interoperability, and trust, but offer limited operational guidance for industrial
applications. To bridge this gap, this paper maps stakeholder-specific requirements to these frameworks and derives a
domain-specific design structure for data marketplaces. This contribution is developed through a twofold approach:
First, a structured requirements engineering process is applied to identify and classify stakeholder-specific needs for
data sharing platforms in manufacturing. The result is a morphological box that supports platform design by addressing
relevant governance, technical, and business model dimensions. Second, the paper illustrates the value proposition of
cross-organizational data sharing through a use case from fineblanking, in which upstream data from material suppliers
is used to enhance process monitoring. The concept of vertical federated learning is utilized to enable cross-
organizational model training while preserving data privacy and protecting proprietary information.

2. Requirements for data sharing platforms in manufacturing

To realize the full potential of digital twins through cross-organizational data sharing, data marketplaces must be
designed to meet the needs of manufacturing stakeholders. This requires the identification of platform requirements.
Theoretical background: This paper builds on the initiatives Gaia-X and International Data Spaces (IDS), which
serve as a theoretical basis for requirements of industrial data marketplaces. Gaia-X aims to establish a federated and
secure data infrastructure. It has core principles such as data sovereignty and interoperability. The IDS reference
architecture provides a framework for trusted data sharing based on i. a. certified participants and usage control. [9]
Methodology: The methodological approach for deriving the requirements for the manufacturing sector consists of
five steps (Fig. 1), beginning with an analysis of the relevant academic literature. The findings from the literature
review are evaluated and selected based on their relevance to platform-related standards (IDS and Gaia-X), as well as
the frequency of their citation. In addition, manufacturing-specific requirements are identified. Based on the results, a
morphological box for industrial data marketplaces is developed.
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Analysis of scientific Selection based on Selection based on Addition of manufacturing- Derivation of a
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Fig. 1. Methodology for deriving requirements for data sharing platforms
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The structured review of academic literature was conducted by querying multiple databases (Scopus, IEEE Xplore,
Springer Link and Google Scholar). The search was based on the following keyword combinations: “Data
Marketplace” AND “Requirements”, “Data Sharing Platform” AND “Requirements”, “Data Exchange Platform”
AND “Requirements”, and “Data Platform” AND “Requirements”. Applying filters for publication year (post-2015)
and industrial context, along with a forward and backward search of the resulting publications and an evaluation of
keywords, abstracts and full texts, yielded a total of 28 relevant sources. From these publications, 34 distinct
requirements for data sharing platforms were identified, reflecting different stakeholder perspectives (see Table 1).

Table 1. Requirements for data sharing platforms

No. Requirements References IDS/Gaia-X Citation frequency
1 Transparency data usage [7,10-24] X 16
2 Transparency ownership [7,10-15,17-26] X 17
3 Transparency data provenance [7,10-19,21-24] X 15
4 Transparency pricing mechanisms [10-15,19,22,23,27] 11
5 Platform independence [7,11,14,15,23,24,28] X 8
6 Data sovereignty [7,10-18,23,24,28,29] X 15
7 Secure value creation network [7,10-12,14,16-18,20,22-24,28-30] X 17
8 Data security [7,10-20,23,24,28-33] X 22
9 Profile security [7,10-12,15-18,22-24,28-30,32] X 16
10 Protection of trust [7,10-12,14-20,22-24,26,28-30] X 20
11 Legal certainty [7,11-19,23,24,26,28,30,32,34] X 17
12 Protection of trade secrets [7,11,13,14,18,23,24,26,28,34] X 9
13 Contract management [7,12-19,23,24,28,30,34] X 14
14  Role management [7,12-15,18,19,23,24,27,30,31,33,34] X 14
15 Data quality management [11,12,15-20,22,28,30-32,35] X 16
16  Data quality [7,10-12,15-21,23,27,28,30-33,35,36] X 19
17 Single source of truth [19,32] 2
18 Transaction infrastructure [7,10-12,14-16,18-22,24-28,30,31,33,36] X 21
19 Incentive mechanisms [10,11,15,16,18,26,31,33] X 7
20 Fair competition [7,11-15,18,26] X 8
21 Customer management [11,15,18,20,22,23,25,30,33,34] X 11
22 Value-added data services [11,18,21,23,25-27,30,33,34] X 11
23 Monetary valuation [10-13,16-19,22,23,25,27,28,30,33,35] X 18
24 Pricing model [10-13,16-19,22,23,25,27,28,30,31,33,35,36] X 18
25 Payment and billing system [10-12,16,18,19,22,27,28,33,36] X 12
26 Standardisation/Interoperability [7,10-12,15-22,26,31] X 16
27 Metadata management [11,12,15-17,19,20,22,23,30] X 15
28 Expressive metadata [11,12,15-22,30] X 13
29  Data domain [10,11,16,18,20,21,23,28,30,34,36] 12
30 Interface management [7,11-13,15,16,18-23,27,28,30,32,34,36] X 20
31 Accessibility [7,11-13,15,16,18,20,21,23,28-30,32-34,36] X 19
32 Architecture [11,12,15,17-19,21,22,28,30,32,34,36] X 15
33 Adaptability [13,15,20,25,28,29,32] X 7
34 Scalability [12,13,15,20,25-27,31,33] X 10

To assess the relevance of these requirements, the requirements were compared with the characteristics and
objectives of the IDSA and Gaia-X. The IDSA promotes secure data spaces that enable sovereign data management
across various industries. It defines the six key challenges in handling data: content dimension, conceptual dimension,
contextual dimension, communication dimension, economic dimension, and trust communities [37]. The framework
for data-driven ecosystems Gaia-X is based on the principles of openness, transparency, interoperability, federation,
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authenticity, and trust [9]. Both initiatives emphasise the importance of data sovereignty and trust. Also, requirements
mentioned in fewer than 10% of the publications were deemed not relevant. As a result of this selection process, the
attributes “transparency of pricing mechanisms”, “data domain” and “single source of truth” were excluded from
further analysis. The remaining 31 requirements were clustered into categories and are described individually.

The category trust and security encompasses the four attributes of protection of trust, secure value creation
networks, profile security and data security. Data sharing is only adopted on platforms where trust and security are
reliably established [26]. Trust can be fostered, for instance, through the verification of market participants and data
products [30], as well as by enforcing rules that ensure accountability regarding responsibilities and permitted data
usage [26]. A secure value creation network requires the implementation of protective measures for data, platform
actors and the underlying technologies. These may include techniques such as data anonymisation and encryption of
both data and data services. To ensure profile security, authentication and authorisation mechanisms must be employed
to control access to the platform. [23] In addition to safeguarding data against unauthorised access, it is essential that
data can be restored to maintain overall data security [11]. The category data quality comprises two key requirements
and represents a central driver for participation in a data marketplace [15]. This category includes all aspects related
to the description of data quality dimensions, as well as the provision of services aimed at assessing, improving, and
ensuring data quality. According to SATTLER (2009), the essential dimensions of data quality include for instance data
accuracy and data completeness [38]. The evaluation of data quality can be carried out internally, e.g., through
reputation mechanisms, or externally by third parties operating independently of the platform [25]. Data marketplaces
are subject to legal and regulatory frameworks. This category includes legal certainty, contract and role management,
and the protection of trade secrets. Ensuring legal certainty requires a clear definition of data ownership and usage
rights [12] as well as the consideration of data protection principles [18] and non-discriminatory access to the platform.
For this, standards and enforcement mechanisms must be established to uphold rights and contractual obligations,
including the introduction of appropriate sanctions [12]. The requirement of role management refers to the definition
of user roles and the assignment of responsibilities. It forms the basis for granting legal authorisations and access rights
to actors on the data marketplace [31]. Trade secrets can be protected, for instance, through copyright law [14] or
contractual confidentiality agreements [18]. The governance category consolidates risk factors related to transparency,
independence and data sovereignty. Data sovereignty refers to the data owner's ability to retain control, visibility, and
authority over where and how their data are stored and used [30]. Mechanisms must be established to ensure that data
are processed strictly in accordance with predefined usage policies [12]. Transparency regarding data provenance
supports the assessment of data quality and the resolution of legal questions [18]. This can be achieved, e.g., through
timestamping [39]. To ensure transparency in data usage, standardised information documents for data consumers [12]
and mechanisms for tracking transactions and their associated details may be introduced [23]. Ownership transparency
can be facilitated using metadata or identity verification methods [32]. In addition, independence of the data
marketplace should be maintained [18], with the platform operator acting as a neutral intermediary to ensure impartial
governance. The interoperability category refers to the ability of diverse technical subsystems to work together and
sharing data effectively. Achieving this requires the establishment of standards for data formats, interfaces, and data
usage, as well as the availability of relevant metadata [12]. Standardising data formats ensures uniform access to and
utilisation of data. Interface standards cover hardware and software components [22], and the management of these
interfaces facilitates seamless data sharing between companies for the provision of data and services, as well as for
external notification and communication channels [12]. The requirement of accessibility represents the degree to which
the data marketplace is open to participant involvement and determines any potential access restrictions [18].
Expressive metadata contribute to improved data availability, accessibility, and overall interoperability of the data
ecosystem by describing key characteristics of the data [12]. Effective metadata management acts as an interface for
the transmission of metadata by data and service providers [ 19]. Metadata repositories help to define and manage data
in a consistent and structured manner [23]. Finally, platform architecture also plays a decisive role in creating
interoperability. In a centralised architecture, data are collected and managed in a single location via a cloud
infrastructure. A decentralised approach keeps data with the original data providers, and only metadata regarding the
content and structure are available at the data marketplace. [18] The data ecosystem requirement class refers to the
framework conditions that a data marketplace should actively manage, monitor and shape at both the operational and
organisational levels. The fransaction infrastructure governs the behaviour of participants across different phases,
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including the information phase (e.g. user interfaces for search queries), the negotiation phase (e.g. communication
channels), the transaction phase (e.g. payment and billing systems), and the after-sales phase (e.g. feedback
mechanisms) [36]. Incentive mechanisms play a key role in encouraging participation in a data marketplace. In addition
to data itself, value-added services act as further incentives and enhance the overall value contribution of data [18].
These include, for example, applications for analysing and visualising shared data, as well as infrastructure and support
services. Customer management covers all essential user administration functions, along with supportive services such
as help centres and chatbots. [23] The requirement of fair competition relates to equal access and availability of data,
which can be promoted through the establishment of clear rules and control mechanisms [12]. The monetisation
category brings together all requirements related to the determination of data value [12]. Monetary valuation refers to
the financial assessment of data, which can be based on market price, cost, or value-oriented approaches [19]. The
pricing model defines how prices are determined [27], potentially using algorithmic or auction-based pricing
mechanisms. In addition, a payment and billing system is required to support all financial and data sharing transactions.
This includes the generation of invoices and the resolution of potential disputes [19]. The scalability requirement class
refers to the ability of a data marketplace to respond quickly and flexibly to changing demands, and to manage the
challenges associated with reaching a critical mass of participants and data [27]. Adaptability represents the capacity
of the platform to evolve its value proposition in response to customer needs and changing market conditions [12].
Scalability is treated as a distinct requirement, as the perceived value of participating in a data marketplace increases
with the volume of data and the number of involved organisations. Marketplace operators can support this growth by,
for example, actively collecting and integrating openly available datasets to expand the overall data offering [18].

In the fourth step, the literature-based list of requirements is extended by manufacturing-specific attributes. In
addition to energy and cost efficiency, and the usability of the platform, the purpose for which data are used on the
platform plays a decisive role in shaping further requirements. In the context of this study, the intended purpose is the
utilisation of time series data for digital twin applications in manufacturing. Manufacturing-related time series data
represent process-describing data collected over a series of time points, typically characterised by large volume, high
dimensionality, and continuous updating. Their application in selected models to represent the properties and
behaviour of physical objects constitutes the digital twin. These models include, e.g., machine learning algorithms or
life cycle assessments in accordance with ISO 14044, which aim to predict product or tool quality, optimise processes
in real time, or determine the ecological footprint [40]. From this, further requirements emerge, including transparency
of model outputs, storage management, and real-time capability. These requirements are of particular importance in
the manufacturing domain due to several domain-specific challenges. For instance, transparency of model outputs is
essential in production environments where traceability and interpretability are needed to meet quality assurance
standards and comply with industry regulations. This is especially relevant in sectors such as automotive or aerospace,
where Al-supported decisions must be verifiable. Storage management plays a crucial role due to the high volume and
frequency of sensor data generated on the shop floor, which must be efficiently stored, processed, and accessed across
product life cycles. Real-time capability is indispensable for enabling digital twins that support immediate
interventions in manufacturing processes (e.g., predictive maintenance), where even minimal delays can result in
reduced product quality or machine downtimes. These aspects underscore the need to design data sharing platforms
that are not only technically robust but also tailored to the operational and regulatory realities of industrial production.
The outcome is a morphological box comprising nine requirement categories and 37 individual requirements (Fig. 2).

Requirement classes Requirements

Trust and security Protection of trust Data security Secure value creation networks Profile security
Data quality Data quality Data quality management
Legal framework Legal certainty Contract management Protection of trade secrets Role management
. Transparency data Transparency data Transparenc, Transparenc Independence of the
Governance Data sovereignty P Y P y parency pa y P
provenance usage ownership pricing platform
T ti Value-creati I¥ . L. .
Data ecosystem _ransaction Customer management alue-creating LD Fair competition Incentive systems
infrastructure services
- o . Meaningful Metadat: Plattfi Interf:
Interoperability Standardisation Data domain canng clacata attorm niertace Accessibility
metadata management architecture management
Monetisation Monetary value determinating Pricing model Payment and billing system
Scalability Adaptability Scaling
Manufacturi . . - T St . o
anulacturing Energy efficiency Cost efficiency Usability ransparency orage Real-time capability

relevance modelling results management

Fig. 2. Morphological box for data sharing platforms in the manufacturing sector
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The requirements within each category are complementary, but not all must be fulfilled simultaneously for the
category to be considered applicable. For data providers and data consumers, the morphological box offers a structured
overview of potential requirements and can support decision-making when selecting a suitable platform. For platform
providers, it serves as a foundation for developing a requirements specification that outlines how technical solutions
can be tailored to customer needs.

3. The digital coil: A prime use case for a data marketplace

Fineblanking is a high-precision sheet-metal forming process widely applied in the automotive, aerospace, and
medical industries. These applications impose stringent quality requirements, particularly on geometrical tolerances
and the condition of sheared surfaces [41]. As the sheared edge frequently constitutes a functional surface, defects
such as tearing can render otherwise acceptable parts unfit for use. The rejection of such parts not only leads to material
waste but also increases production costs and disrupts delivery schedules. Tears in fineblanked parts have been linked
to microstructural inhomogeneities, particularly to localised carbide accumulations. These lead to stress concentrations
during high-strain plastic deformation and are considered a stochastic root cause of failure [42]. Material for
fineblanking is typically delivered by commercial steel suppliers in the form of coiled sheet metal. Quality
documentation is often limited to test samples from the beginning and end of the coil, providing an incomplete picture
of the material state along its full length [43]. This limited visibility into material variability results in a disconnect
between the machine setup and the actual material properties. Operators must rely on these incomplete data points to
configure complex processes, which introduces uncertainty into high-precision operations. While process parameters
such as V-ring force or shearing gap can be adjusted to mitigate tearing, such adjustments increase tool wear due to
elevated stress levels. An ideal scenario would enable the fineblanking process to dynamically adapt to the actual state
of the material (e.g., regions of unfavourable carbide distribution) through online parameter adjustments. While the
shearing gap is a fixed aspect of tool design, the V-ring force can be adjusted dynamically to induce local compressive
stresses and thereby prevent tearing. Recent advances in non-destructive testing (NDT) provide a promising foundation
for adaptivity. In particular, eddy current testing has been shown to capture material characteristics relevant to tearing
behaviour, offering a foundation for creating a digital twin of the material — the so-called digital coil [44]. However,
despite the known issues with material variability, steel producers are often reluctant to share high-resolution NDT
data, if available. Such data could expose inconsistencies in their production processes and jeopardise customer
confidence in their quality assurance systems. Against this background, the present study explores the use of eddy
current testing to generate high-resolution material characterisations and link them to resulting quality outcomes in
fineblanking. The goal is to evaluate whether tearing behaviour can be predicted from NDT signals and whether such
predictive insights can serve as a foundation for value creation in data marketplaces.

3.1. Dataset description

Sheet-metal strips of annealed fineblanking steel of grade with a thickness of 6.95 mm and tensile strength of 591
MPa was used for NDT analysis and subsequently fineblanked with single fineblanking strokes. Non-destructive
testing was carried out with an eddy current device of type FOERSTER MAGNATEST D, which yielded 48 values per
measurement, representing amplitude and phase shift across 24 different excitation frequencies. A total of 245
measurements and fineblanking strokes were performed on a fineblanking press of type FEINTOOL XFT 2500 speed.
The resulting parts and tears were analysed with a digital microscope of type KEYENCE VGX-5000. To this end, width
and height of the resulting tears a selected sheared surface with a high tear frequency was measured and logged. The
dataset was generated and analysed for a prior work with a different modelling approach. Specifically, ORTIOHANN et
al. (2014) modelled both prediction of tear height and tear width as a regression problem. However, in industrial reality,
the severity of a tear, i.e., the combination of height and width, are the determining criterium to classify a tear as severe
and the part as a reject. Hence, this work employs a different modelling approach. Further information regarding
process parameters and tool design can be inferred from [45]. Figure 3 presents an overview of the resulting data
distribution. Figure 3 (a) presents a scatter plot that illustrates the dependence of tear height and tear width, implying
a positive correlation which is underscored by a Pearson’s r of 0.64. While tear height and tear width are positively
correlated, they exhibit sufficient variability to suggest that both parameters capture distinct aspects of the tear
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formation mechanism, with certain samples showing disproportionately greater extension in either the height or width
dimension. Figure 3 (b) it visualizes the distribution of the area of the rectangle spanned by tear width and tear height.
Although the tears do not have rectangular shapes, the area of this rectangle is a useful combination of tear width and
tear height into a single label for the data. The histogram suggests an approximately normal distribution for the tear
area with a distinct peak around 4500 mm? and a slight positive skew.

(a) Dependence of tear width and height (b) Distribution of tear width - tear height
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Fig. 3. Analysis of the characteristic relationship between crack width and crack height

3.2. Modelling approach

The area of the rectangle was used to bin the samples into light and severe tears. To this end, two binning approaches
were used: (i) using the median of the rectangle area and (ii) excluding data between the 35th and 65th percentile, and
binning the remaining data accordingly, since it was expected that samples close to the median are harder to classify.
A binary classification approach was chosen to predict the tear severity from the NDT data. Since 48 values per
measurement represent a high dimensionality with high collinearity between values from different excitation
frequencies [45], principal component analysis (PCA) was carried out as a preprocessing tool. The NDT data was
projected to the first 10 principal components, explaining 94.44% of the variance. These principal components were
used as input for a Logistic Regression (LR). The data was split to a 75/25 train/test split. The data was standardized
prior to training and prediction, while data leakage was prevented by fitting the scaler solely on the training split and
subsequently transforming the training and the test split. The LR classifier was trained on the training splits and the
accuracy and Fl-score of the classifier on the test split was evaluated. Table 2 presents an overview of the datasets
after binning and the resulting binary classification performance.

Table 2. Impact of binning strategies on classification performance

Binning strategy Num. samples class 0 Num. samples class 1 Accuracy F1-score
Median split 123 122 0.776 0.773
Exclusion binning 86 86 0.857 0.857

The models learned to predict the tear severity from the principal components of the NDT data accurately. While
both binning strategies yielded high accuracies and F1-scores, the initial hypothesis was confirmed: reducing the
training and set data by excluding more ambiguous data from the centre of the distribution led to outperformance of
the median split binning strategy, indicating that extremer cases (i.e., less severe and more severe tears) are easier to
predict from NDT data, suggesting the root cause for the tearing mechanism can reliably be modelled from the NDT
data. This is confirmed by evaluating the predictions on the test set in detail. Figure 4 (a) reveals that samples close to
the median are misclassified frequently (i.e., the models have a high error rate). While this also holds for the thresholds
in the exclusion binning approach, the error rate close to the thresholds is substantially lower (Fig. 4 (b)). Although
more research is needed on how to counteract these root causes on the material side with process adaption, these
findings suggest that combining material data with quality features is a promising use case for a data marketplace.
Material suppliers would gain customer trust and gain insights into their manufacturing process by providing fine-
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grained material data that can be used to predict behaviour in the process. Fineblanking companies could use material
data to adapt the processes based on expected material behaviour.

(a) Errors by distance from median

(b) Errors by distance from thresholds
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Fig. 4. Influence of the distance to the threshold value on prediction errors

3.3. Addressing data privacy concerns

While the results presented in section 3.2 demonstrate the potential for predicting tear severity from NDT data, the
practical implementation of such a system faces significant hurdles related to data privacy and proprietary information.
Steel suppliers are hesitant to share detailed material characterization data that could reveal manufacturing
inconsistencies, while fineblanking companies are reluctant to disclose process parameters and specific quality
outcomes. This creates data silos that prevent potentially valuable collaborative analysis. Vertical Federated Learning
(VFL) offers a promising framework to overcome these challenges [46]. Unlike Horizontal Federated Learning, where
participants share the same feature space but different samples, VFL splits the feature matrix and label vector across
parties for the same physical items. In the fineblanking context, the steel supplier retains the NDT material features,
and the fineblanking company keeps the process and quality labels. A trusted coordinator - the only entity handling
intermediate computations - orchestrates a secure protocol in which each party sends only encrypted partial scores and
receives encrypted gradients, without exposing raw data (Fig. 5).
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Fig. 5. Concept of Federated Learning in the example of the digital coil

In this VFL setup, raw NDT measurements never leave the supplier’s servers and quality outcomes remain on the
fineblanker’s side. A lightweight matching step (e.g., cryptographic hashing or Private Set Intersection) aligns coil
segments with produced parts. During training, the steel supplier first transforms its NDT measurements into a concise
encrypted summary and sends it to the coordinator. The fineblanking company combines this encrypted summary with
its own process parameters and quality outcomes to calculate an encrypted model update, which the coordinator
securely routes back to each party without revealing any raw data. During inference, the trusted coordinator applies
the trained model to new encrypted summaries from the steel supplier, computes predictions of material behaviour ¥
and returns those encrypted predictions to both the steel supplier and the fineblanking company without exposing raw
data or labels. This architecture underpins the digital coil concept: steel suppliers gain aggregated insights into
downstream performance, and fineblankers receive predictive alerts on incoming stock without revealing proprietary
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details. Ultimately, the VFL model can feed online into adaptive process control: pre-processing NDT data produces
tear-risk predictions, which trigger local adjustments of V-ring force to pre-empt failures, rather than conservatively
over-compensating for unknown variability.

4. Summary, discussion of the results and future works

This paper explores how industrial data marketplaces can support the collaborative use of manufacturing data,
particularly in the context of digital twin applications. Since digital twins depend on cross-organizational data sharing,
suitable infrastructures must address stakeholder-specific needs regarding trust, privacy, and interoperability. To this
end, the paper identifies and structures requirements for data sharing platforms through a systematic literature review
and domain-specific analysis. The resulting morphological box offers a design framework that reflects both operational
and governance demands and aligns with the principles of Gaia-X and IDS.

While the digital coil use case was not designed to reflect all requirement categories, it demonstrates how selected
governance-related aspects can be operationalized in an industrial setting. These findings align with core principles
from Gaia-X and IDS and extend prior work on data governance and platform design by incorporating domain-specific
needs such as high-resolution sensor data and privacy-preserving model training. It also illustrates the value of
combining high-resolution NDT data from material suppliers with downstream quality outcomes. This approach
enables predictive insights into material behaviour. A logistic regression model was trained on eddy current data. It
achieves high classification performance for tear severity, demonstrating the value of upstream data. To address
confidentiality concerns in data sharing, the concept of VFL is introduced as a privacy-preserving coordination
mechanism between data owners and consumers.

Despite these promising results, several limitations remain. The morphological box has not yet been empirically
validated. The predictive model is based on a limited dataset, which restricts its generalizability. Moreover, the
proposed VFL architecture is conceptual and has not been deployed in a real-world industrial context. Future research
should include pilot implementations to evaluate the practical utility of the morphological box, as well as model
validation with more diverse datasets from different materials and forming processes. The VFL architecture should be
implemented and assessed in real multi-party scenarios, with attention to trust mechanisms, latency, and regulatory
compliance. These efforts are essential to transform the conceptual findings into practical contributions for industrial
data marketplaces.
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