TRIDEC System-of-Systems

Choreography of large-scale concurrent tasks in Natural Crisis Management

Rainer Héner (Author) Joachim Wéchter, Martin
Hammitzsch, and Matthias Lendholt
CeGIT Centre for Geolnformation Technology
Helmholtz Centre Potsdam, GFZ German Research
Centre for Geosciences; Potsdam, Germany
rainer.haener@gfz-potsdam.de

Abstract

The TRIDEC system-of-systems establishes collaborative, large-scale
concurrent and intelligent information management of natural crises
focusing on the integration of task-oriented and proprietary systems,
cooperatively interacting as a collective in an environment of
heterogeneous and geographically distributed systems. Following the
principles of event-driven and service-oriented architectures, the
system is able to provide novel yet coherent behaviour and features
based on a dynamic self-organization. The process of self-
organization is established on the basis of autonomous and concurrent
tasks that are enacted by choreographies specifying the expected
behaviour of the participating components. Although the individual
systems are able to act completely independently, their interactions
expose emergent structures of evolving nature in a process of re-
organizing their network. By the specification of global
conversations, maintained in commonly available semantic registries
it is possible to establish a federation of systems that is able to adapt
its behaviour to unforeseen events like partly system failures.
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I.  CONCEPT, ARCHITECTURE AND DESIGN

The project for Collaborative, Complex and Critical
Decision-Support in Evolving Crises (TRIDEC), co-funded by
the European Commission in its Seventh Framework
Programme aims at establishing a network of dedicated,
autonomous legacy systems for large-scale concurrent
management of natural crises utilizing heterogeneous
information resources.

TRIDEC focuses on new technologies for real-time
intelligent information management in collaborative, complex,

Jiirgen MoBgraber

Fraunhofer-Institut fiir Optronik, Systemtechnik und
Bildauswertung (IOSB) Karlsruhe, Germany

critical decision processes in earth management. Key
challenge is establishing communication infrastructures of
interoperable services through which management of
dynamically increasing volumes and dimensionality of
disparate information is efficiently possible. TRIDEC’s
architecture is based on the prototypical SOA 2.0 paradigm, an
event-driven extension of Service Oriented Architecture
(SOA) principles [1]. The SOA 2.0 approach supports creating
high-level business events from low-level system events.
Events are created by analyzing real-time data from services
(e.g. Sensor Alert Service (SAS)), business processes
including service chaining, or system components (e.g.
simulation) and enhanced with details such as dependencies or
causal relationships discovered by correlating other events and
additional information. This process is facilitated by applying
data-fusion and pattern-matching techniques as well as know-
how derived from various knowledge bases, each covering
domain-specific information. Correlating disparate
information -which separately might not be useful- makes the
enriched information utilizable for decision makers, affected
public users or task forces. Both correlation and enrichment of
information enable adaptive system behaviour. When certain
criteria or conditions are met (e.g. exceeding thresholds)
appropriate business processes addressing the event patterns
are triggered like e.g. real-time reaction on unforeseen events,
system- or sensor failures. This approach supports and
improves decision processes in evolving crises e.g. increase
the significance of warnings by using additional information
from numerical models. Even more important, this allows
collaborating systems to respond dynamically in real-time,
automate decision processes, or autonomously take actions
like service-orchestration and -choreography to react on
unique event patterns. The architecture also enables
evolvement and evolution of systems by facilitating long-
running processing capabilities, e.g. data-mining of
information from various asynchronous events, time series,
information networks, numerical models, messages, or human
feedback as well as the deduction of patterns, trends, and rules
over a long period of monitoring.

TRIDEC’s SOA 2.0 approach will be demonstrated within
two completely different scenarios: The first (described in the
present document) concerns a large group of experts working



in crisis centers and government agencies using sensor
networks. Their goal is to make and improve critical decisions
in evolving tsunami crises in real-time based on various sensor
events. The other involves groups of consulting engineers and
financial analysts from energy companies working in sub-
surface drilling operations. The common objective of both
scenarios and a proof of concept for SOA 2.0 is to monitor
sensor networks in real-time, to optimize the processes of
decision making and to timely detect critical trends on the basis
of intelligently managing large-scale concurrent tasks. For the
composition of web services TRIDEC adapts both ways SOA
2.0 offers: orchestration and choreography. In orchestration, a
central knowledge-based processing framework takes control
over the involved services and coordinates the execution of the
operations on the services. Thus TRIDEC enables an adaptive
framework for decision activities facilitating the support of
complex business processes which are common across system
boundaries. The involved services do not need to know that
they are part of a composition or a high-level business process
and may be therefore developed independently by the adoption
of accepted standards. Choreography on the other hand does
not rely on central coordination. Rather, each service involved
in the collaboration environment knows exactly itself and when
to execute its operations based on specifically defined trigger
conditions (e.g. alerts or threshold exceedances), whom to
interact with (e.g. notification recipients) and which protocols
and encodings to use. Choreography emphasizes collaborative
processes which are focused on the exchange of messages. All
participants of the choreography need to be aware of the
specific business process, the operations to execute, the
messages to exchange, and the timing of message exchanges.
An Event-Driven SOA 2.0 is based on the concept of
decoupled relationships between event producers (sensors,
sensor systems, warning systems) and event consumers
(warning systems and warning dissemination systems): an
event consumer does not have to know anything about the
event generation or has to care why an event occurs; rather, it's
concerned that it will be invoked when the event has occurred
and how to further process the event based on e.g. user
demands. Systems and applications that separate event
producers from event consumers typically rely on event
dispatchers or channels, which implement an event queue that
acts as an intermediary between systems generating (producer)
and systems handling (consumer) events.

II.  SYSTEM-OF-SYSTEMS APPROACH

TRIDEC’s architecture reflects the System-of-Systems (SoS)
paradigm which is based on task-oriented systems,
cooperatively interacting as a collective in a common
environment (see Figure 1). The design of the TRIDEC-SoS
follows the principles of service-oriented and event-driven
architectures (SOA & EDA) exceedingly focusing on a loose
coupling of the systems. The SoS approach in combination
with SOA and EDA has the distinction of being able to
provide novel and coherent behaviour and features resulting
from a process of dynamic self-organization.
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Figure 1: Global conversations in a collaborative
environment of geographically distributed systems
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Self-organization is a process without the need for a central or
external coordinator controlling it through orchestration. It is
the result of enacted concurrent tasks in a collaborative
environment of geographically distributed systems.

Although  the individual systems act completely
autonomously, their interactions expose emergent structures of
evolving nature. Particularly, the fact is important that SoS are
inherently able to evolve on all facets of intelligent
information management. This includes adaptive properties,
e.g. seamless integration of new resource types or the adoption
of new fields in Natural Crisis Management.

A. Definition

Although there is no finally accepted definition for the term
“System-of-Systems” most specifications cover the following
characteristics [12]: A System-of-Systems (SoS) is defined as
a set or arrangement of systems that results when independent
and useful systems are integrated into a larger system that
delivers unique capabilities. Both individual systems and SoS
conform to the accepted definition of a system in that each
consists of parts, relationships, and a whole that is greater than
the sum of the parts; however, although a SoS is a system, not
all systems are SoS. Besides the characteristic that it should be
“greater than the sum of the parts” it gives not much criteria
for being a SoS but it points out that the intention is to evolve
new SoS capabilities by leveraging synergies of legacy
systems.

According to [11] five principal characteristics can be used for
distinguishing very large and complex but monolithic systems
from true SoS:



1. Operational Independence of the Elements
All elements of a federation of systems must be able to
operate autonomously and independent of any process,
component or state of the other systems.
2. Managerial Independence of the Elements
Constituent systems continuously maintain their operation
independent of the operation of the SoS. Features and
capabilities are normally modified on schedules that do
not correlate with the maintenance of the other constituent
systems. It follows therefore that a SoS approach must
take into account a potential inability to control an overall
SoS configuration
3. Evolutionary Development
A SoS can evolve over time, developing new capabilities
as the constituent systems are changed, added or removed.
As long as the participating systems rely on standards a
SoS is able to adapt the new capabilities without
additional development.
4. Emergent Behaviour
A federation of systems may offer additional functionality
above and beyond the capabilities of the constituent
systems. A dynamic aggregation of services from
distributed systems can lead to added values even if the
constituent systems are not dedicated for this purpose or
event know anything about the functionality they are used
for.
5. Geographic Distribution
The area covered by the constituent systems of a SoS is
large. Geographically distributed systems also may
provide features which depend on their specific location.
The management of sub-systems by different parties, pointed
out in the criteria above, also implies concurrent planning and
development cycles. This was examined in [8]. Therefore a
loose coupling of the parts (operational and managerial
independence) is a must and changes must not lead to a broken
SoS.

B. Communication

An important part of the architecture of the SoS is the
specification of how the systems work together (collaboration
via conversation based interactions, see chapter IV.B). For
SoS dependent on information exchange, interface
management focuses on how the systems share information
[12]. For these systems, there is a need to define shared
communication mechanisms. Equally important is the
definition of the common or shared data syntax and semantics
(see chapter IV.D.1)). These interfaces include expected
coordination of system behaviour as well as the actions
(information exchange and trigger events) that serve to
moderate the collective behaviour (see chapter IV) of the
systems. Typically, a respective architecture will provide a
structured approach to how the systems relate to one another
and will allow for evolution of the SoS by adding/replacing
systems or functions. A SoS is not possible without
communication. Since the elements of a SoS are substantially
independent, and cannot exchange significant matter and

energy, they collaborate only through information exchange
(conversation). To allow the sub-systems of a SoS to interact
(illustrated in chapter IV.B) within a infrastructure, they need
to be connected to communication platform as depicted in
Figure 1. Such an infrastructure is referred to as a Middleware
that allows other software components to interact, mediating
between pieces of software. One solution for such a
communication infrastructure is a  Message-oriented
Middleware (MOM), enabling distributed and proprietary
systems in heterogeneous environments to communicate by
message exchange. Amongst many other a MOM has
advantages like:

Dynamic reconfiguration of architecture as needs change
Asynchronous / synchronous communication
Server/service must not be available

Loose coupling of Server/Clients (more tolerant to
changes of existing functionality)

e  Better availability of the systems

C. SoS Criteria met by TRIDEC

SoS are mainly discussed in the field of the private enterprise
and military with a focus on the latter one. The areas relevant
for TRIDEC are not yet covered by research but sensor
networks are already widely considered as a System-of-
Systems. Both TRIDEC scenarios integrate several sensor
networks. Already for this reason the scenarios can easily be
rated as a SoS. Nevertheless the criteria from above (and
applicable to TRIDEC) are listed below (see Table 1).
Although the present paper deals with Natural Crisis
Management, TRIDEC’s second scenario is additionally listed
to demonstrate the flexibility of the TRIDEC approach
regarding heterogeneous fields of application.

Criteria Natural Crisis Industrial Sub-Surface
Management Development
Operational Operated by different Several hundred separately
Independence institutions: See Table 2 operated drilling sites.
of the Elements | for a list of systems
Managerial See above. Drilling sites are operated by
Independence different companies or
of the Elements drilling teams.
Evolutionary Integrates new Sensor Adaption to new plans of
Development networks, analysis drilling sites; drilling rigs are
algorithms, etc. moved to different locations.
Emergent Combines the Collaborative decision
Behaviour knowledge of its parts process by integrating the
planning support of geologic
sites and real-time decision-
support of drilling operations
Geographic Potentially more than 20 | Several distributed drilling
Distribution national and two centers | sites, Data Centers and Real
with regional Time Operation Centers.
responsibilities.

Table 1: SoS criteria for TRIDEC scenarios




III. COLLABORATION

In the case of TRIDEC with various heterogeneous
participants involved, concurrent information processing is of
fundamental importance because of the achievable
improvements regarding cooperative decision making.
Collaboration within TRIDEC will be implemented with
choreographies of conversations and the orchestration of
services [15] TRIDEC adapts the Business Process Model
Notation (BPMN) to implement the orchestration and
choreography (conversation) paradigm. Choreography will
also be covered by other standards, such as Web Services
Choreography Interface (WSCI) and Web Services
Choreography Description Language (WS-CDL).

A. Orchestration

1) Sensor Integration Platform

Orchestration is based on providing sensor data via specific
services implemented by an integration platform, the so called
Tsunami Service Bus (TSB). The TSB realizes functional
integration (other than a data level integration), where
functionality is provided by dedicated components (or
services), communicating via a service infrastructure. These
services provide their functionality exclusively via
standardized interfaces. Instead of requesting data directly,
this approach replaces the tight coupling at data level by a
flexible dependency on loosely coupled services [10]. This
concept of functional integration, already applied to the
German Indonesian Early Warning System (GITEWS), the
Central Asia Water Management System (CAWa) and to the
Distant Early Warning System (DEWS) relies on the
principles of the SOA paradigm as well as on an integration
concept, which is built on standardized encodings and
protocols provided by Sensor Web Enablement (SWE), [7].
GITEWS, for example is built upon a sensor system
infrastructure providing seismological, near real time GPS and
sea-level data sensed by tide gauges, buoys and ocean bottom
units. The TSB, originally developed within the project
GITEWS, implements the SOA paradigm by establishing an
Enterprise Service Bus (ESB), [3]. A SOA implemented via an
ESB is determined by a layered architecture, consisting
basically of a resource, service, orchestration, and application
layer as shown in [21]. Functionality (e.g. alert, task, notify,
observe) required by the business processes on the application
layer (e.g. Decision Support System) is provided by
interoperable services (e.g. SAS, Sensor Planning Service
(SPS), etc.) that follow common service oriented principles, as
service contract, loose coupling, abstraction, reusability,
autonomy, statelessness, discoverability, and composability
[20]. A SOA also orchestrates services to execute specific
processes of the application domain, which might be
supported by execution languages (BPMN) or workflow
engines.
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Figure 2: Layers of a SOA in the context of Early Warning
Systems

The conception of autonomous and loosely-coupled services
enables the compilation and reusing of services within the
production of manifold multi-hazard systems. The architecture
of the TSB as applied to TRIDEC is depicted in Figure 3.

The integration layer is comprised of the TSB providing the
SWE service interfaces up to the application layer and the
before-mentioned interfaces down to the sensor layer.
Currently, an implemented sensor registry provides means of
sensor metadata management for sensor location. The TSB is
logically clustered into five components, Processing,
Provisioning, Tasking, Registry and Database reflecting the
main functional use cases of a sensor integration platform.
Data transportation is performed on basis of asynchronous
message oriented middleware using JMS technology via
Messaging. The TSB features reliable data transportation from
received sensor data up to the application layer by means of
JMS. A transactional processing workflow for every incoming
message ensures that it is properly handled. New sensor types
are integrated via a plug-in mechanism to incorporate specific
semantics and data format. Provision of sensor data for the
SWE services is realized through web service
implementations. The TSB can easily be re-used in other
projects, where reliable provision of sensor data by means of
SWE interfaces is applicable.

In order to enable the integration of all sensors, the Sensor
Integration Platform requires a specific interface, the so called
Dispatcher, which adapts (retrieving and transforming),
processes and conducts all incoming information by
establishing a communication to proprietary sensors. The
Dispatcher interface (see Figure 3) is the central component, a
receptacle for receiving all incoming sensor data, including
sensor measurements as well as sensor alerts. It is
implemented as a Message Driven Bean allowing that new
sensors can easily be adapted by implementing and extending
the interfaces Dispatcher, Publisher and Retriever.
Additionally the interfaces for processing and reading can be
extended or replaced by any service, which implements these
interfaces. An architectural sketch of the Sensor Integration
Platform is provided in Figure 3.
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Figure 3: TSB-Extension for Event-Driven SOA

B. Choreography

Choreographies specify the expected behaviour between two
or more participants; conversations describe the message
exchange between all participants emphasizing their logical
relation. The TRIDEC choreography will be based on the
definition of Behavioral Interfaces and Service Level
Agreements (SLA), which describe the interactions of all
participants involved in the collaborative process by binding
the tasks of dedicated systems to high-level business
processes. All methods of a Behavioral Interface can be
assigned dynamically to the activities of a business process.
This allows it to utilize a system during the run-time of a
business process and thus enabling task balancing or the
delegation of responsibilities. Since the individual parts of a
SoS are normally managed and operated independently
because of their geographical distribution it is of vital
importance to ensure the reliability (robustness and
correctness) of their interactions, which will be achieved by
applying the Design by Contract (DbC) approach to the
TRIDEC architecture. A detailed description of the
conversations is provided in the following chapter I'V.

IV. CONVERSATIONS

A TRIDEC conversation can be described by the following
characteristics:
A. Participants, Roles and Responsibilities
E.g. warning centers with specific (oceanographic,
geophysical) domain expertise
B. Interaction Scenarios
E.g. co-operative evaluation of simulation results
C. Tasks and Activities
E.g. tsunami assessment (simulation) based on
various numeric models
D. Information Model (Messages, Events, Semantic
Registry & Knowledge-Representation)
E.g. situation picture (wave propagation map)

A. Participants, Roles and Responsibilities

Table 2 provides a classification of the roles and tasks of
potential participants involved in the TRIDEC SoS:

Role Tasks
Auxiliary Service Services not part of NCM (SMS,
External Provider Social Media)
Systems Autonomous Sensor CGPS, Seismic Systems,
Systems Monitoring Systems
Regional Tsunami Decision Support, Monitoring,
Watch Centre Situation Picture, etc. (of virtual
(RTWC) nature)
National Tsunami Same as RTWC, System-
Participating Warning Centre Maintenance (subset of RTWC
Systems (NTWC) resources)
Tsunami Warning Tailoring and Dissemination of
Focal Point (TWFP) warning messages
Task Forces (TF) Reporting collateral phenomena
for refinement and verification

Table 2: TRIDEC Roles and Responsibilities

B. Interaction Scenarios

Interaction within TRIDEC is largely based on the exchange
of messages and characterized by the degree of coupling
between message-provider and -consumer. A high degree of
coupling is for example indicated by a SLA which demands
the confirmation of a message receipt. In the following the
three main types of interaction are described that are utilized
for the communication within the TRIDEC SoS. Interactions
are illustrated on the basis of warning-generation and -
dissemination, executed by geographically distributed systems
(see chapter IV.A). In all cases the interactions are described
on the basis of earthquake alerts that are processed by a
NTWC regarding their tsunami relevance. The results are
communicated and in turn processed by a TWFP regarding
their dissemination according to user demands and constraints.

1) Message-Driven Interaction (synchronous)

Figure 4 depicts a communication between tightly coupled
participants, based on synchronous message exchange.
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Figure 4: Synchronous message exchange




Even if the participants are geographically distributed systems,
this type of interaction establishes so called logical units of
work where all participants are depending on each other to a
high degree.

2) Message-Driven Interaction (asynchronous)

Asynchronous communication is illustrated in Figure 5. It is
based on a topic-based publish/subscribe design. This type of
interaction is useful if a participant wants to trigger specific
actions but delegates the responsibility for the action to a
dedicated participant. This example emphasizes the separation
of concerns regarding the generation and dissemination of
information. In this case a Tsunami Warning Focal Point
(TWFP) takes over responsibility for disseminating the
information which is generated independently by a Tsunami
Warning Centre (TWC). The TWC does not have to deal with
the information dissemination but has to know which systems
are available for the dissemination of specific information.
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Figure S: Asynchronous message exchange

3) Event-Driven Interaction

Figure 6 illustrates the type of communication, Complex
Event Processing (CEP) TRIDEC implements in order to
establish a SoS to the highest possible degree of decoupling

(5], [6].
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Figure 6: Asynchronous broadcasting of events

In this type of interaction none of the participants does know
anything about the others. Messages are filtered from a stream
of manifold events assigned to certain topics. The only thing a
participant has to know is the characteristics and meaning of a
topic, which will be provided by the TRIDEC Semantic
Registry. This form of interaction represents a SoS where all
participants are decoupled to the highest possible degree.

C. Tasks and Activities

Tasks within crisis management can be described according to
Figure 7, which exemplarily shows typical aspects of tsunami
early warning. However, each type of crisis can be handled
accordingly, distinguishing the three main phases Monitoring
& Interpretation, Forecasting and Situation Picture. Each
phase is composed of specific sub-tasks according to the
respective crisis. Monitoring & Interpretation mainly focuses
on the recognition of anomalies and identifies them regarding
their relevance. Forecasting provides quantitative estimations
and verifications based on additional observations. During the
Situation Picture the potential impact is determined and
provided for the generation of bulletins or warnings. It is
necessary to make decisions and take according actions during
all phases.
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Smartphone Apps
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Plan of Actions

Information (Informat
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Figure 7: Tasks of Crisis Management (tsunami case)

Throughout the entire crisis, information will be generated
whenever relevant changes in the state of the crisis
management occur. Relevant state changes can be detected by
both, automatic knowledge-based processes and manual
measures based on visual decision supporting components for
officers on duty in warning centers. All information generated
has to be tailored according specific demands and constraints
before it is finally disseminated. Regarding this aspect of
collaborative crisis management the characteristics of the
participating systems have to be specified according their roles
and responsibilities within a scalable, collaborative and
adaptive SoS.



An example for a conversation within Natural Crisis
Management is depicted in Figure 8. It illustrates the
collaboration between various geographically distributed
warning centers and autonomous sensor systems with the roles
and tasks shown in Table 2 and Figure 7.
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Figure 8: Conversations between Tsunami Warning
Centers & Sensor Systems

D. Information Model (Events & Messages)

1) Geo-Spatial Model (Semantic Registry, Knowledge-
Base)
Geospatial data models are the heart of geographic

information systems, and describe how the data are
represented and accessed. Data models need to be precise, and
must explicitly define the data elements and the relationships
between them for a specific domain. Data models need to
allow for data interchange, and include the vocabularies and
ontologies that provide meaning to the data. Considerable
approaches and frameworks, which can be utilized for
establishing information model repositories of the TRIDEC
information management, are listed below:
e  Geography Markup Language (GML)
GML [15] is an XML grammar for expressing
geographical features. GML application schemas will be
used to specify common dictionaries and vocabularies.
e  W3C Resource Description Framework (RDF)
RDF [16] is a suite of recommendations that provide
a standard model for data interchange on the web. RDF
facilitates merging data even if the underlying schemas
are different, and it provides specific support to
allow schemas to evolve over time without requiring
changes in the data consumers.
e W3C Web Ontology Language (OWL)
OWL [18] is a collection of languages for representing
knowledge and providing semantic information about data
and related processes, thus making it easier for machines
to interpret. Ontologies provide sharable vocabularies for

a domain or data model, describing the type of objects
and/or concepts that exist, and their properties and
relationships. OWL is specifically designed for use by
systems that process information and data and beyond
intelligently support human decision taking.

e Web Service Registry
This type of registry [16] implements an OGC Registry
Service specification, which is also known as the
Catalogue Service (CSW) for the Web. It provides an
access to GML-based dictionaries and code lists for
ontologies and vocabularies.

=  Sensor Observable Registry (SOR)
A SOR [1] is an interface for managing and maintaining
the definitions of phenomena measured by sensors as well
as exploring the semantic relationships between these
phenomena and the business processes that have to be
triggered when these phenomena are observed.

Geospatial data models support GML schemas in Web Feature
Services (WFS) by developing data mappings, ontologies, and
vocabularies. Schemas and ontologies establish common
vocabularies for data sharing. GML-based dictionaries provide
controlled vocabularies, or enumerated types, from which to
select allowed values for the associated GML properties. Such
enumerated types may be defined by external authorities [8].

2) SWE Information Model

Services of the SWE framework extend the Open Geospatial
Consortium (OGC) web services framework [13] by providing
additional models, services and encodings to enable the
creation of web-accessible sensor assets through common
interfaces and encodings. Referring to Figure 9, SWE [14]
services are designed to enable discovery of sensor assets and
capabilities, access observations and measurements, tasking
and subscription to alerts and notifications.

—
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Figure 9: Concepts of the OGC Sensor Web Enablement



SWE defines four services for observing, tasking and alerting
or notification about events:
1. Sensor Observation Service (SOS)
Standardized access to sensor data
2. Sensor Planning Service (SPS)
Controlling of sensors and sensor networks
3. Sensor Alert Service (SAS)
Active sending of data if defined events occur
4. Web Notification Service (WNS)
Conduction of asynchronous dialogues

The concept for the classification of sensors and their
utilization with regard to information processing is depicted in
Figure 10:
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Figure 10: OGC Sensor Model [3]

A sensor can be seen as a process regardless whether it
represents a physical or non-physical (e.g. a computational
process) entity. In many cases sensors are of a complex nature
(network or chain of single sensors) but appear as one single
sensor (e.g. continuous GPS). Sensors have to be registered by
a service registry according to the services (interfaces) that are
provided for them. Access to specific sensors is possible via
the respective services. To ensure interoperability in a
collaborative environment of sensor based crisis management
systems it is crucial to establish a standard-based

comprehensive framework providing encodings, service
interfaces and communication protocols which abstract from
the heterogeneity of  proprietary sensor-network
communication.

The SWE information model is built upon specifications
which are based on a core definition (based on GML) and
various extensions that can be used to add further
functionality.

The two main models for information encoding are O&M and
SensorML.

e SensorML

Standardized description of sensors and sensor data
e O&M

Model and encoding of sensor measurements

SensorML provides protocol agnostic means of describing

processes (sensors, see Figure 10), how observations are

obtained and where to derive them. Among others, SensorML

offers following advantages that are perfectly suitable for the

TRIDEC SoS:

e Asset Inventory for machine readable description and
management of sensors

e Plug-and-Play of sensors offering the means by which
sensors & processes make themselves and their
capabilities known

e Support of on-demand derivation of higher-level
information without a priori knowledge of the sensor
system

e Intelligent, autonomous networks of distributed, taskable
and adaptable processing- and sensor-systems

V. CONCLUSION

TRIDEC establishes a reliable and adaptive federation of
systems (concurrent processing of event and activities) which
exposes an emergent behaviour (e.g. intelligent and adaptive
monitoring strategies, cooperative decision making or
dynamic system configuration) even in case of partly system
failures. Redundant parts of the system can take over tasks
from defect components in a process of re-organizing its
network (task balancing and dynamic delegation of
responsibilities), securing the reliability and responsiveness
for real-time, long running & durable monitoring activities.
Concepts like DbC, SLAs, redundancy- and failover-strategies
as well as a comprehensive knowledge-based description of all
facets of all potential interactions ensure the interoperability,
robustness (fault tolerance) and correctness (expected
behaviour) of the TRIDEC SoS even if it is based on
heterogeneous and both operational independent sub-systems.
Beyond these features, the adaptability of a SoS offers
scalability and virtualization regarding both, systems and
domains. Based on this, a composability and re-use
(construction kit) of functionality can be achieved easily even
across system- and domain-boundaries.
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