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Fraunhofer Gesellschaft for Applied Research

7 Alliances
Microelectronics
Production
Information and Communication Technology
Materials and Components
Life Sciences
Surface Technology and Photonics
Defense and Security 

57 Institutes                                

12 700 employees 

€1 billion research budget
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SIT Institute for Secure Information Technology: Locations

Darmstadt

Sankt Augustin

Tokyo

(Representative Japan)
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SIT Research Areas 1

Electronic Signatures, Timestamping, Longterm-Archiving, 
Digital Rights Management, Protection of Intellectual Property, 

Electronic Transactions,…

Identity Management (Smartcard, Biometry, PKI), RFID 
Technologies,Embedded Systems Security, Security in Automation…

Security Modeling and 
Validation

Transaction and 
Content Security

Embedded Security and 
Smart Devices

Security Models and Process Simulation, Analysis of e.g. 
Cryptographic Protocols, Development of Secure Software, 

Specification, Verification, and Testing, …
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SIT Research Areas 2

Mobile Networks (WLAN, Bluetooth, GSM/GPRS/UMTS), 
Location-based Services, Mobile Applications, Mobile Devices, 

Operating Systems for mobile devices, Telematics,…

Network Security, Operating Systems, Security Checks, VPN, 
Firewall, Intrusion Detection, Penetration Testing, Out-of-the-Box 

Solutions,…

Secure Mobile Systems

Practical Systems 
Security

Secure Processes and 
Infrastructures

e-Government, e-Health, e-Work, e-Business, Security 
Management, Risk analysis, Pre-Auditing, 

IT-based Critical Infrastructures,…
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Agenda

- What are Critical Infrastructures?
- What makes them critical?
- Special focus on CI & ICT
- Overview: ICT induced risks and chances
- Two Examples:

- Telecommunication providers
- Early Warning System
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What are Critical Infrastructures?

“… The framework of interdependent networks and systems 
comprising identifiable industries, institutions, including people and 
procedures, and distribution capabilities that provide a reliable flow of 
products and services essential to the defence and economic security 
[of the United States], the smooth functioning of governments at all 
levels, and society as a whole…”

U.S. Critical Infrastructure Assurance Office (CIAO)

“Physical and information technology facilities, networks, services and 
assets that, if disrupted or destroyed have serious impact on health, 
safety, security, economic well-being, or effective functioning of 
governments”

EU Commission
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What are Critical Infrastructures (CI)?

- Energy
- Telecommunications
- Water supply
- Food Supply
- Health Services
- Transport
- Financial Services
- Public Security
- Public Administration & Jurisdiction
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What makes them critical?

- Complexity
- Interdependencies
- Size
- …



Page 10

Complexity
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Interdependencies

Oil

Electric
Power

Transpor-
tation

Natural
Gas

Telecom

Fuels, Lubricants

Fuel Transport
Shipping

Power for pumping
Stations, Storage
Control Systems

Fuel for Generators,
,Lubricants

Fuels, Lubricants

Fuel for Generators,
Water

Water for
Production

Cooling
Emission reduction

Power for Pump
& Lift Stations

Control Systems

Water for Cooling,
Emission reduction

Water for Cooling,

SCADA
Communications

Power for 
Switchers

Fuel Transport
Shipping

Power for compressors
Storage, Control Systems

SCADA
Communications

Power for 
Signalling, 
Switchers

Fuel for
Generators,

Transportation

SCADA
Communications

Transpor-
tation

Heat

Source:
“Critic. Infrastructure 

Dependencies”
Rinaldi, Peerenboom,Kelly

2002
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Size
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Special focus on CI & ICT:

- ICT is essential part of nearly all critical 
infrastructures -> CII

- ICT: part of the problem or part of the solution?

Next:
- Overview: ICT induced risks and chances
- Two Examples:

Telecommunication providers
Early Warning System
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ICT-induced risks for critical infrastructures

Outsourcing, share of common ICT Infrastructure

Components off-the-shelf, open standards, convergence

Ubiquitous computing
Small problem, large impact                                   Demand for built-in security

Web capability of applications, internet connections

Hi Tech for bad guys and good guys

Tools and methods scale badly for large, complex, inhomogeneous systems

Tools and methods don’t cover the whole process

New approach: component-based modeling and simulation
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ACIP - Analysis & Assessment for Critical Infrastructure Protection

Objectives:
- Identification and evaluation of state of the art of critical 

infrastructure protection. Results were requirements to model
and investigate vulnerability, criticality, interdependency of 
critical infrastructures (CI)

- Analysis of mutual dependencies of infrastructures and 
cascading effects in case of disturbances

- Investigation of different scenarios in order to determine gaps, 
deficiencies, and robustness of CIs

- Identification of technological development and necessary 
protective measures with respect to CIs protection

- Identification of methodological requirements to investigate 
policies for CIs protection

IST-2001-37257  www.acip-eu.de
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Some ACIP results (from analysis of Telecom operators)

- Government / society is generally interested in 
„Service Continuity“

- Operators are mainly interested in 
„Business Continuity“

- Both views are not always 100% compatible …

(More or less valid for all critical infrastructures due to 
privatisation)
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Threats and risks for critical processes (1)

The main critical processes:
- The operational network including the network 

management components
cash cow 
availability judged as rather uncritical 

- The production network with components like IT-
Support, Supply Chain, Billing, Customer 
Relationship

potentially more susceptible 
breakdown represents a considerable 
economic problem to a single operator 
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Threats and risks for critical processes (2)

Critical dependences:
- Enterprise internal dependences
- Dependencies under external control

Energy supply
- biggest single dependence; handled locally by 

battery and emergency power supply devices 
Spare parts
Third party software

- most feared and most realistic threat
- Only black box tests possible
- Danger of strategic software attack  

- Human resources (by operators and vendors)
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Threats and risks for critical processes (3)

Threats, vulnerabilities and risks:
- telecom services offered in a highly distributed, highly 

redundant / robust and competition oriented way 
- natural catastrophes or other events could not harm the 

general service provisioning
- Business orientation: no real problems 
- Service orientation: „real crisis” not really feared 

because of past experiences
- CIP orientation: malfunctions in third party software may 

produce damage not only on a regional level
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CIP methods and measures currently in use

- “Best practice“ generally accepted
- No crisis exercises, no inter-carrier-exercises, 

but good co-operation
- No systematic or even tool based procedure for 

conception or assessing of protection measures
- Main method: Human expertise
- Tools only on a rather low technical level (e.g. intrusion 

detection, security-scanner, log file analyser)
- Risk assessment / risk management: 

no tools, but simple checklists
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CIP method / tool requirements and expectations (1)

Requirements for the operational and strategic level:
- Budget optimisation, cost – benefit analyses of security 

measures (ROSI: Return of Security Investment) 
- “Crisis simulation tool“ to train the employees 
- Better hit rates for logging, monitoring and intrusion 

detection tools 
- unique „umbrella protocol” for basic data collection 
- Improvements in assessing SW quality and integrity
- Improvements of risk transparency
- Modelling & Simulation: Easy, three dim. model 

(functionality, economy of operation and risk)
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CIP method / tool requirements and expectations (2)

Generic requirements for tools:
- Short setup time
- Low data intensity (for input and output) 
- Independence of organizational structure 
- Estimation of quality and completeness of results 
- Comprehensiveness and maintainability
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CIP method / tool requirements and expectations (3)

Rather sceptical judgements:
- Security performance figures

tempting to misinterpretations, may be (mis-)used to 
damage the reputation of a company 

- Decision support systems
No real trust in knowledge management and 
decision making tools 
effort of data input, information maintenance and 
training of users too high 

- Modelling & Simulation tools 
effort of preparation for reality compliance too high
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Final Roadmap, The CI Protection Process
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Early Warning Systems (EWS) for ICT

- The problems (like viruses, bug exploits) are global and 
fast moving; the solutions are mostly local and take 
some time to become active.
Example: US East Coast Power Blackout

- There are many bugs in software-based systems, and 
there are always new ones.

- There are some concerns in using software to address 
problems created by software…

Humans become the weakest link in the Early Warning 
Action Line
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EWS for ICT: The Szenario

- Permanent automatic analysis of the behaviour of 
the network/system, trying to identify anomalies

- Self-learning algorithms to distinguish between 
„good“ and „bad“ anomalies

- Rule-based automatic protection measures
against bad anomalies (like shut-down)

- Involvement of humans for detail analysis, further 
protection measurements & recovery
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EWS for ICT: Examples from Other Areas

- „Global Early Warning Information System“ GEWIS of 
NCS (National Communications System), now part of the 
US Homeland Security Department

- Online-analysis of Credit Card Payments
"Visa Intelligent Scoring of Risk" (VISOR)

- Early Warning Systems for economical risks (Basel II)

- Weather incidents forecast systems

- Disease distribution and migration analysis

- Data Mining, Artificial Intelligence, neural networks
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Summary

CI Security & ICT:

ICT is part of each and every CI

ICT induces risks 
-> ICT more secure -> CI more secure

ICT can help to reduce CI risks
-> Modelling and Simulation
-> Early Warning Systems



Page 29

SEINIT Training Workshop 2005

Critical Infrastructure Security 

Speaker: Paul Friessem, Fraunhofer SIT, Germany 

EMail: paul.friessem@sit.fraunhofer.de


	SEINIT Training Workshop 2005
	Fraunhofer Gesellschaft for Applied Research
	SIT Institute for Secure Information Technology: Locations
	SIT Research Areas 1
	SIT Research Areas 2
	Agenda
	What are Critical Infrastructures?
	What are Critical Infrastructures (CI)?
	What makes them critical?
	Complexity
	Interdependencies
	Size
	Special focus on CI & ICT:�
	ICT-induced risks for critical infrastructures
	ACIP - Analysis & Assessment for Critical Infrastructure Protection�
	Some ACIP results (from analysis of Telecom operators)�
	Threats and risks for critical processes (1)
	Threats and risks for critical processes (2)
	Threats and risks for critical processes (3)
	CIP methods and measures currently in use
	CIP method / tool requirements and expectations (1)
	CIP method / tool requirements and expectations (2)
	CIP method / tool requirements and expectations (3)
	Final Roadmap, The CI Protection Process
	Early Warning Systems (EWS) for ICT
	EWS for ICT: The Szenario
	EWS for ICT: Examples from Other Areas
	Summary
	SEINIT Training Workshop 2005

