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A user-centric approach to IT-security risk analysis for an
identity management solution
Nicolas Fähnrich,1 Matthias Winterstetter,2 Michael Kubach1

Abstract: In order to build identity management (IdM) solutions that are secure in the practical
application context, a holistic approach their IT-security risk analysis is required. This complements
the indispensable technical, and crypto-focused analysis of risks and vulnerabilities with an approach
that puts another important vector for security in the center: the users and their usage of the technology
over the whole lifecycle. In our short paper we focus exclusively on the user-centric approach and
present an IT-security risk analysis that is structured around the IdM lifecycle.
Keywords: identity lifecycle; user-centric; risk analysis; IT-security; cybersecurity; social engineering;
identity management; IdM

1

Introduction

For identity management (IdM), the call to put the user into the center of the development
efforts for new solutions is not new. Actually, it has already been one key aspect of Cameron’s
7-laws of identity [Ca05]. Lately, the widely popular term Self-sovereign identity (SSI),
going back to 10 postulated principles by Allen [Al17], puts user control into the center as
well. Many see the future for digital identity in this concept and it is in mentioned in many
high-profile initiatives, e.g. by the EU or the German government [Bu21d], [Bu21c]. Now
it is not the topic of this paper to discuss the whether the implicit or explicit assumption
by proponents of these claims that it is the failure to put the user into the center which is
the reason why privacy friendly IdM solutions have failed on the market so far. However,
if we pursue the path towards self-sovereign identity further to build systems that allow
users to fully own and manage their identity without having to rely on a third party [Mü18]
this user also should be put into the center of the IT-security risk analysis of such systems.
Traditionally, IT-security risk analysis focuses on vulnerabilities of software, hardware,
or network systems. The exploitation of humans as attack vectors via so called social
engineering attacks is often neglected [BP16]. Generally, the research on social engineering
is still in an early stage, when it comes formal definitions, attack frameworks and attack
templates [MLV16]. If we look at common procedures in IT-security risk analyses, that
follow standards like “ISO/IEC 27001”, the NIST Cybersecurity framework [Na18] or the
German IT-Grundschutz [Bu21b], we find a similar approach that starts off with a detailed
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documentation of the IT-infrastructure of a given application. In addition, all data processing
operations are documented, including all data categories. Based on these data categories,
person-related data is further investigated to derive the individual protection needs. In a
following step, possible IT-security threats are identified by a catalogue comparison and
potential threats are rated and documented. A risk is then derived based on the probability of
occurrence of the identified threats and the protections needs of the processed person-related
data. The underdeveloped field of social engineering in IT-security risk analysis might
be one reason why IdM-projects tend to rely on the traditional approach to security risk
analysis and make do with considering technical aspects, considering the human factor
at most in an unstructured and superficial manner. Still, while a thorough analysis of
vulnerabilities of software, hardware and network systems is certainly indispensable, is
nevertheless incomplete. For an approach that puts users at the center of the control of such
valuable data as identity information, we also need to put them at the center of our security
risk analysis. In a research project to build an ecosystem of secure and trustworthy digital
identities [ON22] we are currently putting our call to action. With this short paper we hope
to enrich the discussion on user-centricity in IT-security research, in particular with focus
on (self-sovereign) IdM, as a currently underdeveloped field. Through an early publication
of the first results of our work we aim to collect valuable feedback than can guide further
development efforts. Hence, the remainder of this short paper after this brief introduction
presents the user centric approach to IT-security risk analysis we developed for the IdM
research project. Then we conclude the paper with a discussion of the preliminary results,
limitations, and next steps.

2

Proposed user centric approach

The technical side of IT-security risk analysis, such as the infrastructure design, the choice
of security mechanisms, crypto protocols, and authentication methods is without a question
of great importance for the overall security of applications. However, the relative disregard
of the end user side can lead to significant security problems in practice use, especially
in the case of IdM solutions where highly sensitive personal data are being handled, for
example, to conclude contracts. Even more so, if the user is the only point of control without
reliance on a third party as if in SSI-approaches. In fact, studies analysing the current state of
IT-security and attacks show that users are heavily involved in the majority of cyberattacks,
with multiple social engineering techniques being used [Bu21a], [G 21]. In the absence
of an existing structured procedure for IdM solutions that focuses on the end user side in
addition to the technical security aspects, we developed a new approach that builds on the
identity lifecycle of Meints and Royer [MR08] (Figure 1).
This enables us to thoroughly analyse every process step within every IdM-lifecycle phase
e.g., the interaction between identity providers and end users within the “Revision/Auditing”
phase that can potentially be exploited by attackers to commit an attack on the IdM system.
To identify relevant attack vectors we made use of Mitre’s Attack Pattern Enumeration and
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Fig. 1: Identity Lifecycle based on Meints and Royer [MR08]

Classification (CAPEC) [MI22] as it is actively managed, regularly updated and commonly
regarded as a global knowledge base for IT-security threats.

Fig. 2: Procedure for user-centric identification, rating, and documentation of relevant attacks

The developed procedure consists of the following steps and is illustrated in Figure 2:
1.

Iterative consideration of one identity lifecycle phase at a time.

2.

Identification of relevant attack vectors given in Mitre’s Attack Pattern Enumeration
and Classification (CAPEC). To assist with this process we created a catalogue of
non-technical attacks and a relational document to link the threats to the identity
lifecycle.

3.

Rating of the attack’s relevance within the respective phase of the identity lifecycle
considering the statistical frequency of occurrence and ease of carrying out the attack.

4.

Aggregation of similar attacks and their respective rating in relevance.

5.

Documentation of aggregated and rated attacks for the respective identity lifecycle
phase.

In step 1, we set the phase in the identity lifecycle, e.g., “Enrolement”, that is to be considered
in the following steps of the analysis. A research in the CAPEC catalogue follows in step
2. This is the central phase of the process and consists of matching relevant cyberattacks
with the respective identity lifecycle phase. More detail on how this step is performed and
supported will be given below. As a result, we obtain a list of relevant cyberattacks which
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are then rated in step 3. In this rating we consider different factors such as the statistical
frequency of the attack type and the ease for an attacker to carry out the attack. Since this
procedure leads to a potentially high number of possible attacks, we aggregate these into
corresponding categories in step 4. In step 5 we document the aggregated and rated attacks
for the respective identity lifecycle phase. Then the next iteration of the procedure starts again
with step 1 and the subsequent phase of the identity lifecycle. This is repeated until all phases
of the identity lifecycle have been completed. As our end result, we receive a completed
table of categorized and rated cyberattacks that are assigned to the respective phases of
the identity lifecycle that should be considered in the architecture and the development of
the underlying application. This procedure ensures a high degree of thoroughness since
possible attacks are not only matched against the technological aspects of the IdM solution
but the end user as potential attack vector is considered as well and this is done along the
complete identity lifecycle in a structured form.

Fig. 3: Attack-based approach for the identification of cyberattacks with user involvement in the
context of a risk analysis

This attack-based approach forms the basis for the identification of cyberattacks that require
user interaction. It should be noted that this is only a subset of the total quantity of possible
cyberattacks, since also technical attacks without user interaction have to be considered.
When combining the identified attacks and complementing technical attacks with the
protection requirements of the respective application, a comprehensive risk analysis is to be
performed (Figure 3). To assist with the identification process of relevant attacks in step 2
of the described procedure, we require a concise overview of possible threats that could
affect the system in consideration. To cover this aspect, we aggregated the most relevant
non-technical threats, listed under the CAPEC Domains of Attack [MI22]. We focused on
non-technical threats since these are usually relevant for user-centric attacks on a system.
The threats were documented in an excel-table for easy review. In addition to aggregating
the non-technical threats presented by CAPEC, we extended the provided information with
a threat evaluation, a generic example of an attack and potential counter measures. The
threat evaluations consist of the “kill chain” (description of the phases of an attack) phases
in which the threats are most likely to occur, the required technical and social skills for
execution, a rough evaluation of the required effort and the likelihood of occurrence. The
generic example of the threat provided in the document is separated into flow one through
three, describing the three stages of the threat in detail. The actual execution of an attack
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regarding the threat may consist of more or less steps than the provided three, as they are
only meant to give the reader a general idea of how an attack could occur. Regarding the
potential counter measures we provide a list of viable options. We assigned the generic
counter measures “user training” and “guidelines” to all threats, as these measures are
among the most effective means for dealing with non-technical threats. In total, the document
contains 16 non-technical threats (excluding the aggregated threats) for IdM systems. As
user identities move through the different phases of the identity lifecycle they become more
susceptible to some of the listed threats and less susceptible to others. While all threats are
at least partially applicable during the “Usage” phase of the lifecycle, threats like identity
theft become more relevant during the “Provisioning”, “Usage” and “Revision/Auditing”
phases. Opposed to that, threats like spoofing and phishing can already be relevant during
the “Enrolment” phase. To enable an easier identification of relevant threats in each phase
of the lifecycle we additionally created a second, relational document to link threats to the
lifecycle phases to show if they are applicable in the respective phase. A generic example
for each applicable threat is provided for additional explanation thus allowing for an easier
identification of threats. This secondary document is meant to serve as a bridge between the
overview of the aggregated threats we provided and the lifecycle to ease the identification
of relevant attacks in the second step shown in Figure 3.

3

Conclusion

IT-security is key to achieve trustable IdM solutions. Current development approaches
focus primarily on technical security aspects although it has shown that end users are
an important attack vector on IT-systems through social engineering attacks. Now that
developments such as the trend towards SSI put the user in an even more responsible position,
a failure to methodologically integrate the human factor into security considerations for the
development of novel IdM systems creates an even bigger problem for their overall security.
In this paper we therefore present a user-centric approach that leverages the identity lifecycle
by on Meints and Royer. Using an iterative approach, each phase of the identity lifecycle is
considered to match relevant attacks exploiting the human vector using Mitre’s CAPEC.
As a result, we get a documentation of relevant and rated cyberattacks including adequate
mitigation measures that can be used in the further development of the IdM solution. This
short paper elaborates on our approach covering the non-technical attacks. The analysis of
this subset of attacks certainly has complemented as shown in Fig. 3. Furthermore, other
standards and guidelines cover non-technical aspects as well, however we think that our
approach provides a structured procedure to evaluate the user’s role in attacks over the
whole IdM-lifecycle into the risk analysis. This can potentially lead to a higher security
level especially for end users. This short paper presents work in progress. We will test our
approach as part of the risk analysis of the IdM solution developed in the ONCE research
project [ON22] and optimize it further based on the lessons learned.
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