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PREFACE BY THE EDITORS:
THE CURRENT STATE-OF-THE-ART OF SECURITY RESEARCH AT
THE FUTURE SECURITY 2014
Established in 2006 by the Fraunhofer Group for Defense and Security, the yearly
Future Security Research Conference has become one of the world’s main forums
for the discipline of civil security research. Covering a wide range of research
topics, the conference and its proceedings provide a unique, one-stop opportunity
to gather a concise and comprehensive overview of the field.
We are very grateful to the researchers from all over the world who have chosen
the Future Security as their forum to discuss their results. 134 outstanding scientific
contributions were submitted from all six continents among them submissions
from Brazil, India, the USA and 18 European countries. Of these, 75 papers
were selected for oral presentation in 17 technical sessions and 34 for poster
presentation. We sincerely thank the members of the program committee for
reviewing the papers and helping to put together such an excellent program.
The conference also heavily involves top-level representatives of end-users,
industry, SMEs, European and national research funding bodies. The keynote
and panel topics reflect a high interest in maintaining and improving security in a
dynamically and disruptively changing world together with research and academia.
The concept of resilience of critical infrastructures and in crisis management as one
of the most dynamic topics in security research provides one of the leading themes
of the conference.
The present proceedings resulted in more than 700 pages of technical text
documenting the ongoing and increasing high level of commitment of the
scientific civil security research community. For the first time, besides the printed
proceedings, the conference proceedings are published by Fraunhofer e-prints via
Open Access for further increasing their scientific impact and accessibility (www.
eprints.fraunhofer.de).

We thank the dedicated authors, the interested conference attendees, the
representatives of end-users, SMEs, industry and the national, European and global
representatives of research funding agencies, the respectable members of the
program committee, the committed program and conference management and
their teams and the Fraunhofer publishing house.
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Abstract
The urban environment is becoming more and more complex, not least with regard to
security aspects following a decade of continuous threats to cities and their supporting
infrastructures. A comprehensive and holistic (systematic) approach to improve the
resilience of large-scale development against attacks and disruptions has not been
developed thoroughly. This paper draws from an EU Seventh Framework Programme
project entitled HARMONISE – A Holistic Approach to Resilience and Systematic
Actions to Make Large Scale Built Infrastructure Secure – which develops a
comprehensive, multi-faceted concept for the enhanced security and resilience of
urban infrastructure. This paper builds from the specific themes set out in the 2012
Future Security paper “Security for Critical Infrastructure and Urban Areas: A Holistic
Approach to Urban Safety, Security and Resilience, presenting early results of attempts
to operationalize holistic security and resilience concepts in urban praxis and
demonstrating the need for more integrated resilience governance.
Keywords: Urban resilience, infrastructure, security.

1

INTRODUCTION

A range of adverse natural and terrorist disturbances occurring over the last decade
have highlighted the growing need for urban systems and their constituent large-scale
built infrastructure to cope with unexpected shocks and their impacts. In view of the
ongoing threats posed by attacks and disruptions, a concerted, holistic (systematic)
concept is needed to ensure greater urban security and resilience enhancements to
cities and their supporting assets. Yet, to date, such an approach has not been
developed thoroughly. This paper draws from the EU’s Seventh Framework
Programme for research, technological development and demonstration security
project – HARMONISE – A Holistic Approach to Resilience and Systematic Actions to
Make Large Scale Built Infrastructure Secure – which develops a comprehensive,
multi-faceted, yet mutually reinforcing concept for the enhanced security, resilience and
sustainability of urban infrastructure and development. This paper will build on the
specific themes set out in the 2012 Future Security paper “Security for Critical
Infrastructure and Urban Areas: A Holistic Approach to Urban Safety, Security and
Resilience”, presenting early results of attempting to operationalize holistic security and
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resilience concepts within HARMONISE and demonstrating the need for more
integrated resilience governance. Conceptually, this paper sits at the intersection
between concepts of security and resilience, illuminating how ideas of preparedness,
anticipation, surveillance, fortification, and enhanced social control practices have
become prominent in urban affairs, and how collapsing distinctions between internal
and external security at a state level draws multiple new actors and agencies into the
delivery of security-driven urban resilience.

2

THE “RESILIENCE TURN” IN URBAN POLICY

Since the early 2000s, the so-called “resilience turn” [1] has seen ideas associated with
resilience embedded within an array of urban policies and practices, driven by an
overarching requirement to secure the future from a range of disruptive challenges,
threats and events [2]. Particularly after 9/11 2001, urban resilience has become an
increasingly central organizing metaphor within the policy making process and in the
expanding institutional framework of national security and emergency preparedness
across all aspects of the “resilience cycle” (encompassing mitigation, preparedness,
response and recovery) [3]. The language of resilience, although contested, has now
permeated a range of disparate disciplinary areas, a range of policy narratives, worlds
of professional practice and the popular media. Indeed, Time Magazine recently
declared resilience the “buzzword” of 2013 [4]. Whilst the broader resilience literature
has focused on, for example, climate change adaption, disaster risk recovery,
economic recovery, migratory trends, individual and group psychology, child education,
or, more broadly, a general sense of uncertainty about the future, it is in the field of
security that the emergence of resilience concepts and practices have most notably
developed [5]. It is particularly important to note the connections between the growth of
resilience thinking in security discourses and notions of “human security” within the
political sciences. The latter has sought to pull security away from its traditional bias
(defense of the state) and to focus upon the everyday needs of people and
populations. It is this theme within the resilience literature which has highlighted the
increasing trend of decentralizing power and responsibility for resilience to the local
scale, inverting traditional security logics based on state level control.
The overall growth in importance of urban resilience as a policy and practice idea has
been underpinned by the political prioritization of the safety and security of
communities against an array of perceived hazards and threats. These priorities have
been focused on cities because of the particular vulnerability of densely populated
political, economic and cultural centers, and rapid urbanization. The twenty-first century
is set to become the century of the city. Since 2008, more than half of the world’s
population is now living in urban areas. This is generating enhanced pressure on cities
to deliver services effectively, efficiently and sustainably, while keeping their citizens
safe, healthy, prosperous and well-‐informed.
“Across the globe, governments, business and communities are seeing an everincreasing frequency of extreme weather-related events. These events are playing out
against a backdrop of global population growth and urbanization, leading to a complex
knot of interrelated pressures. In emerging and established cities alike, these trends
are changing the spatial pattern of risk and radically altering perceptions of whether a
city is ‘safe’ or ‘well prepared’. Cities have a tremendous challenge to maintain social
well-being and economic vitality in the face of these complex, uncertain and constantly
changing risks” [6].
“Resilience” – the capacity to withstand and rebound from disruptive challenges – is a
concept incorporating a vast range of contemporary risks focused on the city [7]. There
are also a range of other concepts and ideas which are directly related to urban
resilience or form part of a more encompassing resilient approach. Topic areas such as
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emergency and disaster management, disaster risk reduction, or indeed national
security, can be seen as areas where resilient-type approaches have been adopted
(even if in some cases the term resilience is not used). In a similar way, concepts of
vulnerability, redundancy, adaptation and mitigation are often used interchangeably
with resilience, and, in many ways can be seen as important aspects of an integrated
and “evolutionary” resilience approach. Likewise, a number of sources also identify a
shift away from a public policy focus on sustainability, towards one of resilience; this is
due to the implicit assumption of equilibrium within sustainable approaches, in contrast
to resilience, which is based upon a change paradigm.
Recent international work in urban resilience has charted a number of commonalities in
how different jurisdictions adopt, and then enhance, their resilience over time in a
series of “waves”. These accounts highlight how resilience has, over time, become
more local, proactive and embedded within the everyday practices of built environment
professionals.

Figure 1: An evolving resilience process [8].

3

DIVERSE RESILIENCE AGENDAS

Yet, the emergence of ideas and practices of resilience within academic and policy
debates and their relative influence on practice are highly specific to institutional
contexts and emergent security risks faced in particular countries and their urban
areas. For example, in the UK, the USA and Japan resilience became a highly
politicized policy rhetoric in the wake of natural and human induced disasters (most
notably 9/11, 7/7 in London, hurricanes Katrina in 2005 and Sandy in 2012, and the
Japanese earthquake and tsunami in 2011) and concerns that the infrastructural
system and institutional frameworks in situ were ill-prepared to cope with similar future
events. In mainland Europe, however, the connection between city planning and
resilience has emerged more slowly and has predominantly been associated with
climate change adaptation and inland flooding [9]. For example, in Germany debates
around resilience arose as a result of severe flooding in Dresden in 2004 [10].
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From the burgeoning work on urban resilience in both academic, policy and practice
arenas, it is possible to highlight a number of key “pillars” which are brought together
by a range of stakeholders, at multiple scales, to pursue resilience objectives within
urban policy and practice. First, the resilience turn in urban policy and practice has
ushered in a greater requirement for foresight and preparedness. In this sense,
resilience is proactive, rather than reactive, and “the term brings together the
components of the disaster cycle – response, recovery, mitigation and preparedness”
[11]. In addition, traditional methodologies for assessing risk within the urban context
have commonly been replaced by increased consideration of unpredictable and high
consequence “what if” events as new models for anticipating an uncertain future are
developed. Resiliency therefore foregrounds risk prevalence, where risk must be
extensively planned for. This has simultaneously led to the rise of what some have
referred to as “precautionary governance” where pre-emptive risk management
activities are undertaken to map urban vulnerabilities (often with an emphasis on worstcase scenarios), to plan and test for high-impact “shock” events, and to develop and
enhance practical and technical expertise across a range of built environment and
urban management professionals to aid both mitigation and recovery from disruptive
challenges. Secondly, there is a requirement to consider multiple risks and hazards
in a holistic fashion. Here, developing urban resilience policy and practice that can
respond in a flexible and integrated fashion to multiple risks across a range of
cascading scales has been encouraged. As one American commentator has noted:
“resilient cities are constructed to be strong and flexible rather than brittle and fragile …
their lifeline systems of roads, utilities and other support facilities are designed to
continue functioning in the face of rising water, high winds, shaking ground and terrorist
attacks” [12].
Whist certain risks, be they the fear of terror attack, pandemic influenza or of widescale flooding, might drive forward the resilience agenda at particular points in time, or
in specific localities, this should not mean that adequate contingency should not be
made for other risks.
Third, there is a need for integrated governance of the response. The changing
institutionalization of the resilience response has become paramount in embedding
resiliency principles within policy and practice. Within the urban context, recent years
have witnessed a shift to a more transdisciplinary concept of resilience that integrates
the physical (both built and natural) and socio-political aspects of resilience. As such:
“a resilient built environment should be designed, located, built, operated and
maintained in a way that maximises the ability of built assets, associated support
systems (physical and institutional) and the people that reside or work within the built
assets, to withstand, recover from, and mitigate for the impacts of extreme natural and
human-induced hazards” [13].
The new governance approach to enhancing urban resilience emphasizes joined-up
approaches to decision-making (vertical and horizontal integration). Whereas traditional
approaches to urban risk have relied upon a narrow range of stakeholders,
contemporary and future schemas should look to draw a full range of professional and
community groups into decision-making at a range of spatial scales; from locallycoordinated systems to centralized and sub-national organization.
The HARMONISE project is being carried out in six European countries: Ireland, Italy,
Finland, Spain, Germany and the UK. An initial examination of the resilience policy
context has revealed a diverse set of policies and national approaches for resilience
across these states, both explicitly towards promoting resilience and more generally in
preparation for adversity. Whilst there are well-developed structures of foresight and
preparedness, particularly in the areas of emergency planning, it has become evident
that there is lack of the multi-hazard/risk approach and transdisciplinary working, which
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is critical to promoting the security-led urban resilience and the holistic resilience
governance that HARMONISE proposes. For example, the term “resilience” is not used
in some member countries of the European Union and it does not have an adequate
translation in some languages. Thus, its meaning has remained relatively ambiguous.

4

CHALLENGES IN TOOL DEVELOPMENT AND INTEGRATION

A preliminary review of 115 existing tools for addressing urban resilience or problems
relating to urban resilience was undertaken as part of HARMONISE. This review was
not exhaustive, however, and many more tools may be available in Europe and
elsewhere. The identified tools were clearly focused on pre-incident resilience (risk
mitigation and preparedness), while post-incident resilience (response to immediate
effects of an incident and recovery) and the whole resilience cycle gain less attention
from the existing tools. Many tools address natural hazards and terrorist hazards, while
there are fewer tools targeting man-made accidents, such as explosions, sabotage and
pollution of food and water). In addition, most available tools are targeted to experts,
decision-makers and authorities, with only a few tools addressing citizens’ capabilities
to enhance resilience and to cope better with disaster events. Thus, in spite of the
numerous tools available, there is clearly a need for more holistic and integrated
approach to resilience in Europe.
The need for a more holistic view of urban resilience necessitates that HARMONISE
should not only offer separate tools but also support tool integration and
interoperability. Integrating the tools is not about bringing all tools together, unprioritized and unfiltered for the end-user to choose what they please. Neither is it
about selecting only one single tool just for a specific purpose. Rather, the integration
refers to finding the best possible combinations of tools for each end-user’s current
need. Turning the focus from single tools to combinations of tools means that not only
the tool features are important but also the relationships between the tools matter. It is
important to find the right balance between too holistic and comprehensive versus too
explicit and focused. With regard to the former, the challenges relate to information
overload, user frustration, inefficiency and lack of focus. With regard to the latter, the
challenges relate to short-sightedness, narrow-mindedness and bias.
To meet these challenges, HARMONISE will utilize semantic data modeling and
processing mechanisms. Using machine-understandable and machine-processable
descriptions of tools, HARMONISE can provide users with more relevant and
personalized content recommendations and search results based on user profiles
containing information about a user’s preferences, favorite content, and search
requests. The semantic technologies facilitate efficient utilization of large and complex
data resources and enable retrieving different types of data with similar search
mechanisms.

5

CONCLUSIONS

Resilience is likely to remain a political rhetoric of choice for some time to come as city
and community leaders seek strategies to cope with future risks and threats. Yet, the
transition from rhetoric to reality (to implementation in practice) remains somewhat
problematic. However, grounded research (such as that being undertaken as part of
HARMONISE) can help us better understanding the ambiguities, potentialities and
unintended consequences of the resilience concept.
Emerging results from the project clearly demonstrate that whilst an array of tools,
practices and processes exist in the field of urban resilience, there is a significant gap
in terms of a holistic overview. Existing planning, design and engineering approaches
as well as the burgeoning field of “sustainability” combine to provide a confusing and
“opaque” landscape which is further complicated by discipline-specific terminology, a
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“silo mentality” and a tendency towards short-term decision-making – exacerbated by
political and financial expediency. There are gaps in the provision of tools and the skill
sets required to maximize their potential and also gaps in the knowledge about
available tools. Increasingly, vast quantities of data and knowledge are available,
presenting an “attention conundrum” for policy makers and practitioners, who can
struggle to navigate and make coherent choices regarding products, approaches and
techniques. There is a need to both expand and focus the knowledge of relevant
stakeholders regarding urban resilience matters and to place at their disposal the
technological tools now increasingly available to them in their decision-making around
large-scale built infrastructure.
However, technological tools alone cannot enhance the resilience of cities and their
associated large-scale built infrastructure. Indeed, the adoption of these tools will
depend, to a large extent, on whether the wider climate or policy environment will allow
such investment to take place. Similarly, the use of such resilience tools will require
that built environment professionals have received adequate training and education to
enable them to extract and recognize their full value.
As such, changing social, political and economic conventions are often as crucial to the
success of city resilience initiatives as upgrading physical assets. In order to provide an
adequate “enabling framework” for resilience enhancements, further guidance is
needed. Indeed, within the planning and design sphere particularly, many of the
identified gaps will require these types of “soft” tools (at least in the first instance) rather
than a range of new technologies. The HARMONISE project aims to provide a platform
to facilitate this learning process, to help with “sense making” in this complex arena and
to foster the evolution of a holistic urban resilience concept, uniting the efforts of
involved stakeholders and driving an enhanced and integrated urban resilience
approach to the planning, design and operation of large-scale urban built infrastructure.
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Abstract
Increasing urbanization drives the need for new solutions for security issues on all
levels of urban planning. This paper describes a toolset of computer-assisted tools that
enables urban planners and associated parties, such as architects or engineers to
make well-considered, systematic, qualitative and quantitative assessments of urban
areas regarding security issues. In the long-term, this will contribute to more robust and
resilient cities with a quantitative balance between costs and benefits.
Keywords: Urban planning, security, risk, consequences, terrorism, crime, traffic, cost.

1

INTRODUCTION

At this moment, more than half of the world’s population lives in urban environments. A
rise to 80 % by 2050 is predicted [1]. This concentration of population increases
associated security issues. As traditional mitigation measures prove to have limitations,
cities are looking for new solutions. The VITRUV toolsuite offers such a solution in
enabling urban planners to design security into their plans to:
•

Make well-considered systematic qualitative analyses with decision support at
the “concept level” (see Section 2).

•

Analyze the susceptibility of urban spaces (e.g., building types, squares, private
and public transport and their functionalities) with respect to new threats at the
“plan level” (see Section 3.1).

•

Perform vulnerability analyses by computing the likely damage to individuals,
buildings, traffic infrastructure at the “detail level” (see Section 3.2).

All levels contribute to enabling the development of more robust and resilient structures
with respect to urban (re)planning, (re)design or (re)engineering.
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DECISION SUPPORT AT THE CONCEPT LEVEL

At the first stage of urban planning, there is a general formulation of the elements to be
contained in a new or a re-development. Even in this early stage, the urban planner
can obtain a clear understanding, which security issues require attention by using the
SecuRbAn [2] risk assessment tool and Urban Securipedia knowledge base. These
tools are used in conjoined fashion, as illustrated in Fig. 1.

Figure 1: Use of SecuRbAn and Urban Securipedia in the urban planner's process.

2.1

SecuRbAn risk assessment tool

SecuRbAn [2] is essentially a self-assessment tool which performs a quick and efficient
risk analysis on the intended or existing urban design based on the planner’s answers
to a set of questions. The assessment provides a clear overview of potential security
issues. Performing a new assessment with the tool will take an experienced user about
half an hour, re-assessments can be done more quickly.
Indications	
  that	
  attention	
  is	
  required
Highest

Lowest

WaterHaven	
  optimized	
  situation

Situation	
  similar	
  to	
  Waterhaven

Figure 2: Left: Application case Water Haven of Waterford City (courtesy of Bolster
Group). Right: SecuRbAn assessment comparing an optimized layout (blue) to a
district elsewhere (yellow).
The tool supports the comparison of two different designs, e.g., of the same plan, and
can thereby quickly identify disparities in security levels (see Fig. 2). It also presents in
a transparent fashion which answers resulted in the varying security scores – a feature
which is very helpful for finding solutions – and it directs the user to relevant
information on the security issues in the online knowledge base Urban Securipedia [3].
The assessment score is based on a weighted evaluation of the occurrence of
indicators for increased or decreased security with regards to 13 relevant crime types.
The indicators and the scientific studies underlying them are described in [3].
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Urban Securipedia online knowledge base

Urban Securipedia [3] is a comprehensive online knowledge base containing:
•

Information on a wide range of 13 different crime types in urban environments,
ranging from pickpocketing to mass killing; included are factors identified as
causes of the problems, associated economic, social, mobility and safety issues
and mitigation measures that could be effective for each specific crime type.

•

Information on the application of measures, including their effectiveness and
their social, economic, safety and legal drawbacks.

•

Generic information on security and how to deal with it from the point of view of
the urban planner.

•

A wide range of references to more extensive scientific and practical
information sources.

The knowledge base is built on the familiar Mediawiki platform known from Wikipedia
and it offers ample opportunities to find and access the contained knowledge. Its
contents are written to provide easy access to concepts which might be unfamiliar to
urban planners, such as specialized security terminology. The knowledge base is freely
accessible online [3]. A screenshot of the opening page is presented in Fig. 3.

Figure 3: Urban Securipedia screenshot: the opening page.
The two tools together permit the urban planner to include security into his/her plans
from the very early conceptual stages of urban planning. As the plans at this level are
generic and of limited detail, so is the advice. Further planning details and quantitative
measures against a subset of threat types are supported by the 3D planning tools
described in the following section.

3
3.1

DECISION SUPPORT AT THE PLAN AND DETAIL LEVEL
Plan level assessment using empirical data of past events

3D digital representations of an urban area are used for more detailed and quantitative
assessments, with focus on explosion effects, propagation of poisonous gases and
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criminal behavior. The planner can choose pre-defined, physically fully detailed
buildings from a catalogue with a wide range of urban infrastructure types and uses
(e.g., Fig. 4, Fig. 6, [4]). This fast approximation of the actual urban buildings allows a
judgment based on physical background without demanding very deep engineering
knowledge of the planner.
On the “plan level”, Eq. (1) to Eq. (3) are essentially used to derive the empirical risk.
For a given threat type 𝑇𝑇!!!!"#$ a single urban object 𝑏𝑏! has a number of hazardous
events 𝑁𝑁 𝑇𝑇!!!!"#$ , 𝑏𝑏! occurring in a time interval 𝑡𝑡!!!"#$ . Eq. (1a) describes the empirical
frequency 𝑃𝑃𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒 in dependency of the building category and the threat. It can be
enriched by normalized empirical scaling factors 𝑠𝑠!" of safe or critical neighborhoods,
increased surveillance etc. to obtain the frequency 𝐹𝐹!"!#$ (1b). The frequency is related
to the number of buildings for a special category 𝑁𝑁!! . The data is based on the German
Terror Event Database TED [4] and UK Home Office reports on crime [5], [6]. The latter
are implemented as a research version with crime data for West Yorkshire, UK,
provided by the region’s police force as a project partner.
𝑃𝑃!"!#$ 𝑇𝑇!!!!"#$ , 𝑏𝑏! =

! !!!!!"#$ ,!!
!! ∙!!!!"#$
!

                  

!"!#$%

                  

!"#$%&'%#!%$

!"#$

𝐹𝐹!"!#$ 𝑇𝑇!!!!"#$ , 𝑏𝑏! = 𝑃𝑃!"!#$ 𝑇𝑇!!!!"#$ , 𝑏𝑏! ∙   
𝐶𝐶!"!#$ 𝑇𝑇!!!!"#$ , 𝑏𝑏! =

! !!!!!"#$ ,!!

! !!!!!"#$ ,!!

!"!#$%
!
!!! 𝑠𝑠!"                !"#$

!"!#$

𝑅𝑅 𝑇𝑇!!!!"#$ , 𝑏𝑏! = 𝐹𝐹!"!#$ 𝑇𝑇!!!!"#$ , 𝑏𝑏! ∙ 𝐶𝐶!"!#$ 𝑇𝑇!!!!"#$ , 𝑏𝑏!           

(1a,b)
(2)

!"#$%&'%#!%$
!"#$

(3)

The empirical consequences 𝐶𝐶!"!#$ (2) are derived from the same databases to provide
magnitudes of empirical damage 𝐷𝐷 𝑇𝑇!!!!"#$ , 𝑏𝑏! (e.g., number of injured people, financial
damage of burglary) related to the number of events 𝑁𝑁 𝑇𝑇!!!!"#$ , 𝑏𝑏! . They depend also
on the threat type 𝑇𝑇!!!!"#$ and the considered urban object 𝑏𝑏! . Finally, the empirical risk
R (3) is defined as the product of the frequency F and the consequence C. Fig. 4
shows consequence measures for terror events (left) and monetary risk of crime (right)
on the example of the Water Haven project at Waterford City, Ireland.

Figure 4: Left: 3D Model of Water Haven with types of buildings and empirical
consequences in terms of injuries and fatalities per attack. Right: Empirical monetary
risk analyses for crime.
Recent detailed mathematical investigation of the statistical accuracy of the results
derived by the empirical data revealed that the prediction of the frequency of terror
events is well-based, while the confidence interval for the values of the consequence
measures is often very large [7]. Based on Eq. (3), the resulting, purely empirically
based risk can only give a first indication of important urban configurations to look at.
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Detail level analysis introducing physical consequence models

To be able to accurately assess the likelihood and consequences of hazardous events
involving explosives, chemical or biological substances, a more detailed and accurate
representation of the area is required. The instantaneous but less accurate “plan level”
calculations can therefore be supplemented at the “detail level” by more accurate
physically based consequence models running in minutes to hours. By Eq. (3), they
consequently also lead to better risk predictions. Furthermore they allow to consider
neighborhood and physical protection measures (see 3.2.4). The approach is suitable
for a wide range of consequence models; current implementations of functionalities into
the VITRUV software are briefly described below and in Fig. 5.

Figure 5: Consequence calculations for quantitative risk analyses. Upper left: Fatalities
in open space. Upper right: Progressive collapse of buildings. Lower left: Window
damage. Lower right: Monetary damage caused by traffic delay.
3.2.1

Explosion effects on buildings and persons

The risk posed by a wide range of intentional or accidental explosion sources can be
accurately assessed in the VITRUV toolset, using pressure-time-loading functions with
empirical equations, e.g., by Kingery and Bulmash [8] for mass-distance relationships.
The damage for persons and for buildings can be determined using probit-functions or
simplified mechanical models, such as single-degree-of-freedom (SDOF) approaches
[9]. Typical person densities and reconstruction values have been defined by
experienced civil/structural engineers for each building type and use, which allow
quantitative damage predictions to persons and buildings in the software (see Fig. 5).
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Figure 6: Damage to persons and buildings in the original (left) and the improved
configuration of Fig. 5, allowing cost-benefit analysis for re-configuration and protection
measures.
3.2.2

Travel times and cost on disturbed traffic networks

As mobility is an important aspect of urban planning and resilience, the consequences
of interruptions on transport networks can be assessed. The empirical code CONWEB
has been used to derive crater depth for various types of traffic-borne explosion
sources. Together with reconstruction costs per length of traffic element (street, rail
traffic) defined by civil engineers, repair cost estimates are provided directly.
The traffic simulation software Visum 12.01 from PTV Planung Transport Verkehr AG
which is based on engineering equations on generation and allocation of numerous
individual trips has been used on a number of traffic disruption scenarios (see Fig. 7,
left). The calculations considered different level of streets (local highway, trunk,
shopping, collecting, residential and commercial roads) and public transport (bus and
light rail). By introducing disturbances (red dot in Fig. 7, left), typical consequences in
terms of increased travel times and costs for deviations and reconstruction were
assessed, tabulated and implemented into the VITRUV detail level tool.

Figure 7: Left: City and traffic model to derive engineering equations for disruption of
different traffic elements, such as streets of different hierarchy, bus and train lines.
Right: Concentration for biological dispersion on the Water Haven example.
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Biological or chemical dispersion with critical concentration thresholds

The computational fluid dynamics Code-Saturne (CFD) has been coupled by Thales
Communications and Security SAS to the 3D urban representation. It computes
automatically the dispersion of biological and chemical substances. One example
calculation on the Water Haven test case is shown in Fig. 7, right. The results are
coupled in turn with the typical – pre-defined but changeable – person densities of
affected open spaces. A following evaluation against concentration levels with AEGL
level 1 to level 3 and above allows the prediction of injuries and fatalities (no injury,
40 %, 90 injury, injuries and fatalities).
3.2.4

Vulnerability modeling approach and resilience enhancement measures

Calculations of single incidents, as shown in Fig. 7, right, have a potential for misuse
when made available to a broader range of software users. The interest of an urban
planner is also not to calculate or harden against single scenarios, since this will lead to
over-design compared to other intentions of urban planning.
Therefore, a vulnerability approach has been implemented into the VITRUV detail level
tool. The software automatically determines and calculates numerous possible threat
locations (see Fig. 8). The analysis is run for all threat positions and given as a
summed mean but quantitative risk for all attacks. This approach allows the
identification of the weakest spot in an urban configuration without any linkage to the
best attack position and tactics. The urban planner can then increase the resilience by
reducing the quantitative risk where the effect is most pronounced while balancing with
inconveniences and increased costs as predicted by the tool.

Figure 8: Event location grid for an urban area (left) and the practical realization in the
VITRUV software (right) on the Water Haven example test case.
The “detail level” tool provides the planner with a choice of possibilities to reduce the
risk and thus increase the resilience of the urban area, including:
•

Spatial re-configuration of the arrangements of critical building types and their
accessibility through streets and open spaces.

•

Physical countermeasures, such as bollards, security glazing or protection
materials (e.g., [9]), further described in [3].

The effectiveness can be calculated as reduced damage and risk numbers (e.g.,
Fig. 5). The associated cost factors allow for a base-level quantitative cost-benefit
analysis.

4

SUMMARY

A suite of computerized tools has been developed under the name VITRUV and is
readily available for security considerations in urban planning. All the tools were
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intensively tested over a twelve- month period in the project with representative users
from urban areas in Bologna, Copenhagen, London and Waterford.
SecuRbAn [2] provides qualitative but well-structured decision support at the “concept
level”, before site maps are drawn. The tool assesses the potential relevance of
security issues for (re)developed of urban areas based on a questionnaire. It allows the
comparison with different configurations and similar situations. The support tool is
linked with and supplemented by the online Urban Securipedia knowledge base [3]
which provides a wider range of security-relevant definitions, background and potential
countermeasures to the user.
When maps are to be drawn, or partly exist for an area to be re-developed the “plan
and detail level tools” allow quantitative risk analysis to be undertaken by nonespecialist users. The 3D graphical analysis is based on a wide range of urban
infrastructure types including their use and cost. First, fast analysis on the “VITRUV
plan level” is based on empirical data extracted from TED [4]. Transfer of the methods
to crime data from UK sources [5], [6] has been initiated in the project and initially
tested. The software allows the evaluation of the susceptibility (empirical probability of
an event) of urban objects and their users and the vulnerability (empirical
consequences per event). The quantitative empirical risk can be computed as the
product of both quantities.
Statistical analysis [7] has shown that the quality of the empirical data is superior for
the probabilities compared to the consequences – and thus also the risk. Empirical
analysis extrapolates from past events, can furthermore not consider the neighborhood
of different susceptible urban objects and the effect of enhancement measures.
An additional refinement step allows on the “VITRUV detail level” a more accurate but
more time-consuming prediction using physical consequence models. A wider range of
model physics and algorithmic types is possible, so far the following functionalities
have been implemented:
1) Explosive threats and effects, using empirical mass-distance relationships for
the loading and SDOF mechanical models for the damage to infrastructure and
persons, together with enhancement products and their associated costs.
2) Engineering tables to evaluate progressive collapse, derived from linear
dynamic in combination with non-linear static finite element analyses of typical
building structures.
3) An engineering model for traffic disruption, calculating delay times and
reconstruction costs.
4) Poisonous gas clouds (biological or chemical) in CFD calculations combined
with threshold concentrations for damage to humans.
The consequence models include quantitative damage, e.g., as human injury,
structural damage and cost. Functionalities 1 to 3 are provided with enhancement
measures including price estimates that allow cost-benefit analysis of re-configured
urban areas with improved security.
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Abstract
Meeting urban security needs adequately is a prerequisite for sustainable economic
and societal development. Within the EU FP7 project BESECURE, we investigate how
urban security can be enhanced. This is conducted by providing best practices
investigated in eight case study cities, methods documented in literature, making use of
available data and supporting evidence-based decisions. The results are made
accessible via a web-based application platform: Issues and Decisions: Analysis and
Support (IDAS). IDAS supports users to address urban security issues in a systematic
way and to select appropriate measures. As a motivation for the approach, we outline
the advantages of applying risk management in the domain of urban security. Next, we
show how IDAS guides stakeholders through a risk management process in
operational settings. As structure for the security enhancement process, we chose a
risk management scheme inspired by ISO 31000 in five steps. We show how endusers, stakeholders and decision makers can apply IDAS to obtain an overview of
security objectives taking account of the context, and how to identify related risks of not
achieving the objectives. Within the analytical framework, the risks are assessed and
evaluated. For risk control, the selection of measures for improving issues and their
critical evaluation is strongly supported, including the iterative consideration of
secondary risks. For demonstration of the web application, we showcase the scenario
of how to improve conditions of troubled families and young persons that are not in
education, employment or training (NEETs) in a deprived urban area in London.
Keywords: Risk management, ISO 31000, urban security, best practices, decision
support system, web application, security issues, security enhancement.

1

INTRODUCTION

Meeting urban security needs adequately is a prerequisite for the well-being of citizens,
public participation of all citizens, sustainable economic growth and societal
development as well as for inspiring vivid urban quarters. This end in mind, the EU FP7
project BESECURE [1] investigates how urban security can be enhanced. This is
conducted by learning from practices investigated in eight case study cities, e.g.,
Belfast (Ireland), Freiburg (Germany), as well as from a comprehensive literature
research, by making use of available data and by supporting evidence-based
decisions. The results are made accessible via a web-based application platform:
Issues and Decisions: Analysis and Support (IDAS).
As a motivation for the approach, we first sketch the advantages of applying risk
management in the domain of urban security and detail the showcase. Section 2 also
discusses related literature, in particular on possible measures used within the security
improvement process of the showcase. Section 3 lists the technology used to enable a
mobile and flexible application.
Next, we document in detail how the application IDAS enables risk management for
urban areas (Section 4). Special attention is paid to three aims. The first aim is to
enable sound use of existing knowledge of the stakeholders in combination with
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available data, e.g., geo-referenced data. The second aim is to efficiently guide
stakeholders through a risk management process and ensure that important
assessment principles are met. The third aim is to establish a strong match between
process steps and operational realities.
In Section 4, the application is presented within the context of BESECURE and it is
discussed what practices to use and how to include knowledge and data in the
process. As structure for the security enhancement process, we chose a risk
management scheme based on ISO 31000 which guides the user through five steps:
establish context, risk identification, risk analysis, risk evaluation and risk treatment.
For every step, we outline the inputs which have to be provided by the user and how
they affect the application and the risk management process. This will be illustrated
with screenshots and a fitting showcase scenario.

2

RISK MANAGEMENT IN URBAN SECURITY AND SHOWCASE
SCENARIO

Decisions in urban environments usually take place in a very complex social system
with very ambiguous and hardly quantifiable goals and values, see, e.g., [8], [10].
Therefore, risk management is expected to strongly support decisions and enhance the
results of measures which are used to tackle security issues. Since such measures
mostly have a high visibility and are often criticized by people from the outside, it is
important to evaluate the risks and measures properly.
The IDAS web application tries to accomplish this through assisting the user during the
risk management process. The main advantages of applying risk management in the
domain of urban security include [4], [14]: Organizational structures, stakeholders,
decision makers and security objectives are made explicit, risks on objectives are
identified, risks are assessed using comparable overall scales, risk
evaluation/assessment is documented as well as decisions to try to mitigate risks or
not, finally, counter-measures are assessed.
Applications of risk management in similar domains include [5], [6]. Online databases
that also cover methods for improving urban spaces are listed in [16]. Sample
textbooks on methods and measures with the aim of improving public security are [3],
[7]. Typical measures that are relevant for young persons that are not in education,
employment or training (NEETs) are described in [15].
We apply a showcase scenario to the IDAS software to demonstrate its functionality
and benefits. In [15], research on NEETs is described. One of the main questions in
[15] that should be answered also by the present showcase in terms of technical
support of a structured decision process is the identification of best and emerging
practice examples to engage young people away from NEET pathways in London. In
the following, all steps of the risk management process and the corresponding
screenshots will be based on this showcase scenario.

3

TECHNOLOGY

IDAS is implemented as a webpage accessible in the World Wide Web. The application
is written in C# and uses ASP.NET, see, e.g., [11], as well as T4 text templates [12]. In
this way, C# and HTML code can be easily combined. For some functions which affect
the layout and behavior of the pages, JavaScript scripts are used, see, e.g., [13]. The
application runs on Microsoft Internet Information Server (IIS 7.5).
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THE RISK MANAGEMENT PROCESS

The risk management process used within the IDAS web application is based on the
risk management process as described in ISO 31000:2009 [2]. Fig. 1 shows the risk
management process modeled in SysML [14].

Figure 1: Risk management process in five steps of ISO 31000:2009 modeled with
SysML.
The risk management process suggested by ISO 31000:2009 consists of five steps,
which have to be traversed to minimize risks in the given context. IDAS focuses on the
urban security context and implements the five steps of risk management for the enduser as an urban security project. Therefore, in the following each step is described in
the light of urban security.

4.1

Establishing the context

Establishing the context is step 1 of the risk management process as shown in Fig. 1.
For the urban security domain, it is divided into the three sub-steps: external context,
internal context and risk criteria. In this domain, context can be seen as everything
framing the specific needs of the urban area that is in focus as well as everything within
it that frames the decision making, e.g., players and roles, organizational structures,
area considered, resources at hand, timeline, and legal, ethical, economic and societal
context. As a matter of course, not all of the context is relevant for assessing the risks.
IDAS supports the user in the selection of relevant items for the context. Next, we
sketch the content of the sub-steps with examples for the showcase.
4.1.1

External context

Basically, the external context comprises all external stakeholders, this means groups,
communities and people which are not part of the project but may be affected by the
outcomes of the project or implemented methods. E.g., young people that are not
NEET in the showcase might be affected by the measures which are put in place but
they are at first not directly involved in the risk management process. Every
stakeholder is assigned with an importance and attitude value. IDAS then allows the
allocation of impact scales and objectives like “inform ext. stakeholder” or “involve ext.
stakeholder” to each stakeholder that was identified.
In addition to external stakeholders, external indicators that might be relevant for the
project like time-referenced or geo-referenced indicators can be attached to the
external context, e.g., the number of young people that are NEET in certain areas or
over a certain period of time. They can be analyzed if the user has access to the
corresponding data sets. Time-referenced data can be represented as time-series;
geo-referenced indicators can be represented visually as augmented maps.
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Internal context

In the internal context, internal stakeholders are identified, analogously to the
identification of external stakeholders. Stakeholders are classified as internal if they
directly work in the project. In the showcase, politicians, the mayor and schools could
be identified as internal stakeholders. Furthermore, the user can identify and set the
objectives for which he wants to assess the risks and go through the risk management
process. In addition, automatically created impact scales on the objective “ensure
cooperation of int. stakeholders” will be created if the summed-up importance of all
stakeholders exceeds a certain threshold. Examples of objectives are given in Fig. 2
below.
4.1.3

Risk criteria

In this sub-step, the user is able to edit scales for the risk matrix for each type of impact
(consequence), e.g., the likelihood scale and the impact scales, which are later used to
analyze the risks (see Section 4.2.2, Fig. 3). It is possible to add more values to the
likelihood and impact scales or to rename the default values. In the main risk matrix,
which uses the main likelihood scale and the main impact scale, the user determines
how risks which fall into the corresponding table cells are evaluated. It is used for the
overall evaluation of all risks.

4.2

Risk assessment

The term risk assessment sums up the risk management steps 2 to 4: risk
identification, risk analysis and risk evaluation. It is the “core” part of the process and
paves the way for risk treatment (see Section 4.3).
4.2.1

Risk identification

Step 2 identifies all risks which “prevent” reaching the given objectives as good as
possible, that means the list of risks should be as complete as possible. Risks can be
added to the risk identification graph, as primary risks which are linked directly to the
objectives, or secondary risks which are linked to measures (only possible after first
iteration of the process (see Section 4.5). The user can choose between predefined
risks, e.g., located within the best practice database, or create his own risks. After
measures have been assigned during the risk treatment step (Section 4.3), secondary
risks can be identified. Fig. 2 shows the risk identification graph that visualizes all
identified risks allocated to an objective.

Figure 2: Risk identification graph: objectives and associated risks on objectives.
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Risk analysis

In step 3, the user gets an overview of the identified risks (events) for which he should
determine the likelihood and the impact (consequence) value. The overview table
contains the name of the risk, a short description, likelihood and impact values,
assigned measures plus their evaluation (after the risk evaluation has been completed)
and the current status of the risk, in particular if the analysis is complete and how it has
been evaluated within the risk evaluation step (Section 4.2.3), which may be important
for later iterations of the process. Fig. 3 shows a part of the risk analysis table as
shown in the web application. “Impact” is the overall impact. It is assumed that all
impact types have the same likelihood, i.e., the risk event takes place and is evaluated
with respect to different impact types.

Figure 3: Part of the risk analysis table.
4.2.3

Risk evaluation

In step 4, the risks are positioned inside the risk matrix (see Fig. 4) depending on the
likelihood and impact scale values which have been assigned to each risk. Using the
risk assessment scales for the impact types, the risks are categorized within the overall
impact scale of the risk management context step 1. Risks in green within the global
risk matrix can be categorized as “ignore”, “critical” and “monitor”; risks in yellow areas
as “critical” and “monitor”; risks in orange and red areas can only be categorized as
“critical”.
In the next iteration (see Section 4.5) of the risk evaluation phase, if the mitigation
measures of step 5 are in place, the user evaluates the risks again and is now able to
categorize them as, e.g., “mitigated”, “mitigated and monitor” or again as “critical” if the
risks can be found in the green, yellow or orange areas. If the risk can be found in the
red area, it can be categorized as “mitigated and monitor” or “critical”.
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Figure 4: Risk matrix and overall risk assessment scale.

4.3

Risk treatment

After the user has finished evaluating the risks in step 4, the ones which have been
evaluated as critical have to be treated (step 5). This happens by assigning (mitigation)
measures to risks. The user selects measures analogous to the selection of risks on
objectives during the risk identification step 2 (Section 4.2.1). After choosing either a
predefined measure or creating a user-defined measure, the measure is evaluated.
Thus, the user gets a first impression whether the measure should be considered or
not.
Measures are evaluated in regard to impact, feasibility, readiness, duration of effect,
acceptance and cost as seen in [9]. In order to get a valid evaluation result, all of these
aspects have to be evaluated, the evaluation options range from 1 to 3, where 1 can be
interpreted as “bad” and 3 can be interpreted as “good”. The result is defined as the
average value of all aspects. The measure evaluation result is shown by coloring them
accordingly within the treatment graph, see Fig. 5. In addition, the evaluation result can
be seen inside the risk analysis table (Fig. 3) where the colors can be interpreted in the
same way as in Fig. 5 and Fig. 6.

Figure 5: Risk treatment graph: security objectives (left), risks affecting objectives
(middle), measures for reducing risks for security objectives (right). Color codes for
measures see Fig. 6.
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Figure 6: Legend for measure colors.

4.4

Status

The IDAS software provides a short summary and quick overview of the current
project. This comprises monitored risks and a table with statistics. Fig. 7 shows an
overview over risk management phases as part of the status page.

Figure 7: Status overview over risk management phases.

4.5

Iterations

After every step has been completed once, right after the risk treatment step 5 (Section
4.3), the user is directed back to the risk identification step (Section 4.2.1) where the
second iteration of the risk management cycle begins. In this iteration, the user can
identify secondary risks of measures he applied and if there are any, he has to manage
them in a similar way like the primary risks.
There are also corresponding changes in the risk matrix if the user has assigned
measures to risks which have been categorized as critical in step 5. The user has to
decide if the risks have been mitigated by the measures, if they have been mitigated
and should be monitored or if they are still critical, in which case the measures were
not successful. The only exceptions are risks which are found inside a red area. Those
risks can either be categorized as mitigated and at the same time be monitored or
categorized as critical again.
The second iteration of the risk management cycle was successful if all risks are
assessed as critical, mitigated or should be monitored. Further iterations of the risk
management again take place in pairs if risks are evaluated as critical. Then always
counter-measures are asked for. Only if explicit statements on ignoring risks are made,
one iteration suffices. Typically, iterations are done every month, quarter or year.

5

SUMMARY, CONCLUSION AND OUTLOOK

In this paper, we described the web application IDAS and the risk management
process on which it is based. We detailed the implementation of the analytical process
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and associated analytical tabular methods with its five steps establishing the context,
risk identification, risk analysis, risk evaluation and risk treatment using a showcase
with screenshots of the application.
We described the minimal analytical assessment framework that links all steps. The
model implemented contains several constraints for user inputs that ensure logical
soundness and compactness. Examples include each objective has at least one
stakeholder, risk assessment criteria must be set for at least one global (overall) scale
and for each impact (consequence) type used, risks must be assigned to objectives,
likelihood and impact on objectives (consequences) must be determined for each risk
(event), each risk must be evaluated on at least one overall assessment scale, risks
that are critical must be attempted to be mitigated using measures, each measure
should be assessed for applicability in the present context, and finally, for each
measure secondary risks on all objectives must be determined.
The application already offers entries for user input boxes, e.g., stakeholder types,
objectives, impact category and scales, risks, counter-measures, etc. The entry options
and how they are presented could be further improved in the application. In particular,
the method repository could be extended and be made more systematically accessible.
One desirable feature is further to assist the end user with useful hints, possibly taking
the information already provided into account, to propose, e.g., which risk identification,
assessment and evaluation methods could be used in addition in the respective risk
management steps. Most importantly, in this way counter-measures could be proposed
in a ranked order. In all cases, the user should be supported but not manipulated to
select appropriate methods, e.g., using color-coded lists.
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Abstract
Due to the increasing significance of asymmetrical warfare during the last ten years,
the protection of civil population grew more and more in importance. The technical
expertise and the wide experience gained in the field of protection of military
infrastructure can be adapted to the protection of critical – military and civil –
infrastructure both at home and abroad. This paper will illustrate how originally military
protection measures can be implemented for civilian requirements by means of several
examples: the post-hardening of buildings using innovative materials and the use of
water filled barriers and Defencell®-sand-filled barriers as protective structures in urban
environment.
Keywords: Physical protection, protective structures, critical infrastructure.

1

MOTIVATION

Within the last decades, a gathering pace of urbanization could be observed. In 2008,
more than half of the people worldwide lived in cities, their number will exceed 5 billion
in 2030. Thus, an increasing number of military operations will take place in urban
environment in the future, a fact that has to be taken into account by the German
Bundeswehr by adapting its tactics and its equipment. In particular, by means of
protection the hardening of new and existing infrastructure will be increasingly
important as well as possibilities to channel urban personal and car traffic. In this field,
a lot of experience was gained in the past with infrastructural protective measures for
field camps. Nevertheless, an adaption to urban conditions is necessary.
On the other hand, due to the increasing terrorist threat the protection of critical
infrastructure in urban environment grows more and more in importance. This is why
governmental and non-governmental security-related organizations and companies
intensify their efforts in order to minimize this risk. Again, hardening and channeling
issues are of big interest.
In the future, a consolidation of the efforts for the protection of military and non-military
critical infrastructure will be necessary in order to share experience and testing
possibilities in an effective way. The Bundeswehr Technical Center for Protective and
Special Technologies (WTD 52) provides both, expertise and unique testing facilities
and therefore is a valuable partner for military and security related civilian
organizations, as well.

2

HARDENING OF EXISTING INFRASTRUCTURE

The hardening of infrastructure is well-known from military field camps. It is based on
the threat levels mentioned in STANAG 2280 [1]. In principle, these threats are relevant
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for civilian infrastructure, too. Thus, the protective measures as well as the test
methods for the protective measures are similar. The difference is that hardening in
public places must be rather inconspicuous, adapted to the architectural conditions.

2.1

Test methods

The physical effects that can occur are detonation blast, the penetration of projectiles,
primary and secondary fragments and high temperatures. Depending on the intended
use, hardening measures are tested against one or a combination of more effects.
2.1.1

Test methods against blast

If the main threat for an infrastructural object consists in the detonation blast, either
free-field tests can be performed or a so-called shock tube can be used. It focuses the
blast resulting from a detonation or of compressed gas in one direction and forms a
planar blast wave similar to one resulting from the detonation of a much higher amount
of explosive. The large universal detonation facility (GUSA) at the WTD 52 is such a
blast tube, capable to contain façades of two-storied buildings.

Figure 1: Large universal detonation facility at the WTD 52.
2.1.2

Test methods against penetration

Penetration effects can occur either from gun fire or from primary and secondary
debris. Accordingly, for the test of resistivity against penetration either a firing range is
used or live detonation tests are performed in order to obtain realistic fragments.
Mostly, multiple different test objects are placed around one fragment source to be able
to perform the test in an efficient way.

2.2

Transparent protective measures: Makrolon® panels

A very challenging task is to protect windows or even large glass façades against
terrorist attacks. For this purpose, a polycarbonate named Makrolon® was tested.
Normally, Makrolon® is used if other plastics are too weak, fragile, easily scratched or
less inherently stable or not transparent enough. According to the manufacturer, a twolayered setup of 38 mm thick panels provides protection in compliance with test
category FB 4 (DIN EN 1522: 44 Rem. Mag. and 357 Mag.). The tests were carried out
according to DIN EN 1522 [2]. The test setup was fired from a distance of 5 m with the
ammunition mentioned above. To be able to detect possible secondary fragments, a
witness plate was placed behind the panels.
After three shootings, no penetration or occurrence of secondary debris could be
observed. Moreover, the examination of the panels showed that the projectile did not
enter into the second panel, which showed only slight deformation. For this reason, a
second shooting was performed on one single panel. Unfortunately, this did not show
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the bullet resistance according to FB 4. To have an upper boundary of the resistivity,
the two-layered setup was shot with a 7.62 x 51 mm bullet from a distance of 10 m
according to test category FB 6, but the bullets went through the setup.
In order to increase the resistivity, further tests will be performed with a variation of the
panel distance. If higher test criteria FB 6 and FB 7 can be satisfied with these
measures, Makrolon® is a promising material for the hardening of windows and
façades. Due to its high transparency, the usability of the rooms behind is not affected
in a negative way. And when used in a certain distance as attachment panel, the fresh
air supply through the open window is possible.

2.3

Ceramic pellets as filling material

Another promising material for the hardening of existing infrastructure is ceramic in
form of spherical pellets with a rough diameter of 1.5 cm. The pallets can be applied as
a bulk material in unused volumes within the walls of buildings, for example, in dry
masonry walls. The basic idea is that projectiles and debris are deflected for multiple
times during the penetration process which causes a significant loss of energy. The
crushed ceramic pellets will fill the free spaces between the intact pellets and will
increase the resistivity of the wall.
For the determination of the required thickness of the pellet layer against several
threats, three target boxes with a thickness of 10 cm, 15 cm and 20 cm were
constructed and filled with pellets. In order to be able to see how the crushed pellets
behave after a penetration process, the walls of the boxes consisted of 3 mm thick
Plexiglas®. In accordance to DIN EN 1522, the pellets were shot three times per test
category (FB 4 to FB 7). Actually, the smallest 10-cm-pellet layer was able to stop all
the bullets. The layer thickness was sufficient to stop even an armor piercing projectile
fired from an AK-47. During the investigation of the pellets after the shootings, no intact
projectile, only heavily deformed projectile fragments were found.
Due to the fact that space for hardening measures is rare in urban environment,
ceramic pellets represent a good possibility to fill the unused volume of any geometry,
providing a very good protection against bullets and fragments. In addition, the pellets
disappear inside the walls and thus do not lead to the anxiety of the general public. In
case, a temporary protection measure is needed, the pellets can be stacked in sacks
which provide enough form stability and allow a quick removal.

2.4

Hardening of large glass façades

For the usability of hardening measures for buildings, not only the used material is of
importance, moreover the fixation of the panels has a high influence on their resistivity.
Especially, if the hardening panels are applied in a certain distance to the building itself
to avoid the placing of explosive in direct contact to the walls, the panels cannot be
mounted in a planar way. In these cases, a punctual fixation has to be carried out
which leads to enormous local strains inside the panels when a detonation takes place.
Thus, methods to reduce these strains have to be figured out.
In the given request, special multi-layered bullet-resistant glass panels with an area of
approximately 3 m x 1 m were tested against blast loading in the GUSA at the WTD 52
[3]. The panels were fixed at six points, four in the edge and two in the middle of the
longer side of the panel. In order to reduce the strain in the glass panels during the
blast load, the fixations of the panels with the structure behind were deformable by
containing a crash cartridge made of aluminum foam. This absorbed a part of the blast
energy and reduced the strain in the glass panels.
Four tests were performed in accordance to ASTM F1642-04 [4] with regard to GSATS01-2003 [5]. The applied reflected pressure varied between 79.2 kPa and
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101.9 kPa, the reflected impulse between 515.0 Pas and 672.9 Pas. According to the
results of the tests before, slight modifications were performed in the glazing material,
the fixation of the panels and the crash cartridge material of the fixing. These
modifications lead to a relevant improvement of the resistivity of the panel construction
against blast.
The tests brought a large amount of new knowledge concerning the possibilities to
harden glass façades against blast. This knowledge had a direct impact on the
construction of the new World Trade Center in New York City since the façades tested
at the WTD 52 are implemented as protective element against terrorist attacks.

3

PROTECTIVE BARRIERS IN URBAN ENVIRONMENT

Protective barriers are used in different military applications. As stand-alone walls at
the perimeter of field camps, as separating walls at the ammunition storage to prevent
neighboring ammunition from sympathetic detonation, as protective wall surrounding
buildings and containers in field camps, or as separation between the traffic lanes of
the entry control points of field camps, just to mention a few. With the growing need to
protect critical infrastructure in urban environment, such as police stations, embassies
and consulates but even schools, barriers become more and more part of the
cityscapes. Reason enough to adapt the experiences made on the military sector to the
special needs of an urban environment.

3.1

Test methods

Due to their large dimensions, barriers are usually tested in free-field tests with a
scaling of 1:1. The test setups are chosen according to the future application of the
barriers: live crash tests with cars and trucks with different velocities, arena tests
against fragments and bullets or detonation tests with vehicle-borne improvised
explosive devices (VB-IED). In addition, numerical simulations are carried out to
simulate the behavior of the barriers under different conditions.

Figure 2: Typical setup for the testing of barriers against debris of a 155 mm round.
The WTD 52 has very good conditions for the live test of barriers at the mountain test
facility in Oberjettenberg. Due to the isolation of the test area, even large amounts of
explosives can be detonated. For tests needing a larger area, for example, if the
distribution of the debris is of interest, the WTD 91 in Meppen provides the desired test
range.

3.2

Water-filled barriers

Water-filled barriers are hollow plastic elements made of polyethylene. The outer side
is compacted and smooth while the inner side is foamed. In total, the shell of the barrier
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has a thickness of 18 mm. At the top, the barriers have an opening to be able to fill
them with water. Due to the modularity of the barrier elements, walls with a height up to
6 m and a thickness of 0.5 m can be erected.
WTD 52 tested the resistivity of water-filled barriers against the detonation of a 155 mm
artillery round [6] corresponding to threat level C5 according to STANAG 2280. In the
tested configuration, the barriers were built up in L-shaped form and the round was
placed in a distance of 1 m in front of the barriers (see Fig. 2). During the test, the
setup was totally damaged. But by means of high-speed videos, it could be proved that
very few fragments were able to pass the barrier. This fact was confirmed by the
witness plates behind the barriers which showed just a few impacts but no perforation.
Thus, the tests showed a significant reduction of the fragment velocities by the water
inside the barriers. In addition, the water has a cooling effect on the fragments. The
mass of the filled barrier is high enough to prevent cars from breaking through.
The water-filled barrier system is suitable for the use in urban environment especially
for short-time protection measures and for traffic channeling. Beside the protective
properties, the water of the barriers has a fire extinction effect that reduces the risk of a
fire after a detonation. The handling of the elements is very easy since one element
has a mass of only 33 kg. Due to the special shell of the elements and the usage of
water as filling material, no secondary debris is produced. The water needed to fill the
elements is mostly available in urban environment and can be easily disposed after
use.

3.3

Defencell® barriers

Defencell® barriers consist of elements formed by alveolar polypropylene/polyethylene
geotextile cells. The elements have a height of 0.5 m, a length of 5 m and a width
ranging from 0.9 m to 2.25 m. With these elements, a barrier with a height up to 3 m
can be erected. Due to the dense geotextile, the elements have a good stability and do
not need any metal frames or backings. In addition, they can be filled with smallgrained filling material like sand. This leads to a total absence of secondary fragments
resulting from the barrier or the filling material. Due to this fact, WTD 52 tested the
barriers as a possible alternative for the well-known HESCO® barriers.

Figure 3: Defencell® barrier before and after the detonation of a VB-IED.
The barriers were tested at the mountain test facility of the WTD 52 in different
configurations [7]. In a first test series, the resistivity of a 3 m high barrier against pure
blast was tested with bare charges of 50 kg and 100 kg of nitropenta (PETN) in a
distance of 1 m. At 50 kg, the barrier showed nearly no damage, only the whole barrier
structure was slightly moved. At 100 kg, the damage of the structure was considerably
higher, but the barrier itself did not turn over. In order to test the resistivity of the barrier
against fragments, in a second test series VB-IEDs with 12.5 kg, 25 kg, and 50 kg
PETN inside the luggage space were detonated in a distance of 1 m from the barrier.
The tests proved that all debris from the VB-IED was reliably stopped when it hit the
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barrier. Only debris with a high-angle trajectory overflying the barrier was found in the
back space. At the 50 kg VB-IED, the barrier was severely affected but still standing.
Within a long term test, the barriers have been exposed to environmental influences in
the mountainous climate of Oberjettenberg for three years. After all this time, no
damage resulting from ultraviolet radiation or temperature changes was observed.
Due to their high protective properties and the absence of secondary debris as a result
of detonation, the barriers are well-suited for urban applications of longer duration,
especially for the protection of infrastructure. A wall can be erected in a relatively short
time using an excavator. Material defects can be easily repaired using a special repair
kit. As a con, it should be mentioned that the filling material is normally not available in
urban environment. It has to be transported to the desired place and, after use, to be
removed.

4

FUTURE PERSPECTIVE

One task for the coming years is to adapt more and more protective measures from a
pure military use to a civil-affected use in urban environment. The future missions of
the Bundeswehr and the increasing need to protect civilians against terrorist attacks
require effective solutions taking into account both the requirement of security and a
surrounding worth living in.
This is why WTD 52 works together with the University of the Bundeswehr in Munich
(UniBw München) and the Federal Office of Civil Protection and Disaster Assistance
(BBK) to develop roadside barriers against terrorist attacks which match into the city
scape.
Another future project in this field of work matching both military and civil interests is
the test and the classification of pipe bombs, again in cooperation with the BBK. This
will allow the development of suited and effective protection measures against this kind
of threat.
At the military training ground in Wildflecken, Germany, live tests in the scale 1:1 will be
conducted to verify the protective effect of hardening measures on real houses under
realistic operational conditions taking into consideration the whole building structure. A
key aspect will be the combination of energy-efficiency and protective effect of the
hardening structures, again a merging of military and civil requirements.

5

CONCLUSION

All these dual-use applications cannot be realized without an intense, effective, and
efficient cooperation between military and civil agencies. Over the years, the
Bundeswehr gathered a lot of experience in the field of infrastructural protection which
can be used for the safety of both civilians and soldiers. In addition, with the Technical
Centers, the Bundeswehr owns unique test facilities which can be used by other
agencies if allowed by the military order situation.
An interdepartmental cooperation between the different ministries engaged in securityrelated questions would highly increase the effectivity of the common effort and thus
lead to a more economic and efficient way to guarantee the highest possible amount of
security for the whole population.
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Abstract
Models and modeling software can support the improvement of food safety: By
predicting the fate of contaminating bacteria, safety gaps in food production can be
identified and input into guidelines for consumers can be provided, enabling decision
makers to plan appropriate countermeasures. In this publication, it is described how the
open-source software program FoodProcess-Lab enables users to perform simulations
on contaminants intentionally or accidentally introduced into food processing chains.
Part of this is the possibility to model the tenacity of microorganisms along the various
steps of food processing chains. As a proof of concept, a contamination in the raw milk
cheese production chain with Salmonella spp. was modeled.
Keywords: Predictive microbiology, scenario simulation, food safety, modeling,
software, food production.

1

INTRODUCTION

Food-borne diseases can have a tremendous impact on public health as well as on the
economy, as could be observed during several food-borne disease outbreaks in recent
years, e.g., during the EHEC outbreak in Germany in 2011 [1]. Food contamination can
happen naturally or accidentally – then categorized as a food safety issue – or
intentionally – then assigned to the food security domain. In the case of natural
contamination, bacterial agents like Salmonella could enter a food production process
via contaminated raw ingredients. In contrast, an intentional contamination could take
place at virtually any accessible processing step. Therefore, it is necessary to provide
computational tools that help to evaluate the effects of potential contamination
scenarios over a range of relevant food production processing chains.

2

AIMS

This research was initiated to provide a modular open-source software system for
modeling the tenacity of microorganisms along food processing chains. In addition, the
aim was to promote the exchange of models and modeling resources with an open
software infrastructure and to create transparency as to which data sets were used in
order to be able to reproduce published results.

3

METHODS

FoodProcess-Lab (FPL) [2] is a modular Java plug-in extending the open-source data
analytics platform Konstanz Information Miner (KNIME) [3]. It uses predictive models
implemented with a different open-source KNIME extension called Predictive Microbial
Modeling Lab (PMM-Lab) [4], [5]. Both plug-ins can be connected via a Java-based
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HSQL database [6]. This contains experimental results, mathematical formulas,
estimated predictive models, food processes as well as information on food production
chains and relevant process parameters.
The scenario analyses performed in this research are based on experimental data and
predictive models on Salmonella spp. growth and inactivation from the ComBase
database [7], [8]. The model parameters for the growth model “Salmonella with CO2” in
culture medium was kindly provided by Dr. József Baranyi. This model can be
accessed online via the ComBase Predictor website [8]. In order to apply the model in
PC-based local scenario calculations, it was re-implemented via PMM-Lab and stored
in the internal database.

4

RESULTS

With FPL, any food processing chain can be graphically composed from a set of
modular building blocks, which are called FPL nodes. These FPL nodes allow, on the
one hand, the graphical representation of separate processing steps and the flow of
foodstuff through these steps and, on the other hand, the simulation of the fate of
contaminants along the processing chain depending on the place of entrance and the
inoculum. In the following, the key functionalities of FPL will be introduced and their
application in sample scenario simulations will be described.

4.1
4.1.1

Functionalities of FoodProcess-Lab
Internal database

FPL is provided with an integrated HSQL database. It contains basic tables for
matrices and organisms, predictive microbial models as well as food processing
chains. The database contains sample data sets and can easily be extended by the
user to build a structured food safety knowledge base. Relevant information can be
imported via *.txt files or *.ris files (i.e., from the citation management software
“Reference Manager”) or via *.xls files (for experimental data and models). Import and
export functionalities allow the exchange of data, models and whole simulation
workflows between different users.
4.1.2

FPL node “FoodProcess”

The FoodProcess node is the central node in FPL. It represents a generic food
processing step which can be configured by the user such that it represents a specific
step in a food production chain. Through the connection of several specifically
configured FoodProcess nodes, any food processing chain can be represented. The
characteristics of a specific food processing step can be defined via the node’s
graphical user interface (GUI).
In the first menu tab called ‘FoodProcess settings’ (Fig. 1), the process duration and
process parameters like temperature, pH value, water activity and pressure can be
assigned. The number of computations (“#Computations”) defines on how many time
points within the processing step duration calculations on the contaminants’ fate are
performed, e.g., by applying an estimated predictive microbial model. In the “Out Flux”
section, the user can define which food commodities are produced within the
processing step. When the food commodity itself changes during processing (e.g., raw
milk becomes skim milk), correct new matrix names can be assigned. This is for
example useful in milk processing when whole milk is processed in a separator to
cream and skim milk.

34

Session 2: Food Chain Security

Future Security 2014

Berlin, September 16 –18, 2014

Figure 1: Defining the properties of a food processing step.
In the “Filter models” tab, the user can search in the internal database for models that
should be applied in the specific food processing step. To accomplish this, the model
repository can be searched, e.g., by organism name, food matrix, environmental
conditions, formula and/or by model quality criteria (coefficient of determination (R2),
root mean square (RMS); for an overview of quality criteria, see [9]).
In the filter results, the user can see a graph of the filtered models and refine the
results by screening the range of model validity and quality criteria (RMS, R2, Akaike
information criterion (AIC)) (Fig. 2). Food process conditions are automatically adopted
from the “FoodProcess settings” tab.

Figure 2: Refining the choice for an estimated model suitable for predicting the tenacity
of an organism for a food processing step.
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FPL nodes “Agents” and “Ingredients”

Both the Agents node and the Ingredients node access the basic database tables
“Organisms” and “Matrices”, respectively. The user can choose one of the entries or
add new ones. The reason for opting for a database rather than providing some space
to enter free text at this place is to ensure reproducibility and interoperability:
Specifically for the latter one it is assured that the same code lists are applied in
FoodProcess-Lab as in PMM-Lab. This way, models estimated for a specific
contaminant in a food matrix in PMM-Lab can easily be applied in FPL.
4.1.4

FPL node “View”

The View node visualizes process conditions and concentrations of the contaminant in
each step of the food processing chain (Fig. 3). Colored horizontal bars above the xaxis indicate the different processing steps. By ticking the colored boxes in the lower
part of the View node dialog, the change of experimental conditions (e.g., temperature,
pH value, water activity) and the ingredients concentration can be displayed in the
graph. By default, this is shown over time. The time unit can be changed. The option
“process equidistant” shows every processing step with the same space on the x-axis.
The latter option is often helpful in order to display very short processing steps in a
meaningful way. For a direct comparison of both options, see Fig. 5.

Figure 3: “View” node dialog.
The View node has two output ports (see Fig. 4): The upper, triangular-shaped output
port contains a table with simulation results for all processing steps and all intermediate
calculation time points (table not shown). The green square-shaped output port
contains the graph shown in Fig. 3 as image. In contrast to the gray output ports, which
have a FPL-specific XML format, both View output ports are compatible to standard
KNIME nodes so that data can be further analyzed with regular KNIME nodes.
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Example scenario simulations: intentional contamination of the raw
milk cheese production chain with Salmonella spp.

A whole food processing chain represented by FPL is shown in Fig. 4. The workflow
shows the production of raw milk cheese and a fictitious contamination with unknown
Salmonella species (Salmonella spp.) during processing. Raw milk is stored in a
storage tank, treated with mild heat (32 °C) in a heat exchanger and is then heated to
52 °C for two hours in the cheese vat. Here, the coagulated milk casein is cut
repeatedly to obtain the curd. The contamination with 109 cfu Salmonella spp. was set
to take place in the cheese press where the whey proportion in the curd is reduced.
This step and all the following processing steps have temperatures of 22 °C or less
meaning that no inactivating conditions for Salmonella spp. exist. For preservation and
to lose more whey, the cheese blocks are immersed in brine and finally ripened,
packed and stored for sale.

Figure 4: FoodProcess-Lab workflow describing the production of raw milk cheese. The
growth of Salmonella spp. is modeled along this food processing chain.
FPL warns the user if the model applied for simulation would be applied outside the
range of model validity. The exclamation mark in the process “Cold storage” (Fig. 4) is
such an automatic warning. In this case, a mouse over hint informs about the
temperature range of the model which starts at 7 °C. As the process condition is set to
6 °C, this is outside the model validity. The modeler can choose to ignore the range of
model validity but the warning will always be visible in the workflow. When scientists
exchange FPL workflows, fellow modelers can easily identify these tolerated “best
practice violations” and decide for themselves whether to leave the workflow as it is or
to change it.
In the scenario selected, the simulation shows an increase of Salmonella spp.
concentration from 1.0 x 105 cfu/g to the maximum bacterial density of 3.2 x 108 cfu/g
(Fig. 5). Fastest growth is predicted to happen in the cheese press and during the preripening phase at temperatures between 20 °C and 22 °C, respectively.
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Figure 5: Visualization of a fictitious Salmonella spp. contamination taking place during
a raw milk cheese manufacturing process. Separate processing steps are indicated as
colored horizontal bars. Lines represent the temperature curve (blue), the total volume
(dark gray) and in red the predicted Salmonella spp. concentration in Log10 (cfu/g).
Process parameters and predicted bacterial concentrations are shown A) on the time
scale according to the duration of the processing chain and B) as equidistant
processing steps.
In a different simulated scenario, it is assumed that a contamination with 1 x 109 cfu
Salmonella spp. happened at the beginning of the food processing chain, i.e., the raw
milk has been contaminated. According to the simulation results, the two hours at
52 °C in the cheese vat reduce the amount of viable cells by more than 10 Log10 units
(meaning a reduction to zero cells in theory which is, however, purely theoretical, as
such a concentration is far below any realistic detection limit of analytical methods
available today) (Fig. 6). Nevertheless, it can be delineated that even a tenfold higher
initial inoculum as assumed in this scenario poses no threat to the consumer because
of the inactivating temperature conditions in the cheese vat.

Fig. 6: Simulation results of a fictitious contamination scenario where raw milk has
been contaminated with Salmonella spp. at the beginning of a raw milk cheese
production process. During the third processing step (cheese vat, shown in green),
high temperatures lead to an inactivation of all Salmonella isolates. Separate
processing steps are indicated as colored horizontal bars. Lines represent the
temperature curve (blue), the total volume (dark gray) and (red) the predicted
Salmonella spp. concentration in Log10 (cfu/g).
Food processing chains can be set up quickly with FPL, enabling the user to perform
simulations in the time of emergency. If new outbreak-specific data become available,
new predictive models can be generated easily with PMM-Lab and seamlessly applied
in FPL to simulate the fate of contaminants along food production processes. This way,
FPL could help risk assessors and decision makers in food outbreaks in their exposure
and risk assessment tasks.

38

Session 2: Food Chain Security

Future Security 2014

5

Berlin, September 16 –18, 2014

CONCLUSIONS

Proof-of-principle simulations of potential natural and intentional food contamination
scenarios within the milk processing chain have been successfully performed. The
newly developed software FoodProcess-Lab provides features to create a repository of
food processing chains which can be used to simulate contamination scenarios of any
agent. As extensions to the KNIME framework, both PMM-Lab and FoodProcess-Lab
enable users to perform scenario analyses in a short time, e.g., also during crisis
situations. These systems therefore also might help food producers to identify critical
production steps to improve food safety in their facilities. The open-source solutions
could also be used to share analysis results with governmental institutions.
As FPL is open-source software released under the GPL license, it can be jointly
developed by different user groups in the future.
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Abstract
The publicly-funded research project NeuENV (new strategies to ensure sufficient food
provisions in the case of crisis) was conceived to develop novel strategies based on
distinct scenarios for the German disaster preparedness concerning the crucial
infrastructure food supply. As such, two important aspects are the resilience of the food
chain itself and the behavior of the population in times of crisis. Investigations based on
both novel and established approaches were carried out to determine whether the
inclusion of all relevant stakeholders within new concepts could provide an
improvement over the current state of German emergency food provision regulation.
The current paper introduces the project’s background, details on chosen employed
methods, presents preliminary results and interprets these in regards to the project and
other contexts.
Keywords: Resilience, food chain, emergency food provision, disaster preparedness,
process chains.

1

INTRODUCTION

The measurement of resilience of the German food chain is an integral part of the
research project NeuENV (new strategies to ensure sufficient food provisions in the
case of crisis) funded by the Federal Ministry of Education and Research. Taking the
various areas from the food logistics, governmental aid organizations, crisis
communication, and the population’s behavior into account, the project proposes “new
strategies to ensure sufficient food provisions in the case of crisis” under the core
question: How can the continuity of food provision be guaranteed in case of crises?
Goals are to increase the resilience of the food supply chain, to involve the private food
industry as an actor in case of crisis, to involve the potential of private households and
aid organizations, to implement a communication model for inter-organizational and
external risk- and crisis communication and to re-organize the governmental
emergency food supply system. The resulting holistic conception is regarded as a vital
component of future German disaster preparedness.
Two scenarios with extreme cases of crisis were chosen as background of the
research since they provide necessary parameters in order to evaluate the
effectiveness of new measures:
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•

Scenario 1, pandemic: The scenario describes a large-scale pandemic across
the entire federal territory (in addition to adjacent states), lasting several weeks
and affecting, at its peak, roughly 50 percent of the population.

•

Scenario 2, severe and sudden winter storm: The scenario describes a severe
and sudden winter storm across northern Germany. It is accompanied by
massive snowfall, impaired infrastructures and electricity failure lasting upwards
of 72 hours.
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The project evaluates all stakeholders affected by the scenarios such as agricultural
companies, logistics service providers, the food retailing industry, federal institutes,
non-governmental organizations and the citizen both as a customer and an addressee
of security research. Additionally current and future trends as well as
interdependencies and influences on/from other critical infrastructures are evaluated.
Future strategies have to holistically address the concerns of all stakeholders and
provide an increased security of the food supply.

2

BACKGROUND

The German emergency food provision regulation originates in the Cold War. At the
time of passing of the bill, most of the necessary infrastructures and resources (e.g.,
financial funds, means of transport) to provide emergency food provision rested within
the hands of the federal government and its institutions. In addition to that, the
protection of the citizens is regarded as a duty of the federal institutions, according to
the German constitution (see also the bills Ernährungssicherstellungsgesetz (ESG),
Ernährungsvorsorgegesetz
(EVG)
and
Ernährungswirtschaftsmeldeverordnung
(EWMV)).
The current system of emergency food provision is a consequence of these
fundamentals as large stockpiles of food have been built up as part of the German
disaster preparedness located in secret storehouses throughout Germany [1]. Though
there is no legal requirement to keep stockpiles of food for emergency use, stocked
food is a suitable approach to alleviate the effects of various predictable and
unpredictable events on the provision (e.g., natural disasters, terrorism, large-scale
crop losses, partial breakdown of the food industry). The continued use of these
storehouses and the constant circulation of the stored food are expensive and likely not
the optimal solution as the current structures in Germany differ substantially from those
present at the passing of the bill, among other concerns.
At the present time, the majority of critical infrastructures and food resources lie in the
hands of private companies. These companies, mainly the food retailing industry, have
over time developed sophisticated mechanisms to deal with sudden shifts in demand
and supply, react to commonplace impairing incidents (e.g., traffic congestions)
smoothly and overcome the various hurdles of day-to-day business while relying on the
small profits afforded by a crowded market (e.g., [2]). Food retailers are the direct link
to the customers in the general public. Therefore, new strategies focusing on private
companies to ensure sufficient food provisions could provide a better solution with
regard to the level of protection and the required resources.
Both scenarios named above were intentionally developed as extreme cases. This is
mainly due to three different reasons:
•

The conception of strategies able to handle the depicted extreme cases (if they
are scalable) necessarily allow the overcoming of less extreme cases.

•

If existing structures do not experience a breakdown point while being
evaluated within the context of the scenario, the scenario cannot be used to
measure systemic resilience against since the lower ceiling of influencing
parameters to possible solutions may not be reached.

•

The depicted extreme cases are “less extreme” than usually thought of, as
common cases of, e.g., influenza can easily reduce available workforce by up to
30 percent. Considering recent history, both scenarios (pandemic as well as
winter storm) seem improbable and unrealistic at a first glance. But even if the
likelihood is very low, the possible damage might be extreme in its
consequences due to the highly connected and increasingly vulnerable society
we live in.

The employed methods are nonetheless applicable to differing contexts.
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EMPLOYED METHODS

Within the project, the TH Wildau (Technische Hochschule Wildau – Technical
University of Applied Sciences Wildau) led the analysis of the whole German food
chain, incorporating various involved companies as links to day-to-day practice while
providing theory and analysis. The measurement of resilience was a vital part of this
analysis to determine the possible degree of contribution to the desired novel strategies
from different stakeholders.
To measure resilience, two distinct components had to be developed:
•

A process model, containing the necessary data landscape.

•

A resilience model, containing the metrics (later to be used as performance
indicators).

The process model was compiled by combining the results of the evaluation of
structures, processes and crisis/risk management strategies of the companies involved
in the German food chain. The necessary information was gathered using structured
interviews, questionnaires, scientific observations and empirical surveys. It became
apparent very early in the studies that the details of processes in action across the
various companies differ quite remarkably. However, a consistent process model is
needed to benchmark performance. To this end, the TH Wildau incorporated the SCOR
model, a de facto industry standard reference model for supply chain processes, as a
foundation of the data landscape (see, e.g., [3]) The SCOR model does not describe
typical production processes in great detail (see [4]) The production processes are
incorporated only in a very basic form since the focus of the model is on supply chain
processes like typical logistical (e.g., transport) and other related (e.g., sourcing, return,
planning, human resources) processes. The production processes, however, are a vital
part of the food chain and this discrepancy had to be addressed. An approach
consisting of macro processes and micro processes was chosen where both describe
production processes in greater detail while macro processes mainly act as
“containers” for multiple micro processes. These macro processes and micro
processes are interlocked with the SCOR model, providing a consistent process model
across the whole food chain.

Figure 1: Simplified interaction between macro processes, micro processes and SCOR
model.
This process model was then used to mirror theoretical and practical processes via
description, effectively linking an abstract model to day-to-day practice. This resulted in
a model of the food chain that can be used to measure and benchmark resilience since
theoretical processes as evaluation targets are linked with real-world processes to
provide the necessary data inputs and act as stable reference point.
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Figure 2: Example of linking the SCOR model to real-world processes.
The resilience model provides the evaluation framework and is based on the principles
of engineering resilience. This is due to several reasons:
•

Resilience as a concept is holistic and flexible, more of a mindset than a rigid
approach, allowing its specific application to a near limitless multitude of
contexts.

•

Especially for supply chains, extensive research results exist regarding supply
chain agility, flexibility and robustness. These aspects provide useful data and
tie (in spirit) into the principles of resilience, but are generally too narrow in
scope when compared to resilience itself.

•

Resilience is regarded as a suitable approach to increase the stability of
complex socio-technical systems (as evidenced, e.g., in the Horizon 2020
research program of the European Union), such as the German food chain.

•

The use of resilience concepts allows the research results to be incorporated
directly into further national and international research efforts concerning
societal resilience, since resilience as a core component of a secure future
becomes increasingly important across the globe.

Though resilience is a holistic concept, various different facets have emerged to
facilitate research, such as engineering resilience, ecological resilience (for both
engineering and ecological resilience, see [5]) and resilience engineering (see, e.g.,
[6]). For NeuENV, engineering resilience was chosen as the guiding principle. This was
done because of the importance of both retaining and restoring (if previously lost)
stability in times of crisis since allowing the whole system (in the sense of the food
chain as “system”) to shift into an uncontrolled, unprecedented alternate state is likely
to prove too much to handle when already under extreme stress due to massive
resource restrictions. This approach assumes that the normal state conditions of the
system are optimal or close to optimal concerning the balance of supply and demand
under economical and sanitary considerations and that deviations from this state are
not possible without reduced achievement of various objectives (e.g., timely deliveries).
The research into the food chain within the project supports these claims. Following the
engineering resilience principle was therefore determined to be the most suitable
approach.
Engineering resilience only provides the framework of a resilience evaluation as it sets
the principles, but not the actual rules. Over recent years, various approaches have
been created to evaluate resilience quantitatively. This still proves difficult since
resilience measurement largely depends on interpretation of either unreliable (e.g.,
occurrence of risks) or indistinct (e.g., soft facts) data (see [7]). The project NeuENV
fixed this shortcoming by a systematic dissection of processes into a system of inputs
and outputs. This allowed the TH Wildau to directly relate desired outputs to required
inputs (e.g., necessary workforce for picking and packing of an order), subsequently
allowing the measurement of how much input reduction can be endured by the process
without negatively affecting the outcome (for an already published, early version of this
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concept, see [8]). Consequently, resilience (in its use within NeuENV) can be described
as the maximum amount of reduction of resources without affecting the process
outcomes (of vital processes) negatively. The findings are necessarily always related to
a specific context, e.g., a pandemic.

Figure 3: Simplified example of typical processes, depicted by inputs, actions and
outputs.
This approach exposes some limitations. For example, if an amount X of a good is
requested at point A, then one cannot reduce the amount X of the good as an input of
the process (chain) since this would reduce the output at point A and produce a
deviation. That means that in order to keep up the normal state of the food chain there
cannot be a reduction of available amounts of goods. Existing stockpiles can and will
act as some “breathing room” for the food chain, but preliminary research results
suggest an overall inventory range that is below what would be required to provide a
stand-alone solution to the described problems within the scenarios. This necessitates
the whole food chain (including all production steps and logistics processes) to function
at or close to the normal state even in crisis, even more so if the crisis spans a longer
timeframe than anticipated. A variety of “regulating screws” exist in practice, apart from
such “static” inputs as mentioned, to adjust processes to restricted resources without
impacting process results negatively.
To further enhance the resilience measurement, processes and process groups were
identified within the various stakeholders that provided little to no vital functions to the
food chain. For example, certain purely administrative processes might be put off until
after the crisis, effectively freeing up resources to be used for the vital functions. As a
crisis usually requires shifts of resources, the resilience of every vital function (and
consequently vital process) was determined. If the resilience was higher than the
expected stress, free resources could be shifted to other vital processes. These were
augmented by resources “on hold”, like workforce availability through existing
cooperation agreements with partners. This resulted in a focused redirection of
resources to vital processes, creating the “true” resilience. This true resilience
describes the maximum amount of stress the system can realistically endure. The
difference between present-state and desired resilience was identified as a gap to be
solved in later stages of the project by novel strategies.
A crucial aspect of disaster resilience is found in the behavior of the citizen in times of
crisis. The perspective of the population and its behavior always provides an important
reference frame. In the case of NeuENV, this is especially important since it is tied
directly into the demand of food, essentially providing one of the most influential
parameters in the development of future strategies and in the measurement of
resilience. Therefore, the following research questions are answered by the FU Berlin
(Freie Universität Berlin) through empiric means: What reactions of the citizen to
disruptions can be anticipated (e.g., possibility of occurrence of panic buying,
preference of different products/product categories)? To what extend are private
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households in Germany prepared for a disruption of the food chain and what are
influencing factors (e.g., general quantity of stocked food at home versus official
recommendations of private stockpiling by federal authorities)? As food shortages have
not occurred in Germany since the Second World War, a theoretical literature research
was conducted to analyze possible reactions of present-day private households to such
a crisis. In general, human behavior in times of crisis is usually rational and pro-social.
This is especially true for societies with intact structures of personal values and beliefs
[9], [10]. The absence of panic reactions even in case of a breakdown of critical
infrastructure can be considered scientific consent [11]. The fear of rampant pillages,
robbery and theft is unproven (see, e.g., [12]). Another important aspect, especially
concerning the food chain itself, is the very low probability of panic buying, as reported
from various historical events.
To determine the general role which private households could play in future concepts
to ensure sufficient food provisions in the case of crisis, two nationwide, online-based
surveys were conducted (N = 3022/N = 2000). Main subjects were the general quantity
of stocked food in private households, food shopping behavior, risk awareness and
resilience of the participants. Preliminary results show that most private households
have food stocks for up to three days (95 percent), nearly half of the participants for up
to 8 days (47.7 percent). Federal authorities recommend that private households
should have a stockpile of up to 14 days [13], [14]. Other studies already showed that
these recommendations are not being met by the public [15], [16]. Regarding the
results of the current surveys, reasons for stockpiling today are the availability of wide
selection of foodstuffs and to reduce the necessity of daily shopping trips. The
possibility of a severe disruption of the food chain is believed as very likely only by 6.7
percent of the participants (N = 2000). Next steps are to determine how the findings of
the two surveys can be transferred into sustainable, multi-actor emergency concepts
including not only German authorities but the private sector, relief organizations and
the citizens as well.

4

RESULTS AND CONCLUSIONS

The preliminary project results are highly relevant as the general security level within
Germany partially covers an underlying vulnerability in cases of crisis. Most
stakeholders within the German food chain are insufficiently prepared to face a
pandemic or a winter storm as outlined in the scenarios. This means that the resilience
of the food chain, considering both scenarios and barring a few notable exceptions, is
very low. This is no surprise as continued existence in a crowded market usually entails
operation close to economically sound limits, meaning “surplus” resources, as they are
necessary in case of crisis, are potentially not affordable. This is especially apparent
considering resource-scarce (e.g., the “resource” workforce) discount stores and the
effect of logistics principles like just-in-time and the continued replacement of physical
goods with information, among others. These findings also stretch into other potential
large-scale disasters as companies are generally well-prepared for usual problems
(e.g., traffic congestions, demand swings), but not for unusual problems (e.g., climate
catastrophes) as they often seem (extremely) unlikely or the necessary resources to
create preemptive measures are not available. As such, the companies are only
partially at fault. Less extreme scenarios, such as the “ordinary” influenza pandemic
with up to 30 percent workforce reduction, are continually handled without noticeable
negative effects on the outside. In the case of the project’s extreme scenario
“pandemic”, a breakdown of large parts of the German food chain, without receiving
outside help, is imminent. This would require the federal institutions to set the existing,
less-than-optimal system into motion to protect the wellbeing of the population. In the
case of the extreme scenario “winter storm”, this is much less the case, as the majority
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of resources (primarily those located in the large unaffected parts of Germany) is not
impaired. The main goals of the following project stages are therefore threefold:
•

To develop strategies and structures to efficiently increase the preservation of
the normal state of the food chain, including the knowledge about people’s
private food stocks.

•

To determine ideal measures to facilitate a smooth transition from the normal
state to the “crisis state” if necessary.

•

To develop strategies and structures to manage food deficiencies under the
chief principle of human wellbeing.

The novel strategies ideally provide less long-time negative economic impact than the
present solution while simultaneously keeping the security level at least even, creating
a realistic alternative to the current situation. The inclusion of all relevant stakeholders
in the research efforts will be continued.
Apart from the food chain and the project NeuENV, the approach regarding the
measurement of resilience should provide extensive benefit for stakeholders even
outside of the project’s scope. A detailed understanding of the inner workings of
process structures, far beyond the usual general approach of focus on the obviously
necessary and tangible, allows stakeholders to directly trace positive and negative
effects of even minute changes in the whole process chain. This can be done either in
retrospective (e.g., fault tree analysis) or anticipatory (e.g., event tree analysis). The
linkage of inputs required for outputs supports various typical activities of stakeholders,
e.g., cost-benefit-analysis and planning processes. Though essentially common
knowledge, the results highlight the importance of “surplus” resources to deal with
disturbances of any kind.
Furthermore, the socio-cultural findings of the FU Berlin should prove useful regarding
the evaluation of different contexts which involve human beings as an integral part of
both problem and solution, e.g., to determine the amount of possible active support
offered by members of the population in times of different crises like flood.
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Abstract
Recent studies have demonstrated that only a small number of German households
have stored food and drinking water for emergencies that last for more than one week.
Hence, even short and local disruptions of the food supply chains may lead to critical
situations which need to be managed by the official disaster management authorities.
To facilitate managing the consequences of food supply chain disruptions, we
introduce an indicator-based spatial vulnerability assessment approach which enables
disaster management authorities to identify and evaluate the vulnerabilities of
potentially affected regions. In this paper, we provide a brief methodical introduction
and apply the proposed approach to a real-use case. We show how the result may
support decision makers from disaster management authorities. Finally, we discuss the
benefit of the spatial vulnerability assessment approach.
Keywords: Decision support, multi-criteria analysis, indicator-based spatial vulnerability
assessment, resilience, food supply chain, disaster management.

1

INTRODUCTION

In the last decades, food supply chains (FSCs) have become highly optimized systems
of lean organization, minimized low value adding activities and reduced inventory [1].
As a consequence, modern FSCs have a higher potential of being disrupted, e.g., in
situations of large-scale disasters like heat waves, floods or snowstorms (e.g., [1], [2]).
Although German FSCs are very robust against many kinds of disasters, the Elbe
floods in 2002 and 2013 as well as the Münsterland power blackout in 2006 have
shown that short-lasting lacks of food are still possible.
Recent studies ([3], [4], [5], [6]) have demonstrated that the German population is not
well prepared for crisis situations where food supply is suddenly cut off and where it is
no longer possible to buy food or drinking water in supermarkets or discounters. The
studies have shown that German households have no or only rudimental stockpiles of
food and drinking water. The majority of German households are not able to cope with
FSC disruptions of more than seven days. This implies a high vulnerability of the
German population against short FSC disruptions and clearly shows the need of
planning responses to ensure food supply for the local population.
Due to the small number of disasters that led to a FSC disruption in the past, a
statistical evaluation of occurrence probability as conducted in conventional risk
assessments is not useful for disaster management. However, vulnerability
assessments are often used to identify weaknesses and to assist disaster planning
(e.g., [7], [8]). In this paper, we introduce an indicator-based spatial vulnerability
assessment approach to enhance understanding the impacts of FSC disruptions in
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Germany. We aim at a vulnerability assessment approach that enables disaster
management authorities to measure the level of suffering from FSC disruptions for
different regions taking into account the social structure and the structure of the FSC.
To the best of our knowledge, a similar model does not yet exist.
This contribution is embedded in the research activities of the national security
research project SEAK (for a brief scientific introduction see [9] and [10]). Goals of the
project are an enhanced resilience of FSCs and the development of a decision support
framework for a better understanding of FSC disruptions. The project is funded by the
security research program of the German Federal Ministry of Education and Research
(BMBF) under the topic “Securing Food and Food Supply Chains”.
The paper is structured as follows. In Section 2, we briefly display the current state of
disaster management in dealing with the consequences of FSC disruptions. This will
provide an overview of the requested features of a spatial vulnerability assessment. In
Section 3, we develop the vulnerability assessment approach. In Section 4, we apply
the proposed approach to a real use case, show results, and discuss the benefit of the
outcome. Finally, we give a conclusion and outlook in Section 5.

2
2.1

DISASTER MANAGEMENT TO COPE WITH LACK OF FOOD AND
DRINKING WATER
Food supply chain disruptions

Nowadays, most citizens of industrial countries obtain their food directly from local food
retailers that are mainly full-range markets. These markets are the last chain element
of FSCs. They are mainly supplied by regional distribution warehouses. At this level of
the FSC network, FSC disruptions may lead to situations where the local population no
longer has the ability to buy food and drinking water in the markets. This kind of lack
has direct effects on the population and requires coordination by disaster management
authorities.
The management of disruptions in FSCs is especially difficult due to the complex
interdependency of the network. Risk impacts contained locally and originally in a small
region may affect the whole network [2]. In this paper, we understand a FSC disruption
as an event that can be caused by internal logistic-specific failures or by external
impacts, for instance, as a secondary effect of a man-made or natural disaster. We
assume that these kinds of food shortages may last a couple of days and are regionally
limited to some districts and cities.
Such food shortages need to be distinguished from fundamental problems in the
production, processing and refining, storage, and distribution of food and drinking
water. These problems last much longer and affect a larger area. In Germany, this is
defined as “supply crisis” (“Versorgungskrise”) according to the law on emergency food
supply (§ 1 Abs. 1 Ernährungsvorsorgegesetz).

2.2

Disaster management in Germany

The federal structure of Germany is also reflected in its national system for emergency
and disaster management. Based on the individual federal laws, the operational
responsibility to manage emergencies and disasters remains with the 295
administrative districts (“Landkreise”) and the 107 independent cities (“kreisfreie
Städte”). In an emergency or disaster situation, each is independently responsible for
coping with the consequences. Hence, districts and cities are the key actors in
emergency and disaster management.
Focusing on sudden and short food lacks, each district and city is in charge of
designing its own disaster management plans. In this case, the official responsibility is
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on the local level. The main decision problems arise in the identification of the actual
and potential impacts of a FSC disruption on the local population. This also includes
the question as to when an intervention by disaster management authorities is
necessary.
Individual measures of disaster management authorities or measures in cooperation
with FSC operators could be taken into account. The benefit and effort of each
measure or bundle of measures need to be carefully considered before being
implemented. However, FSCs are networks covering multiple federal states. Hence,
FSC disruptions are managed from a macro perspective. This can cause a
coordination dichotomy between FSC operators and disaster management authorities
of the districts and cities.

2.3

Vulnerability

Frequently, vulnerability assessments are used to facilitate the understanding of
disasters and identify weaknesses of emergency plans [7]. Based on general
vulnerability definitions like in [11], [12], or [13], we define vulnerability as an inherent
character of a district or city to suffer from adverse consequences of a FSC disruption.

3

DEVELOPING A VULNERABILITY ASSESSMENT APPROACH FOR
LACK OF FOOD AND DRINKING WATER

3.1

Methodical background

Our spatial vulnerability model assesses regional specific vulnerabilities based on the
scenario of a FSC disruption. Using an indicator approach similar to a linear additive
multi-criteria analysis, we consider local characteristics of the food market and FSCs
(e.g., the location of markets) and social parameters (e.g., population, age structure,
vulnerable groups) for assessing spatial vulnerabilities. Due to the inclusion of food
supply characteristics and social parameters, the perspectives of (private) FSC
management and (official) disaster management are merged. This enables to compare
different regions suffering from a disruption.
As the key actors in disaster management are the local governments, we focus on the
vulnerabilities of administrative districts and independent cities. Therefore, the geocode
standard Nomenclature of Units for Territorial Statistics level 3 (NUTS 3) is used since
it represents the districts and cities in Germany and ensures the availability of census
data.
In the next subsection, we define vulnerability indicators. Our approach consists of five
steps (according to procedures described in [14] or [15]):
1)
2)
3)
4)
5)

Quantifying the values of the defined indicators,
Normalizing indicator values,
Weighting of indicators,
Aggregating of vulnerability values for each district or city, and
Sensitivity assessment.

To quantify the indicator values, we use data (number, location, and types of markets)
collected by our project partner Technische Universität Darmstadt to characterize the
food market and FSCs. Census data is used to account for the social structure of
districts and cities. Since the values of the indicators are different and primarily not
comparable, a normalization function is applied to bring all indicator values to a
common scale. The selection of the function influences the final results. As the most
comprehensible way, we chose a linear normalization function for demonstrative
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purposes. For each indicator, we used its highest value in all districts and cities as a
reference.
As the indicators are of different relevance for the vulnerability measurement, the
overall vulnerability aggregation of the normalized indicator values is conducted by a
weighted sum function. In this way, decision makers are able to define the relevance of
each indicator by its particular indicator weight.
For some indicators, we use multiple attributes which we also normalize, weight, and
aggregate according to the indicator values. Decision makers are allowed to define
weights for indicators and attributes. This also enables analyzing the sensitivity of the
approach through changing the weights.

3.2

Vulnerability indicators

In a first step, we define a hierarchical composite indicator framework (Fig. 1)
consisting of three indicators to measure the vulnerability of districts and cities. In our
upcoming research steps, we will consider more indicators and observation
perspectives, as discussed in Section 5. The three indicators are
1) Demand,
2) Vulnerable groups, and
3) Supply.
Fig. 1 displays the defined indicators and their attributes. A detailed description of each
indicator and its attributes is given in the following sub-subsections.

Figure 1: A proposed hierarchical composite indicator framework to measure the
spatial vulnerability of a district or city according to the consequences of food
shortages. The shown weights of the indicators and attributes are used for
demonstrative purposes.
3.2.1

Demand

The vulnerability indicator “demand” marks the amount of inhabitants that potentially
suffer a lack of food and drinking water in a district or city. We assume that the degree
of vulnerability is higher if more people are potentially affected by a food shortage. This
data can be gathered from census data.
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Vulnerable groups

Based on the assumption that some groups in a society may suffer more than others,
we introduce the indicator “vulnerable groups”. We understand vulnerable groups as
people with limited self-help capacities, as discussed in [4], [5], and [16]. Age, agingassociated diseases that require additional care, unemployment, and migration are
often understood as drivers causing people not to take action to reduce their risk and
leading to limited self-help capacities.
We define six attributes to characterize these vulnerable groups. Three of the attributes
consider the age of people. They quantify the rate in a district or city of people (1) with
an age of 6 years or younger, (2) between 6 and 15 years, or (3) older than 65 years.
Two further attributes are defined using the rate for people unemployed or migrated.
For all these attributes, census data is available from the “Regionaldatenbank
Deutschland” (http://www.regionalstatistik.de). However, data explicitly quantifying the
group of people who need permanent (medical) care is not known. Therefore, we
assume that the number of people who are working in (medical) care services indicates
the amount of people who need assistance in daily life. This number is available and,
hence, we use it to take into account this group.
3.2.3

Supply

The indicator “supply” illustrates the structure of markets in a district or city and
indicates the fragility of the consequences of a food shortage. To quantify it, we use
data gathered about the market types and number of markets in a district or city.
Eleven types of markets are defined.
We weighted the types of markets relative to their relevance. The market types differ in
sales spaces and range of products. Correspondingly, market types with a core
business of selling food and drinking water (e.g., supermarkets) and bigger market
types (e.g., hypermarkets) are weighted higher than other markets (e.g., petrol
stations).
Based on these data, we define the attributes “susceptibility through supply level” and
“susceptibility through robustness”. The “susceptibility through supply level” of a district
or city is defined by the ratio of the number of inhabitants and the overall number of
markets in a district or city by taking into account the market type relevance. This is
based on the assumption that the consequences of a FSC disruption can be better
compensated by a higher number of markets in a district or city. Thus, the degree of
vulnerability is lower if more markets are available for the population.
The “susceptibility through robustness” of a district or city is indicated by the
heterogeneity of the market operators, companies and owners. Often, multiple markets
of one operator are provided with new food and drinking water by one FSC network.
These markets are affected simultaneously if this FSC network fails. Hence, a district
or city is more robust against the effects of food shortages if there is a higher number
of different market operators which conduct highly relevant market types.

4

USE CASE

For demonstrative purposes, we apply the proposed approach to a real use case. We
use the districts and cities of the state Thuringia as an example. Thuringia comprises
17 administrative districts and six independent cities with 2.1 million inhabitants.
However, its 16 000 square kilometers are mostly of rural nature.
The results for the vulnerabilities can be illustrated by stock bars that show the
indicator values for all districts and cities in Thuringia (Fig. 2) and attribute values for
selected districts and cities (Fig. 3).
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Figure 2: Results of the vulnerability assessment illustrated by stock bars.
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Figure 3: Visualization of attribute values. Although vulnerability values are similar, the
vulnerability has different causes.
Based on the visualizations, authorities are able to compare the relative vulnerability of
districts and cities. Compared to other districts and cities in Thuringia, Erfurt is
identified as being most vulnerable. From the stock bar illustration, the high number of
inhabitants in Erfurt turns out to be the key driver for this outcome.
Furthermore, the districts and cities are ranked with respect to their vulnerability value.
The causes for the vulnerability are transparent and provide decision makers with a
better insight in the potential sufferings of the districts and cities. Exemplarily, the
attribute values are shown for some districts and cities which have a similar grade of
vulnerability (Fig. 3). For Eisenach, the result displays that the susceptibility through
supply level is a key driver for the vulnerability of Eisenach. Compared to other districts
and cities, the impact of demand is low. The ranking could also be used to prioritize the
reaction for coping with food shortages. By identifying the districts or cities which suffer
most, it is possible to direct the response activities to the key problem areas. In
addition, the assessment can also be used to develop improved disaster response
plans.
To our best knowledge, there are neither empirical studies nor other kinds of analyses
available that offer such insights into food shortage consequences.

5

CONCLUSION AND OUTLOOK

The result of the use case demonstrates the benefit of the proposed spatial
vulnerability assessment approach for a focused disaster response. It also enhances
the understanding of the consequences of food shortage including social parameters
and the structure of food supply. This may help to combine the perspectives of disaster
management authorities for disaster management and private FSC operators. Based
on this common ground, we will conduct an end-user workshop to validate these

Session 2: Food Chain Security

53

Future Security 2014

Berlin, September 16 –18, 2014

results and define additional issues that should be addressed in our upcoming
research.
The current approach illustrates spatial vulnerability only as being a predisposed
character at one point in time. However, a lack of food and drinking water evolves over
time. At the beginning of an emerging food shortage, the food and drinking water
stocks in the markets are available. Additionally, a limited stock in private households
can be presumed. Before a family can be considered to be vulnerable, these stocks
need to be (fully) depleted. Hence, there are dynamic effects that could be included.
Within the SEAK project, commodity flow and freight models are developed that should
take into account logistic specific requirements like lead times, seasonal production,
legislation for food production and handling or constraints of logistics processes (for
more details see, e.g., [17], [18]). The model outputs could be used to improve the
proposed approach. Due to these improvements, decision makers could be provided
with more detailed information about dynamics in the FSC network such as the current
stocks on the markets in a district or city. Also dynamic aspects (e.g., opening hours
and changing food demand derived by the stock piled food) could be considered. In
this way, the collaboration between private FSC actors and disaster management
authorities could be enhanced since the assessments show both perspectives of offers
and demands. We are also interested in considering social effects that lead to panic
buying or hoarding in emergency situations.
We expect that an enhanced dynamic understanding of vulnerability also allows
investigating tipping points at which the situation in a district or city dramatically
changes. Simulating and evaluating the effects of measures could be possible [19].
Unconsidered uncertainties are another issue. Although FSC networks are complex,
network dependencies are not taken into account at present. Another similar aspect is
the fact that people also travel to other districts and cities to buy food and drinking
water. Then, the demand is less spatially coupled.
As the districts and cities are the key actors in disaster management, also smallerscaled observation would be advantageous. Accordingly, the indicator framework and
the normalization have to be adjusted.
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Abstract
The intentional contamination of the food chain is unlikely but nonetheless a possible
event. In case of occurrence, it could have a tremendous impact on public health, the
international food trade and the consumers’ trust in food. Negative political and
economic implications could follow. Due to this, it is in the public interest to use every
available option to further secure the food chain and to develop appropriate measures
and tools.
The Federal Institute for Risk Assessment (Bundesinstitut für Risikobewertung, BfR)
developed a checklist for the identification of vulnerabilities in food companies. The
checklist could be used for the performance of a self-checking process concerning
adequate security measures and it may support the hazard analysis process of
companies. The identification of vulnerabilities within the process line can be used as
the first step for the development of specific measures for risk mitigation. The format
and structure of the checklist is easy to understand and needs no sophisticated
software program or technical infrastructure. That is why especially small and mediumsized enterprises that need an easy-structured system can use it, too. First practical
applications in selected food companies have already been used for further
developments of the questionnaire and the structure of the checklist.
From our point of view, the checklist may serve as a useful tool for food companies as
well as official institutions dealing with food defense questions because it helps to
identify gaps in security and to develop an appropriate risk mitigation strategy.
Keywords: Food defense, vulnerability assessment, bioterrorism, malicious
contamination, structured questionnaire, checklist, requirement, implementation of
measures.

1

INTRODUCTION

Since the September 11 attacks, people all over the world have become aware of the
terrorist threat. As a result of the attacks, governments across the world passed
legislation to combat terrorism. The food chain has also been recognized as a possible
target for bioterrorism [1]. Defending the food chain should include a risk analysis
concerning the deliberate contamination of the food chain. In this analysis, the
identification of vulnerabilities plays an important role.

1.1

The international food standards and food defense

The Global Food Safety Initiative (GFSI) is an initiative for the continuous improvement
of food safety management systems. GFSI included the topic of food defense in their
Guidance Document 6th Edition for Food Safety Management (FSM) Requirements [2].
The Guidance Document defines food defense as “the process to ensure the security
of food and drink and their supply chains from all forms of intentional malicious attack
including ideologically motivated attack leading to contamination or supply failure”. The
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relevant Clause Number FSM 21 constitutes that “the standard shall require that the
organization has a documented risk assessment procedure in place to address food
defense risks and establish, implement and maintain a system to reduce or eliminate
the identified risks.” One of the GFSI objectives is delivering equivalence and
convergence between effective food safety management systems by benchmarking
them. During the benchmarking process, related schemes are compared to the GFSI
Guidance Document to determine equivalence. Therefore, the international food
standards recognized by GFSI like the British Retail Consortium’s (BRC) Technical
Standards [3], Food Safety System Certification 22000 (FSSC) [4] and the International
Food Safety Standard (IFS) included food defense requirements in their audits. IFS, for
example, allocated the topic in Chapter 6 as part of their audits [5]. To fulfill the
requirements, a food defense hazard analysis has to be performed in areas critical to
security. Chapter 6 defines specific topics concerning food defense like “Defense
Assessment” (Number 6.1), “Site Security” (number 6.2) and “Personnel and Visitor
Security” (Number 6.3). Other major food standards require similar demands. One
common feature is the demand of a documented vulnerability assessment in which
areas critical to security have to be identified, assessed and measures to reduce or
eliminate these vulnerabilities have to be implemented.

1.2

Performing a vulnerability assessment

There are several methods available to conduct a vulnerability assessment, for
example, the Vulnerability Analysis Critical Control Point (VACCP) system [6], the
Threat Assessment Critical Control Point (TACCP) system [7], the Failure Mode and
Effect Analysis (FMEA) [8] or the Vulnerability Assessment Software tool of the Food
and Drug Administration (FDA) [9]. Each of them has advantages and disadvantages
but all of them are more or less complex and difficult to implement especially for small
and medium-sized enterprises.
Our own experiences have shown that the software tool of FDA enables on one hand
the food industry companies to identify their most susceptible points for bioterrorist
attacks. But on the other hand, it needs substantial adaptions to be useful for German
requirements and it has a low usability especially for small companies [10]. An easy-touse approach has not been available in Germany and so implementing the necessary
measures in order to fulfil the standard commitments regarding food defense (German:
Produktschutz) presents a major challenge especially for small-sized companies with
limited financial and personnel resources.

2

AIMS

Based on our practical experiences while conducting vulnerability assessments in
different types of food businesses, we wanted to develop an easy-to-use method for
the identification of vulnerabilities in small and medium-sized food companies.
Furthermore, the requirements of the international food standards and related
standards should be covered. Altogether, the tool should meet the following
requirements:
•

Enable food companies to perform a self-check regarding food defense.

•

Identification of measures for risk mitigation.

•

Easy to use in terms of comprehensibility.

•

User-friendly user interface.

•

Easy technical installation on almost all types of computers.

•

No need of additional software.

•

No need of user experience.
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MATERIAL AND METHODS

Initially available systems, methodologies and procedures [1], [6–8], [11–16] which are
dealing with the topic of deliberate contamination or vulnerability assessment in the
food chain have been analyzed with regard to content, structure and work flow. In
addition, a review of the literature relevant to the topic food defense and relevant
criteria and questions for a malicious contamination was made. Based on the literature
survey, the criteria most important for the realization of a deliberate contamination of
the food chain have been identified.
The analysis showed that some criteria could be attached to higher-ranked categories.
The identified categories and their criteria built the basis for a questionnaire. Expert
rounds and workshops with experts in the fields of quality management, food hygiene,
food technology and operational management were used to discuss these categories
and criteria and also to include their respective points of view, experiences and
requirements. The structure of the questionnaire was developed according to multiplecriteria decision-making (MCDM) [17]. The questionnaire and all other information were
then compared with the FDA’s Vulnerability Assessment Software tool [9], the Food
Defense Plan Builder [18] and the requirements of the IFS Food Version 6 [5] and
related standards to include additional topics and identify further needs. Measures,
criteria, categories, and further content assessed as relevant were then implemented in
a Microsoft Office Excel file [19].

4

RESULTS

After evaluating all existing methods dealing with identifying vulnerable points in the
food chain, it was concluded that a checklist is the most practical tool to perform a
vulnerability analysis of the company. The food businesses are used to working with
checklists and mainly use them in the field of quality management but also for the
development of food defense plans [7], [16], [20]. Due to the fact that small and
medium-sized enterprises as well as competent authorities with limited resources will
be the end-user, the Excel program was used for the implementation of the checklist.
Excel is easy to handle, has a high usability and is available for nearly everybody.
Hence, the identified categories, the related criteria and questions were integrated in
an Excel file.

4.1

Structure of the checklist’s Excel worksheet

The Excel file is named “Produktschutz-Checkliste” (English: food defense checklist)
and consists of six tables. Each table is separated in its own worksheet and deals with
a different topic. The worksheets and their topics are presented in Tab. 1.
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Worksheet
(English translation)
Einleitung
(Introduction)

Content

Produktschutz-Checkliste
(Food defense checklist)
Erläuterung Checkliste
(Checklist explanation)
Glossar (Glossary)
Bsp. Checkliste
(Checklist example)
Nutzungrecht
(Right of use)

The aim of the checklist
Exclusion of liability
Guidance on use of the checklist
Explanation of the index
Explanation of the graphical illustration of the results
Questionnaire with defined answer options
Columns for the description of measures,
responsibilities, time frame and status of
implementation
Explanations or example for questions which help to
understand and answering them
Definitions
Exemplary completed checklist with examples for measures
•
•
•
•
•
•
•

Declaration of right of use

Table 1: Name and content of the six worksheets of the checklist.
4.1.1

Structure and content of the food defense checklist (Produktschutz-Checkliste)

The checklist itself contains a questionnaire of 64 questions which are attached to nine
criteria and three categories (Tab. 2). Each category is marked orange and each
criterion is marked yellow in a separate line (see Tab. 2 and Fig. 1).
German Category
(English translation)
A Management
(Management)
B Personen vor Ort
(People on site)

C Betrieb
(Factory and
operation)

German Criteria
(English translation)
1. Management
(Management)
2. Mitarbeiter
(Staff)

Number of questions
(Fragenanzahl)
16
9

3. Öffentlichkeit, z.B. Lieferanten,
Kunden, Besucher
(Public, e.g., supplier, customers, visitors)

2

4. Standort/Bauliche Bedingungen
(Location, building construction)

13

5. Produktion
(Production)

2

6. Wareneingang und Lieferanten
(Incoming goods and vendors)

8

7. Lagerung
(Storage)

7

8. Fertigwaren und Warenausgang
(Finished goods, goods outward)

2

9. Zugriff auf Computersysteme
(Access to computer systems)

5

Table 2: Categories, criteria and number of questions of the checklist.
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Figure 1: Screenshot of the checklist illustrating the color-coded categories and criteria
which are presented in an overview in Tab. 2.
Number of
question
(Column B)
17

Question in German
(Column C)

English translation

Werden bei der Einstellung von
Mitarbeitern soweit gesetzlich zulässig
Sicherheitsaspekte berücksichtigt (z.B.
polizeiliches Führungszeugnis, Anfrage
bei vorherigen Arbeitgebern)?

18

Existiert eine angemessene
Beaufsichtigung aller Mitarbeiter,
einschließlich Reinigungs- und
Wartungspersonal, Vertragsarbeitern
und vor allem Neuangestellter?
Ist bekannt, wer aktuell in den
Räumlichkeiten anwesend ist und wer
sich dort bei jeder Schicht aufhalten
sollte?
Gibt es eine aufgabenspezifische
Arbeitskleidung (z.B. mit farblicher
Zuordnung für unterschiedliche
Arbeitsbereiche)?
Ist ein Identifikationssystem installiert,
das der Größe und Sicherheitslage des
Unternehmens angemessen ist?

Are basic security checks for all
new employees conducted to the
maximum extent permitted by law
(e.g., clearance certificate,
consultation of previous
employers)?
Are all employees, including the
cleaning and maintenance staff,
contract workers and in particular
new employees under adequate
supervision?
Is it known who is currently on the
premises and who should be there
on each shift?

19

20

21

Are there function-specific work
clothes (e.g. color-coded uniforms
for different work areas)?
Does an identification systems exits
which is appropriate to the size and
security situation of the company?

Table 3: Translation of the sample questions of Fig. 1.
The worksheet consists of nine columns (A to I; columns B to F can be seen in Fig. 1,
the subsequent ones are following at the right-hand side). The columns and their
content are explained in Tab. 4.
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Content
Consecutively line number
Number of question
Either
• Category (marked orange)
• Criteria (marked yellow)
• Question (without marking)
Answer option: yes
Answer option: no
If the demand of the question is not fulfilled, the user has to decide whether the
question is appropriate and/or relevant. If the question is appropriate and/or
relevant one has to answer: yes
In this column, the user has the opportunity to describe and define appropriate
measures to fulfill the requirement of the question as free text
The name of the responsible individual(s) for the measure/s can be inserted and
the anticipated time frame for implementation
Status of implementation can be assessed here. There are three options available:
gap, work in progress and done. After choosing the appropriate status the cell
changes its color to red (if the measure is not implemented yet), green (measure
implemented) or stays colorless (work in progress)

Table 4: Columns and their content of the worksheet food defense checklist
(Produktschutz-Checkliste).
4.1.2

Graphical illustration of the answered questionnaire

Based on the answers given in the questionnaire, the results for each criterion are
shown in a bar diagram (Fig. 2). The number of questions is plotted on the y-axis, the
criteria is plotted on the x-axis. The color-coding of the bars is as follows:
•

Green: measures existing; no need for action.

•

Red: measures not existing; action is required.

•

Gray: question not relevant; no need for action.

•

Orange: measures not existing; appropriateness not answered.

•

Brown: unanswered question.

Figure 2: Screenshot of the graphical illustration of the answered questionnaire.
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Graphical illustration of status of implementation

In column I, the user has to assess the status of implementation for each defined
measure of column G. Based on the selection of the different statuses, a graphical
illustration demonstrates the grade of implementation for each criterion. The bars are
also color-coded. Green bars are used for implemented measures; red bars are
showing gaps for implementation and colorless bars demonstrate that work is in
progress. The number of measures is plotted on the y-axis, the criteria is again plotted
on the x-axis. This figure demonstrates the grade of practical implementation of defined
measures whereas the illustration of the answered questionnaire (Fig. 2) focuses on
the identification of areas in which action is needed and specific measures have to be
developed.

4.2

Availability of the checklist

The checklist can be downloaded free of charge from the website of the BfR [21]. After
downloading the application from the BfR website and saving it on the user’s
computer’s local hard drive or other location as selected by the user, it resides only on
these storage media. Therefore, it is the user’s responsibility to ensure that the
completed questionnaire with probably sensitive information of the company is saved in
a secure location. The BfR does not track or monitor the use of the checklist and does
not have access to any content developed by using it.

5

CONCLUSIONS

The BfR has developed a checklist for the identification of vulnerabilities for the
intentional contamination in food businesses. The checklist enables especially small
and medium-sized enterprises with limited budget to perform an assessment
concerning the threat of deliberate contamination. The assessment is based on the
fulfillment of requirements for identified criteria, based on questions which are relevant
for each criterion. The criteria are summarized in three major categories. Answering the
questionnaire of the checklist gives an overview about points or areas in which
appropriate measures are already implemented or, on the other hand, should be
implemented. The checklist furthermore offers the opportunity to identify and specify
needed actions, to assign responsibilities and to determine deadlines for
implementation. It therefore can be used to perform a documented vulnerability
assessment which is a requirement of the international food standards. The availability
of explanations for each question which clarify the background and the intention of the
specific topic support the user. Finally, the graphical illustration of the questionnaire
and the status of implementation enhance the usability. Areas for which further
information/clarification or action is needed are easily identified. From our perspective,
the checklist is a useful tool. Further evaluation and proof of principle with conduction
of vulnerability assessment in different types of food companies will be used for the
improvement of the checklist. The BfR itself will continuously perform assessments and
uses them together with the feedback from the industry and other stakeholders for
further evaluation and enhancement.
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Abstract
In the project ANCHORS (UAV-Assisted Ad Hoc Networks for Crisis Management and
Hostile Environment Sensing), a German-French consortium designs a system of
UAVs (Unmanned Aerial Vehicles) which are partly equipped with sensors for detecting
radioactive material and communicate by means of a self-sustained relay system. The
UAVs are meant to operate in crisis areas inaccessible to human operators. Possible
scenarios such an application would be suitable for are characterized by a considerably
high level of danger for first responders, a limited access to a critical infrastructure
because of a high degree of destruction, and limited communication options due to
destroyed hardware. Such scenarios could be both man-made hazards such as an
accident in a nuclear power plant and natural disasters. The system aims at fast and
reliable exploration of a crisis scene including the localization and identification of
potentially deposited radioactive material, thus leading to an appropriate crisis
management. The project commenced in May 2012 and is scheduled to run for three
years. It is funded by the Federal Ministry of Education and Research of Germany
(BMBF) and the French National Research Agency (ANR).
The Fraunhofer INT’s part of the consortium work includes support of the sensor
development, measurements of the radiation hardness and electromagnetic
compatibility (EMC) of the UAVs and the sensors as well as planning and realization of
demonstration exercises of sensor measurements and the application of the entire
system. A status report will be given, including first results of sensor measurements,
radiation hardness measurements, and EMC measurements, all performed at
Fraunhofer INT. The system components’ radiation hardness and EMC must be tested
in order to assure that the system is operational under conditions which may come
along with a crisis scenario, such as a high level of radioactivity. Moreover, a possible
crisis scenario may require the system to work under the influence of an elevated
electromagnetic field strength, and the sensors need to work reliably under these
conditions. The sensor measurements will make use of the irradiation facilities at
Fraunhofer INT, namely a Co-60 source emitting gamma radiation. A scenario where
radioactive material is deployed can be recreated this way, thus proving the
practicability of the measurement system for detecting such material at this point of the
project.
Keywords: Crisis management, RN material, air-borne detection, UAV.

1

INTRODUCTION

In the context of possible threats including radiation emitted by radioactive or nuclear
(RN) material, scenarios which need to be taken into consideration are scenarios such
as an accident at a nuclear facility or a leakage on a container holding RN material at a
transportation hub, e.g., a harbor, and other scenarios such as natural disasters. Either
way, in the wake of such an accident or disaster, a situation may occur when the area
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in question cannot be accessed by man because the level of radiation is too high for
first responders or because of debris or other obstacles on the ground. The ANCHORS
project in general aims at designing a system of UAVs partially equipped with sensors
for detecting and identifying RN material. The UAVs are implemented with swarm
behavior routines and establish their own communication network with a maneuverable
vehicle on the ground. The UAVs enter the disaster area for air-bound measurements
and transfer the measured radiation data to the ground vehicle which serves as a base
station and is positioned outside the hazardous area. The UAVs need to return
periodically to the base station for recharging. This procedure saves first responders
from entering disaster areas if they had to expose themselves to dangerous or even
lethal radiation doses, yet they receive radiation data required for making decisions
concerning further action. The ANCHORS system can also be a valuable tool when a
situation following an incident demands measurements from positions inaccessible to
humans, for example at a certain height above the surface, perhaps even above water.
The Fraunhofer INT’s contribution to the project mainly consists of support of the
sensor design, tests of the UAV’s and its components’ radiation hardness and EMC,
and the planning and performance of demonstration exercises. This paper gives a
status report of the measurement results. During the current phase of the project, these
results focus on first measurements with the radiation sensor mounted on the UAV as
well as tests of the radiation hardness and EMC with respect to components of the
UAV. EMC measurements were performed with the entire UAV as well. Crucial parts of
the UAV were tested as the UAV system was still in a prototype status at that point of
the project.

2

MEASUREMENTS

Three sets of measurements were done at Fraunhofer INT in this said project phase:
1. Test of the UAV sensor’s ability to detect an elevated gamma radiation field
when attached to the UAV
2. Test of the UAV engine’s and sensor’s functions when exposed to very high
gamma radiation fields
a. Radiation hardness test with UAV components
b. RN sensor calibration measurements
3. Test of the UAV’s and its sensor’s functions when exposed to elevated
electromagnetic fields (EMC test)
The Fraunhofer INT maintains and operates several irradiation facilities emitting
gamma or X-ray radiation. One of these facilities, equipped with a 60Co source with a
maximum dose rate of 1 Sv/s, was used for the sensor detection tests. The source is
located inside a shielding container of stainless steel and depleted uranium and is only
moved out of this case for irradiation operations. The case is located inside an
irradiation chamber; and this chamber is surrounded by 2 m of concrete and lead and
is located inside a hall.
The sensor for detecting RN material was supposed be tested in-flight for the first time
by steering the UAV with the mounted sensor above the hall where said irradiation
chamber is located. For this purpose, a part of the chamber’s lead shielding on top was
removed prior to the measurements in order to increase the dose rate value above the
hall. The UAV with the sensor attached to its bottom part can be seen in-flight in Fig. 1
on the left whereas the right-hand side of Fig. 1 shows an image of the UAV during the
measurement above the hall.
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Sensor

Figure 1: Close-up image of the UAV (copter with eight rotors) with sensor for detecting
RN material at the bottom in-flight (left) and image of the UAV taken during said
measurements above Fraunhofer INT’s experimental hall (right).
Prior to these measurements, the interface between the RN sensor and the UAV was
brought on line for the first time. The measurements were performed to evaluate if the
sensor data could be included in the data stream sent by the UAV, if the sensor and
GPS data could be extracted from this stream, and if a real-time mapping of the UAV’s
flight path could be achieved.
The measurements were merely successful in part. As it turned out, the data volume of
the stream was insufficient at that time. The exchange frequency of the data stream
also posed a problem. These issues led to the fact that the data mapping yielded
flawed results, although the mapping process did work in general. Fig. 2 shows a
screenshot of the measurement program to be used at the radiological station. One
can see the positions where an increase of the gamma dose was measured, but
nuclide identification by analyzing the measured gamma spectrum was not possible
yet.
Measured dose rate value

Spectrum

Figure 2: Display of the RN sensor’s measurement program with optical image (GPS
referenced map) showing the UAV’s trajectories at the center, the colored squares
represent single measured values of the gamma dose rate as shown on top on the left,
light blue represents the natural background; the measured gamma spectrum is shown
at the bottom left corner.
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The second series of measurements mostly referred to the radiation hardness of the
UAV’s components. These measurements were performed inside an irradiation
chamber with a similar layout as the one described above, also featuring a 60Co
source. Since this layout did not allow us the use of the entire UAV, three critical
components were tested separately: the electric motors including the controller unit, the
flight control boards, and the RN sensor. Fig. 3 illustrates the process of these
measurements. The RN sensor could be exposed to very high dose rate values emitted
by the source, providing valuable data to this sensor’s manufacturer (Mirion) as such
radiation fields cannot be created at the premises of Mirion or elsewhere. Calibration
measurements were performed with regard to the sensor’s dose rate response to
check if the gamma radiation was measured correctly. In order to prevent irreversible
damage, the RN sensor was only subjected to the radiation for short periods of time,
typically several seconds. The other UAV components were irradiated for longer
periods of time for radiation hardness tests. As for these components, the response of
sensors for measuring acceleration, gyros, and air pressure were monitored as well.

60

Co source on a rod

UAV’s electric
motors

Sensor

Figure 3: Experimental setup of the irradiation hardness and RN sensor calibration
measurements inside one of Fraunhofer INT’s irradiation facilities; the 60Co source
(removed from its shielding container for the measurements) is seen on a rod on top;
two of the UAV’s electric motors and controller (on the left) and the RN sensor (on the
right) can be seen at the bottom.
The RN sensor was subjected to several dose rate values in the range of 10 mSv/h to
20 Sv/h, but only for several seconds per measurement. A failure of the sensor did not
occur. At the low end of the dose rate range, an over-response of approximately 22 %
had been measured previously at BfS (Bundesamt für Strahlenschutz – Federal Office
for Radiation Protection), meaning the sensor yielded higher dose rate values than in
the case of a linear response which should be expected. This referred to the fact that at
these low dose rate values, the sensor yielded higher values for 60Co compared to
137
Cs. At the high end at a dose rate of 10 Sv/h to 20 Sv/h, there was an underresponse of the sensor of approximately 15 %. This, however, was a clear
improvement over measurement results gained previously, four months before, when
initial measurements had been performed at Fraunhofer INT. Still, the linearity of the
sensor has to be further improved.
During the tests of the UAV’s motors, motor controller units, and flight control boards,
all of these components were active and the data streams provided by their sensors for
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measuring acceleration, gyros, and air pressure were monitored. These sensor data
were permanently analyzed for deviations; and the test equipment itself was also
monitored by cameras. The dose rate values selected for these measurements were
(cumulated for Si):
•

3 Gy/h up to a maximum dose of 10 Gy

•

10 Gy/h up to a maximum dose of 232 Gy

•

20 Gy/h up to a maximum dose of 581 Gy

The sensors for measuring acceleration and gyros did not show any deviations at all
over the entire dose rate range up to the maximum dose of 581 Gy. The pressure
sensor showed a drift during the long-term experiments, but this drift would neither be
critical nor relevant concerning safety issues in a real scenario as only short-term
measurements will be performed with this sensor in order to correct the UAV’s altitude
in-flight. The processor hardware, the motor, and the motor controller ran without a
problem during the whole irradiation time, and no effects could be detected. So all of
these components can be used for the ANCHORS system; and no further
improvements will be necessary. One can expect that the UAV’s reliability to operate in
the said disaster scenarios will be satisfactory.
The third and final series of measurements was performed to test the functionality of
the UAV itself and the sensor to work under an elevated electromagnetic field (EMC
immunity tests). In a real scenario, the ANCHORS system will have to operate in a RF
(radio frequency) environment of both external and system-internal RF sources,
therefore such test measurements are vital. These tests took place at Fraunhofer INT’s
large TEM (transverse electromagnetic) waveguide according to the IEC test method
61000-4-20:2010-08. It enables the user to measure large objects up to an area of 3 m
x 3 m at 9 m distance to the input port of the electromagnetic radiation. Maximum field
strength of several 100 V/m at frequency range between 10 kHz and 8 GHz can be
chosen in the mode which is relevant for the project. The target field strength values
previously calibrated by the RF generator which were set during the tests later on were
30 V/m, 10 V/m, 3 V/m, and 1 V/m.
Fig. 4 shows the RN sensor during the EMC measurements whereas Fig. 5 illustrates
this series of tests with both the UAV and the RN sensor positioned inside the
waveguide in front of its absorber wall. The absorbers suppress the creation of
stationary waves which is necessary to maintain a field of transverse waves as these
would most likely occur in the disaster scenarios, at least outdoors.
These EMC immunity tests have been performed according the standards EN 61000-61, “Immunity for residential, commercial and light-industrial environments”, and EN
61000-6-2, “Immunity for industrial environments”. Additionally, frequencies have been
selected to reflect the defined scenario with ship-borne RADAR S-Band (3020 MHz)
and X-Band (9375 MHz) and possible on-board transmitter using LTE and Wi-Fi
frequency bands defined in the ANCHORS system design. At a glance, these tested
frequencies and radio frequency (RF) field values have been tested:
•

80 MHz up to 1 GHz: 10 V/m

•

1.4 GHz up to 2 GHz: 3 V/m

•

2 GHz up to 2.7 GHz: 1 V/m

•

30 V/m at selected frequencies: 400 MHz, 810 MHz, 1840 MHz, 2400 MHz,
2660 MHz, 3020 MHz, 5200 MHz, 5800 MHz, 9375 MHz

Session 3: Video Surveillance, Sensors and Data Analysis

69

Future Security 2014

Berlin, September 16 –18, 2014

The sensor was tested both in a horizontal and in a vertical position, stimulated with an
incandescent gas mantle and a strontium sample in close proximity to the sensor. It
was running during the entire experiment; and no malfunctions occurred.

RN
Sensor

RN
Sensor

Figure 4: RN sensor during EMC measurements; positioned horizontally (on the left)
and vertically (on the right) in front of the TEM waveguide absorbers (grey pyramids at
the back).
However, since this sensor had previously undergone the gamma radiation hardness
tests, the decay time of the sensor’s scintillation detector had not elapsed. This led to
the fact that the scintillator was less sensitive than usual during the EMC tests.
The UAV tests were performed in the same test environment in horizontal and vertical
position. During the test runs, defined frequency ranges with logarithmic frequency
steps were chosen. Once the frequency was set, the system levelled the RF generator
to a target RF output power. The UAV was powered during the tests; the eight rotors
ran at a low speed. The data streams of the UAV’s three CPU boards were transferred
to USB converters and combined at a USB hub. The stream was then converted to
optical signals, then converted back to electrical USB signals and sent to a laptop. The
raw data were stored on an internal hard drive there, whereas the rotating status of the
UAV’s rotors was checked audio-visually. For each value of frequency, a dwell time of
2 s was chosen to wait for potential malfunctions of the UAV. If there were none, the
frequency was further increased. Two ranges of frequency were scanned: 1.4 GHz up
to 2 GHz and 2 GHz up to 2.7 GHz.

RN
Sensor

EM Field
Probe

Figure 5: Images of the EMC immunity tests with the UAV (on the left) and the sensor
on a hold (on the right), performed at the TEM waveguide whose absorbers can be
seen at the back; a gas mantle in front of the sensor served as a radioactive source for
the sensor tests during which the electromagnetic field strength was measured with a
probe on a separate stand (image on the right).
The frequency values at each of the selected field strength values were agreed to be
increased only until a point was reached when failures occurred; in order to avoid
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permanent damage to the UAV and the sensor, the field strength and frequency should
not be raised anymore then. However, such a situation did not occur. Despite the fact
that the UAV was accidentally over-tested by at least a factor 2 because of a wrong
amplifier with a significantly higher power than planned (200 W instead of 25 W), the
monitored functions of the UAV remained intact during the entire test procedure. In
such a RF environment which would be realistic, the UAV would still be operational.

3

SUMMARY

The UAV and/or selected components were tested with regard to their radiation
hardness and EMC. This is an important part of the project as the ANCHORS system
of UAVs shall be designed to operate in disaster areas with elevated gamma radiation
and RF sources, both external and internal. The interface between the UAV’s controller
unit and the RN sensor was also tested for the first time.
The measurements of a gamma source with the UAV in-flight with the RN sensor
attached yielded some preliminary results, but also revealed a variety of technical
problems which still existed at this stage. The quality of the mapping has to be
improved, and the gamma spectrum analysis has yet to be launched.
The gamma radiation hardness tests were performed at three selected dose rate levels
representing realistic conditions for disaster scenarios the project aims at. Since the
irradiation chamber was too small to test the entire UAV, several components (motors
and their controller unit as well as the flight control unit) were tested. Additionally,
calibration measurements with the RN sensor at gamma radiation fields with high dose
rate levels were performed. In the TEM waveguide, however, there is sufficient space
to test larger objects so the UAV itself could be validated with regard to its EMC as well
as the RN sensor. Again, preselected EM field strength and frequency values
representing realistic scenarios were chosen. All of these experiments turned out in the
negative, so the UAV and the RN sensor would be able to operate under the conditions
said scenarios would provide. In that respect, the tests were a complete success. The
UAV is very likely to be reliably able to operate in such scenarios. However, it would
have been preferable if the Fraunhofer INT could have been provided with more than
one RN sensor as the gamma radiation calibration tests obviously had some influence
on the EMC tests with this sensor which were performed subsequently. The negative
effect of the reduced sensitivity of the RN sensor during the EMC tests should have
been avoided.
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Abstract
By analyzing quantitative data gathered in nine European countries as part of the
SurPRISE project, the article shows how people may be willing to accept to be under
surveillance, provided they consider the measure to be accurate and effective, clearly
see that the measure targets criminals, and they consider system operators to be
trustworthy. On the other hand, if a certain security measure has the potential to reveal
sensitive information about the subject and people face the risk of feeling embarrassed
and exposed as a result of its implementation, public opposition rather than support is
more likely to emerge.
Keywords: Public perception, privacy, surveillance, deep packet inspection, smart
CCTV.

1

INTRODUCTION

The SurPRISE project, funded under the EU-FP7 Programme for Research, represents
an attempt to shed light on the complex relationship between privacy and security,
often understood as a zero-sum game, by investigating the role of surveillance in
mediating their relationship. When surveillance functionalities are embedded into
security tools and systems, the risk of facing a backlash, due to widespread privacy
concerns, might increase dramatically. Yet the traditional tradeoff approach, according
to which the right to privacy and the right to security should be balanced against each
other [1], fails to capture public understanding of security measures [2].
Not all members of the public interpret the relationship between individual privacy and
public security as a tradeoff [2]. Some people consider privacy and security as
intrinsically intertwined conditions, which are equally gained or equally lost. There are
also those who are very skeptical about surveillance-based technologies and the
question whether their implementation can be considered beneficial in any way. Finally
there are people who do not consider monitoring technologies highly problematic and
do not see their privacy threatened in any way by the proliferation of monitoring tools.
Difference in attitude toward privacy and security are often explained by saying that
people differ in their privacy preferences. On the base of 30 privacy-related surveys
conducted between 1978 and 2004, Alan Westin segmented the American public into
three different groups [3], which he respectively called privacy fundamentalist,
pragmatist and unconcerned to highlight their heterogeneous degree of preoccupation
regarding privacy-related matters. This tradition of studies unintendedly contributed to
reinforce the opinion that people who worry about their privacy are people who have
something to hide [4]. Neoclassical economic theory, for instance, always considered
the safeguard of privacy as a welfare diminishing policy strategy, as it creates
incentives for employees to lie or to hide unfavorable information about their capacities
[5], [6].
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If we consider the point of view of a developer of security systems, a persistent lack of
understanding of the reasons behind public opposition to certain security measures is
nothing but detrimental. The inability to appreciate the reasons behind – and to
respond to – privacy concerns can create important flows in the design of new
technologies. In the security context, it can be especially counterproductive not paying
enough attention to the way people perceive and assess the new technology. Security
technologies in fact should be able to increase public safety not only in objective by
also in subjective terms. Future security technology should help people feel safe rather
than unease or embarrassed.
Investigating the drivers behind public support toward surveillance-based security
measures becomes then of paramount importance for understanding how we can
create solutions which not only reduce crime but which has also perceived as useful,
legitimate and friendly. In order to contribute to the study of the factors influencing
public perceptions of security solutions, the following section will present and test the
effects of three main types of considerations which are important at the time of
assessing public support for security technologies.
The study focuses on the concept of acceptability, which indicates the extent to which a
specific surveillance-based security measure is considered to be acceptable. Being
acceptable means that: (1) the measure is received favorably or with approval; (2) its
adoption is considered a desirable or “good-enough” solution; (3) and it is capable of
being endured, because it is tolerable, adequate and conforms to approved standards
and societal values. Our definition is consistent with previous studies which define
“acceptability” as “the extent to which you approve of the security system and believe it
should be implemented as a routine approach” [7].

2

FACTORS INFLUENCING TECHNOLOGY ACCEPTANCE

2.1
2.1.1

Considerations regarding risks and benefits of security technologies
Perceived intrusiveness and perceived effectiveness

Previous studies on public acceptance of homeland security systems identified several
elements contributing to determining the degree of acceptability of a certain security
measure [8], [9], [10]. For example, Sanquist, Mahy and Morris [11] collected
psychometric rating data from 182 respondents based in the U.S. on risks and benefits
associated with 12 distinct types of homeland security systems. Participants were
asked to rate each of these systems with respect to 14 attributes, using a 7-point Likert
scale. Of the 12 systems studied, airport screening, canine detectors, and radiation
monitoring at borders were found to be the most acceptable, while email monitoring,
data mining, and global positioning satellite (GPS) tracking were found to be least
acceptable. Two fundamental dimensions were identified which accounted for most of
the variation in these 14 attributes. These dimensions, called “perceived intrusiveness”
and “perceived effectiveness”, respectively, have been applied in this study according
to the following definitions [12].
Perceived effectiveness refers to the extent to which a particular SOST is considered to
be effective in achieving a security goal. In this case, effectiveness encompasses both
perceptions of technical performance (e.g., national security benefit, accuracy) and
more general acceptability-oriented attributes (i.e., equitability, transparency, control).
The following sub-dimensions of the construct were measured:
•

Accuracy: the extent to which the security measure properly detects and
identifies risks or contains error-free records of one’s personal information.
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•

Perceived security: the extent to which there is a desirable outcome, as an
increase in personal safety, which follows as a result of the introduction of
security measure.

•

Validity: the extent to which the security measure actually addresses a real
threat, and uses appropriate data to identify that threat.

In contrast, the second dimension, called perceived intrusiveness, reflects the potential
invasiveness of a security system and it refers to the extent to which a particular SOST
is perceived to intrude into an individual’s personal sphere. Three sub-dimensions of
the construct were measured:
•

Risk of embarrassment: the likelihood that the application of the security
measure would lead a person to feel ill-at-ease, uncomfortable, self-conscious
or ashamed.

•

Intrusiveness: the extent to which the security system is forced upon a person
without invitation or permission.

•

Risk of human rights infringement: the extent to which a person believes the
security system might violate their human rights.

2.1.2

Temporal and social proximity of risks

When new technologies and measures are introduced, for the first time, in a specific
context, it is difficult to foresee, and comprehend, immediately all their implications as
well as their long-term impact. This uncertainty can be particularly disruptive for riskadverse decision-makers, who could overestimate risks and wait to receive more
information before taking any decision [9]. Traditional risk assessment analysis trays to
takes into consideration all sources of quantifiable objective risks, such as health or
environmental risks. Yet, people may also be interested in assessing other, more
intangible, contextual risks [2]. Most of these risks are subjective and come from the
human component involved in the management of any technological system.
For instance, considerations about the ability and intentions of the actors in charge of
managing the security system can guide people in the direction of either rejecting or
accepting an entire security system. The lay public could also be influenced by the
prospect of unforeseen long-term risks related, for example, to the way a new
technology will be used, or misused, in the future [10]. If the reasons why the measure
is introduced are not clear, citizens can also perceive the measure to be targeting them
and feel exposed [13] rather than protected under the gaze of the new measure.
Within this study, we have tried to capture and operationalize these considerations
through two proximity variables, which are called [12]:
• Temporal proximity, which refers to the extent to which future negative
consequences are likely to arise out of the implementation of a given
surveillance-based security measure.
• Social proximity, which refers to the extent to which a given surveillance-based
security measure has a well-defined target or whether it treats everyone as
potential suspects.
Besides investigating the proximity of certain risks related to the technology on either a
temporal scale or a social-space scale, the degree of trust in the security agents
managing the technology has also been measured and included in the explanatory
model. Institutional trustworthiness refers in fact to the extent to which a particular
institution is considered trustworthy, in the sense that it is perceived to be capable of
achieving its objectives, concerned about the welfare of citizens and likely to act in
good faith. Three sub-dimensions of the concept have been measured [12], which are,
respectively:
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•

Ability – whether the institution is perceived to be able to do what it sets out to
do.

•

Benevolence – whether the institution is perceived to be concerned about the
welfare of citizens.

•

Integrity – whether the institution is perceived to act in good faith.

2.2

Considerations regarding privacy concerns

2.2.1

Substantive privacy concerns

Privacy is the freedom from unwarranted intrusion upon oneself. Information privacy
extends the right of privacy from individuals to data about individuals – according to the
assumption that all information about a person belongs, in a fundamental way, to that
person, regardless of who possesses that information. According to Altman, privacy
refers to “the selective control of access to the self” [14]. And for Westin “privacy is the
claim of individuals, groups, or institutions to determine for themselves when, how, and
to what extent information about them is communicated to others” [15]. While
information privacy is commonly defined as “one’s ability to control information about
oneself” [16], [17], [18], physical privacy is here defined as the safeguard of an
individual’s space, which can refer equally to an individual’s body, geographical
location, social environment, or communications [12].
Physical privacy has four dimensions [12]:

3

•

Intimacy refers to the integrity of the human body, conceived as encounter of
biological tissues and emotional states. It not only reflects the sacredness of the
physical self, but also the need of respecting the most intimate relationships,
like the ones between lovers, family members or close friends.

•

Solitude, which refers to the ability to physically withdraw from social interaction.

•

Anonymity, which refers to the possibility of acting without being identified; it
represents a way of protecting individual behavior from collective pressure and
others’ expectations. The possibility of detaching one’s identity from behavior,
or to lose one’s identity to be part of a crowd, helps people feel free to make
mistakes and express freely their political preferences, such as in the case of
democratic elections.

•

Reserve refers to the capacity of maintaining communications confidential.

RESULTS AND DISCUSSION

3.1
3.1.1

Data
The SurPRISE citizen summits

As the lack of public participation in the design of security policies often contributes to
the persistent misinterpretation of public opinions and concerns related to national
security decisions, the SurPRISE project developed its own version of the citizen
summit participatory method [19] in order to engage the public while collecting
scientifically robust data. About 200 citizens participated in the citizen summit
organized in nine European countries. Participants received information about three
specific surveillance-based security technologies before coming to the event. These
technologies were: smart closed-circuit television (sCCTV), deep packet inspection
(DPI), and smartphone location racking (SLT). During the citizen summit, two out of
these three technologies were discussed in details and people were asked to make
their assessment by answering closed-answer questions through remote control devise
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and by writing their opinions and recommendations to policy-makers after discussing
with other fellow participants. Data about the following technologies were collected in
the following locations between January and March 2014.
• SLT & sCCTV: Aarhus, Denmark (18/Jan/14); Budapest, Hungary (25/Jan/14);
Kiel, Germany (29/Mar/14).
• DPI & SLT: Oslo, Norway (01/Feb/14); Florence, Italy (8/Feb/14); Switzerland
(Zürich 8/Mar/14, Iverdu 22/Mar/14, and Lugano 29/Mar/14).
• sCCTV & DPI: Madrid, Spain (01/Feb/14); Vienna, Austria (22/Feb/14);
Birmingham, United Kingdom (1/Mar/14 and 15/Mar/14).
3.1.2 Data collection based on survey method
A questionnaire measuring all dependent and independent variables, as identified in
the theoretical framework developed as part of the project [12], was used to collect the
data. Questions were displayed on a big screen at the center of the venue where the
citizen summit was held. Participants used remote control devices to answer the
questions, which in the large majority of the case where measured on a 1-to-5 points
Likert scale from “strongly agree” to “strongly disagree”. Questions on specific
technologies were introduced by a short documentary film presenting advantages,
disadvantages and open issues related to the specific technology in a neutral and
balanced way.

3.2
3.2.1

Analysis of data
Regression equation

The following equation, which is derived from the theory previously presented,
expresses the direction and expected influence of each construct on the dependent
variable.
Acceptability = individual demographic characteristics + perceived effectiveness
- perceived Intrusiveness + temporal and social proximity - substantive privacy
concerns + institutional trustworthiness.
3.2.2

Use of quantile regression in testing the association between the regressors
and the dependent variable

Quantile regression [20], [21] is a semi-parametric statistical method which can be
used to estimate the functional relationships between a set of covariates and the
dependent variable for all portions of its probability distribution. This technique helps
the researcher consider the impact of a covariate on the entire distribution of the
dependent variable y, and not merely on its conditional mean.
Quantile regression represents a very good alternative to ordinary least square
regression in presence of skewed dependent variables or non-normally distributed
errors. It is also invariant to monotonic transformations of the regressors and it is more
robust to outliers than least squares regression. Although it avoids assumptions about
the parametric distribution of the error process, the quantile regression estimator is
asymptotically normally distributed. Despite its computation requires linear
programming methods to minimize the sum of absolute squared errors, an optimal
solution can always be identified after a finite number of iterations.
When the 0.5th quantile, which is the median, is chosen, quantile regression becomes
known as median regression. In this case, the conditional median function Qq(y|x) is
used to assess the relationship between the independent and dependent variables, in
the same way the conditional mean function is used in linear regression. For this
reason, the interpretation of the results resembles the interpretation of the results of a
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traditional linear regression. Quantile regression results to be particularly useful when
extremes are important. It has been applied, for example, in the study of regular
volunteering on subjective well-being to compare the effect of volunteering on highly
happy and highly unhappy people [22], [23].
Within the context of this study, we are especially interested in understanding how
factors can exercise the same or a different influence on people who are highly
supportive toward the adoption of surveillance-based security measures and people
who are skeptical about their implementation.
3.2.3

Results

Results were computed by using the Stata command “qreg”, which estimates a
multivariate quantile regression with analytic standard errors. The same regression
equations have also been estimated by using the “bsqreg” command, which estimates
the model with bootstrap standard errors, retaining the assumption of independent
errors but relaxing the assumption of identically distributed errors, without producing
results substantially different from the ones presented here. In order to prove the
robustness of the results, the same regression equation was also used to predict
overall support for both DPI and smart CCTV.
As shown in Chart 1, participants in German-speaking countries manifested the higher
opposition toward both DPI and sCCTV. In contrast, British and Hungarian participants
were highly favorable toward sCCTV. On average, sCCTV received higher public
support than DPI. Despite the heterogeneity of the sample and the variability and the
degree of support for either DPI or smart CCTV in the six countries analyzed, when the
same regression equation was used to fit the model results were equally confirmed
(see Tab 1 and Tab. 2).

Chart 1: Frequency distribution of support for DPI and sCCTV by country.
Both median regression results, estimating acceptability of DPI and sCCTV, confirm
the importance of perceived effectiveness in motivating public support. Measures which
are perceived to be accurate, effective and which make citizens feel more secure are
more likely to be accepted. The fact that the measure is clearly perceived to target
criminals also contributes to increase public support. In contrast, the possibility that the
measure could reveal sensitive information about the subject making the assessment
or the potential risk that the measure could provoke embarrassment, contributes to
lower the probability of encountering public support. The degree of trustworthiness
people attribute to the security agency managing the system also plays a role in
fostering public support. But, while in the case of DPI it is the belief that security agents
will not abuse their power that influences acceptability, in the case of sCCTV it is the
belief that security agencies are competent at what they do which plays a major role.
Yet, by comparing the results of the 0.25 with the results of the 0.50 quantile, it is easy
to see how the effect of trustworthiness is not relevant for people who strongly support
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the security measure. Considerations regarding the level of trustworthiness of the
security agencies managing the system mainly influence people who are indecisive or
people who oppose the measure. The same is true for the risk of embarrassment,
which leaves people who strongly support the technology almost indifferent, while it
affects the perceptions of those people who do not accept the technology.
DV: Overall I support the adoption of deep packet
inspection as a national security measure

Coef.

t

1.

Age

-.028

2.
3.

Gender
Education

.158
-.039

4.

Earnings

-.038

5.
6.
7.
8.

Perceived effectiveness – accuracy
Perceived effectiveness – perceived security
Perceived effectiveness –validity
Perceived intrusiveness – risk of embarrassment

9.
10.
11.
12.

Perceived intrusiveness – intrusiveness
Perceived intrusiveness – risk of human rights
infringement
Social proximity
Temporal proximity

13.

Substantive privacy concerns – intimacy

14.

Substantive privacy concerns – anonymity

-.019

15.
16.
17.

Institutional trustworthiness – ability
Institutional trustworthiness - benevolence
Institutional trustworthiness - integrity
Constant
Quantile
2
Pseudo-R
N

.060
.021
.116*
.456
0.25
0.262
540

.216***
.096
.237***
-.102
.059
-.029
.152***
-.028
-.197***

0.75
1.45
1.03
0.98
3.46
1.53
3.53
1.62
0.81
0.45
3.31
0.37
3.23
0.30
0.95
0.36
1.78
0.84

Coef.

t

-.047

-1.62

.147*
-.029

1.74
-0.99

-.012

-0.40

.168***
.138**
.369***
-.103**

3.49
2.85
7.14
-2.13

.069
-.031

1.24
-0.62

.081**
-.032

2.29
-0.54

.223***
.033

-4.74

.028
.035
.156**
.586
0.50
0.424
540

0.57
0.75
3.11
1.39

0.68

Table 1: Quantile regression coefficients for factors explaining acceptability of DPI at
the 0.25 and 0.50 quantile. (* p < 0.1; ** p < 0.05; *** p < 0.001.)

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
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DV: Overall I support the adoption of smart
CCTV as a national security measure
Age
Gender
Education
Earnings
Perceived effectiveness – accuracy
Perceived effectiveness – perceived security
Perceived effectiveness –validity
Perceived intrusiveness – risk of embarrassment
Perceived intrusiveness – intrusiveness
Perceived intrusiveness – risk of human rights
infringement
Social proximity
Temporal proximity
Substantive privacy concerns – intimacy
Substantive privacy concerns – anonymity
Institutional trustworthiness – ability

Coef.

t

Coef.

-.029
.014
.051
-.003
.216***
.127**
.230***
-.166***
.056
-.018

(-0.87)
(0.14)
(1.41)
(-0.11)
(3.21)
(2.17)
(4.17)
(-3.29)
(1.14)
(-0.38)

-.025
-.028
.028
.008
.277***
.180***
.204***
-.116**
-.011
-.049

(-0.98)
(-0.37)
(1.03)
(0.30)
(5.38)
(4.05)
(4.85)
(-3.03)
(-0.29)
(-1.30)

.126***
.013
-.126**
-.003
.060

(3.24)
(0.25)
(-2.46)
(-0.06)
(1.02)

.078**
.015
-.146***
-.002
.099**

(2.63)
(0.37)
(-3.73)
(-0.05)
(2.21)
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Institutional trustworthiness – benevolence
Institutional trustworthiness – integrity
Constant
Quantile
2
Pseudo-R
N
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.087
.005
.241
0.25
0.325
552

(1.65)
(0.09)
(0.52)

.062
.018
.765**
0.50
0.455
552

(1.54)
(0.44)
(2.18)

Table 2: Quantile regression coefficients for factors explaining acceptability of smart
CCTV at the 0.25 and 0.50 quantile. (* p < 0.1; ** p < 0.05; *** p < 0.001.)

3.3

CONCLUSIONS

The present study has been an attempt to better understand the factors influencing
public acceptance of surveillance-based security technologies. Perceptions related to
two specific security technologies – i.e., deep packet inspection and smart CCTV –
were analyzed by means of quantile regression.
Security solutions are meant to foster public safety both in objective terms, by reducing
crime, and in subjective terms, by helping people feeling secure and protected. The
most important driver of public support toward controversial security measures is, in
fact, their perceived effectiveness. According to our results, people are willing to
support the implementation of surveillance-based measures as long as they think the
measure is an effective and appropriate national security tool, which increases their
personal safety. The fact that the security agencies which manage the system are
perceived to be capable and honest also contributes to lower public opposition toward
surveillance-based security measures.
The study also shows how adopting blanket surveillance strategies, which are
strategies implemented without a clear objective or focus, can be detrimental from a
public opinion’s perspective, as it may transform everyone into a potential suspect. As
confirmed in our analyses, it is important that security measures are used to target
criminals and the public receives clear information about the reasons and rationale
behind their implementation.
Regarding privacy, public support diminishes when sensitive information is collected by
the security measure and people could feel uneasy and exposed. The prospect of
facing potential privacy harms, such as the risk of embarrassment, may also trigger
negative users’ reactions.
Our results offer insights and sensible reflections on the kind of human and technical
characteristics a security system should have in order not to be perceived as an
intrusive and lamentable solution. The article represents a first attempt to sketch a
roadmap for developing acceptable surveillance-based security measures, capable of
addressing individuals’ privacy concerns while ensuring public safety. We hope that
these reflections will contribute to the emergence of a new win-win security paradigm,
able to replace the old privacy-security tradeoff, which considers privacy and security
as exchangeable goods and not as intrinsic intertwined and mutually reinforcing
categories.
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Abstract
This contribution describes an integrated system, designed for the real-time acquisition
and analysis of hyperspectral sensor data as well as the implementation of information
distribution.
There is a great dependency of our modern industrialized way of life on infrastructure
especially for transportations, energy supply and communications. Different measures
are needed to ensure resilience of systems and protect our society against violations of
these critical infrastructures. Potential threats result from, e.g., disruption or accidents,
natural disasters like hurricane, flooding, e.g., by rainfall, blizzards or earthquakes up to
terrorist attacks. The prediction of systems resilience requires a high-frequent
inspection of neuralgic infrastructures for an early detection of changes. Here, airborne
surveillance can assist as an essential part at early detection of hazard incidents, e.g.,
with high tide and flood monitoring, pipeline inspection or monitoring of all kinds of
infrastructure. During a crisis, airborne surveillance is a needed instrument for real-time
information support and coordination of rescue forces.
To embrace the challenging requirements, OHB System has teamed with Fraunhofer
IOSB and GEOSYSTEMS where each of the partners brings in its dedicated high
competence to realize an airborne multi-sensor remote sensing system driven by realtime capability, information accuracy and flexibility.
This advanced airborne hyperspectral remote sensing system consists of
•

a motor glider airplane with a flexible payload capability of up to 120 kg,

•

a flexible sensor suite equipped with
o a hyperspectral sensor covering the VNIR spectral range with a spectral
resolution up to 1.2 nm and 1024 pixel across track, leading to a ground
sampling distance below 0.5 m at a typical flying height of 600 m,
o an additional high-resolution RGB frame camera with a GSD of about
0.1 m and
o an inertial navigation system for georeferencing of image data,
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•

a high-rate radio data link system for real-time transmission of sensor data to a
ground control station,

•

a truck-mounted mobile ground control station for receiving and online
orthorectification of image data, exploitation and server based storage,

•

a web-based image exploitation and information distribution using satellite
communications.
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Due to its characteristics, hyperspectral technology enables the possibility to search
and detect objects by applying their own spectral finger print. Implemented algorithms
developed by the partner Fraunhofer IOSB offer the detection of predefined material,
e.g., oil on water, of modification in the surface vegetation generated by, e.g., leakage
of pipeline or changes in the soil due to water pressure on a dyke in a flooding. Even if
the system has a quasi-operational status, yet there is still a lot of scientific and
technological development and evaluation to be done. But this will go only ahead with
the specific user and his specific needs.
Keywords: Remote sensing, hyperspectral, data link, multi-sensor technology, online
georeferencing, MALE, web-service, OGC.

1

PROJECT BACKGROUND

The presented airborne platform enables large area-wide surveillance and has the
capability to transport up to 120 kg of payload. The combined utilization of
hyperspectral, thermal infrared (SWIR) and high spatial resolution VIS sensors
supports novel approaches for the detection and classification of hazards. The main
sensor component is a Specim ASIA Eagle II hyperspectral sensor, covering the visible
and near-infrared (VNIR) spectral range. With a high-rate data link, preselected sensor
data is transmitted online to a mobile ground station where data analysis and
information distribution occurs. The system is quasi-operational and was successfully
tested in 2013. OHB System AG supplies the airborne and mobile ground-based
infrastructure, developed the high-rate data link and performed system integration.
Fraunhofer IOSB provides the sensor suite with data acquisition, developed near realtime hyperspectral data preprocessing and analysis techniques [1]. The company
GEOSYSTEMS developed data preprocessing for the VIS data and implemented the
web-based data distribution for VIS and hyperspectral data as well server-based
geoprocessing over remote access.

2

SYSTEM OVERVIEW

Fig. 1 gives an architecture overview of the system. The airborne platform is shown
with its multi-sensor and data-link facilities as well as the preprocessing, data
distribution and processing capabilities on ground.

Figure 1: System overview.
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Subsystems and functions
Airplane

The airborne platform is shown in Fig. 2. It is the OHB-owned motor glider Condor I,
which is Stemme S10, improved for remote sensing and surveillance tasks.

Figure 2: Airborne platform – Condor I, equipped with two external load carriers for
data downlink (left) and sensors (right).
The airplane is two-seated for the pilot and co-pilot or sensor operator. Under each
wing, an external load carrier (wingpod) can be mounted with a payload capacity of
60 kg, respectively. In this picture, the right wing (left picture side) is equipped with the
data-link wingpod, and under the left wing the multi-sensor wingpod is mounted. Using
external load carriers has the benefit that the system can be easily adapted to different
mission tasks because different setups of external loads can be configured in only a
few minutes. The Condor I has a long endurance (up to 8 h) and low observability due
to low optical signature, low noise design and low radar cross section.
2.1.2

Multi-sensor wingpod

The multi sensor wingpod was developed by Fraunhofer IOSB [2]. It carries the three
main acquisition sensors (hyperspectral sensor, high-resolution RGB imager and IRvideo camera), an inertial navigation system (INS) and a high-performance data
acquisition unit (DAQ) to record and preprocess all incoming sensor data. It reduces
the data stream from 480 Mbit/s to 60 Mbit/s to meet the limits of the downlink rate.
When equipping a plane, several constraints as limited size, weight and power
consumption have to be considered. A careful selection and arrangement of
instruments has to be performed to fulfill mission needs. Fig. 3 depicts the chosen
configuration.
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Figure 3: Schematic layout of the multi-sensor wingpod.
HS: The AisaEagle from Specim was chosen as a hyperspectral sensor because it has
a high spectral (488 channels) and spatial (1024 pixel across track) resolution. It can
capture light in the VNIR range (400–970 nm) and is realized as a pushbroom scanner
[3].
VIS: The visible spectrum is captured by an industrial camera with a resolution of 4872
by 3248 pixels. It can capture up to 4 frames per second and has a compact form
factor.
IR: The used infrared sensor is a bolometer from Jenoptik which operates in the longwavelength (LWIR) region. It has a resolution of 640 by 480 pixels. This sensor will be
fully integrated in future work.
INS: The POS/AV 510 with the IMU-46 from Applanix has a clock frequency of up to
250 Hz. It provides the position and measures the speed with an accuracy of
approximately 0.005 m/s and the roll, pitch and heading with about 0.005°. The drift is
less than 0.5° per hour.
DAQ: In order to acquire and process data from all sensors simultaneously, a custom
data acquisition unit was constructed. It is small, light and energy-efficient enough to fit
into the wingpod, yet has the capability to record data from all sensors in the pod. With
this setup, custom software can be used to control the sensors, record data from the
sensors and perform preprocessing on-board. Besides sending selected sensor data to
the ground station, all acquired data are stored internally. So the complete gathered
sensor data set can be processed after the flight.
2.1.3

Data links

The other wingpod carries the data link system developed by OHB System [4]. It is
capable of handling the necessary data bandwidth with its downlink rate of 83 Mbit/s
over a distance of up to 250 km under line-of-sight (LOS) conditions. It uses a
multicarrier Coded Orthogonal Frequency-Division Multiplexing (COFDM) based mode
(MTV) which provides robust data transmissions in harsh environment to withstand
strong interference due to multipath propagation (e.g., urban terrain). The data link is
currently equipped with directional antennas mounted on highly agile gimbal pedestals
that realize an accurate pointing and a fast tracking of the opposite data link station.
The airborne system uses a small patch antenna in a sophisticated radome, and the
ground system is equipped with a high-gain parabolic antenna. A bidirectional
telecommand/-control VHF link with omnidirectional antennas and a data rate of about
19 kBit/s are also implemented. It is used to monitor and command the wideband data
link, sensors and in a later stage of expansion the equipment of the multi-sensor pod.
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Ground station

The airborne platform is controlled from the mobile ground station (Fig. 4).

Figure 4: Mobile ground station. Left: MTV-receiving antenna, van and aircraft radio
antenna (left to right). Right: Inside of the van showing server racks, command and
control workstations for data link and aircraft and sensor data screening workstation
(left to right).
Fig. 4 shows the MTV-receiving antenna on a separated trailer, the van, VHF- and
aircraft radio antennas and working places with the computer rack in the ground
station. Two working places are foreseen to perform the control tasks in the van. The
ground station receives the data of the multi-sensor equipment from the plane. Sensor
data preprocessing and screening are performed here. Preprocessed sensor data will
be set into a webserver to enable local or remote data access. Deeper data analysis
can also be performed in the ground station. For screening and analysis of data, two
additional working places exist. The mobile ground station is equipped with a 19” rack
and an air conditioner to house the data terminals and computers.
2.1.5

Sensor data screening

Sensor data screening can be performed in the ground station on the online incoming
VIS- and HS data. This gives the operator an easy way to monitor and control sensor
parameters and some flight conditions as well as gaining a first overview of the scene.
Due to the fact that the preprocessing of the HS pushbroom scanner data can be done
in near real-time (see 2.1.6), it is possible to screen three channels (e.g., RGB or falsecolor infra-red (CIR)) of the incoming HS data with the human eye, analogously to the
VIS screening. An even more powerful approach is to overlay the HS false-color or the
VIS image with an HS image exploitation result, depending on the task. It is possible to
search for certain predefined spectra with a fast spectral re-identification algorithm,
watch the result of a vegetation index or a fast classification algorithm in near real-time.
So the online image screening workstation can be augmented with automatically
created analysis results.
2.1.6

Preprocessing

The goal of the preprocessing step is to generate a georeferenced image based on the
HS data stream, so that it can be used by a geoinformation system (Fig. 5). The sensor
data is transmitted packet-wise via the data downlink. The packages contain data
collected in 1 second for each sensor. After receiving a package, the server starts the
preprocessing job immediately: First, a radiometric correction can be applied as long as
the data is still in the sensor coordinate system (SCS). Then, the SCS is transformed
into a map coordinate system, such as UTM-based in the WGS84 ellipsoid. The
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transformation is done by direct georeferencing. This means, that the extrinsic
parameters of each exposure of the pushbroom scanner have to be acquired by an
external sensor, in this case the INS. The relative offsets between the INS’s IMU and
the pushbroom HS sensor have to be known beforehand. These offsets are three
translations (leverarms) and three rotations (boresight angles). Accurate boresight
angles are crucial for the georeferencing quality. They have to be estimated imagebased by using ground control points (boresight correction). An extra calibration flight is
necessary beforehand. Also, the intrinsic parameters of the HS sensors optics have to
be known. The acquired HS image data can be re-projected onto the earth’s surface by
intersecting a ray for each pixel with a given digital terrain model (DTM) of the area,
since position and orientation are known for every pixel and every exposure. The
intersection process is done by a highly efficient raytracer [5], developed at the
Fraunhofer IOSB, which was adapted for this task. The result of this step is a point
cloud in a map coordinate system, with height information for every pixel (2.5 D). This
point cloud is rasterized using nearest neighbor interpolation and saved in the wellknown GeoTIFF format, including the relevant metadata. Every second, this process
produces a small GeoTIFF in hyperspectral resolution, transferred to an OGC-enabled
geodata server, in which it is stored in the catalogue together with the necessary meta
information.
In contrast to the pushbroom data, the VIS images are standard images, which are also
preprocessed by direct georeferencing and then stored in the geodata server. Both
image types can be accessed over an OGC viewing service in near real-time which
means roughly 5 s after image acquisition of the on-board sensors.

Figure 5: HS data preprocessing. Left: Pushbroom principle of the HS sensor. Right: A
package of raw HS data as transmitted from the aircraft as color infra-red (top), the
same package after georeferencing as transmitted to the GIS (bottom).
2.1.7

Local sensor data exploitation

The mobile ground station contains a workstation for image data analysis. Images
which are stored in the geodata server can be viewed and analyzed using desktop GIS
applications such as ERDAS Imagine. Algorithms and software can be tailored for a
special task and integrated into the ERDAS environment for intuitive usability.
2.1.8

Data distribution using web-services

The resulting geodata are stored in a spatial database and catalogued by the Open
Geospatial Consortium (OGC)-compliant webserver ERDAS APOLLO [6]. APOLLO
enables simultaneous online data access for users in the ground station and remote
access for distant users, e.g., in an operation headquarter in a secured environment
based on user access rights using standard web browsers or specific applications for
screening and analysis. Analysis may be done also remotely controlled on the web
server by a distant client using OGC’s Web Processing Service (WPS) on the server
[7]. Physically remote access can be afforded by WAN for example over 4G- or satellite
services.
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System performance and characteristics

Since this quasi-operational system is compact and mobile, it is easily deployable
worldwide and quickly available to operations. The AISA Eagle II HS sensor reaches a
ground sample distance (GSD) below 0.5 m and a sensor footprint width of 425 m at a
flight height of 600 m. The GSD of the VIS camera at the same height is about 0.1 m.
With a flight speed of 140 km/h and a typically daily endurance of 5 h, an area
coverage of nearly 300 km² is achievable. In comparison, the Hyperion HS sensor on
the EO-1 satellite provides a 7.5 km swath and 30 m GSD [8]. Airborne sensors have
the advantage of enabling a much more detailed spatial analysis but having a distinctly
reduced coverage.
Our multi-sensor system is optimized with respect to size, weight and power (SWAP) to
fulfill the needs of future unmanned aerial vehicles (UAV) applications using a modular
design approach. Since sensor manufacturers have realized the UAV trend, more and
more SWAP optimized sensors reach the market. This will give us the opportunity to
add additional sensors in the future or exchange existing sensors with increased
capabilities, e.g., a higher bandwidth region for the HS sensor.
The unique feature of the system is the combination of OHB’s wideband data link with
the HS and other sensors which enables us to transmit a large content of the huge
amount of acquired sensor data from plane to ground under LOS conditions. This
property makes it possible that near real-time data analysis and distribution is being
provided in the mobile ground station.

3

SAMPLE APPLICATIONS IN THE SECURITY DOMAIN

The introduced hyperspectral multi-sensor system in cooperation with the data
downlink and online processing chain is most suitable for time-critical remote sensing
tasks. Airborne remote sensing advantages allow a fast collection of spectral
information on large areas, especially long structures like pipelines, transmission lines
or dykes. Applications may be in the field of environmental monitoring and law
enforcement, disaster management, surveillance of critical infrastructure and
reconnaissance. The multi-sensor system provides fast situation awareness and helps
coordinating counter measures.

3.1

Detection of hazardous materials

Using a spectral re-identification algorithm, it is possible to detect expositions of
hazardous materials in particular oil spills in water. This allows fast organization of
counter measures. Oil causes a characteristic effect on the spectrum of waters, so that
oil-contaminated water can be distinguished from clean water (Fig. 6, left). The system
can also be used in a monitoring fashion to detect environment crime, such as unlawful
dumping of hazardous substances. It is also suitable for applications in law
enforcement, such as preservation of evidence.
Detection of environment hazards is not limited to water bodies. The system can be
applied on land and for different chemicals as long as they affect the spectrum of the
uncontaminated area.

3.2

Pipeline monitoring

Pipelines are very long but narrow structures and therefore very suitable to be
monitored with a scanning airborne system. Pipelines may be above-ground or subterrain. Above-ground pipelines may be inspected directly from the air if damage is
visible from above, but most importantly leaks can be detected indirectly by searching
for spilled material like crude oil or gas.
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To prevent damages, the introduced system can be used for surveillance tasks.
Threads to a pipeline are trees, digging activities or any other unlawful manipulation.
Trees and other vegetation can be detected with a vegetation index based on the HS
images. Also digging activities can be detected, because bare soil differs clearly from
grass. Also machinery and cars are easy to detect by HS or IR image exploitation.
People may be detected using the IR camera.

3.3

Dyke monitoring and flood control

Flood control is relevant for the security of people and infrastructure since two out of
three European cities are threatened by floods. Dykes are a main component of
technical flood control measures. To prevent flood catastrophes, dykes have to be
controlled and maintained. Airborne remote sensing allows frequent inspection of
dykes because of fast data collection and mostly automatic data analysis [9]. A healthy
and dense grass cover is essential for the function of a dyke. The grass protects the
dyke’s core from erosion, especially during a flood. Erosion is the main cause for
breaches in the dyke. The grass may be directly damaged by dryness, drift wood,
hoofed animals and vehicle tracks. Alien vegetation like weeds and trees loosen the
dense grass surface. The dyke’s core may be directly damaged by trees’ root canals,
but also by fossorial animals, e.g., moles and muskrats.
In order to prevent a dyke’s failure, a significant measure is to keep the turf healthy.
Therefore, damaged turf has to be detected with vegetation stress indices based on HS
images (Fig. 6, right). Trees and weeds can be distinguished from grass using
classification algorithms. Furthermore, anomaly detection finds deviations from the
operative condition of the dyke. Fault locations of the dyke are store in a GIS and
reported to an expert. The expert can evaluate the strength of the damage using the
VIS images and coordinate a ground team if necessary.
During a flood, dykes are stressed by long exposures to high water levels. Initially
damaged parts of a dyke become prone to the impact of the water’s force and weaken
the dyke furthermore by erosion. In the worst case, this leads to a breach and a
following flood catastrophe. Dyke monitoring during the flood to forecast possible
locations of breaches can help to determine counter-measures, such as reinforcing the
dyke or evacuating the affected people. These are time-critical measures which
demand fast acquisition and analysis of the collected data. The online multi-sensory
system with the downlink capacity is suitable for this task: Using the IR camera to
measure small temperature differences, classification between dykes that are moist on
the surface due to rain and dykes the core of which is soaked with water can be
performed considering changes in the thermal capacity. Great danger of inner erosion,
the piping, shows up as exit spots of water on the inland side. These spots can be
automatically detected, using context information, e.g., a topographic digital map of the
dyke. Previous knowledge, such as map information, is fused with the online collected
data stream and analyzed with a classification process.
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Figure 6: HS detections: Left: Detection of oil-contaminated water. HS infrared falsecolor image overlaid with classification result (green). Right: Detection of damaged
vegetation on a dyke caused by tractor wheels. Vegetation stress index based on HS
data, shown on VIS RGB image.

4

CONCLUSION

Distant surveillance tasks with a high coverage and various characteristics are enabled
by this versatile and adaptable system. Due to online communication, the data of the
sophisticated sensors can be exploited in near real-time in the ground station.
Operation headquarters can also access sensor data or exploitation results for fast
decision making. Since the system is piloted, it can be used very flexibly for different
missions. However, future work could be to integrate the sensor and communication
suite in an unmanned aerial system (UAS) to extend the possible applications in risky
environments. But a lot of work has to be done until UAVs of the corresponding class
may be utilized in civil air space.
Augmenting the radiometric data with geometric information, which are preferably
acquired simultaneously by an airborne laser scanner (ALS) increases the quality of a
supervised classification and reduces the effort of a human analyst by active learning
[10]. The digital terrain model for the orthocorrection preprocessing step could be
generated automatically in-flight by a Bayesian networks approach applying HS and
ALS data [11].
The development of another wingpod is scheduled, equipped with 3D sensor
technology in the near future. The sensors will be a configuration of two oblique VIS
cameras and a nadir VIS camera together with an airborne LiDAR sensor. This will
enable experiments with the objective of automatic creation of 3D models, for example,
from urban scenarios. Fusion concepts of 3D information with HS data should be
evaluated with this system.

REFERENCES
[1]

90

Schilling, H.; Lenz, A.; Gross, W.; Perpeet, D.; Wuttke, S.; Middelmann, W.
(2013) Concept and Integration of an On-Line Quasi-Operational Airborne
Hyperspectral Remote Sensing System. Proc. SPIE 8897, Electro-Optical
Remote Sensing, Photonic Technologies, and Applications VII; Military
Applications in Hyperspectral Imaging and High Spatial Resolution Sensing,
88970V.

Session 3: Video Surveillance, Sensors and Data Analysis

Future Security 2014

Berlin, September 16 –18, 2014

[2]

Lenz, A.; Schilling, H.; Perpeet, D.; Middelmann, W. (2013) Multisensor Platform
Fraunhofer IOSB EN. Datasheet, http://www.iosb.fraunhofer.de/servlet/is/44300/.

[3]

Specim. AISA Eagle Hyperspectral Sensor. Datasheet, June 13, 2014,
http://www.specim.fi/files/pdf/aisa/datasheets/AisaEAGLE_datasheet_ver22012.pdf.

[4]

OHB System AG. ARDS – Aerial Reconnaissance Datasystem. June 13, 2014.
https://www.ohb-system.de/ards.html.

[5]

Choi, B.; Komuravelli, R.; Lu, V.; Sung, H.; Bocchino, R.; Adve, S.; Hart, J. (2010)
Parallel SAH k-D Tree Construction. Proceedings of the Conference on High
Performance Graphics, HPG '10, pp. 77–86, Eurographics Association.

[6]

Intergraph. ERDAS Apollo. July 23, 2014.
http://www.hexagongeospatial.com/products/ERDAS-APOLLO/Details.aspx.

[7]

Runkel, I. (2013) Processing, Cataloguing and Distribution of UAS Images in
Near Real Time. ISPRS Archives – Volume XL-1/W2, UAV-g2013, 4–6
September 2013, Rostock, Germany.

[8]

USGS. Sensors – Hyperion. June 13, 2014.
http://eo1.usgs.gov/sensors/hyperion.

[9]

Elsner, A.; Ohle, N.; Zimmermann, C. (2006) Deichüberwachung unter Einsatz
der Fernerkundung. Mitteilungen des Franzius-Instituts für Wasserbau und
Küsteningenieurwesen, Universität Hannover. Heft 92, pp. 1–117, Univ.
Hannover, Franzius-Institut für Wasserbau und Küsteningenieurwesen,
Hannover.

[10] Wuttke, S.; Schilling, H.; Middelmann, W. (2012) Reduction of Training Costs
Using Active Classifcation Infused Hyperspectral and LiDAR Data. Image and
Signal Processing for Remote Sensing XVIII, 8537, pp. 85370M85370M-9.
[11] Perpeet, D.; Gross, W.; Middelmann, W. (2012) Automatic Generation of Digital
Terrain Models from LiDAR and Hyperspectral Data Using Bayesian Networks.
Remote Sensing, SPIE Proceedings, pp. 85370W85370W-7.

Session 3: Video Surveillance, Sensors and Data Analysis

91

Future Security 2014

Berlin, September 16 –18, 2014

PRIVACY-AWARE SMART VIDEO SURVEILLANCE REVISITED
Yvonne Fischer1, Erik Krempel2, Pascal Birnstill3, Gabriel Unmüßig4, Eduardo
Monari5, Jürgen Moßgraber6, Manfred Schenk7, and Jürgen Beyerer8
1

yvonne.fischer@iosb.fraunhofer.de, 2 erik.krempel@iosb.fraunhofer.de, 3
pascal.birnstill@iosb.fraunhofer.de, 4 gabriel.unmuessig@iosb.fraunhofer.de,
5
eduardo.monari@iosb.fraunhofer.de, 6 juergen.mossgraber@iosb.fraunhofer.de, 7
manfred.schenk@iosb.fraunhofer.de, 8 juergen.beyerer@iosb.fraunhofer.de
Fraunhofer Institute of Optronics, System Technologies and Image Exploitation IOSB
Fraunhoferstr. 1, 76131 Karlsruhe (Germany)

Abstract
In this article, the video-surveillance system NEST is presented. The architecture is
described in detail and the main benefits are highlighted. We especially address the
integration of privacy-by-design principles by usage control capabilities. Due to the
flexible architecture, the system can be adapted to special operation tasks. We will
present here different modules and interfaces that have been developed for the
scenario of searching a specific person that has left an object (e.g., suitcase). This may
be due to the inattention of the person itself, but it could also be on purpose, e.g., when
an explosive device is hidden inside. If such an abandoned object is detected, the task
is to find the person as soon as possible. The NEST system is therefore expanded by a
database including metadata, a timeline interaction, and a module that is able to search
for similar persons as identified at the suspicious object.
Keywords: NEST, video surveillance, privacy-by-design, metadata, video data archive,
abandoned object detection, person retrieval.

1

INTRODUCTION

Introduced in 2008 [1], the video surveillance platform NEST (Network Enabled
Surveillance and Tracking) has been a valuable testbed for smart video surveillance.
Key research topics of NEST are a flexible architecture, easy replacement of modules
and high adaptability to arbitrary surveillance tasks. More specifically, NEST decouples
low-level processing of sensor data, information fusion, and application services for
establishing a higher-level (symbolic) representation of the observed area and
performing semantic analyses on such abstracted data.
Having been a pure live monitoring system so far, the focus of research during the last
few years was on making the system able to support offline analysis on archived video
data, abstracted observations and semantic annotations. For this purpose, the NEST
system has been significantly extended, and a number of new research topics have
been addressed. Having focused on privacy aspects since the early days, NEST has
been augmented with a usage control infrastructure, which is able to enforce privacyrelated requirements, which are specified in usage control policies. Access to live and
archived data as well as the availability of privacy-intrusive functionality can be
restricted depending on event types to be handled.
When operating on archived data, NEST allows the same user experience as in live
mode. Using a time slider, the user can move the current operation time into the past.
Archived video data and abstracted data are replayed in a synchronous fashion and
additional analyses tasks can be triggered as in live operation.
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As exemplary unusual events an “abandoned luggage”-scenario with person retrieval
and an “Automatic Teller Machine (ATM) skimming” scenario have been selected. For
those scenarios, dedicated video-based detectors have been integrated in our system
for alarm triggering.

2
2.1

SYSTEM ARCHITECTURE
Modular system architecture

Fig. 1 shows the modular system architecture of the current NEST system. It shows the
decoupled services used for the current scenario. Colored in blue, the low-level
processing of sensor data addresses video-based methods working on single camera
views. The information fusion layer (colored in green) combines the results of them into
a comprehensive information representation and for establishing a higher-level
representation of the observed area. At the highest level (colored in red), application
services perform semantic analyses on such abstracted data. Additionally, the video
data is stored in an archive, timely synchronized with the semantic annotation storage
belonging to that data (colored in grey).

Figure 1: Modular NEST system architecture.

2.2

World model and object tracking

As the main module of the information fusion layer, the object-oriented world model
(OOWM) combines the results from the lower-level modules and is creating dynamic
objects out of them. It can be interpreted as a short-time memory of the system, in
which the short histories of dynamic objects are held. The processing flow is as follows.
The lower-levels create sensor observations that include the estimated position and
estimated attributes of the detected objects and events. The OOWM was extended with
a particle-filter-based tracking algorithm [2], which is able to work on multiple features
(e.g., height or color distribution of a detected object). Compared to a Kalman filter, the
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particle filter approach improves tracking of dynamic objects. Based on the fused
observations in the OOWM, a situational picture can be visualized by a humanmachine interface, see Fig. 2. Object tracks are visualized as white lines, current object
position as red circles. Additionally, camera positions and their coverage area are
visualized. The video stream visualization is presented on a second screen, but it is
timely synchronized to the visualization of the OOWM.

Figure 2: Visualization of fused information as dynamic object tracks (left) and
synchronized video streams (right).

2.3

Privacy-by-design

In order to enforce privacy-related requirements, usage control monitoring capabilities
have been embedded into the NEST architecture. Usage control (UC) generalizes
access control to the time after the initial access to data [3]. Requirements include
rights and duties, e.g., “data may not be forwarded”, “access to data must be logged”
and “data must be deleted after thirty days”. Usage control requirements are specified
in policies, usually via events. UC monitors consist of a policy enforcement point (PEP)
and a policy decision point (PDP). PEPs intercept events in the control flow of a
system. Depending on the PDP’s evaluation against the condition of a matching policy,
an event is allowed, inhibited, modified or delayed. Furthermore, a policy can trigger
obligations, i.e., access to a camera stream is granted, but occurring persons have to
be obfuscated before visualizing the images.
Usage control policies introduce the possibility to design situation-dependent video
surveillance measures. Depending on deployed computer vision technology, a
surveillance system is capable of detecting a certain set of incidents. For each
particular incident type, a so-called privacy-aware surveillance workflow [4] provides a
predefined set of policies specifying permitted means for human assessment as well as
permitted means for handling confirmed incidents.
The operation of the system thus decomposes into three operational modes. The
default mode is optimized for privacy, i.e., images are processed by algorithms (cf.
Sections 4.1, 4.2), and only abstracted data in terms of an overview map of the
observed area is released. As soon as the system detects an incident, an incidenttype-specific assessment mode is entered. This mode typically provides a suitable
visualization of the situation to be evaluated as well as temporary access permissions
for additional cameras or archived data from the previous few minutes. Assessment
modes should be designed to preserve privacy as far as possible, i.e., the application
of image obfuscation techniques should be enforced and access to data sources
should be restricted as much as possible. Note that assessment modes are not only
essential since computer vision algorithms running in default mode have to be
parameterized in a conservative manner, i.e., minimizing false negatives on the cost of
a certain amount of false positives that in turn have to be eliminated by a human
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operator. According to Article 15 of Directive 95/46/EC of the European Union, an IT
system must not make automated individual person-related decisions, which may
possibly lead to serious consequences. In case the incident is confirmed by a human
operator, an also incident-type-specific investigation mode is activated, unlocking
additional video surveillance functionality, e.g., retrieving a person, which is related to
the given incident (cf. Section 4.3). Investigation modes should optimize the utility of
the system and hence may allow the usage of functionality, which is considered to be
privacy-intrusive. However, based on the deployed usage control monitors, such
usages can be logged in detail in order to make abuse cases traceable (“guarding the
guards”).
3

3.1

SYNCHRONIZED METADATA AND VIDEO DATA ARCHIVE
Synchronized metadata and video data archive

The requirements for the archive can be characterized as follows: (1) Scrolling along
the timeline requires storage of video data, observations and semantic annotations, (2)
storage component has to be integrated into the NEST architecture, and (3) write and
read large amounts of time series data. All these requirements can be fulfilled by the
BigTable approach see [5]. For the concrete implementation, Apache Cassandra has
been chosen. Neither the use of database transactions nor strong consistency is
required. The video data with its large volumes is stored following the “time series”
principle, i.e., the timestamp is used as the column name. To allow sharding (see
Fig. 3), those time series are split into pieces of one hour length. In that case, the hour
is used as column name instead of the timestamp. If a given privacy policy requires the
stored data to disappear after a given period, this period can also be passed to the
storage, which then handles the removal of timed-out data.

Figure 3: Sharding with Cassandra (left) and storage communication (right).
From the architectural perspective, the archive contains two storages: the video data
storage and the annotations storage. Both storages are realized within a single
Cassandra cluster. Besides those storages, there are also interfacing components like
Data Access Service, Data Storage Service and Video Archive Service. Those
interfacing services encapsulate the access to the storage and are equipped with
usage control enforcement capabilities.
The task of storing the data into the archive requires only minimal changes to existing
components, since the storage adapters capture existing data streams like MJPEG
streams from cameras or observation messages via the NEST messaging
infrastructure (multidirectional channels for control and vide odata). For the opposite
task – retrieving data from the storage – communication protocols following the threestep handshake have been developed and specified. Fig. 3 shows one of these
protocols: The client requests some stored video data; the storage responds providing
the channel where the data will be sent; the client acknowledges the response and the
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storage starts transmitting the data on receiving the acknowledge message. The
messages defined in those protocols have to provide valid authorization information in
order to be processed by the interfacing services. The protocols also contain cancel
commands to abort long-running data retrieval tasks in case they are not needed
anymore. This also reduces the amount of privacy related data, which is released from
the storage.

3.2

Intuitive timeline interaction

The user interface shown in Fig. 2 is equipped with a timeline overlay depicted in
Fig. 4. The upper handle shows the current time point selected which can be either the
current time or a time point in the past. Additionally, the lower handles determine the
time interval of the visible information, e.g., the length of the dynamic object tracks.

Figure 4: Timeline for intuitive interaction with archived data.
The timeline allows several different interaction modes with archived data. First, a time
point in the past can be selected by the upper handle, e.g., the time point when an
event took place and the system raised an alarm. The slider can be moved forward and
backward in time and the video streams and the situational picture present a
synchronized view. The resolution and length of the timeline is flexible and can be
chosen with respect to the task, e.g., minutes, hours, days, or weeks. Additionally, a
playback can be started, which is also able to play the selected time interval in a loop.
The user interface makes use of intuitive control buttons as known from general video
players. Thus, the operator is able to analyze the happened event interactively and is
able to review it for validation.
The usage control infrastructure supports policies for governing access to archived
data via timeline interaction. For each particular incident type, i.e., task, the extent of
the accessible timeframe can be controlled. Also accessible timeframes can be more
restrictive within assessment mode than within investigation mode. For hindsight
investigations, i.e., accessing data concerning already resolved incidents, enclosing
intervals can be unblocked.

4

VIDEO PROCESSING FOR EVENT DETECTION AND VIDEO ARCHIVE
SEARCH

For proof of concept, two scenarios have been addressed to show the practicability of
this concept. The first scenario is the well-known abandoned luggage problem, as one
of the most critical issue for today’s security personnel at airports, train- or underground
stations. As a second scenario, ATM-skimming detection has been addressed.
For both scenarios, video analytics are responsible for processing of all camera
streams for continuous monitoring of the scene and for real-time alert in case of
detection of suspicious objects (luggage, Section 4.1) or changes in the scene (ATM
manipulation, Section 4.2). As described in Section 2.3, such modules run in default
mode of the system. Security personnel use such an automatic alert as a “hint” for subsequential investigation and video search for the person who causes the alert.
The basis for video search is hereby split into two components, person
detection/feature extraction (online), and feature-based person retrieval in video
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archive (offline). During continuous online processing, video analysis is performed to
detect all persons in camera views and to extract general appearance features for later
search (color of clothes, texture, etc.) (also running in default mode as described
before). During offline archive search (investigation mode), algorithms have been
developed for fast and efficient comparison of features between a person of interest
(selected person to search for in the archive) and all items in the archived object
database. A detailed introduction to our feature based person retrieval module is
provided in Section 4.3.
Detection of abandoned objects as well as ATM change detection are typical
algorithms, which are operational in an intelligent video surveillance system’s default
mode. Person retrieval, however, is an example for video surveillance functionality,
which is locked in default mode as well as in assessment mode in order to prevent
abuse and to reduce the system’s baseline privacy impact. Depending on certain
events, i.e., an abandoned object has been detected and the detection has been
confirmed by a human operator, the according investigation mode unlocks this feature
in order to determine the current location of the abandoned object’s owner.

4.1

Detection of abandoned objects

The detection of abandoned objects is based on Motion History Images (MHI) [6]
generated by accumulation of foreground binary images obtained by a background
subtraction approach. MHI are calculated by averaging binary foreground/background
images. Additionally, the more recent foreground/background images are weighted
higher than older ones. As an example, Fig. 5 shows the results of MHI for static (bag)
and a moving object (person).

Figure 5: Example for a Motion History Image. The detection approach searches and
analyzes external contours of motion history silhouettes (marked by the bold/cyan
lines) for abandoned objects.
The first MHI processing step is searching for motion history silhouettes (connected
external contours). Then, the region inside the contours is checked for homogeneity.
Non-homogeneity regions are moving objects and are not considered. Then, the
geometry of the remaining contours is analyzed. If object candidates have the
dimension of a human being, it is classified as it. All other kind of objects are postprocessed by further plausibility checks, and if they show plausible geometrical
dimensions for luggage or bags they are finally classified as new static objects in the
scene, which might be abandoned objects. In such a case, based on camera
calibration data, the geo-referenced position is determined by the system and a georeferenced alarm is sent to the world model via the event bus.
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ATM change detection

An “ATM skimming” scenario has been taken into account as a second exemplary use
case. For such an application, a static camera captures with high resolution the frontal
side of the machine and allows recognizing structural (texture, edges, contrast)
changes with a minimum size of approx. 3 mm.

Figure 6: A reference (background model) image of the ATM (left). Structural changes
of the machine (middle) results in a temporal stable and compact difference, which is
detected by spatio-temporal analysis of the change probability map (right).
Change detection on ATM is performed using a very slow updating background model
of the scene [7]. The background image is updating very slowly to consider daylight
changes only, while short-term changes in the image are assumed to be the result of
persons standing in front of the ATM, or short-term illumination changes. However, this
assumption is not sufficient for robust change detection, since in real-world application
illumination may also change fast (artificial light, fast weather changes, etc.). For
subsequent change detection, we used a simple but efficient illumination invariant
approach.
For each video frame in a first step, the image is sub-divided into patches (in our case
of approx. 50 x 50 pixel each). For each patch, a normalized zero-mean cross
correlation is performed to obtain a similarity coefficient between each corresponding
background model patch and image patch. Due to the mean-subtraction of each patch,
local illumination changes are compensated. The result is a similarity probability map.
Using a simple threshold, a binary “foreground map” is generated as shown in Fig. 6.
However, as in most cases due to clutter (e.g., noise, illumination changes or
compression artefacts) using simple thresholds often leads to false classifications in
real-world applications. To overcome this problem, our change detection module
applies a temporal filtering for evaluation of the binary foreground mask. A
manipulation of the ATM is defined as a local (spatially consistent), and temporal stable
change of appearance of the machine. If all conditions are fulfilled, similarly to the case
of the abandoned luggage detector a geo-reference alarm is sent to the model world
via event bus.

4.3

Person retrieval

When abandoned objects have been found or ATM tampering has been detected and a
corresponding alarm has been generated, a human operator must investigate the
situation. In such cases, the most relevant information is often where the person that
caused the alarm (i.e., left a bag or tampered with the ATM) came from and where it is
now. Even in moderately sized camera networks, this is a challenging task to perform
manually, because an operator can simultaneously view only a small number of
camera streams with sufficient attention to identify persons reliably. In order to aid the
operator in the task, our system provides a person retrieval component which greatly
speeds up such search tasks.
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When a person of interest has been found, the operator can select it, specify a time
range during which he wants to find the person’s location in the camera network and
start an automatic search. A number of image features are computed on the selected
query track of the person and compared to the features of past, recorded tracks. We
use a combination of color features (color histograms, color structure descriptors, colorextended SURF (“Speeded Up Robust Features”) and texture features (Gabor filter
bank, local binary patterns). Details on these features can be found in [8]. The features
of two tracks are compared using the Mahalanobis distance (for histograms) or the
Euclidean distance. Distance scores for different features are fused through a weighted
combination. Weights can be learned from ground-truth, if available, or set to be
uniform. Note that the features for recorded tracks can be computed at the time the
track is recorded. At query time, only the computation of features on the query track
and the feature comparison need to be performed. The system then generates a list of
result tracks from the requested time range sorted according to their distance to the
query track.
Using such a list, the operator can jump from one-person track to the next to quickly
find and verify positions of the person of interest and, if required, start new searches
based on this first list to follow the person further. Examples of such first-iteration
output lists can be seen in Fig. 7.

Figure 7: Result lists for person retrieval queries (in blue). Correct results in green,
wrong ones in red.

5

CONCLUSION

NEST has been extended with new video analytics and object-based tracking
capabilities. The revised architecture now allows for offline analysis, i.e., exploiting
archived data in hindsight. In order to reduce intrusions into observed persons’ privacy,
the concept of privacy-aware video surveillance workflows has been introduced, which
is based on an embedded usage control infrastructure. For each type of surveillance
task, such workflows govern the operational surveillance functionality and the
accessibility of the (archived) data for assessment and investigation purposes.
Obligations specified in usage control policies do also comprise the enforcement of
anonymization techniques, logging of user interaction with the system, and
enforcement of deletion duties.
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Abstract
Over the past decades, more and more people have decided to become city dwellers.
As a result, the settlement structure had to grow in size and complexity. In fact, it did
grow. It still does and so does the interrelation between buildings and infrastructure
supply systems. The simultaneous increase of natural and man-made hazards for
urban areas leads to a significant need for protection of this habitat and its
infrastructure. The present paper gives an insight into the developing process of a
benchmark protection portfolio starting from gathering a database of innovative
protection products through generation of input using advanced test facilities and
numerical methods up to implementation of the derived information into a user-friendly
guidance tool. Thus, the presented approach covers all fields of a resilience cycle in a
unique way and hence brings forward future urban security.
Keywords: Critical infrastructure, protective structures, urban security.

1

INTRODUCTION – NECESSITY OF A PROTECTION PORTFOLIO

During the last century, urbanization has become a major part of our social evolution:
100 years ago, Great Britain was the only society that could be regarded urbanized [1].
Nowadays, more than half of the world’s population lives in urban areas. In Europe, the
rate of urban population even rises above 70 percent [2]. Such a demographic trend
requires local expansion of infrastructure supply systems in all essential parts (i.e.,
mobility, energy, communication, etc.). Building planners have managed to establish
the required increase in size and complexity of infrastructure over the last decades. But
this progress is accompanied with an increase of interdependencies within the urban
environment. Breakdown of one component might result in failure of other dependent
parts of the system [3]. This vulnerability gives rise to concern, especially since urban
areas became objects of man-made hazards and attacks lately [4]. Deliberate attacks
on supply systems might cause cascade effects that go beyond previously coincidental
events.
Thus, the global challenge to protect people, the societal community and critical
infrastructures against consequences of accidental and intentional events has become
a major issue in the work of building planners. Design of new and existing urban
infrastructure requires approaches beyond common architecture and structural
engineering. Standards [5], [6], [7], guidelines [8], [9] and expertise [10], [11] for design
of protective structures have been issued and well-established by now. But although
building designers can work with this resource, their customers (stakeholders, building
owners and end-users) are rather interested in solutions than in design concepts. They
are attracted to ready-to-use products instead of prototypes, fast assessment tools
instead of time-consuming calculations and, most important, a cost factor so that they
can price their protection effort. This is where the developed portfolio [12] fills the gap
between experts and users:
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Single solutions are available to realize sufficient resilience of urban infrastructure.
However, in most cases, these solutions are found in course of research for projectspecific problems and require expertise. Since protective design will stay an essential
part in future, solutions need to be commonly available and to be established in normal
planning and building procedures just like the application of reinforced concrete during
the last decades. A catalogue with a pool of state-of-the-art and innovative protection
measures for both structural components and indoor air quality is an important step
towards this goal. To translate this innovative idea of a protection portfolio into action,
Fraunhofer EMI made significant contributions within the SPIRIT [12] project, funded by
the EC under the 7th Framework Programme.

2
2.1

METHODOLOGY – STRUCTURE AND INPUT OF THE PORTFOLIO
Overall structure

A consistent representation of the different protection products within the portfolio is
essential to create a neutral document. This prerequisite is accomplished by choosing
a set-up similar to a catalogue with different chapters for each protection category. The
main body of the portfolio consists of the detailed description of available products. It is
based on collected, compiled and analyzed data of various solution types. This
includes data of fiber concrete, strong and intermediate masonry retrofit and glazing
systems regarding explosive (E)-threats and monitoring plus filter systems regarding
chemical, biological and radiological (CBR)-threats. The data is broadened with input
acquired from surveys regarding further protection products available on the market.
The description of every product is such that building designers can comprehend its
technical principles and use it to estimate costs. For that purpose, we continuously
cooperated closely with different partners from the industry as representative end-users
and product contributors during the edition process.
Besides the general description, assessment diagrams for the single protective
measures give a significant input for the portfolio. The diagrams are directly linked to
the protection materials or solution type. Furthermore the diagrams are integrated into
a user-friendly guidance tool [12] for risk assessment with regard to efficient protective
measures. The integration of the portfolio into the tool helps to improve the most
vulnerable components of critical infrastructure. If the tool’s prediction leads to the
statement that strengthening respectively retrofitting of the analyzed structure is
required, the user is directed to the protection products of the portfolio. Thus, the user
of the tool is able to integrate the chosen countermeasure to the building and receive
information on its effectiveness regarding resistance of the building component. In
addition, it shows the effectiveness of the countermeasures compared to unprotected
building designs also on the economic level via related costs. Linking the tool’s data
with the protection portfolio completes the comprehensive security advisory approach.
Since the portfolio only contains systems that are ready-to-use and actually available
on the market, its practical relevance is of high magnitude. Fig. 1 displays the overall
structure of the portfolio catalogue and how it is linked to the guidance tool.
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Figure 1: Overall structure of protection portfolio and linkage to guidance tool.

2.2

Gathering input

Based on existing security systems, extensive test series have been developed and
conducted for detection and filtering systems, blast-resistant window/façade systems,
explosion-resistant columns and retrofit systems for walls. It was possible to analyze
the single systems beyond their proven efficiency against various CBRE-threats and
broaden their application range beyond the state of the art for the whole range of
possible incidents. To make the new findings available for potential customers, existing
evaluation diagrams have been updated and successively implemented in the portfolio
and the fast-running assessment tool.
In order to extend the database of investigated protection systems with a range of
standardized systems, web and literature research was conducted with regard to
technologies and manufacturers on the market. Relevant companies have been invited
to provide information on their products via specially developed templates. Additional
sources such as security conferences and exhibitions have been used to make direct
contact with potential contributors. To complete the database, further input was
continuously gathered via the project website. During the entire process of collecting
input, it was addressed that being part of this portfolio offers companies the opportunity
to be introduced to a wide array of professionally interested and diverse user groups.
Furthermore, special attention was paid that only actually available protection products
were considered for description in the portfolio. All this extra information decisively filled
the content of the protection portfolio and the guidance tool.

3

RESULTS – EXEMPLARY FOREGROUND

The additional value gained by the development of the portfolio goes beyond a simple
collection of state-of-the-art protection products. A variety of these products has been
analyzed and developed further to broaden their application range. To mention all of
the improvements would exceed the scope of this paper. This section uses protective
design for façade and wall elements as an example to represent the generated
foreground.
We have extensively characterized and also developed and improved a large variety of
safety measures for a wide range of façades or single wall elements in detail. The
introduced protection portfolio can be used to design structural components for future

Session 4: Urban Infrastructures

103

Future Security 2014

Berlin, September 16 –18, 2014

pressure [Pa]

security buildings and infrastructures. Fig. 2 shows the range of characteristic curves
for designing safety-relevant elements that have been derived: fiber concrete, masonry
and glazing. Single areas of application are described in detail in the following.
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Figure 2: Schematic overview of the range of characteristic curves for designing safetyrelevant elements: fibre concrete, masonry and glazing.
So far, innovative safety products for masonry walls had only been validated with
regard to single configurations and only for detonative loads in the far field [15]. Now,
load cases in near-field, in contact- und in confined areas are validated with
comprehensive systematic experimental analyses by means of different test facilities at
Fraunhofer EMI. For designing masonry wall elements, the application and load
spectrum of existing retrofit concepts was extended significantly. For example, the
resistance of lightweight walls (and panels) can be increased considerably.
Additionally, further potential was revealed combining and varying different construction
and protection elements. A new and cost-effective reinforcement system for masonry
walls for moderate load cases was developed and is now available on the market.
Derived iso-damage curves enable users (manufacturers, designers) to quickly and
easily evaluate resistance characteristics of different reinforcement concepts.
Accordingly, the resistance of DUCON® [16] ductile high-performance concrete was
characterized systematically. Comprehensive experiments at Fraunhofer EMI’s own
shock-tube facility “BlastSTAR” [17] were performed resulting in reliable design curves
to quickly determine the variable critical load.
As an example for glazing components, point-fixed glass façade elements were closely
examined with regard to their suitability to function as protective for modern urban
architecture. The results are very promising. Besides clamped windows, now another
type of façades has become potentially relevant to protective design which essentially
widens the range of applications of blast-resistant elements. A large number of
“BlastSTAR” tests with toughened glass and different laminated safety glass with pvb
and pc components allowed important insights and generated valuable results
regarding fracture and failure behavior of single materials for glazing elements. Again,
evaluating all test results offered a valuable range of specific characteristic and design
criteria which lead to another extension of the targeted protection portfolio.
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The complete range of data – regarding resistance characteristics as well as costeffectiveness – for the analyzed materials as described above is included in the
portfolio. Users (architects, planners, building owners) now have a comprehensive and
flexible basis for designing safe but also architecturally attractive buildings. Fig. 3
exemplarily shows the reduction of damage of a glass façade when suitable
configurations of glazing panes are chosen.

TG

LSG

Damag e g laz ing elements
0

1

Figure 3: Comparison of damage areas between façades made of common toughened
glass (left) and laminated safety glass (right).

4

SUMMARY

A protection portfolio has been developed for the essential parts of built urban
infrastructure. Options to reduce effects of defined scenarios such as integrating filter
or monitoring systems as well as reinforcement measures for façades or single wall
elements such as blast wall systems are now available for a comprehensive range. The
relevance of the results to applied security research in the building sector is obvious:
Buildings can be designed with a high level of security while allowing flexible decisionmaking and architectural attractiveness.
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Abstract
Critical infrastructures tend to become more and more complex. Various kinds of
simulations can help to manage this complexity. We introduce the SyMo/Ready
modeling and simulation system – an agent-based system especially dedicated to
complex system modeling, simulations, and analysis. We demonstrate this system’s
capabilities with an example from the EU project SECRET dealing with resilient railway
communication architectures. We show the different kinds of agents, their behaviors,
their communication, and how various scenarios can be modeled and simulated for an
analysis of such complex system dynamics under various conditions. We demonstrate
how agent-based models and simulations of complex technical systems are well-suited
for behavior analysis and resilience estimations.
Keywords: Agent-based modeling and simulation, scenarios, complex system analysis,
resilience analysis.

1

INTRODUCTION

Critical infrastructures tend to become more and more complex: as technical systems
with a large variety of interacting components, organizationally where different
stakeholders have to work together, and with dependencies between different
systems – within the same domain and across different domains. Consequently, safety
and security issues in critical infrastructures tend to become more and more complex,
too. This holds for a-priori safety/security issues like risk assessment and resilience
analysis as well as for real-time critical incident management.
Models and simulations have been proven as appropriate means to deal with growing
complexity. They allow us to capture the main aspects of complex systems and
investigate their properties and interactions under a broad spectrum of situations.
However, all experiences with complex models and simulations tell us that such
methods and tools are frequently neither easy to use nor to manage. There are many
different kinds of models and simulations (and tools), and typically their successful
application needs comprehensive technical skills and sophisticated experience to
manage them adequately. In a couple of EU and national projects, Fraunhofer IAIS
developed in recent years a new generation of modeling and simulation tools which
combine a broad range of modeling and simulation capabilities with ease of use (see,
for instance, IRRIIS [3], DIESIS [4], and EMILI [5, 6] and references therein). These
tools and the underlying methodology hide modeling and simulation complexity behind
intuitively understandable schemata for building complex models and mapping them on
powerful simulation tools.
This paper outlines one of these approaches: the SyMo/Ready modeling and
simulation tool [2]. With an example from the EU FP7 project SECRET [1], we illustrate
how complex system models can be built and simulated.

Session 4: Urban Infrastructures

107

Future Security 2014

2

Berlin, September 16 –18, 2014

THE SYMO/READY MODELING AND SIMULATION SYSTEM

SyMo/Ready can best be described as a light-weight agent-based system: the agents
are persistent software entities with their own types, internal data, and explicitly defined
behaviors. These agents communicate with each other by triggering events, and they
execute generically defined behaviors – resulting in complex system behaviors. SyMo
agents are especially designed to simulate complex behaviors of distributed
heterogeneous technical systems. They do not support complex reasoning as cognitive
agents typically do with their own knowledge base of beliefs, desires, and intentions,
[7–9] nor are they so simple that they are just data containers with simple pre-defined
behaviors (as, for instance, in some traffic or logistics simulations [10]).
The main challenges SyMo/Ready deals with can be summarized as follows:
-

Complex systems are frequently heterogeneous: They consist of components
and sub-systems of different kinds which interact with each other in well-defined
ways. Each of them comes with its own set of attributes and behaviors. An
agent-based approach is well-suited to deal with this diversity.

-

Complex systems are typically distributed and concurrent: Different processes
or behaviors happen independently from each other – triggered by external
events or by processes in related components/sub-systems. Each of these
concurrent processes may cause ramifications in related components/
subsystems which need appropriate treatment. This concurrency is a major
aspect for the behavior of distributed complex systems.

SyMo/Ready was designed and implemented to deal with these challenges in an easyto-use and efficient way. It consists of two main components:
-

The System Modeler SyMo: an in-house Java-based modeling software. It
allows us to model any kind of complex system as a collection of interacting
agents. Such models include all relevant sub-systems, components, their
attributes, behaviors, and dependencies. Attack scenarios can be specified as
part of SyMo models allowing us to model arbitrary sequences of external and
internal events, control reactions, propagations along dependency chains, etc.

-

The simulation system Ready is tightly coupled with SyMo and able to interpret
SyMo models according to the intended semantics of behaviors and scenarios.
The SyMo models include the entire information about all interacting agents,
their behaviors/attributes, and the descriptions of the concrete experiments to
be simulated (called scenarios). Behaviors can be anything between simple ifthen state changes and complex computation procedures. Ready supports
concurrent simulation execution.

There is no explicit logic in SyMo that processes anything. SyMo models only describe
the “what” – the real simulation is done in the Ready agent simulator where the
different behaviors are activated and executed. This relationship between an intuitive,
easy-to-use modeling environment and a powerful simulation execution framework
contributes significantly to the usability of SyMo/Ready.
A SyMo model is a collection of agents. Each SyMo agent has a type (its generic
description), a set of attributes collecting its internal data, and a set of generic
behaviors. The behaviors contain the various action and reaction capabilities of agents.
The overall system of agents, the execution of their specific behaviors, and the
communication between agents through trigger events result in the overall system
dynamics of the complex system as simulated by Ready.
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A RAILWAY COMMUNICATION NETWORK MODELED AND
SIMULATED IN SYMO/READY

In order to illustrate in more detail how SyMo/Ready works, we will show how a railway
infrastructure and communication system can be modeled and simulated. This was part
of the SECRET EU FP7 project [1] dealing with protecting railway communication
systems against electromagnetic (EM) attacks. The main approach in SECRET is the
innovative protected communication system, called dynamic protection system (DPS).
It is closely linked to the railway infrastructure topology and the existing communication
system; both systems are included in the DPS. The technical details of DPS are
investigated on a very fine-grained physical level taking radio frequency physics,
communication characteristics etc. into account. In order to evaluate the resulting
overall functionality of DPS and to assess its behavior under various internal and
external conditions as a system, we need models and simulations which bring the
various aspects of DPS together. An important pre-condition for a realistic evaluation of
DPS is to consider its dynamics, i.e., the various behaviors and their interactions over
time of different components and subsystems under different conditions. The
SyMo/Ready models and simulations are built and run for this purpose.
A DPS consists of different components:
-

The CHAM (central health/attack manager) is the main element of the DPS. It
provides the overall control functionalities and a complete overview on the
electromagnetic state of the railway infrastructure. Together with the control
center (see Fig. 3), it may react on detected abnormal situations in appropriate
ways.

-

Railway health/attack managers (RHAM) are distributed along the tracks to
observe the EM state of the railway infrastructure.

-

The train health/attack managers (THAM) are related to every train in order to
use onboard EM detection sensors to observe the EM state inside the train.

-

The multipath bidirectional communication system (MBCS) is responsible for
switching between transmission frequencies between train and CHAM since
this is the only wireless and thereby EM failure-prone connection.

-

Electromagnetic attack detection sensors continuously observe the data
transmission frequency spectrum used in the railway communication system.

Figure 1: Agent hierarchy legend.
These components together are aimed at resilient railway communication under EM
attacks. The study we describe here had the main aim to investigate how this resilient
behavior is emerging from the behaviors and interactions of the various systems and
components in this railway communication system.
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Each of these subsystems and components is modeled in SyMo as an agent of a
specific type (see Fig. 1), and each of these SyMo agents has its own generic models
of behavior:
-

The CHAM agent is defined as root and main subsystem
control/communication hierarchy.

in the

-

The RHAMs and THAMs are located directly below the CHAM and
communicate with it (see Fig. 3).

-

A MBCS is related to each THAM and manages the multipath wireless
communication between the train and the control center. RHAMs are wired and
do not need MBCS.

-

Detection sensors are at the bottom of hierarchy, each connected to its RHAM
or THAM.

The overall complex system behavior is the result of interactions of these components
and their behaviors. Though each of the behaviors is well defined and understandable,
and each interaction is clear the question arises if the overall system shows the desired
dynamics under all relevant conditions. The spectrum of potential overall system
behaviors is huge – taking all possible states, transitions, external conditions etc. and
their interdependencies into account. The question of complex system behavior cannot
be answered “locally” investigating point-to-point component interactions. It needs a
holistic view on the system as a whole including all interacting components.
Fig. 2 shows, as an example, a schema of the central health/attack manager CHAM as
one component in the new secret dynamic protection system. It contains a set of
variables with all relevant “proprietary” CHAM data (“Variablen” – see below) and a set
of generic behaviors (“Verhalten” – see below). Some of the variables needed for
simulations are:
-

The “isOperational” state, modeled as a Boolean value that defines the mode of
the agent if it is running or not.

-

The unique ID to identify a known agent in different parameter checks. By using
the unique ID, the CHAM can check the component’s validity. A wrong or invalid
ID will be logged and interpreted as possible compromising attack to the
communication network.

-

The initial “activeInterface” configuration which defines the used communication
interface at the beginning of a simulation run.
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Figure 2: Example model of a SyMo agent: the central health/attack manager.
Each agent behavior consists of three components: a set of pre-conditions, the body (a
procedure operating on the agent’s proprietary data), and the post-conditions. The preconditions are checked at simulation run time; if they are evaluated true, the main
“body” of the behavior is executed, and finally the post-conditions are executed which
change the agent’s attribute values according to the results of the procedure execution
and which can be used to send messages about value changes to related agents
(causing them to execute their appropriate behaviors).
Some behavior examples of CHAM agents are:	
  
-

The “Authorize” behavior verifies the authorization request of a new agent. At
simulation start, all the CHAM-underlying agents have to register at the CHAM
that they are available and active. The CHAM checks their unique ID. By this,
the CHAM can decide if a new agent is a valid one or maybe is compromised
by an attack event. The authorization behavior is also used in a similar way
during the continuous “KeepAlive” signal of each active agent.

-

After a successful registration process, the “Configure” behavior provides each
underlying agent a specific configuration setup with information about what to
do in the case of an attack and some other information.

-

If an agent registration process fails by any reason, the CHAM has the option to
disable the affected agent using the “SetOperationalState” behavior.

-

If the communication between train and CHAM is lost, the
“AdjustCommunicationPath”
behavior
changes
the
“activeInterface”
configuration. This is to re-establish the communication via a new
communication interface based on the well-known 4G mobile communication
standards (e.g., GSM, GPRS, Edge and LTE).

-

The “LogHistory” behavior is always running and logs every event, behavior
process and state change of all agents including the timestamps when they
occur. This is necessary for later analysis of simulated scenarios and attack
situations.

Similar behaviors are defined for the other agent types representing their typical
actions and reactions. These examples of agent behaviors demonstrate the great
variability available in SyMo/Ready for complex system simulations.
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Another main element in such simulations is inter-agent communication. In
SyMo/Ready, such communications are modeled as trigger events. A trigger event may
be caused by an external reason (for instance some variable is changed externally in
the simulation environment), or by a message sent by another agent.
Typical trigger events are:
-

A new health/attack manager agent registers at CHAM in the concrete
simulation run for the first time.

-

One or more health/attack manager agents anywhere in the railway network
topology detect an ongoing electromagnetic attack.

-

The communication signal between train and central health/attack manager is
lost.

There are a lot more trigger events in our DPS simulation, and they all need a special
treatment within the simulation. E.g., a detected electromagnetic attack initiates
cascading behavior performance in different agents because of the high impact of an
attack.

3.1

Scenarios

The agent models with their attributes, behaviors, trigger events, etc. allow us to
describe a complex system on every level of detail necessary for a specific
investigation. In some sense, such a model is the implicit representation of all potential
system behaviors. In order to investigate what this potential overall behavior looks like
and to evaluate it under certain criteria, we have to make the implicit potential behavior
an explicit concrete one. This is done by scenarios:
A scenario is a sequence of trigger events defined over time in a SyMo/Ready model.
In the DPS example, an EM attack performed by an attack agent on one of the DPS
system components is such a trigger event causing the attacked agent to react
according to the behavior defined for it. This may include that the EM attack is detected
by the sensors connected to this agent and that this detection is sent as a trigger event
to the related CHAM. If the attack is not detected, another behavior is triggered: The
sensors are destroyed but no trigger event is sent to the CHAM agent, etc. Other
elements in a defined scenario may be control actions which change physical attributes
or control states of systems/components (agents), or technical failures of a component
changing its way of behavior and its communication and reaction capabilities. A whole
set of countermeasures is defined for the health/attack manager agent adapted to the
kind and severity of an EM attack and resulting in different reactions to scenario
events. In this way, SyMo/Ready gives us great flexibility to investigate system
behaviors under a broad spectrum of conditions.

4

A CONCRETE SYMO/READY DPS SIMULATION

In the following chapter, we illustrate the capabilities of SyMo/Ready with a concrete
simulation experiment. A main architecture of a DPS system is shown in Fig. 3.	
  
It shows the main DPS components and how they communicate with each other: the
command center with the associated central health/attack manager agent (CHAM), the
track communication infrastructure with an RHAM agent and the connected sensors for
each track segment, the train communication system with the THAM and related
sensors for each train, and the ways how these components communicate with each
other.
In order to be able to analyze and evaluate the dynamic system behavior of a railway
communication system with health/attack managers and the train multipath
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bidirectional communication, we need complex simulations which take all relevant
system aspects into account:
-

The system structure, its topology, the component types, physical parameters,
etc.

-

The component and sub-system behaviors with their temporal characteristics
including their functionalities, their communications and interdependencies.
COMMAND	
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Railway	
  
Management
System
RMS-‐CHAM
Interface
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TRACK
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Figure 3: Logical architecture of the detection system.
In order to investigate the DPS system behavior, we have to instantiate the general
DPS architecture (Fig. 3) for a concrete railway and train configuration (see Fig. 4). The
railway topology with RHAMs, connected sensors and communication channels to the
CHAM, and trains on it with their THAMs and sensors are instantiated as a set of
related agents.
A whole set of scenarios can be defined for such an agent model with different attack
scenarios including different temporal, spatial, and physical characteristics of attacks,
different control center reactions, etc.	
  	
  

5

SIMULATION RESULTS AND ANALYSES OF COMPLEX SYSTEM
MODELS

A Ready simulation is the execution of an explicitly defined scenario as a set of
different kinds of trigger events and resulting reactions on a set of related SyMo agents
with their attributes and behaviors. In this way, the overall system behavior can be
determined and analyzed for a concrete situation as the result of all interacting agent
behaviors.
For the DPS example with the defined kinds of agents and their communications (see
Fig. 3), we used the concrete agent configuration shown in Fig. 4. We defined various
attack scenarios and investigated a couple of relevant aspects of the resulting overall
system behavior, for instance:
-

How long did it take the system to detect an EM attack of certain characteristics
(time, space, duration, EM intensity) performed on one of its agents?

-

How long did it take the control center to react appropriately on such an attack?
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How long did it take the system to re-establish communication to the attacked
components through alternative BMCS communication channels?

Fig. 5 shows an example of such an analysis: The temporal characteristics of “keep
alive” events communicated between RHAMs (and their connected sensor agents)
under an EM attack on one of them: RHAM_5. The RHAM_5 agent loses its
communication connection. This can not immediately be interpreted as an EM attack
because natural events can also trigger a non-hazardous short-term loss of connection.
Therefore, the CHAM monitors a pre-defined “keep alive” counter for each RHAM. The
figure shows the keep-alive timer decreases in 25 seconds from 5 to 0 within 5 fiveseconds simulation cycles when an EM attack happens. This behavior allows the
CHAM agent to detect the EM attack on RHAM_5 and trigger a corresponding reaction
(switching communication channels).

Figure 4: A concrete system configuration used in DPS simulations.
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Figure 5: Temporal behavior of RHAM-CHAM communication where RHAM_5 is under
EM attack.

6

SUMMARY AND CONCLUSIONS

The SyMo/Ready agent-based modeling and simulation system has been applied to a
complex system analysis of innovative railway communication systems investigated as
counter measures against electromagnetic attacks. Though each single aspect of such
an attack on one of the system components can be described precisely with
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appropriate physical models, the overall system behavior analysis needs a holistic
approach taking all relevant systems, components, their various behaviors and their
interactions and communications into account.
SyMo/Ready has been proved as an easy to use and very flexible modeling and
simulation system. Agents of different kinds with a broad spectrum of behaviors and
interaction capabilities can be defined and instantiated for concrete system
configurations. Complex system behaviors can be simulated and analyzed through
appropriately defined scenarios.
This allows us to perform holistic analyses of complex system dynamics which similarly
can be applied to many other fields of technical and other systems.
In this paper, we described the models and simulations of an innovative railway
communication system under investigation in the EU FP7 project SECRET. We
analyzed the complex system behavior and investigated the resilience of the
communication system under electromagnetic attacks.
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Abstract
Nowadays, information and communication technology infrastructures, as used in
critical infrastructures (CRITIS), manufacturing plants or distributed sensor networks,
have become very complex and dependent on automation. This does not only demand
higher bandwidths and bit rates in connecting network technologies; furthermore, major
security issues arise as seen over the last years.
The goal of our approach is to enhance the security of CRITIS throughout all levels of
the automation hierarchy, as shown in Fig. 2, against unknown cyber-attacks. This
includes the automatic detection and user-friendly reporting of attacks, malfunction or
misuse. The scientific innovation rests upon several new approaches including
distributed pattern recognition in sensor networks, side-channel analysis, dynamic
process fingerprinting and process anomaly detection, realistic attack simulations and
last but not least a user-friendly reporting. It includes interdisciplinary research areas
and partners of operating companies as use-cases which allow the researchers to
develop their methods on a basis of authentic data.
Keywords: Cyber security in CRITIS, anomaly detection in CRITIS, industrial process
security, interaction security, platform security, simulation.

1

INTRODUCTION

The protection of infrastructures, especially in critical areas, is one of the major
challenges for the operating companies. Since the discovery of the computer worm
Stuxnet [1] and later observed so-called “advanced persistent threats” like Flame and
Duqu [2], [3], awareness has risen. These security flaws also pointed out, that the
software used to launch the attacks gets more complex and evolved. Further effort has
to be done to secure the automation systems in critical areas especially in interaction
with other systems, but operating companies mostly have to secure their infrastructures
on their own.
Extensive studies like [5] by the European Union Agency for Network and Information
Security (ENISA) have been published along with guidelines like [4] by the US National
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Institute of Standards and Technology (NIST) to enhance security in these kinds of
infrastructures. These publications mainly focus on organizational topics or on
technological implementation of existing technologies like firewalls, demilitarized zones,
keeping the systems up-to-date or the use of anti-virus software as well as rising
awareness among managers and operators of these infrastructures.
Nowadays, we face completely new kinds of attacks like return-oriented programming
[6], where the attacker uses the code of the software installed on the machine itself to
produce malicious behavior, or side-channel attacks [7], where data can get extracted
through channels the inter-dependence of which to the systems was not clear before.
Sophisticated attacks can be unleashed from stealthy platforms already implemented in
personal computers, which are persistent and have complete access to the main
memory [8].
These new threats cannot be detected using common security measures. For the
worse, the costs to launch a sophisticated attack are getting lower. Frameworks like
metasploit [9] are freely available and enable network operators to test their networks
for security flaws (penetration testing). While those tools are very important to enhance
the cyber-security, they can be used maliciously by an attacker, too. Furthermore, it is
nowadays very easy to find the right target for an attack. Tools like the Shodan search
engine [10] simplify the task. In combination, [9] and [10] lead to sophisticated attacks
by non-sophisticated attackers.

2

PROJECT DETAILS

The research project [21] investigates an interdisciplinary and broad approach to
enhance security in CRITIS by detecting unknown anomalies throughout all levels of
automation, including the operator interface and the operators themselves. This
includes the automatic detection and user-friendly reporting of attacks, malfunction or
misuse. To do so, we implement a novel runtime monitoring system in different parts of
the automation and information infrastructure without noticeable consumption of
resources. The scientific innovation rests upon several new approaches including
distributed pattern recognition in wireless sensor networks, side-channel analysis,
dynamic process fingerprinting and process anomaly detection, realistic attack
simulations and last but not least a user-friendly reporting and organizational
optimization. It includes interdisciplinary research areas and specific use-cases by
partners of operating companies which allow the researchers to develop their methods
on a basis of authentic data. Fig. 1 shows the five research areas and four use-cases.

Figure 1: Project overview.
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Figure 2: Evaluation platform.
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Interaction security

2.1.1

Motivation

When IT administrators of infrastructure organizations justify their IT-security concepts
with the argument that operators in control rooms must be protected from excessive
strain and vice versa technology from operators, then this mutates into overly routine
work, as is seen in the case of automation where the distance to the primary
infrastructure network system is increased. Taken into account that the computerbased automation system is inserted between the primary system and the operator, the
activity as well as the responsibility for the processes is distributed between both
operator and technology. What has been called “safety culture” of an organization thus
changes due to automation and the economic pressures behind it, the immediate work
flow of the personnel, the tacit knowledge about the infrastructure within the respective
organizations.
The secondary IT system supports and increasingly determines the primary work flows;
however, it may also interrupt the responsibility of operators, whose importance
decreases, which in turn may cause unease and reduced work motivation. It can be at
stake what has been called the “irony of automation” [16]. The more reliable system
automation gets and the less the human operators are involved, the higher the chance
of less attention, whereas this effect depends very much on the nature of the medium.
Moreover, the layered architecture of supervisory control and data acquisition (SCADA)
systems gets increasingly complex and hierarchically encompassing all levels, from the
field to control and beyond. The interaction between operator and technology is less
based on the factor of direct interaction but trust in technology, reflected through the
classical three of IT security: “integrity”, “availability” and “confidentiality”. The
technology itself becomes distanced in terms of space and time, abstracted, as an ever
increasing number of systems and sub-systems are connected, which, in regard to IT
security, first of all has consequences on whether, how and to whom or what certain
events such as disturbances can be attributed.
2.1.2

Concept and innovation

Given this complex relationship between control room operators, IT administrators, the
primary supply network and the secondary IT system, the first aim of the sub-project
interaction security is to understand the operating and communication practices
between all entities involved in that assemblage. Based on system analyses and nonparticipatory observation in control rooms of supply infrastructure systems of three
different sectors, the overall objective is thus to develop a typology of reaction:
•

How are systems used on a daily basis, how are disturbances detected,
attributed as dysfunctionalities, failures, attacks, located, and communicated
within the respective organization and between responsible organization units
as well as external stakeholders?

•

How are these disturbances as attacks traced and mitigated? How is this risk
communication reflected, assessed and trained?

•

What impact may further anomaly detection alarms have on cyber threats as
invented by the partner project? How can they be reasonably implemented in
the alarm and warning system?

The innovation of this projects is less to be seen in regard to a technology solution as
such, but in the understanding of how decision making takes part in such insecure
environments in order to phrase requirements for the technology solutions developed
by the partners which shall be tested in cyber simulation exercises based on attack
scenarios and the reaction typology invented.
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Preliminary results

System operation takes part under increasing abstraction; while the human perception
gets decoupled from the primary processes and infrastructure assets, the availability of
trained personnel, e.g., to staff primary system assets on-site in case of events,
nevertheless will stay of high significance if an acceptable level of infrastructure
security shall be achieved. Therefore, operators should not to be seen as “enemies” of
IT systems [15], but first of all as elements of security and safety. This is true not only
in cases of attacks but already on the daily basis as detecting system irregularities, for
example, by constant checks comparing values on the screens, can become crucial in
an event of an attack. If the human operator fails here and an attack actually gets
through, the probability of causing real damages increases substantially.
The human practices imply risks as every other system element, but they also imply a
usually unseen high potential of compensating defects of cyberspace. It is easy to state
today that there is an ever increasing number of threats; it is less easy to state a why
many of them have been mitigated in their effect. However, the security relevance of
system operators has its precondition first in their tacit knowledge of individual systems
and their assets due to long-term work experiences.
In regard to the SCADA systems, it is of importance that this tacit knowledge is
somehow considered in the security system design as, for example, in regard to
warnings and alarms, prioritizations mechanisms, etc., but also in regard to what could
be called a constructive mistrust in general on what is represented on the screens.
Required is a two-sided acting based on this constructive mistrust towards the multilayered machine, but also an intensified knowledge exchange between operators and
administration in order to clarify strategies in cases of unclear responsibility
assignments.
Last but not least, exercises on IT system failures and attack scenarios are necessary
to improve crisis communication between all necessary stakeholders and units
involved.

2.2

Platform security

Among other things, critical infrastructures rely on classical Windows-based x86
computer platforms to run SCADA software such as WinCC. However, the popular x86
platform and especially the Windows operating system are well-known to adversaries.
A security vulnerability exploited by an adversary can cause significant damage to
critical infrastructures and, hence, to all entities that rely on them.
2.2.1

Motivation

The malicious software Stuxnet [1] demonstrated that x86 platforms can also be
exploited to sabotage a nuclear program. Stuxnet can be considered as an example of
an advanced persistent threat [2]. State-of-the-art security software such as anti-virus
software and intrusion detection systems are unable to detect such professional
attacks when conducted for the first time. State-of-the-art security software significantly
relies on signature-based checks. Unfortunately, the signature of malicious software
can only be derived if the malware has been identified by the anti-malware community.
The anti-malware community usually reveals new malware when the malware has
been used to conduct an attack in the wild. This demonstrates that state-of-the-art
security software is limited and new approaches are required to protect critical
infrastructures.
2.2.2

Innovation

Since signature-based platform checks are limited, the sub-project platform security
aims at discovering and exploiting side-effects that occur when an x86 platform is
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under attack. The side-effects are related to hardware-based platform events. The goal
is to implement an agent that is able to permanently monitor hardware-based platform
events with negligible performance overhead. These events are the basis for the sideeffect analysis. One assumption of this project is that the software stack of an x86based computer platform in an industrial environment is less dynamic compared to a
typical consumer platform. For example, a consumer platform usually runs computer
games or video telephony software and handles much more user input. However, the
agent that measures the platform events is protected by a special isolated execution
environment (platform peripheral) that has a dedicated processor as well as dedicated
runtime memory. It is assumed that the adversary is unable to access the isolated
environment. Hence, this environment is considered as part of the trusted computing
base. It also provides an out-of-band network channel, which is inaccessible by the
Windows-based host system to report the results to the external operator platform.
2.2.3

Concept

The fact that malware can be identified using hardware-based events was
demonstrated in [11]. However, x86-based platforms in critical infrastructures were not
considered by the presented proof-of-concept that only focuses on so-called direct
memory access (DMA) malware [12], i.e., malware executed on platform peripherals
that access the main memory without any involvement of the host CPU. The concept is
based on performance monitoring units [13] that are present on modern Intel CPUs.
These units are intended for identifying performance bottlenecks when developing
software. However, in this project the units are exploited to measure the hardwarebased events that are the basis for the side-effect analysis. Intel’s Manageability
Engine (ME, see [14]) is used to protect the agent that samples the performance
monitoring units. The ME is a microcontroller-based execution environment that is
isolated from the host CPU, i.e., an adversary who compromised the Windows-based
operating system is unable to attack the ME from the host CPU. An out-of-band
network channel is also part of the ME execution environment. Usually, the powerful
ME is used by administrators for remote platform management.
2.2.4

Preliminary results

The assumption that the software stack in an industrial environment is less dynamic
could be confirmed in a first experiment. A performance monitoring unit driver for
Windows was implemented to measure hardware-related events on a typical consumer
platform and on the industrial system. Measurements were taken in three scenarios (no
user input vs. normal user input vs. significant user input). The number of measured
events was higher on the home platform in all three scenarios.

2.3
2.3.1

Process security
Motivation

The boundaries of the classical automation hierarchy between the supervision-,
control-, and sensor-level, as shown in Fig. 2, nowadays limit existing monitoring
systems in the detection of malfunction, misuse or attacks. Advanced persistent threats
[1], [2], [3] use these boundaries to hide real conditions from the operators, faking
important process values. This is done, for example, by attacking the nodes that
connect the different levels. Since industrial automation technology was not designed
keeping security in mind, we postulate that attackers will be able to find a suitable
attack-vector. As long as these technologies are at stake, we need to detect and react
to these kinds of attacks.
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Innovation

The idea in the sub-project process security [20] is the development of methods for
automatic detection of anomalies in an industrial process. This is done by researching
a monitoring system that captures data in different parts of the automation hierarchy,
that is able to detect anomalies and is able to integrate the innovations of the other
core research areas into this process-wide monitoring system. It is important to
mention that the approach is designed to detect anomalies that are unknown to the
system at the time of integration into the process, unlike conventional systems that rely
on signatures or other known patterns for each anomaly.
2.3.3

Concept

The achievement of these objectives is coupled with the identification of features and
causations of each process in every use case, forming a significant pattern – a process
fingerprint – that is observable. The challenge is the complexity of processes in critical
infrastructures where deviations of normal process behavior have to be dynamically
adopted without generating a false alarm. The most important toehold is the analysis of
causal chains, which are already defined in the different layers of the automation
pyramid in terms of software. We define an anomaly in this scenario as an interruption
of this cause-and-effect chain, which is caused either by a technical malfunction or
manipulation, e.g., a cyber-attack.
Suitable techniques in the research areas of pattern recognition and machine learning
are applied to detect a disturbance in this cause-and-effect chain. To detect abnormal
behavior in the daily routine of CRITIS, we have to apply dynamically adopting
methods and algorithms. This is because the whole systems behavior is changing
according to different reasons that are mostly unknown to the system itself. For
example, if we look at an event like a football game, during the break we can observe a
significant increase in the amount of sewage water at the stadium. The same applies to
heavy rain showers in parts of a big city. For both examples, an automated anomaly
detection mechanism could produce a false alarm, forcing the operators to react. If the
operator gets used to these false positives of the detection mechanism, he would
naturally lose trust in the detection mechanism, rendering it dispensable. Our approach
rests upon the availability of sensors data as well as a model of automation technology,
which is periodic and predictable regarding systems behavior.
The health state of the computer systems on the control and supervision level, as well
as the networks conditions is monitored and reported to our process monitoring
system. For the model, we can define the normal behavior by capturing data in different
parts of the whole process. This normal behavior is used as training data in a semisupervised scenario [17].
2.3.4

Preliminary results

To develop and test the concept, we implemented a simple experimental scenario
where three programmable logic controllers (PLC) control a simulated waterworks plant
containing two pumps and different feeder gates. One part of this experimental
scenario is the engine-control implemented on the PLC. Here, we implemented the
PLC code for the controller and transferred it into a Petri network, which represents the
aforementioned model of automation technology. This Petri network can be simulated
using real input data from the use-cases. This simulation can then be used to predict
probable process states, revealing faked data by an advanced persistent threat. This
process state prediction is part of our anomaly detection framework.
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Simulation platform
Motivation

Exposing automation systems, particularly critical infrastructures, in running operations
to cyber-attacks and their countermeasures is neither feasible nor allowed. Besides
these constraints caused by the facility operators, the development of detection tools,
such as described in the above sections, needs access to reliable data based on a
wide variety of system states. The acquisition of training data is a main focus in the
development of the simulation environment. Thus, setting all modules of the simulation
in an arbitrary, defined state in a reproducible and deterministic manner is necessary.
Support by well-defined software tools for the configuration and the scenario
management is needed. Achieving these requirements is the main research topic for
the desired simulation environment and supporting tools.
2.4.2

Innovation and concept

Currently, there is no secure system. The costs and complexity for a successful attack
vary widely. Keeping this in mind, we do not consider the actual attack vector but will
simulate the effects of an attack. A wide variety of tools is available on the market to
simulate automation systems with a focus on safety and general behavior. The
simulation of attacks or attack patterns is growing ([18], [19]) but needs improvement,
especially with regard to the protocols used in this project, such as ProfiBus, ProfiNet
or ISO/IEC 60870-104 (IEC104). At first glance, the simulation environment is rather
heterogeneous caused by the different operating companies, but there are several
common elements. To realize the most realistic simulation with a high level of detail,
we focus on hardware-in-the-loop simulation where possible with the authentic
software and hardware modules in the simulation as in the field.
The design of the simulation environment is deduced from a risk analysis of the facility
and possible attacks. In close understanding with the operating companies, system
integrators and specialized software vendors, the design and considered modules of
the simulation in combination with feasible attacks were selected. In addition, we have
taken into account the coverage of all levels of the automation hierarchy in the
simulation environment, compare Fig. 2. Possible attack points are the supervisory
control and data acquisition (SCADA) systems, the programmable logic controllers
(PLC) and the intelligent sensor/actuators. Additionally to these discrete components,
attacks on the communication channels between these elements have to be
considered. On the SCADA level, we focus on the supervisory control system of one
project partner. Thus, we can show attacks within the SCADA system as well as in the
underlying levels by a specialized simulation module interconnecting with the control
system using the IEC104 protocol. On the PLC level, we focus on adapting the PLC
programs to modify the behavior as a real attacker would do. The numerous elements
on the field level are simulated by means of the WinMOD simulation tool.
Another challenge is on closing the gap between extracted data from the productive
systems and data generated by a simulation environment. Usually, simulation models
for development and testing exist. But it is difficult to set up a facility parameter set
which puts all modules of the simulation in an arbitrary defined state other than the
initial state. To do so, a consistent data acquisition for each simulation object is
necessary. We develop tools to enable these tasks.
2.4.3

Preliminary results

At the moment, the analysis of different critical infrastructures is completed and feasible
attacks are selected. As mentioned, we developed a simulation module to connect with
a SCADA system using the IEC104 protocol. Therefore, the entire protocol is
implemented to act as a valid client of the SCADA system. The simulation module is
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fed with data, which is captured and saved form the production system (gas distribution
and waterworks) in running operations. An initial simulation mode is realized by
analyzing this data, filtering and feeding this data in the communication to the SCADA
server. With this architecture, we can act as a man-in-the-middle for attacks on the
network, too. Using a functional identical image of the SCADA system of the production
system, the simulation module is ready for exhaustive tests and expansion with attack
emulating filters.

3

CONCLUSION

As stated in the individual sections, we have preliminary results for this work-inprogress research. Within the evaluation platform, real data from different parts of
critical infrastructures is combined with real hardware and simulation platforms
(hardware-in-the-loop) as shown in Fig. 2. The different research areas can evaluate
different approaches and find the best suitable solution for their thesis concerning real
conditions. This leads to the development of a concept that is very close to real
conditions. Approaches and algorithms can also be evaluated in workshops with
operating-companies personnel.
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Abstract
Engineering of building structures is characterized by a standardized process flow
which includes feasibility studies, draft and detailed design, construction, operation,
conversion and demolition. The main goals are a sufficient quality, economic efficiency
and sustainability of the building. However, the process flow is commonly interrupted
by individual issues, alterations in use, function and ownership as well as technical
developments over the referenced lifetime of 50-100 years.
This contribution focusses on the integration of Resilience Engineering (RE) in the
building lifecycle process using trans-disciplinary product lifecycle management (PLM)
in Building Information Modeling (BIM). Those methods provide the techniques to solve
the current deficiencies in the engineering process flow if they are continuously applied
over the whole lifecycle.
An example for critical built infrastructures is presented to point out how multi-hazard
risk assessment strategies, scenario definition, design strategies and a performance
based design are coped with in BIM-based resilience engineering.
Keywords: Resilience Engineering, trans-disciplinary building design, BIM

1

RESILIENCE ENGINEERING FOR BUILDING STRUCTURES TODAY

In contrast to mass-products, buildings are - with a few exceptions – unique products
which are designed, built and operated under particular, user-defined requirements and
individual external boundary conditions in the (urban) site location.
Hence, the design, construction and operation workflow can only be standardized on a
general level but not individually in detail. Even apparently simple infrastructure
buildings such as retaining walls or bridges for footpaths under railway stretches have
distinct differences which influence the processes decisively. They are individually
assembled by target values and required properties and deliveries.
Furthermore, the design, construction and operation workflow is characterized by a
historically established division of work and a division of responsibilities among
architects, engineers of various disciplines (including resilience engineers), project
managers, clients and public authorities. Hereby resilience engineers develop
strategies and solutions to enable recovery and resistance against hazardous events.
In contrast to conventional risk management resilience hereby focusses on the general
ability of the system to counter and react to events without precise knowledge of their
quantity and probability [1]. Against this background it is obvious that these processes
strongly depend on the unique task and the individual constellation of parties involved.
The communication among the parties is currently unstructured as several task models
and results (structural design, landscape design, cost and time schedules) are
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processed separately. At defined project stages the information is exchanged
individually in a bilateral or multilateral way (Fig. 1).

Figure 1: Bilateral or multilateral exchange of information among various parties
involved in the building design process.
Hence, the situation in design, construction and operation is a semi-standardized
process with an individual workflow and information exchange. This individual workflow
is established at the beginning of each project and is stipulated by contract for each
party involved. The workflow is usually characterized by ad-hoc-processes in form of
short-dated exchange of documents and technical drawings dependent on the project
evolution stage. Typical project stages are generally fixed contractually as they define
product results to be delivered, such as draft design, required building design, detailed
design and so on. These project stages can be generally structured so that today a
web-based workflow management system (WfMS) is used to guide this semi-structured
process. Figure 2 shows this process exemplary for the design phase of a building.

Figure 2: Common project stages in building design which are stipulated by contract.
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The current situation leads to the following challenges for a successful realization of
resilience engineering (RE) over the whole lifecycle:
•

No coherent information flow among parties.

•

Results cannot be proven consistently (no consistent master model).

•

Lack of quality assurance.

•

No ability to report consistently.

•

Lack of structured processes.

The process flow is in many cases interrupted by individual issues, alterations in use,
function and ownership as well as technical developments over the referenced lifetime
of 50-100 years so that additionally
•

information is not centrally organized and continuously updated over the
lifecycle ,so that RE cannot be controlled, checked and assured. Consequently
gaps and discrepancies occur.

Based on these challenges chapter 2 focusses on the integration of RE in the building
lifecycle process using trans-disciplinary product lifecycle management (PLM) in
Building Information Modeling (BIM). Those methods provide the techniques to solve
the current deficiencies in the engineering process flow if they are continuously applied
over the whole lifecycle.

2

FUTURE RESILIENCE ENGINEERING IN DIGITAL PLANNING (BIMBASED APPROACH)

2.1

Resilience Engineering in Building Design Context – Requirements,
Evolution and Operation

Resilience is a major property of the product which has to be integrated in the lifecycle
process consistently with operational quality, economical efficiency and sustainability.
Within the process it strongly influences the on-site and building constellation, the room
setting, the operational arrangement, the structural framework, the façade design, the
building services and communication systems. It becomes obvious that resilience
engineering (in the following: RE) is a comprehensive task with strong influence on the
product over the whole lifecycle.
The comprehensive task “RE” can be classified in three categories:
Structured Sub-Tasks / Milestones:
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•

Definition of resilience requirements have to be defined in the very first
project phase before planning/design takes place.

•

Multi-Hazard risk analysis has to be conducted within the preliminary design
phase or even earlier to evaluate and select relevant scenarios for the product.

•

Scenario-based design (leading to a fixed setting for resilience engineering
spread over several engineering disciplines, fixed in the asset setting) has to
be conducted in the design phase.
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Unstructured Tasks – Ad Hoc Processes:
•

Treatment of issues and interruptions in the process over the whole lifecycle

•

Changes in boundary conditions and requirements, conversion of use and/or
operation over the whole lifecycle.

Against this background the need for a product lifecycle management (PLM) system
which is able to cope with such a heterogeneous character of structured and
unstructured tasks becomes obvious. The PLM system is based on a centralized and
consistent master model over the whole lifecycle with vertical and horizontal crossconnections as well as detailed and stepwise historical evolution report.

2.2

Integration of Resilience Engineering in a continuously updated
relational Master Model Concept

In contrast to the current semi-structured workflow (see Fig. 1) the stakeholders
interact and communicate based on a continuously updated master model where all
information is fully integrated. Thus the process is based on a common model including
five dimensions (space, time and costs) and a complete setting of associated data
(requirements, boundary conditions, design simulations, documents etc.). Figure 3
shows how stakeholders communicate and work.

Figure 3: Master Model Concept: Exchange of information among various parties
involved in the building design process.
If expert “A” needs to conduct a new study or simulation he requests an updated
version of the master model defining his own role (e.g. structural engineering). He
receives a so-called “task model” and works on his task externally in his company
environment. When he has finished his work the updated task model is sent back to the
master model and is at first semi-automatically controlled for collisions with the current
master model. The result of this control is sent to all affected stakeholders to agree,
modify or reject. The final agreed version is then added and fixed by date, subdiscipline and location to the master model.
Within the PLM System all relevant information is kept continuously, consistent and
stepwise historically provable (tracking of changes is possible) in the master model. It
has to be mentioned that this master model is not only a 3D-Model of the building/site
but a structured database which consists of corresponding documents, simulations,
drawings and many more. Figure 4 shows the evolution of a continuous master model
over the whole lifecycle.
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Figure 4: Continuously updated master model-Concept over the whole building
lifecycle.

A last but very important aspect in the master model concept is introduced by a PLM
system. In product development transparency of processes can be reached by
assigned and relational database. E.g. requirement X was fixed and has consequences
on planning A, C and F in terms of parameters i, j, k. Parameter j is linked to a different
discipline and changes parameter z and further properties. To follow such complex
tracks assignments and relations over the whole lifecycle a management system is
needed. In Building Information Modeling (BIM) such a management system is based
on an object based data structure where all information is linked to physical objects
(e.g. wall in axis 1-2/A ground floor). The BIM database provides all data assigned
(requirements such as: dimensions, material, detailed design, requirements and
properties for fire resistance, structural integrity, resilience and so on).
Trans-disciplinary connectivity is defined in the PLMsystem with relations,
dependencies and responsibilities among heterogeneous parameters. Naturally only
sharp definitions can be precisely identified. Current research works focus on semiprecise techniques, such as fuzzy-logic or semi-probabilistic techniques [3] to make the
controls and cross-checks even more powerful. Figure 5 shows the mode of operation
of a BIM-based PLM system in building evolution.
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Figure 5: Exemplary horizontal and vertical assignments and relations in a BIM-based
PLM System for buildings/sites.
The PLM system makes planning, construction and design even more powerful as all
relevant parameters are handled in a relational way. Resilience engineering benefits
from this approach as
•

•

•

Process is continuous and transparent:
o

Requirements can be checked and tracked at any time

o

Discrepancies and GAPs are detected and can be avoided

o

Issues, interfaces and conversions can be treated properly – no loss
of quality

Process and product are relational:
o

Dual use effects can be better detected (very important for the
efficiency of resilience tasks!)

o

Resilience engineering can be handled as a comprehensive task
(interactions become visible for all stakeholders. This is also relevant
for other disciplines.

o

Quality of results increases.

Information is shared in real time on a common continuously updated
master model (not only a common digital platform!):
o

RE can be reported at any time with a high level of detail and
accuracy.

o

RE is “visible” in the virtual model.

o

RE is fully integrated in the process and no longer a special task of
one stakeholder.

Based on the proposed new approach chapter 3 presents an example for a critical built
infrastructure to point out how multi hazard risk assessment strategies, scenario
definition and a performance based design are coped with in data-driven master model
based resilience engineering.
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APPLICATION EXAMPLE

The following example shows the integration of RE in a continuously updated master
model concept. A simplified virtual bank building with seven floors is given (see Fig. 6).

Figure 6: Simplified ground-floor sketch and visualization of the BIM-Model of a virtual
seven storey bank building in an urban environment.
A semi-quantitative multi hazard risk analysis leads to the following scenarios:
Structure: Explosion, Façade: Storm/Hail, ITC: Fire and Failure of external powersupply (Fig. 7). As a result of the building design a stand-off distance for explosives
around the building is defined as a landscape arrangement of pollers. As these pollers
are relational objects in the BIM-Model other stakeholders and expert get the
information via the master model. As feedback information the architects and
landscape designers develop a strengthened flower bucket together with the RE to be
used as a poller and design element at the same time. Beyond an acceptable outer
appearance this measure becomes more effective due to the dual use effect.

Fig. 7: Results of the semi-quantitative risk analysis.
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Years after the completion of the asset a change of boundary conditions is initiated by
a new owner. With a continuously updated master model the relational information of
the flower bucket to the RE requirement “poller for stand-off distance” is directly
available and reported so that there is no loss of information in the new landscape
design. Furthermore “historical information” is available by tracking functions to
investigate the historical evolution of a measure and requirement. Potentially other
measures and/or boundary conditions (e.g. rearrangement of internal room setting,
strengthening of structural elements or façades) can be taken into consideration to
replace the bollards. Based on the trans-disciplinary logical relations quality checks are
available after the new design is finished and integrated in an updated master model.
This simple example shows the considerable advantages in transparency, information
flow, quality check and tracking changes with BIM.

4

OUTLINE

The integration of resilience engineering as a comprehensive sub-task in building
performance design can be decisively improved with the new continuously updated
master model concept (BIM). The common, centralized model allows for a continuous,
traceable and transparent information flow with full 5D information on all relevant
building properties and functionalities which are set into relation with help of a PLM
system. Typical current challenges in resilience engineering such as loss of information
and requirements, lack of transparency, undefined degree of performance and relation
to other disciplines are solvable. Future research work has to provide with semistructured processes to make the relational database a tool for experts and nonexperts collaborating in the comprehensive task. By using the proposed methodology
resilience engineering becomes an inherent part of economic and sustainable building
performance.
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Abstract
In order to maintain a high level of preparedness, rescue operations need to be trained
regularly. In this article, we present a tool which is to support rescue organizations in
the execution and analysis of such exercises. IT-based gathering and exploitation of
data describing relevant aspects of the exercise is well-suited for this task, in particular
with respect to data preparation and visualization. A reasonable presentation of the
exercise results allows to identify deficiencies and thus to identify measures for
improvement. Hence, in this paper we present how the tool may be deployed in an
exercise, which data is handled by the system and how the corresponding user
interfaces are designed.
Keywords: Exercise support, emergency response, triage, training.

1

INTRODUCTION

For mass casualty incidents (MCI) like bus accidents, it is important to maintain optimal
preparedness with regard to the rescuers’ capabilities and the allocation of rescue
resources. Rescue organizations like the German Red Cross (GRC) thus regularly
perform field exercises to improve the overall rescue performance in case of
emergencies.
Currently, exercises are analyzed and evaluated by collecting quantitative data during
the exercise using standard software tools, sometimes quantitative data is not collected
at all. However, within the GRC there is up to now no standardized methodology and
toolset to support exercises from an IT perspective. In consequence, the exercise
outcome assessment cannot be based on facts and figures or, at least, is timeconsuming to prepare. Further, it does not follow a standard scheme and always
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strongly depends on know-how of involved key personnel on site. Currently, there is no
way to compare different exercises and their outcomes to each other, e.g., in different
GRC regional branches, which reflects a fundamental need of the GRC with respect to
capability assessment and improvement.
To overcome this gap, an IT solution is desired, which supports exercise assessment
by improving on-site exercise data capturing and analysis, and also exercise debriefing
by providing a schema-guided data visualization capability. The most important enduser requirements to be met by the solution are easy handling of the support tool by
any user regardless of his/her IT skills, and mobile employment of the tool to ensure
applicability in every local-specific exercise-scenario context. Furthermore, employment
of the tool shall be focused on patient care including triage and evacuation as the most
essential features of MCI operations [1].

2

RELATED WORK

With regards to tool-based exercise support, there are several solutions introduced to
the market varying in their technical maturity; none of them is capable to fulfill the
specific requirements of the GRC that serve as a basis for the research work to be
presented in this paper. Two of the most inspiring systems designed for a cognate
problem space are Exonaut™ and RescueLab.
The Exonaut™ Training and Exercise Manager (TEM) application [4] allows tool-based
design, realization and evaluation of field exercises. Its web-based information system
is also available on mobile devices and can provide and archive exercise documents.
The underlying software is not specifically designed for requirements of mass casualty
trainings.
The aim of the RescueLab project [5] is to increase the quality of exercise runs by
using information systems. Exercise data capturing is done using different kinds of
embedded sensors. RescueLab data post-processing capability allows to superposition
information streams captured from different sensor sources (video, speech/audio, GPS
data) in order to generate and display a comprehensive picture about performed
activities of rescue trainees. The RescueLab approach focuses on support of exercises
of technical relief organizations like THW and fire brigades.

3

SYSTEM DESCRIPTION

This chapter summarizes briefly the main aspects characterizing the system. After a
short description of the purpose of the system, it will be depicted what type of data may
be captured by the system and how it will be processed and visualized. Some short
remarks about the implementation of the system conclude this chapter.

3.1

Purpose of the system

The goal of exercises in the field of emergency response is to maintain and improve
the capabilities of first responders in order to assure a rapid and reliable handling of an
emergency situation. The proposed tool is to support this goal by summarizing and
aggregating data gathered during the exercise in a way that allows assessing the
outcome of an exercise, identifying shortcomings and deriving measures for
improvement. In detail, the system supports the following activities:
a) Prior to the exercise, storing of main data related to the response scenario, as
location of the incident, participating actors and the injury patterns which are to
be shown by the actors playing the injured.
b) During the exercise, capturing of data which constitutes the basis for exercise
analysis and assessment.
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c) After the exercise, instantaneous processing of the captured data and
presentation of results for analysis and assessment, complemented by the
possibility to compare the just finished exercise with older ones.
The following sections describe in more detail how the system is supporting these
different phases. The description is focusing on the user perspective, i.e., on data
input/output and user interfaces. Due to space limitations, we limit our description to
activities mentioned in b) and c).

3.2

Data input during the exercise

The data which will be gathered during the training on the field will, in the end, reflect
the performance of the involved first responders, as their activities determine the
success of a rescue operation. The most important parameters should illustrate the first
responders’ activities including triage, treatment and evacuation. Consequently, the
following data can be logged:
a) Communication events between first responder and headquarter
-

Communication of alerts (type of alert, time stamp, comments if adequate)

-

Request of resource vehicles for evacuation (time stamp, number and type of
vehicle requested)

This data is captured by a so-called data steward, who is a neutral observer of the
exercise.
b) Type of care measures
The actual care measures (see Fig. 1) done by the first responder are indicated by
a Yes/No flag. Typically, these flags are set by actors playing the injured.
Depending on the setup of the data capturing process, they note the application of
care measures with paper and pencil which are, at the end of the exercise,
transferred into the system. At a later stage of development, mobile devices may be
used to capture this data.
In addition, the result of the triage and pre-triage process, respectively, is captured
in a separate widget.

Figure 1: The care measures widget.
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c) Spatial planning activities
Spatial planning includes the definition of the hazard zone, the vehicle depot
and the patient depot (“tactical areas”). They are entered by dragging and
dropping the appropriate symbol on a map, or alternatively, by entering a
geographical position. In addition, a time stamp indicating when a tactical area
was set up has to be indicated.

3.3

Provided information after the exercise

Once the input data is entered into the system, it can be processed and aggregated in
order to produce the desired output data. Basically, output data is created by simple
statistical means, leading to both single parameter values, and also time-dependent
readings. The latter are displayed in different graphical form (bar charts, pie charts,
graphs).
The simple aggregation of the type of dataset (vehicle on site, tactical area, pre-triage,
triage, evacuation) and respective timestamps results in the mission phase timeline.
On the basis of the log data about communication events, it is possible to inspect the
flow of resources (vehicles) in a table, complemented by the points in time when they
were requested.
The statistical processing of data about care measures gives, for every actor playing an
injured person, an absolute number of applied care measures. This allows identifying if
responders are able to decide which care measures to apply in which situation. The
total number of classification errors occurred during the pre-triage and triage phase is
another indication worth evaluating.
The data on spatial planning is used to create a chronological order the composition of
the different tactical areas.
The resulting data from the exercise is presented on a debriefing view. This debriefing
view consists of an overview page, which shows the essential information about the
exercise. The widget element on the right-hand side presents different aspects of the
exercise to choose from (see Fig. 2). The selection of one of these items gives a new
screen visualizing key information about this particular exercise aspect (see Fig. 3).
Using reference data from a previous exercise (run) is possible.

Figure 2: Debriefing view (overview).
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Figure 3: Debriefing view (care measures view).
Among others, to perform such a comparison, a number of indicators were defined that
provide a high-level view on a particular exercise. These indicators are:
-

Time until last patient is transported to the hospital
Time until red patients are away from the incident scene
Ratio of medical responders per patient
Ratio of medical responders per patient per interval
Time until all patients are pre-triaged
Time until all patients are triaged
Number of vehicles involved
Number of application of basic measures on scene
Patient assessment of basic measures
Ratio of vehicle per patient

The implementation of this functionality is in progress.

3.4

Implementation aspects

To implement the system, a web-based client-server architecture was chosen. This
approach implicates a number of advantages, in particular with respect to scalability:
-

The number of devices deployed for data capturing is scalable.

-

There is no restriction with respect to the type respectively mix of devices
deployed for data capturing (mobile devices, laptops, desktop PCs, …).

All user interfaces are designed and implemented using the Wirecloud platform [6],
which is a mash-up platform enabling developers and users to combine different
widgets on a dashboard. The widgets themselves are coded in HTML5 and
Angular JS [7].
The described frontend communicates with services provided by the CRISMA crisis
management infrastructure. The incident scenario data as well as the data captured
during the exercise are stored in the Integrated Crisis Management Middleware (ICMM)
service. More information about both can be found in [8].
The so far developed user interfaces are designed for deployment on a PC or laptop. It
is planned to design user interfaces which can be used also on mobile devices. As
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widgets are modular components of the current web-based user interfaces, it is
possible to rewire them in order to obtain adequate user interfaces also for mobile
devices.

4

DEPLOYMENT IN EXERCISES

Prior to an exercise, the incident scenario and exercise concept [2] have to be defined.
The concept includes a detailed description of the scenario and defines parameters like
number of involved patients, distribution of injury patterns [3], number of available
responders and rescue vehicles, as well as location specification. Once the concept is
developed, the injury pattern can be assigned to the set of (fictive) patients who are
mimed by actors. This includes information on type of injury, triage category and the
patient’s identity. All this information is to be registered before the exercise.
In a second step, the patients and rescuers are equipped with exercise-IDs, the
patients additionally receive a care-measure evaluation sheet where they have to fill in
times of (pre-)triage, care measures and evacuation as well as the kind of performed
care measures. Due to limited space around the damage zone, a so-called vehicle
queue area and a treatment area may be established by the rescuers. For every
exercise, a data steward needs to be nominated, who is in charge of collecting the
sheets and typing the given information into the application forms in the software.
When data collection has been completed, the application provides key performance
indicators as numerical values as well as charts that depict further data of interest. The
exercise leader then has all instruments available to analyze the performance of the
exercise and to discuss the results in a debriefing session together with all involved
responders. The leader is enabled to detect weak points in a structured way.
Proceeding this way, the developed IT tool is not changing the elaborated structure and
process of field exercises but complementing them.

5

VERIFICATION ACTIVITIES

The first version of the application, which has been developed in an interdisciplinary
team of researchers, practitioners and end-users, shall be tested in summer 2014 in a
real exercise environment. The German Red Cross in close collaboration with the
Bavarian Red Cross organizes two exercises, simulating a bus accident in a rural
district area (in the first scenario, nine patients are involved; in the second scenario, 25
patients). In the course of this exercise, smooth-functioning and usability of the
application will systematically be tested and evaluated.

6

FURTHER DEVELOPMENT

The advanced version of the application will introduce a couple of new functionalities.
To facilitate multi-criteria analysis of rescue trainings, a capability for criteria- and
value-based comparison of different exercises will be provided.
The advanced tool shall also enable storage of domain expert knowledge so that a
rating for the indicators can be provided automatically.
Furthermore, the advanced version of the application is intended to support semiautomatic parametrization and calibration of software models that aim at simulating
different aspects of real-live rescue operations for the purpose of process
improvement.
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CONCLUSION

In this article, we presented a tool designed to support emergency response exercises
in the preparation, execution and debriefing phase. After the tool was used to gather all
relevant data before and during the exercise, it provides essential insights in form of a
debriefing view, which comprises not only a general overview on the exercise results,
but also more detailed information on essential aspects related to the medical care of
patients and the organization of the operation. The usability of the tool will be evaluated
within two practical exercises organized by the German and Bavarian Red Cross. This
allows keeping the development of the tool in-line with the user expectations.
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Abstract
Currently, Human Factors does not just cover human performance and humancentered design but also the evaluation and influencing of human behavior in complex
environments. In particular, in the design of operations centers and control rooms, the
functioning of humans and systems must be considered in an integrative manner,
taking into account gains as well as negative effects such as underload, complacency
and skill loss. Furthermore, goals and constraints on the organizational level should be
addressed. In designing the command bridge for the Dutch patrol vessels, not only all
technology had to be considered, but also the types of operations, available shore
support, and the number and type of operators. When planning the central operations
center for the Dutch railroads, we did not only design the workspace but also the
collaborative model of participating organizations, which often have conflicting
interests. This illustrates how Human Factors work is evolving while pursuing its aim to
optimize human functioning in increasingly complex environments.
Keywords: Human Factors, ergonomics, control rooms, human system integration.

1

INTRODUCTION

What do Human Factors experts work on? Do they just focus on ergonomics, the
adaptation of the physical environment to users, or do they cover a wider field and deal
with human performance, safety and training? Our view is that Human Factors is even
broader and considers the evaluation and influencing of human behavior in all kinds of
complex environments. One area where the necessity of such a comprehensive
approach is demonstrated is the design of operations centers and control rooms. In
these environments, the close cooperation of operators and systems should lead to
optimal situation awareness and decision making, which means that the functioning of
humans and systems must be considered in an integrative manner. For example, when
introducing systems with higher levels of automation, it is not sufficient to just look at
gains occurring because human tasks are taken over by systems. One should also
take into account how operators will interact with these systems and how negative
effects such as underload, complacency and skill loss can be prevented. Human
Factors research must, however, even go beyond human-systems integration because
choices of roles and tasks of humans and systems can only be made when goals and
constraints on the organizational level are taken into account.
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The evolution of Human Factors design at TNO for the Royal Netherlands (RNL) Navy,
shown in Fig. 1, illustrates the development that Human Factors has undergone in the
last decades (see also [1]). Thirty to forty years ago, ergonomics and human-centered
design were major elements of the research, providing solutions for issues such as
usability and reliability. Traditional use of full-size mock-ups was combined with the
novel use of computer-aided design.

Figure 1: Evolution of Human Factors design at TNO for the Royal Netherlands Navy.
In the following decades, virtual environments were introduced as a new tool and manmachine interface design evolved into design based on human systems integration.
Techniques for task analysis, job design and link analysis were introduced to address
the need to speed up the design process, achieve better man-machine integration, and
come up with leaner manning concepts.

Figure 2: Simplified decision ladder.
In more recent years, the requirement of reduced manning has become even stricter,
driven by financial constraints but also by the simple fact that qualified personnel is
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becoming more and more scarce. Fortunately, several solutions are now available for
this problem, such as increased automation, remote support, and intelligent interfaces
for support of situation awareness. However, these technologies must be combined
with specific Human Factors measures to prevent negative performance effects, e.g.,
due to skill loss. In addition, reduced manning is associated with reduced redundancy
and thus a higher risk that major failures already occur when only few crewmembers
are incapacitated. Thus, the mapping of work on humans and systems must be
combined with an analysis of the resilience of the solution. In order to achieve this, a
cognitive work analysis framework ([2], [3], [4]) is used, which has the advantage that
different types of constraints can be modeled. In addition, a control task analysis is
performed, considering tasks on a more detailed level, and resulting in decision ladder
diagrams ([2], see also Fig. 2). In essence, the decision ladder represents a
combination of the well-known SRK model ([5]) with a decision tree. Because task
difficulty increases towards the top of the ladder, it facilitates the identification of tasks
that are suitable to be automated. A final step in Human Factors design that is taken
currently is the functional integration of all units of a ship and the “marriage” with of
state-of-the-art knowledge of technology (sensors, weapons, protection, propulsion,
etc.). Only by doing this, gaps between Human Factors design and implementation of
technology can be prevented. This is crucial because, while such gaps may have been
a nuisance when enough crewmembers were available to deal with them, they are
potentially devastating when manning is strongly reduced. Functional integration
should be combined with a more holistic view on personnel, considering not only the
manning of an individual vessel and their work schedules, but also the recruitment of
and general availability of personnel, and their training and career lines. This is
necessary to make sure that sufficient and adequate personnel will actually be
available to man future vessels.

2

EXAMPLE 1: DESIGN OF THE OPERATIONS ROOMS OF THE DUTCH
OCEANGOING PATROL VESSEL

When the RNL Navy started the development of four oceangoing patrol vessels
(OPVs), financial constraints dictated that high demands should be set on efficiency
and effectiveness, and that the manning should be reduced to 50 persons. In order to
provide input to the design of the operations rooms, TNO used a manning-centered
design framework, consisting of four levels (see Fig. 3):
•

•

At the highest levels are the strategic ambition to be pursued with the platform
and the associated functional demands, describing the type of missions and
tasks to be performed, the type of situations that will occur, and the variety of
scenarios that must be dealt with. In the case of the OPVs, planned missions
would predominantly be brown water rather than blue water and at a low to
medium level of violence. Examples are anti-drug trafficking, anti-piracy and
humanitarian support missions. Scenarios would involve, for example,
interdiction, reconnaissance, search and rescue, and small-scale interventions.
At the conceptual (or operational design) level, the functional demands are
translated to an organizational structure, task and work processes, and a global
system architecture. This level determines which tasks and functions should be
performed by humans and systems and includes choices of sensor, weapon
and propulsion systems and the required protection.
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At the detailed design level, it is determined in what way tasks and functions will
be executed and what division between humans and systems is to be made.
Working relationships are defined, including required resources and
interconnections, and, eventually, a lay-out of the working environment is made,
including a design of individual work stations.

Figure 3: TNO’s manning-centered design framework.
While the propagation from higher to lower levels in the model represents the most
logical direction, the model must actually be used in an iterative manner. One reason
for this is that there may be a priori requirements at lower levels. These can be
predetermined choices for certain weapon systems of sensors, entering at the
functional level, or a limit on crew size, which represents a requirement on the detailed
design level. A second reason is that multiple designs are normally necessary to keep
costs within budget.
The design was made in close cooperation with representatives of the navy. A Human
Factors engineering team was created consisting of Human Factors experts,
equipment, network, and combat management system specialists, and future
operational and technical users. When necessary, other subject matter experts were
invited, for example, sensor, weapon or communications specialists. During the design
sessions, it became clear that the stringent requirements for the OPV imposed a
challenge for the lay-out and design of the operations rooms. An important design
innovation that came out of the session was the command bridge, the combination of
the bridge and the operations room in a single operations room. This made it possible
to reduce the staff, for example, because the officer of the watch could also act as
operations room manager. In addition, it facilitated communication between the entities.
An evident disadvantage is the increased vulnerability of the operations room, which
was deemed acceptable given the types of operations of the vessel, and which was
mitigated to some degree by installing a thick sliding window behind the bridge. In total,
four operations rooms were considered in the Human Factors design: the navigation
bridge, the command information center, the briefing room and the technical office.
Because a high level of mechanization, automation, and integration was to be used, a
closer link between the traditionally separated rooms was introduced.
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Much attention was given to the command bridge (see Fig. 4). A detailed 3D model
was created that could be viewed as virtual environment, using stereoscopic
presentation. In this way, future users could get a realistic impression of the novel
environment, and designers could evaluate lines of sight, and how collaboration was
enabled by the setup. Full-scale mock-ups were made of the individual workplaces to
evaluate their ergonomic features.

Figure 4: The command bridge of the Dutch OPV.
When the vessels were being built, a functional evaluation of the command bridge was
performed. A simulated version was built at TNO and the actual crew of the first vessel
participated in various demanding scenarios, which had been designed in close
cooperation with the RNL Navy and with civil authorities such as the coast guard. One
scenario, for example, featured the occupation of an oilrig in the North Sea by
terrorists. This evaluation identified several bottlenecks that were addressed in the final
manning design. In addition, it allowed the crew to be trained before the vessel was
delivered.
The Human Factors design of the OPV is seen as a major innovation and success by
the RNL Navy. It is currently functioning well and the reduction of the crew size results
in a major reduction – an estimated 30 to 50 million euros – of the total costs of
ownership of the vessel.

3

EXAMPLE 2: DESIGN OF THE OPERATIONAL CONTROL CENTER
RAIL (OCCR)

The Dutch railway network, with its 6800 km of track, 3000 crossings and 7500
switches, is not only the busiest in Europe but is managed and used by many, partly
competing, organizations. In 2005, a failure of one of the local control computers
caused a national disruption of the train traffic that lasted for several days. This
triggered the decision to better organize the national rail traffic management. Initiators
ProRail, NS and Railion (the main railway companies in the Netherlands) decided for a
closer cooperation of their national services in a common workplace. TNO was first
only asked to assess the organizational consequences of such a cooperation.
Subsequently, the request came to describe the collaborative model and to design the
control room lay-out and workplace design. In addition, TNO advised on cooling,
lighting and acoustics.
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The research started by analyzing the current procedures and modes of operation. It
appeared that there were not only problems in the interactions between organizations,
but also between departments within an organization, for example, the regional
networks of ProRail. Further issues were differences in organizational culture and the
large number of users of the railway system, who should all be treated in a nondiscriminatory manner. The organizational model that was developed contains units
that represent (main parts of) the participating organizations, which are each led by a
director. Decisions are, whenever possible, taken in consensus by the directors.
However, a National Coordinator Rail (NCR) is also appointed who has the authority to
decide when consensus cannot be reached. The OCCR not only houses the directors
and the NCR, but also the units consisting of teams of operators. To prevent escalation
of too many minor events and incidents to the director level, horizontal communication
between the units is stimulated and a separate coordinator is appointed who has the
authority do deal with small incidents. Because the OCCR has no fall-back facility that
can house all participating companies, TNO also made an alternative collaborative
model. On the basis of the cooperation model and after performing a link analysis, a
control room lay-out design was made and a functional set of requirements was
described. Also the new control room desk was designed by TNO. Important elements
of the design are the use of similar blocks of workplaces, central video walls used for
creating shared situation awareness, and acoustic and lighting design that minimize
interference and improve well-being. A separate crisis room was designed for handling
of major crises by the NCR and directors. The OCCR was put into operation in October
2010 (see Fig. 5).

Figure 5: The OCCR in operation.
In the realization phase, TNO stayed involved to check deviations from the functional
requirements against the original objectives. Furthermore, TNO was asked in 2013 to
evaluate the quality of the rail incident handling by the OCCR in the first years of its
operation. It appeared that, since 2010, the average duration of rail calamities had
dropped by no less than 20 %. Interviews also revealed that information sharing,
mutual understanding and collaboration were rated as more effective than in the past.
Although further research is required to analyze the exact role of the OCCR, no
alternative causes for this rather spectacular improvement could be identified. Thus,
the conclusion seems warranted that the implementation and operation of the OCCR
has indeed been very successful.
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DISCUSSION

The application domain of Human Factors has broadened from workplaces to humansystem collaborations to complex socio-technical systems. This is made possible by a
multidisciplinary approach and by the use of novel techniques and methods. This paper
summarizes the evolution of Human Factors research at TNO and illustrates it with two
examples.
Both examples describe designs that have proven to be successful, and demonstrate
the enormous value of Human Factors knowledge applied in early design phases of
complex systems and environments. However, things are not always as bright as this
for Human Factors specialists. More often than not, they are not asked to participate in
such early phases of design and development, and are only involved much later, when
problems in human functioning are emerging. One reason for this is that Human
Factors contributions to design and development are seen as costs and not as
investment. Furthermore, in particular when they involve social innovation, they are not
appreciated by managers and project leaders used to thinking in terms of technological
innovation.
One way out of this is to tightly couple Human Factors innovations to technological
innovations. The design of operations rooms with reduced manning is a good example
of this, because advances can only be made when knowledge of automation and
Human Factors go hand in hand. Also the innovations in soldier systems show a close
connection between technological developments and Human Factors design, not only
because the human is the wearer and user of the system, but also because of the
unique challenges imposed by the operational environment of the dismounted soldier.
A positive trend that helps Human Factors experts in their efforts to be involved in
design and development is the increasing use of total costs of ownership as main
financial parameter. Good Human Factors design often increases the initial costs, but
pays itself back during the lifetime of a system or platform. For maritime vessels, it is,
for example, estimated that almost half of the total costs of ownership are costs related
to the crew size. A recommendation for Human Factors experts is, therefore, that they
should pay more attention to the return of investment of their innovations, not just in a
qualitative manner but using quantitative methods wherever possible.
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Abstract
Automatic situational analysis in video surveillance enables smart and exhaustive
observation of what is happening in a scene. In real-world applications, there arise
special challenges concerning imperfect input data and real-time processing
requirements. In this paper, a hierarchical and distributed architecture tackling situation
analysis in the real world is introduced, described, and exemplarily evaluated.
The architecture introduced is hierarchically and modularly structured. The low-level
data acquisition and processing is encapsulated in self-contained building blocks.
These modules include video acquisition, sensor feedback and control, person
detection and tracking, and vehicle identification. High-level situation analysis is
provided with a knowledge-based approach using fuzzy metric temporal logic and
situation graph trees. The communication between the modules is realized with a
persistence layer serving simultaneously as the knowledge base for the inference
engine. Finally, the overall performance of recognizing situations is evaluated.
Keywords: Video surveillance, situation recognition, real-time system, situational
awareness framework.

1

MOTIVATION

Automated assessment of situations in video surveillance applications requires the
combination of computer vision methods and methods from artificial intelligence. Video
analysis techniques face widely unsolved challenges, when applied to unstructured
environments. These challenges mainly arise in the form of errors, affecting the data
before the identification and recognition of situations is done. For example, when
observing a scene, a person’s track may break off. Subsequent processing stages
have to decide whether this was expected, e.g., when crossing occlusion boundaries,
or if this was an error which has to be compensated somehow. In this paper, we
present a distributed architecture for real-time situational analysis.

1.1

Related work

The literature on situational analysis in video surveillance applications can be
structured in single-layered and hierarchical approaches [1].
Single-layered approaches often operate directly on weakly processed sensory data,
mainly utilizing various machine learning approaches. Their structure often involves
only few processing stages into order to generate a black box behavior. For most
learning approaches, a large amount of training samples is required in order to allow
the classifier to make reliable predictions. The major drawback is that for many
surveillance scenarios no such data is available and the generation of training data is
quite time-consuming.
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Hierarchical approaches consist of one or more additional layers on top of the machine
perception layer. They can be divided into statistical, syntactic, and description-based
approaches.
Probabilistic graphical models (PGM) are often the core of statistical inference
methods. Concrete examples are, e.g., hidden Markov models, Markov random fields,
and dynamic Bayesian networks. One advantage of PGMs is their theoretical
foundation on which a closed probability handling from the observations to the results
can be performed.
In syntactic approaches, the main concept is often a formal grammar describing the
situations and their context. Atomic events are combined to describe more complex
situations. An effective approach is to base the grammar on a combination of contextfree grammars and some probabilistic mechanisms. An example of these approaches
is given by stochastic context-free grammars which were successfully applied to
behavior understanding and natural language analysis.
Further attempts are description-based approaches which encode the temporal, spatial
and logical properties in a more general way. Definitely, these methods are the most
general ones because they allow modeling on a high semantic level. The techniques
used are often advanced concepts of higher formal logic. Of course, syntactic and
description-based approaches can be combined as well to combine the advantages of
both methods.

Figure 1: A schematic illustration of the cognitive vision system. The architecture
consists of three major levels: the interactive subsystem including all sensors and
actuators, the quantitative layer including some signal processing modules, and the
contextual level containing the high-level knowledge and reasoning.
The description-based approach underlying this paper is the cognitive vision system
(CVS) implemented in fuzzy metric temporal logic (FMTL) and situation graph trees
(SGT). Fig. 1 depicts an overview of the architecture. Early approaches using the CVS
were focusing on road traffic analysis [2], [3], [4] based on computer vision generated
input data such as vehicle tracks. Further application domains of the CVS are robotics
[5], natural language generation [6], football commentary, and others.
Gonzàlez [7] first applied CVS to surveillance applications. Bellotto [8] uses the CVS in
a multi-camera setup to track and identify people. He uses the information from a
person detection method as feedback to specifically control a camera and enable the
person identification for this person.
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The CVS was extended by fuzzy traversal [9] which allows multi-hypothesis inference
including the propagation of the truth values throughout the reasoning process. Internal
parallelization to reduce the runtime of the inference process accompanied by
knowledge sharing was introduced in [10]. An attempt for handling of imperfect and
noisy data is presented in [11]. IJsselmuiden et al. [12] used the CVS for report
generation in smart working environments dealing with a lot of different input
modalities.
In the following section, the focus is laid on the concrete implementation of the CVS as
an architecture for real-time real-world scenarios with all of its challenges.

2

THE ARCHITECTURE

The distributed architecture described in the following is based on the CVS. The lowest
layer of the CVS, the interactive subsystem, consists of modules for low-level data
acquisition such as cameras or other sensors. The middle layer, referred to as the
quantitative layer (QL), conducts high-level signal transformations, such as person
detection and object tracking or other data filtering tasks. In order to design a
distributed and modular architecture, we introduce a persistence layer, which is located
between the QL and the contextual level (CL). The persistence layer is implemented as
a database to be used by all connected modules to communicate with each other. The
CL is responsible for reasoning, situation analysis, visualization and evaluation. In
order to solve these tasks, expert knowledge is represented in the CL on different
abstraction levels. The core of the architecture developed for situation recognition is
illustrated in Fig. 2. In the following, we will go into detail of each component.

Figure 2: Concrete instantiation of the CVS. Between the QL and the CL a persistence
layer for communication and storage is introduced.
The knowledge representation and engineering is separated from the whole reasoning
part. The SGTyEditor for engineering the knowledge is described in [13]. A domain
expert uses the SGTyEditor to model the knowledge of the expected situations in a
domain without needing any knowledge of the reasoning part. The basic rule base is
always the same and encodes the general rules of this world.
The persistence layer consists of a relational database management system (RDBMS),
which has been implemented as a MySQL database. It provides a storage for traversal
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data and situation instantiations. On the other side, it is the communication channel for
all quantitative information originating from lower levels. As a key component of the
system, this database allows an almost unlimited flexibility in using data from the
distributed preprocessing modules, such as person detection and tracking.
In the reasoning module, the knowledge (SGTs, rules, input data) is loaded and then
inference is performed with an FMTL inference engine. Synchronization between
reasoning and persistence is ensured with a polling mechanism.
For situational analysis, there is on the one side a visualization module which
graphically enhances the relevant inference results. On the other side, there is an
evaluation module to quantitatively determine the performance of the situation
recognition. Of course, evaluation can only be performed on annotated, thus, recorded
data.

2.1

Person detection and tracking	
  

After having integrated a person tracker into the situation recognition system, high-level
reasoning can be performed on real and live video data instead of annotated or
synthetically generated input data.
Channel features:
input

quantiz ed g radient directions
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Figure 3: Visualization of information flow from input image to channel features (top).
Influence of the selected channel features on the soft cascade (bottom).
The person tracker uses a transmodal classifier [14] to be operable in the visible and
infrared spectrum without the need to provide IR-training samples. The classifier itself
is based on integral channel features such as gray value, LUV color, and gradient
magnitude of the raw image data [15]. Fig. 3 depicts the information flow of the person
detection module and examples of the feature channels are given.
The classifier is trained with AdaBoost and uses a soft cascade mechanism [16] to
quickly reject regions in the image that do not need to be considered when searching
for people, see Fig. 3 lower part.

2.2

Sensor configuration and control

The idea is to overcome a set of fixed static sensors for the task of comprehensive
situational analysis of an unconstrained environment. Thus, a flexible self-adaptive
camera network is used [17].
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The self-adaptive camera network is based on modular network nodes with each node
running independently regarding power supply, network communication, and data
processing. Fig. 4 (left) shows a single network node. After the self-calibration process
has generated an initial configuration, see Fig. 4 (right), the system is able to
specifically steer the PTZ camera using image coordinates of the master camera as
control commands. The system is therefore able to acquire detailed views of specific
regions of interest, which could further provide feedback for online control and
refinement of the configuration.
This sensor configuration allows higher-level situational awareness modules to
specifically acquire detailed views in a scene to maximize the information gain at
specific image locations. This mechanism is referred to as “semantic feedback”.

Figure 4: A network node consisting of three different sensors: static wide-angel
camera, pan-tilt-zoom (PTZ) camera, and thermal infrared camera, Figure from [17]
(left). Snapshot of the self-calibration phase: The relation between the pan, tilt, and
zoom values of the PTZ camera on the left and the image coordinates of the static
camera is estimated. This calibration is done for several configurations until a dense
mapping from the static camera’s image coordinates to the pan, tilt, and zoom values
of the PTZ camera can be calculated.
The advantages of using this kind of sensor configuration over using a single highresolution sensor are: (i) semi-stationary camera setup which can be installed
everywhere, (ii) user-friendly setup of the hardware for the observation task, (iii)
independent from the sensors, (iv) and off-the-shelf hardware is sufficient and no
specialized expensive high-resolution sensors have to be used.

2.3

Further modules

Our modular architecture allows plugging in any other preprocessing module.
Additionally, as the architecture is distributed, the scalability is not limited when adding
further modules to the system. This is ensured with the persistence layer, which allows
running different modules concurrently on different hardware systems. Currently, a
number plate recognition module and a single person action recognition module are
integrated.

2.4

Real-time operation and ground truth acquisition

The system runs in real-time, which means that the camera system acquires the video
data, the preprocessing modules process the data and store their results in the
database and at the same time the situational awareness module polls the database
and kicks off the inference engine for situation recognition. The latency from the image
to the situational result is below one second.
To perform any kind of meaningful evaluation, there is a need for reliable ground truth
information. In order to provide ground truth of the persons and objects in a scene, they
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are equipped with a transmitter to gather their exact local position automatically.
Secondly, the higher-level ground truth information of the situations has to be labeled
manually in a post-processing step.

3

EVALUATION

To evaluate situation recognition, there are several dimensions to consider: the spatial
position of the detected situation, the temporal position and the agents involved in the
situation. An interval-based approach [18] is applied in order to deal with such a
complex evaluation setup.

3.1

Detection matching criteria

A detection d is said to match a ground truth event g when all of the following detection
matching criteria are met:
•

Spatial match: the intersection ratio of the pixels of the bounding box from d and
g is greater than a threshold s. In our case we set s=10%.

•

Temporal match: the intersection ratio of the time interval of g and d is greater
than a threshold t. In our case we set t=10%.

•

Label match: the labels of the situations of g and d need to be the same.

Thus, the conjunction of the spatial, temporal, and label match define a detection
related to the available ground truth data.

3.2

Evaluation metric

After having formally specified a detection, the following metrics can be computed to
evaluate the performance of the whole system quantitatively:
•

Precision: Ratio of true positives vs. the total number of detections.

•

Recall: Ratio of true positives vs. the total number of ground truth events.

•

F-Score: The harmonic mean of Precision and Recall.

These metrics allow analyting the impact of different parameters of a complex system
on the detection performance.

3.3

BEHAVE interactions test case scenarios

In the BEHAVE dataset [19], several agents perform in different situations, see Fig. 5
(left) for the scene of interest. In total, there are 90,000 frames recorded with 25 fps
and a resolution of 640 × 480 pixels. For most of the frames, two levels of ground truth
are available: annotated persons and annotated situations including the related
persons. The situations of interest are: InGroup, Approach, WalkTogether, Meet, Split,
Ignore, Chase, Fight, RunTogether, and Following.
Fig. 5 shows the results of the BEHAVE dataset for frames 1-11200, including some
situations. Precision is quite satisfying for high truth value thresholds. In contrast, at the
first sight Recall seems very low. But this low Recall can be explained with the multihypothesis inference. In the video surveillance domain, it is important not to miss any
important situation and taking a loss on getting some false detections.
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Figure 5: An example frame from the BEHAVE dataset. Two WalkTogether situations
are detected (left). Visualization of the metrics for frames 1-11200 (right).

3.4

IOSB VCA dataset

The evaluation of the whole system including person detection and tracking, active
camera control, and live processing forces the use of our own system. The data
including the local position of the persons is stored and in a post-processing step
manually annotated by situation labels. Then, on that recorded data the evaluation is
carried out. The rules and SGT used for this dataset are the same from the BEHAVE
experiment proving domain-independence for the SGT.

Figure 6: An example frame from the IOSB VCA dataset. A Following situation is
detected (left). Visualization of the Recall metrics for that scene. Precision is in that
scene constantly 1 (right).

4

CONCLUSION

This paper focuses on situation recognition in unconstrained video streams. The
contribution of this work is an additional persistence layer in the CVS implementation
and the evaluation of its overall performance. The new architecture allows reliable realtime capabilities with scalability due to distributed computing. The user-friendly
evaluation and visualization allows an easier insight into the situation recognition
process to further develop the methods used here.
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Abstract
Security has been an essential quality for Homo sapiens ever since our species has
emerged. This system quality of being secure can be significantly changed with
technology. With all technology, the human is still the driving force, on both the
offending and the defending side. The key for a sufficient security is the proper
combination of humans and technology. The key disciplines for this are Human Factors
and Ergonomics as the body of knowledge about the human and the interplay between
humans and technology, and its younger sister Human Systems Integration as the
discipline that combines Human Factors, Ergonomics, system thinking and system
engineering to integrate humans, technology and organizations into successful
systems. Since security has been an issue for humans, this system quality is not the
only quality that people try to achieve. People also want to live and enjoy a good life.
Besides being secure, people also enjoy to have the right mixture of safety and
challenge in the form of challenging, but also potentially unsafe situations. When using
artefacts and technology, they want to have a high usability and joy of use. When
looking at complex systems from an abstract perspective, system performance and
resilience are crucial system qualities. All these qualities are connected, sometimes in
a very direct way like the speed of driving a car with the time to arrival and the safety
for the driver and others. Other qualities are connected in a way that is not so obvious,
like the connection of safety and security. Many system qualities including security are
dynamically linked to human factors like situation awareness, workload, attention or
trust. One example is the reinforced feedback-loop in the “flirting with disaster”
scenario, including trust in security policies, intentional violations without consequences
and perceived safety, which led to catastrophes like Chernobyl. The challenge for
system designers, managers and operational personal is to be aware of the most
fundamental qualities and human factors, and to control and balance these qualities in
a way that creates or maintains stable and sustainable systems. The overview
contribution to open the session “Human System Integration for security-critical
systems” will analyze the fundamental challenges to achieve this balance of qualities,
and will sketch the methods and solutions of Human Factors and Human Systems
Integration with special regard to security. Illustrated with examples from recent
research of FKIE on security challenges like cyber defense or port security, some of
the interconnecting loops are described and potential solutions sketched.
Due to an unforeseen health issue, the paper could not be finished on time in a
sufficient quality, and the lead author asked to include only the abstract.
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Abstract
It is well known that many coastal waters around Europe are severely contaminated
with large quantities of dumped munitions from World War I and II. These dumped
munitions pose an increasing risk to the coastal areas and have a significant negative
impact on any commercial or industrial offshore activities like installing cables and
pipelines connecting neighboring countries or offshore wind farms. The problem is
made even more severe by the fact that the munitions can be nearly completely buried
in sediments, which makes detection very difficult. After a brief introduction of the
project SOAM, this paper focuses on the magnetic and acoustic sensors which will be
used for the detection of dumped munitions buried in sediments. Total field
magnetometers are state-of-the-art sensors for unexploded ordnance (UXO) detection
in coastal waters. Their main constraints are the limited range of detection due to the
fact that they are only sensitive to ferromagnetic objects and the missing capability to
distinguish between UXO and other ferromagnetic items (e.g., anchors). Alternative
sensors are low-frequency bottom penetrating sonars like multibeam echo sounder
systems in a towed configuration or based on an autonomous underwater vehicle
(AUV) and (3D) parametric sub-bottom profilers mounted on vessels. These sonars
have the advantage that they detect also non-ferromagnetic objects based on acoustic
impedance differences. Their range is in part also limited and they may suffer from the
false alarm problem caused by bottom structures as well. A promising approach for
UXO detection is to combine detection results from different sensors. As a first step,
different magnetic sensors and sonars were used to detect objects from a test field with
buried objects set up by WTD 71 in the Baltic Sea. Some results from this test field for
different sensors will be shown.
Keywords: UXO, dumped ammunition, sonar, magnetic survey.

1

INTRODUCTION

The disposal of ammunition in the North and Baltic Sea until the 70s of the last century
turned out to be a big challenge for the implementation of offshore wind farms.
Estimates from Böttcher et al. [1] show that up to 1.83 million metric tons of ammunition
have been dumped and are still present within the German economic zone in the Baltic
and the North Sea. After up to 70 years on the seafloor, the bigger part of this
ammunition is buried.
The Sounding Ammunition Project (SOAM) aims to construct an autonomous
underwater vehicle (AUV)-mounted multi-sensor system with neuronal net-based
analysis for UXO detection and a modeling component for performance prediction [2].
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This paper will give a short overview of first experimental tests and the magnetic and
acoustic sensors tested. These different sensors are described in Section 2 and
Section 3 shows some preliminary results from our test site in the Baltic Sea.

2

SENSORS AND THEIR PERFORMANCE

Since the end of the Second World War, a large amount of unexploded ordnance has
been buried or lying proud on the seafloor within the German economic zone. The
problem of detecting and classifying proud ammunition can be solved by using modern
synthetic aperture sonars with a resolution in the order of 2 cm to 4 cm.
The challenge is caused by ammunition which is covered by up to several meters of
sediment. Some geophysical methods are more or less predestined to detect UXO in
this environment, fulfilling a sufficient area search rate and bottom penetration.
Magnetic, electromagnetic, and ground penetrating radar are common methods in
geophysical prospection and used for UXO detection [3–6] on land. But, since
electromagnetic waves are severely damped by sea water, radar cannot be used within
the water column.
In addition, the marine environment is challenging for the different prospection
methods, since navigation as well as some other environmental factors are not as
accurately known as on land. Especially, the quality of the data is strongly dependent
of the accuracy of the navigation data and their georeferencing.

2.1

Magnetic methods

Magnetic methods use the anomaly in the earth magnetic field caused by an induced
field or a permanent magnetization of the ferrous objects (Fig. 1). Ammunition from the
First and Second World War are mostly made by ferrous materials like steel, but their
magnetization can still vary over a broad range as shown in [7].

Figure 1: Magnetization and corresponding anomalous magnetic field strength [6].
We tested towed cesium vapor magnetometers which are optically pumped
magnetometers measuring changes in the total magnetic field. These magnetometers
have an absolute accuracy of 2 nT within the effective range from 20,000 nT to
100,000 nT (manufacturer specifications) and, therefore, give adequate readings for
dumped ammunition within a range of 3 m to 4 m. Another type of magnetometer is
mounted on the KAPITAS (Cable and Pipeline Tracking System) AUV for pipeline
inspections. In this case, eight three-axis Fluxgate sensors are used on the two sensor
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wings of the AUV (Fig. 3). The usage of three-axis magnetometers has the advantage
of gaining more information at each sensor compared to total field magnetometers. The
three field components of the earth magnetic field are mapped and the strength of the
anomaly can be estimated in each component.

2.2

Acoustic methods

Sonars are common tools for underwater surveys. Side scan sonars (SSS), multibeam
echo-sounders (MBES) and sub-bottom profilers (SBP) are some types of the available
instruments for UXO detection. Depending on the subject of interest, the preferred
choice for proud objects detection would be a synthetic aperture sonar (SAS) or a highfrequency SSS and MBE due to their resolution. Low-frequency bottom penetrating
sonars like SBPs or buried object scanning sonars on the other hand are preferred for
buried objects detection due penetration depth.
2.2.1

Parametric sonar

The transmission of acoustic waves at a high source level causes variations in the
sound velocity between the zones of high and low pressure. High-pressure zones are
faster and low-pressure zones are slower than the average velocity. This concept is
used in parametric sonars to generate a secondary wave by the simultaneous
transmission of two waves of similar frequency. The frequency of the secondary wave
is equal to the difference of these frequencies from the primary waves. The high
primary frequencies results in a narrow main lobe within the directivity pattern at the
secondary frequency and the non-linearity of the parametric principle in low side lobes
within this pattern.

Figure 2: Survey with INNOMAR SES-2000 Quadro.
Achieving a small footprint is one of the challenges using parametric sonars in UXO
detection. In addition, a decent area coverage rate is required. Therefore, an array of
parametric sonar transducers perpendicular to the direction of motion is applied.
Some promising tests were made at a WTD 71 test site using a single transducer and
up to four transducers in parallel. The mean primary frequency of 100 kHz leads to a
-3 dB footprint of only 0.4 m at a distance of 18 m. This is the resolution of a vesselmounted system at this water depth. The area coverage rate was poor in case of the
single transducer tests. The secondary frequency was set to 6 kHz, 8 kHz and 12 kHz.
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3D sub-bottom profilers

The deep-diving AUV developed in the KAPITAS project is designed for pipeline and
cable tracking using different sensor systems. For this mission profile, this AUV is
equipped with a side-scan sonar, mounted at the side of the vehicle, a MBES mounted
under the vehicle and a 3D sub-bottom profiler, known as BOSS (Buried Object
Scanning Sonar). The BOSS source is mounted under the vehicle and four receiver
arrays with 64 channels over all are mounted along the wings of the AUV (Fig. 3).

Figure 3: KAPITAS AUV carrying sensors in the payload section in the nose and on the
wing-like structure.
The BOSS system uses a low-frequency sweep from 3 kHz to 2 kHz data from an
inertial measurement unit (IMU) and a Doppler Velocity Log (DVL). Three-dimensional
SAS imagery is possible and described in [9].
Another 3D sub-bottom profiler is the SEDISON (SEDIment SONar) demonstrator. It is
a low-frequency multibeam echo sounder transmitting pulses at frequencies rom
10 kHz to 20 kHz. The SEDISON uses a Mills Cross antenna configuration with the
transmitter array cross line and the receiver array along the towfish (Fig 4). Coherent
overlapping over a sequence of transmissions allows SAS imagery.

Figure 4: SEDISON sediment sonar with Mills Cross antenna configuration.
2.2.3

Side-scan sonar and bathymetry

An inspection of the test sites’ seabed was made by side-scan sonar and multibeam
echo sounder. Their big range and, therefore, high area search rate allows a fast
overview of the seabed at any site – especially at our test sites. Results were obtained
by the Benthos C3D using the “Computed Angle of Arriving Transient Imaging”
(CAATI), from the Edgetech 4200 and Multibeam Echo Sounders (MBES) from
Kongsberg (EM 2040) and R2Sonic.
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Other methods

Some other methods in geophysical investigations are used for UXO detection on land,
but not all of them are applicable in marine environment.
Ground penetrating radar (GPR) is predestined to investigate the upper underground
but the electromagnetic waves are damped in water and direct contact to the seabed is
necessary.
Electromagnetic measurements are promising for the next generation for UXO sensors
since the discrimination between UXO and clutter can reduce the remediation costs
significantly. Some projects are released by the SERDP ESTCP to investigate the
potential of electromagnetic induction (EMI) in marine environment (e.g., MR-2409,
MR-2412, MR-2439, MR-201313) since there are currently no underwater systems with
the performance of the terrestrial advanced EMI. The final report of the SERDP Project
MR-1632 (EMI Modeling for UXO Detection and Discrimination Underwater) [10]
concludes, that “…the marine environments have negligible effects on the performance
of advanced EMI sensors, which operate between 40 HZ and 10 kHz” ([10], p. 99).

3

RESULTS

All tested sensors have constraints somehow in their capabilities. For example, bottom
penetrating acoustic sonars are limited by their resolution, since high frequencies with
short wavelengths are damped by the seafloor. Magnetic sensors are limited in range
and detected magnetic anomalies do not provide information on shape or depth.
A major challenge is the identification of features to distinguish clutter and remains
(false positives) from UXO. To avoid time consuming and expensive recovery of
innocuous debris fusing the measurements of different sensors will be used to detect
and classify UXO.
Some promising preliminary results from the test site in the Baltic Sea were obtained
combining acoustic and magnetic sensors. Fig. 5 shows the results for two buried
spheres of steel filled with light concrete measured witch the Benthos C3D SSS and a
total field magnetometer. While the two spheres like all other deployed objects at the
test site do not appear in the SSS image, they are clearly visible in the reading of the
total field magnetometer. The limited range of this magnetic sensor results in the
significant difference in signal strength for the two deployed spheres of same size and
weight.

Figure 5: In the SSS image are no visible marks to the presence of the buried objects
(left). The middle is showing two anomalies of 60 cm spheres (right) at different burial
depths.
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A magnetic survey conducted by Boskalis Hirdes EOD Services has shown similar
results (Fig. 6). The influence of the burial depth on the observed magnetic amplitudes
is relatively high since the magnetic field follows the inverse cube law.

Figure 6: Two spherical objects at different burial depths, measured by Boskalis Hirdes
EOD Services.
Results obtained with SSS (see Fig. 5, left) and MBES do not show any hint to the
buried objects since the deployment was in 2004. The seabed has since then
regenerated hiding all signs of activity today.
The Sediment Sonar (SEDISON) shows a buried object at the test side (Fig. 7, survey
from 2009) beneath the blind spot which is caused by bottom reverberation. The
coarse resolution is caused by the low frequency of operation. An update of the system
in the year 2013 enables real DPCA (displaced phase center algorithm) with timedependent pinging.

Figure 7: Cross-sections of the buried sphere along and cross track from the SEDISON
demonstrator.
Results for a parametric 3D sub-bottom profiler from INNOMAR are shown in Fig. 8.
The target on the left-hand side is flush buried, while the right one is covered by 30 cm
of sediment. The system was set up to illuminate the upper 2 meters of the sediment.
The bottom reverberation is not as strong as expected (Fig. 9, left) since the survey
was conducted at a steep slope. Still, the echo level of the buried objects is quite
strong.
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Figure 8: Two objects in different burial depths (0 m and 0.3 m), recorded with a
parametric SBP.
The measurements of the parametric SBP and the SEDISON are compared with
simulations. The Mine hunting Simulation Model (MSM) [11] is used to calculate a
signal-to-noise ratio (SNR) for the 60 cm sphere. The reverberation components and
sum as well as the echo level for the tested parametric sub-bottom profiler and the
SEDISON multibeam sonar are compared in Fig. 9. This simulation indicates the strong
influence of side lobes for the SEDISON and a sphere in 30 cm burial depth compared
to a parametric sonar, for which side lobes are theoretical nonexistent. The echo level
for the parametric system is shown for three burial depths (10 cm, 20 cm and 30 cm).

Figure 9: Echo level and noise for a 60 cm steel sphere, filled with light concrete (target
strength: -16 dB) at 10 cm, 20 cm and 30 cm burial depth for the SES-2000 (left). Echo
level and noise for SEDISON at 10 m over ground (right).

4

SUMMARY

So far, data from different tested magnetic and sonar systems for buried UXO detection
have been recorded at the test site. This forms the basis for the development of
intelligent computer-based detection and classification algorithms as well as software
methods to suppress false alarms.
The shown examples for buried UXO detection indicate that the detection of buried
UXO will suffer in case of sonar from the limited resolution and in case of magnetics
from the limited range. Both sensor types alone suffer from the limited capability to
distinguish between buried UXO and false alarms (e.g., stones, remains of UXO, trash
…). One promising approach to address this problem is fusing the detection results
from different magnetic and acoustic sensors.
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Abstract
A concept for an automatic dynamic configuration of hierarchical heterogeneous
surveillance systems is described. The configuration is based on a central information
module (IM) which has access to data describing the characteristics and capabilities of
all relevant system components. The description proposed is modular and based on
XML standard. Every component must have at least one description file that contains
capabilities of the component and their relevant technical characteristics. For complex
components containing sub-components, these descriptions are set up hierarchically
and contain references to descriptions of sub-parts. Data conversion, separation and
fusion modules ensure easy configuration and adaptation to hardware peculiarities.
Between the system components direct communication links are normally used to
make the system more robust. External systems (for example, command centers) can
get information about available capabilities from the IM and can request needed
services directly from the components.
Keywords: Distributed system, surveillance, hierarchical, heterogenic, automatic
configuration, modular, XML.

1

INTRODUCTION

Heterogeneous surveillance systems have strongly spread during the last years or
have grown on account of new demands. Fraunhofer IOSB is developing and
evaluating such systems for different application scenarios [1], [2]. Their adaptive
application in different surveillance scenarios requires a rapid configuration of the
systems to the topical demands. This rapid configuration of distributed heterogeneous
surveillance systems is a challenge because not only every single component, but also
the needed communication infrastructure has to be set up.
Within the research done at Fraunhofer IOSB, possible solutions for a flexible
automatic system reconfiguration during a mission are examined and evaluated. In this
article, one conceptual setup for an automatic configuration of complex distributed
surveillance systems is described.

2

SOLUTION CONCEPT

The proposed concept for an automatic dynamic system configuration is based on a
(potentially redundant) central information module (IM), which has access to data
describing the characteristics and capabilities of all relevant system components
(Fig. 1). The IM must always know which components are on-line and what capabilities
and functionalities they can provide. To guarantee the automatic “technical” integration
of the components in the overall system, the IM must also “know” the technical details
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about the integration parameters of the abilities (network-addresses, interfaces,
protocols, etc.) for all serving components to notify all interested users or consumers
(humans and other components or systems). The communication between the system
components as well as to external systems is made directly. This makes the system
much more robust – especially under poor quality of the communication channels or
heavy data load.

Figure 1: A sample structure of automatically configurable distributed system with
heterogenic components.
The information module (or multiple IMs if redundancy is necessary) collects
information about all connected system components. “Intelligent” components can
inform the IM when connecting to the system or disconnecting from it, providing their
own descriptions and report about changing capabilities if needed. Simple components
can be “installed” by introducing their abilities to the central IM before the first
registration. During registration, they only need to transfer their “call sign”. The
“intelligent” components should normally configure themselves, the special
“configurator” program can set parameters of different components and infrastructure
(e.g., computers) as needed.
The central problem of such hierarchical heterogenic systems is the determination of
consistent components’ descriptions and interfaces at different hierarchy levels. The
components and interfaces have very different complexity – from easy temperature
sensors up to distributed command and control centers equipped with many sensors,
sensor carriers, servers and workplaces, but all their descriptions must be
standardized. Additionally, the same components may be used many times in different
parts of the same system or in different systems with variable parameters, so that the
descriptions should be easy adaptable. A sample of such complex distributed system is
AMFIS [1] – an adaptable modular system for managing heterogenic mobile as well as
stationary sensors. The main task of its ground control station is to work as an
ergonomic user interface and a data integration hub between multiple sensors mounted
on light UAVs (unmanned aerial vehicles) or UGVs (unmanned ground vehicles),
stationary platforms (network cameras), ad-hoc networked sensors, and
superordinated control centers (Fig 2).
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Figure 2: AMFIS – mobile ground control station for surveillance and reconnaissance.
The description proposed is modular and based on XML standard. Every component
must have at least one description file that contains two parts: 1) capabilities of the
component and 2) their relevant technical characteristics. On account of this
information, other subsystems can interoperate directly with this component and use its
propagated functions and abilities. The “configurator” program can also set up the
component if needed. For complex components containing many sub-components and
abilities, these descriptions are organized hierarchically and contain references to
descriptions of sub-parts, e.g., cameras, communication devices. On this occasion, the
research about the necessary level of details which permits an automatic configuration
using the descriptions of the single components is of central relevance. Is the
description level too coarse, functions might not be correctly used or actions lead to
unexpected or undesirable reactions. On the other hand, a too high description level
produces abundance in information and needs a lot of expenditure in the generation of
the descriptive data. In Fig. 3, a very simplified description of an easy configuration of
AMFIS is shown.
The control station accepts for example reconnaissance orders and XMPP requests
and can deliver videos and IR videos (as streams) as well as photos. It includes an
UAV of type AeroRobot 120 and an AXI camera as well as downlink and uplink for
wireless communication with the UAV (described in section <contains>). The detailed
descriptions of sub-components are in linked XML files, so that the main file must not
be very complex and contains the information at the appropriate hierarchy level only.
The UAV receives movement commands and can deliver a video stream from the
infrared camera – only capabilities on this level are needed for the AMFIS central
control station. The files for mobile components do not contain coordinates because
actual coordinates will be reported dynamically. The detailed descriptions of subcomponents of the UAV are in linked XML files as well.
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Figure 3: Simplified XML description of AMFIS.
Another component of AMFIS on the same level as the UAV is a rotatable AXI camera.
Because its IP-address can be configured, the IP is set with parameter “value” in the
main file. The camera position is aside of the AMFIS control station and is known. The
description of the camera is shown in Fig. 4:

Figure 4: XML description of AXI camera (simplified).
The camera receives rotation commands and can deliver video streams from IP “value”
(set to “10.1.2.22” in Fig. 3) by setting the next request on port 4475: “AXI-
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cgi/mjpg/video.cgi”. The file in the sample contains no links to sub-components, but for
real automatic configuration the rotation commands, zoom etc. should be also
described in a file.
All capabilities of a higher-level component delivered from lower-levels components
must be described on the lower levels. For example, the video output from IP
“127.0.0.1” and port “7004” (Fig. 3) can be delivered from the AXI camera via IP
“10.1.2.22” and port “3740” by sending request “AXI-cgi/mjpg/video.cgi”. Because the
camera IP can be configured, it is described as parameter one level higher (<value> in
Fig. 3), by that the camera description can be used also for other configurations without
changes. In our case, the “configurator” must set the right camera IP.
Fig. 5 shows dependencies between the XML description files in our sample.

Figure 5: Dependencies of used XML files.
The communication links in Fig. 5 described in the two files are linked to the AMFIS as
well as to the AeroRobot descriptions because they communicate via these
components.
To ensure correct automatic configuration, the XML description must contain all
information needed to set up wired and wireless communication – extern and intern.
Additionally, all components need appropriately configured computers and
communication channels, but not all of them are appropriately configured by default or
able to configure themselves, so that in many cases a “configurator” program must be
used to ensure automatic communication. After configuration, system components
communicate directly as needed on the basis of the information from the IM. In Fig. 6,
information and data transfer in the sample system are shown.
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Figure 6: Information and data transfer.
External systems (for example, command centers) will get information from the IM
about available capabilities and request needed services directly by the components.
They must implement the access to information about the capabilities available from
the IM – this service must be also standardized and have appropriate descriptions.
A particular challenge is the specification of reusable software supporting automatic
configuration in heterogenic systems. To ensure a generic solution, suitable
classifications of sensors, sensor carriers, communication channels, input and output
devices are needed. A sample of a sensor classification according to type of
information is shown in Tab. 1.
Dimension

Direction-dependent

Sample sensors

0

No

Temperature, pressure, motion detector, nondirectional microphone

0

Yes

Distance, velocity, force

1

Yes

Line scanning camera, microphone array

2

Yes

Video/IR camera, 2D laser scanner

3

Yes

Radar, 3D laser scanner, PMD, 3D video/IR
camera

Table 1: A sample of sensors classification.
To support automatic configuration, the classification of each sensor group must be
expanded with type of information compression (for AXI camera: uncompressed,
MJPEG, MPEG2, MPEG4, …), resolution, frame rate and interfaces classification
according to standard/protocol (both input and output, if suitable) as shown in Tab. 2.
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Wired

Wireless

Analog
Digital

Downlink
USB
2.0

Ethernet
3.0

UDP

Table 2: A sample
standard/protocol.

of

HTTP

HTTPS

(simplified)

2D

RTP
sensors

Downlink

WLAN

...

...

classification

according

...
to

Sensor carriers’ classification takes into account not only possible movement types like
position changing/direction changing/combination and degree of freedoms, but also
possible movement control: position, velocity or acceleration for each degree of
freedom; absolute/relative values; correlations between coordinates; limits, etc. Input
devices can be classified on generated values, output devices on values that can be
represented.
Based on the classification device-independent parent classes for each type of
components can be developed. Additionally, device-dependent decoders and encoders
for information, mixers and separators to prepare information for further analyze and
transfer are needed. They also must be classified and suitable described. A (simplified)
sample of an automatically configurable modular control and information analyzing
pan-tilt camera system is shown in Fig. 7.

Figure 7: Automatically configurable information analyzing and control system for pantilt camera.
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CONCLUSION

In this article, a solution for automatic configuration of complex distributed heterogenic
systems has been described. The concept is based on standardized modular
descriptions of components containing technical and non-technical details. This
concerns a long-term installation on its setup, but especially adaptive or expandable
systems which must switch fast between certain configurations for different duties or
change configuration by adding new components.
A sample of a hierarchic system description based on devices’ classification and of
adaptive modular software architecture is illustrated.
The results of this work will allow fast and adaptable automatic configuration of
complex hierarchical systems and easy integration of new components.
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Abstract
Most applications for aviation and maritime security strongly rely upon surveillance and
tracking systems fusing data produced by heterogeneous, multimodal sensors that are
spatially distributed. The multiplicity of the sensors has several practical reasons, e.g.,
the desired robustness of distributed sensor systems against single point failures as
well as the ability of heterogeneous sensors to measure complementary target
properties. However, practical methods for fusing sensor data of distributed sensor
systems in real-world applications is still an open topic of research. The purpose of this
paper is thus twofold: We firstly provide an overview of these methods for practitioners
that are not yet familiar with these methodologies. This may stimulate the design of
more efficient systems for security applications. Secondly, we present new track-totrack (T2T) fusion algorithms that are based on so-called accumulated state densities
and allow an easy treatment of out-of-sequence data.
Keywords: Track-to-track fusion,
accumulated state densities.

1

distributed

filtering,

out-of-sequence

data,

INTRODUCTION

Practical needs as well as the rapid development of information and communications
technology are driving forces of ever increasing networks of surveillance sensors. To a
degree never known before, decision makers have access to vast amounts of sensor
data. To use this information potential appropriately, however, the data streams should
avoid overwhelming the human beings involved. On the contrary, the data are to be
fused in such a way that high-quality information results, serving as a basis for decision
support in many applications.
Among the products of sensor data fusion, so-called “tracks” are of particular
importance. Tracks represent the available knowledge on relevant, time-varying state
quantities of individual targets. Quantitative measures describing the quality of this
knowledge are part of the tracks. The information obtained by “tracking” algorithms [1–
3] also includes the kinematic history of the targets. If possible, a one-to-one
association between the targets in the sensors’ field of view and the produced tracks is
to be established and has to be preserved as long as possible (track continuity). The
achievable track quality does not only depend on the performance of the sensors used,
but also on the target properties and the operational conditions within the scenario to
be observed.
Track-to-track fusion aims at combining locally preprocessed information of individual
sensors optimally. In many distributed tracking applications, the quality of a state
estimation suffers from communication bandwidth limitations. In particular, scenarios
using wireless channels such as HF radio, WLAN, or 3G networks experience link
breakdowns and limited capacity constraints. Furthermore, if sensors are involved
which have a high update rate, e.g., sonar or LiDARr, or return much clutter, e.g.,
radar, network technologies are hardly sufficient to cover all needs with respect to a
constantly full transfer of measurements. A common approach for such applications is
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to transmit only local tracks instead of measurements. This method has important
advantages. First and foremost, the load on communication channels is much lower
because false tracks and clutter are suppressed already. However, such a paradigm
raises the question of an optimal track-to-track fusion (T2TF) in a central fusion center.
The pioneering paper in this area has been written by Chee Chong [1].
The goal of T2TF is combining locally preprocessed information of individual sensors
optimally, i.e., in a way that is equivalent to fusing all measurements of all sensors
directly (measurement fusion). It is well-known that this can be achieved for
deterministically moving targets or in situations where the sensor tracks produced at all
individual data collection times are available in the fusion center. Full-rate
communication in this sense, however, is impractical in many applications. We thus
propose a distributed Kalman-type processing scheme for maneuvering targets, which
provides optimal track-to-track fusion results at arbitrarily chosen instants of time by
communicating and combining the local sensor “tracks” referring to this time.
Applications can be found in situations with a highly fluctuating connectivity.

2

BAYESIAN TARGET TRACKING PARADIGM

Let all time-varying target properties of interest at a given time be collected by a state
vector at that time, the temporal evolution of which is modeled by a Markovian
transition density. For the sake of simplicity, we here assume conditions where
standard Kalman filtering is applicable, i.e., in the case of well-separated targets,
assuming perfect detection, and in absence of false measurements. Let us furthermore
assume S synchronized sensors producing measurements at the same instants of
time. The proposed methodology can be extended to asynchronous sensors, nonlinear measurement equations, non-perfect detection and clusters of targets making
certain approximations necessary.
The accumulation of the sensor data up to and including the present time is a time
series. The statistical properties of an individual sensor measurement is described by
its individual sensor likelihood function, which needs to be known up to a constant
factor only. A Bayesian tracking algorithm is an iterative updating scheme for
conditional probability density functions representing all available knowledge on the
state vectors of the targets of interest at discrete instants of time, past and present. The
probability densities are conditioned by both the accumulated sensor data as well as by
available context information, such as sensor characteristics, target dynamics, or the
environment. Depending on the time at which estimates for the state vectors are
required, the related estimation process is referred to as prediction, filtering, or
retrodiction. We refer to these probability densities also as to the “track” of the target at
time considered. For details, see [1, Chapter 3].
It is well-known that optimal track-to-track fusion, i.e., the full reconstruction of the
probability densities of the target states given all sensor measurements from the locally
produced densities at each sensor site conditioned by its measurements only is
possible if the local tracks produced at all instants of time of all sensors are available in
the fusion center. This can be done by representing the local likelihood functions of the
sensors at each time using the results of prediction and filtering up to a factor
independent of the object state.
Under the conditions where Kalman filtering is applicable, this is provided by a quotient
of Gaussians, which can be calculated up to a factor independent of the state vectors.
This representation of the local likelihood function has also been called a “tracklet”
according to Frenkel [2]. Along this line of argumentation, the joint likelihood function of
the measurements of S independent sensors producing data at the same time can be
derived [3, Chapter 6.1].
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ARBITRARY COMMUNICATION RATE FUSION

In many applications, the full communication of all local sensor tracks produced at all
scan times of the individual sensors along with fusing them as previously sketched is
impractical. We therefore propose a distributed Kalman-type processing scheme that
provides optimal track-to-track fusion results at an arbitrarily chosen instant of time by
communicating the local sensor “tracks” referring to this time only and fusing them in
the fusion center.
More concretely speaking, we are aiming at fusion formulae to correctly reconstruct the
probability densities of the target states given sensor data for an arbitrary instant of
time from local state estimates, which are calculated by processing data from sensor s
only.
At each local sensor processing site, the positions of all contributing sensors with
reference to the underlying global coordinate system are known. For the sake of
simplicity, let all sensors be equally aligned and synchronized with the same data
update rate. These assumptions, however, are not essential and can be relaxed. We
furthermore assume that the measurement error covariance matrices of all individual
sensors are known for the local processors (e.g., the sensor-specific standard
deviations of the measurement errors). The detection probability is assumed to be one.
In calculating the local “tracks”, the filtering update with the local sensor data is
identical with the standard Kalman filtering update step, while the prediction and the
retrodiction steps must be modified in order to be able to reconstruct the probability
density after fusing them accordingly. For a distributed application of the standard
Kalman prediction and retrodiction steps, i.e., if the object evolution model has to be
taken into account, we essentially have to perform a “globalization” of the covariances.
By this term, we refer to a local adaptation of the covariance matrices to the global
knowledge of the distributed system. As a result of this globalization, all estimated
covariances of the local sensors will be mutually the same. In consequence, the local
“tracks” are not identical with the results of local Kalman filtering. However, the locally
optimal tracks can easily be obtained as by-products when calculating the state
estimates.
The proposed distributed Kalman-type processing scheme essentially makes use of
the fact that the sensor measurements do not enter into the update equation for the
estimation error covariance matrices. This means in particular that the covariance
matrices of all sensors can be calculated at each individual sensor site without any
further need of communication (given the relevant parameters of all sensors are known
at each sensor site).
A consequence of this fact is, however, that the proposed optimal processing scheme
cannot be generalized directly to IMM- or PDA-type tracking, where the covariance
matrices are explicitly data-dependent. Moreover, in the proposed distributed
processing scheme for multiple sensor Kalman filtering and retrodiction, the local
“tracks” to be communicated are identical with the state estimates of locally optimal
Kalman filtering and retrodiction based on the measurements of sensor s in certain
limiting cases only.
The key to deriving fusion formulae is to consider probability density functions of the
target states given all data that are proportional to a product of S Gaussians. By
elementary calculations, Gaussian products as can be transformed into a single
Gaussian with an expectation vector and a covariance matrix obtained by “fusing§ the
local expectations and covariances as “convex combinations”.
This observation leads to the question whether it is possible to calculate at least the
local expectation vectors by using the measurements of each sensor only, i.e., in a way
that can be done locally at each node of a distributed sensor network. As previously
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stated, under conditions where Kalman filtering is appropriate for tracking, the local
covariance matrices can be calculated for all sensors without exchanging sensor data,
provided the measurement error covariance matrices of each individual sensor are
known, or if they can be reconstructed at each node of the sensor network.
If the locally produced “tracks” are sent at some arbitrary instant of time to a fusion
node, they can be fused by convex combination, leading to the correctly fused density,
from which optimal state estimates based on all sensor measurements of the sensors
can be derived. According to this processing scheme, the fusion step does not have to
be performed at each sensor scan time in order to obtain an optimal result. The fusion
result, expectation vector and covariance matrix may or may not be communicated to
the individual nodes of the sensor network. The proposed distributed processing
scheme is thus well-suited for applications where reduced or arbitrary rate
communication is to be taken into account. For details, see [6].
Fig. 1 illustrates under which conditions several known track-to-track fusion
approaches (centralized Kalman filtering and retrodiction, local Kalman track fusion,
local Fraenkel tracklet fusion, and local Kalman track fusion) appear as limiting cases
of the exact distributed Kalman filtering scheme.

Figure 1: Interrelation of exact distributed Kalman filtering to existing processing
schemes.
The first processing steps for each sensor (initiation, filtering, local prediction) are
nearly identical to standard local Kalman filtering. In the local prediction step, a
“relaxed” dynamics covariance matrix is to be used. It is essential to the suggested
approach that the individual sensor models and the common target dynamics model be
known at each network node (global properties). After the local filtering, the local
covariances are globalized. In this step, access to the global properties is required. The
final prediction densities result from an application of the relaxed evolution model on
the globalized densities. The processing loop is thus closed and restarts with a local
filtering step.
Whenever it is required, a fusion step can be performed for obtaining fused prediction
and filtering results, which reproduces the results of full communication-rate
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measurement fusion at this time, i.e., as if all measurements or local tracks were
communicated to the fusion center.

4

DECORRELATED T2T FUSION BASED ON ASD DENSITIES

In practical applications, it is often the case that the global information cannot be known
at each of the processing platforms. In [7], the distributed Kalman filter (DKF)
previously discussed is applied in a radar sensor network that has data-dependent
measurement covariances. A solution is presented where the remote covariances are
approximated by an application of a local sensor model based on the remote sensor
position. Another important application is given in [8], where the DKF is applied to
scenarios which include false measurements and imperfect detection. As measurement
origin uncertainty leads to data dependent covariances, the remote parameters are
approximated by their expectation matrices. However, in both scenarios a degradation
in performance can be seen, which is due to the bias in the covariance estimates. The
bias in the fused state estimate can be compensated using a methodology published
by Reinhardt et al. in [9], [10] whereby an additional covariance correction matrix is
also transmitted to the fusion center. This idea has been applied to the estimated
covariance of a DKF. Despite these recent developments, lack of knowledge of the
global information in the DKF means it may not always be possible to achieve an exact
solution in practical applications.
Originally, the accumulated state density (ASD) has been proposed to provide an exact
solution to the out-of-sequence measurement problem [11]. To this end, the posterior
of the joint density of all states accumulated over time was derived for a single sensor
scenario. A closed form solution of the joint posterior covariance matrix yielded all
cross-correlations of different states in time which are required in order to process
delayed data. However, in [12] it was shown that an exact solution for T2TF can also
be achieved as a convex combination of local ASDs generated at each node in a
distributed sensor system. This method crucially differs from the DKF, in that an exact
solution is achieved without each processing platform being required to have
knowledge of the global information. Therefore, this theoretical development has
significant potential for achieving exact T2TF in practical problems. The resulting
algorithm was called the distributed accumulated state density (DASD) filter. The
drawback of the DASD approach as presented in [12] is the increasing dimension of
the ASD state. Since the full ASD contains the states of all update steps, the number of
transmitted bytes would increase linearly over time whenever transmission is
necessary for a central fusion. And moreover, the computational costs for each sensor
node would increase which can lead to numerical problems whenever longer
trajectories appear.
The DASD filter is illustrated by a numerical evaluation of a simulated scenario with a
single target and four sensors. The target starts at the origin of the Cartesian reference
system with an initial velocity of 400 m/s. The dynamics of the target are simulated
according to a continuous white noise acceleration (CWNA) model and a process noise
with a power spectral density q = 10.0 for 100 time steps. Each sensor measures the
position of the target with a Gaussian distributed noise term. The standard deviations of
the measurement errors are 100 m for all sensors. For a given time, the local ASD of
each sensor is calculated for a time window.
Fig. 2 shows the normalized root mean square error (RMSE) in position with respect to
the RMSE of a centralized Kalman filter (CKF) averaged over 100 Monte Carlo runs for
different ASD lengths. It can be seen that in this scenario an ASD length of ten states is
already sufficient to provide a result which perfectly matches the estimate of the CKF.
The limiting case of ASD length 1 is equivalent to a federated Kalman filter which is
also known as the “relaxed evolution model” filter.
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Figure 2: Normalized root mean square error (RMSE) in position for a centralized
Kalman filter (CKF) and the distributed accumulated state density (DASD) and a
federated Kalman filter. The RMSE values are relative to the CKF results and
normalized over 100 Monte Carlo simulations. The ASD length was fixed to include 1
(a), 5 (b), and 10 (c) states, respectively.
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In conclusion, the distributed ASD filter (DASD) can well be used with fixed-length ASD
states. This is a substantial gain in terms of less numerical complexity as well as the
occupancy of shared data links. It can be seen that the ASDs, which were originally
derived to describe the correlations of states in time, also provide a solution to the
fusion problem of cross-correlated states in space. In future work, non-linear scenarios,
non-detections and false measurements will be considered.
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Abstract
IEDs have been used in Iraq and Afghanistan and in terrorist attacks such as the Bali
(2002), Madrid (2004) and London bombings (2005). Prevention of these attacks is one
of the objectives of the European 7th Framework Programme on Security, of which the
project Explosive Material (Hidden) Agile Search and Intelligence System (EMPHASIS)
is part of, aiming at detection and localization of illicit bomb factories and allowing for
surveillance of a very large area.
EMPHASIS uses multiple heterogeneous sensors measuring the concentration of
explosives or their precursors, wirelessly connected using the standard Internet.
Sensor data fusion and signal processing provide a probability map for the location of
the bomb factory.
EMPHASIS shows the feasibility of a detection system for illicit explosive production.
The basis for the processing architecture is the OODA loop, i.e., Observe, Orient,
Decide, Act. The sensors provide information that is delivered to the EMPHASIS
processing system. By combining measurements of multiple sensors, a better confined
area with a higher probability for the source to be in that area will be reached. The
architecture is flexible and allows adaptation to any additional sensors and processing
requirements. The use of the Internet facilitates development and testing of the system.
A full scale demonstration is planned in September 2014 as well as at a major security
event in the near future.
Keywords: Explosives detection, precursors, explosives traces, sensors, autonomous
decision making, data management, data fusion, agents.

1

INTRODUCTION

The first large-scale use of improvised explosive devices (IEDs) was probably during
World War II, and ever since IEDs have been used both as an unconventional warfare
in military theatres of operation such as in Iraq and Afghanistan and in terrorist attacks
such as the Bali (2002), Madrid (2004) and London bombings (2005). IEDs can be
manufactured from either military and commercially based explosives or by using
precursors, commercially available to the public, from which home-made explosives
can be prepared rather easily. Often, a combination of these is used in terrorist attacks.
For all three terrorist attacks mentioned above, the bomb factories were located in an
apartment in a large city. Such locations are very difficult to discover and localize. The
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substances used in the Bali bombs are non-volatile and unrealistic to find in air.
However, it is likely that these can be detected as traces in the direct vicinity of the
bomb factories or in the sewer system. For the bombs used in the London
Underground in July 2005, ordinary, commercially available hydrogen peroxide was
bought and concentrated in a normal kitchen by boiling huge pans of liquid hydrogen
peroxide. Hydrogen peroxide is volatile and can be detected in the gaseous phase
while emitted through open windows and by the kitchen fan. Obviously, the dispersion
of these vapors to the surroundings is a function of parameters such as weather
conditions and city architecture. Another increasing threat to European cities are IEDs
that are prepared from firework ingredients. It is evident from these examples that an
urgent need exists for new tools in the extensive work of preventing future terrorist
attacks. Many national and international organizations have given attention to this
subject, among them the EU in its security program under FP7.
One of the ongoing EU FP7 projects, coordinated by the Swedish Defence Research
Agency FOI, is EMPHASIS [1]: Explosive Material (Hidden) Agile Search and
Intelligence System. This project aims at testing a system concept for the detection and
localization of illicit bomb factories in urban areas, see Fig. 1. The EMPHASIS system
is composed of different sensors in a network, namely: (1) area detectors, strategically
positioned, used for the monitoring of explosives or precursors to explosives in the
vapor phase; (2) multiple (semi)stationary sensors, positioned in the sewer, for the
monitoring of the sewage for indicative traces of disposed chemicals, and (3) stand-off
techniques for detecting trace amounts of explosives on objects that could point at
illegal activities. The detectors are connected in a network and the total gathered data
are fused and evaluated in a command center.

Figure 1: The EMPHASIS concept: By combining different types of sensor subsystems,
i.e., area monitoring, sewer monitoring and stand-off trace detection, a surveillance tool
for the detection and localization of illicit bomb factories in urban areas is created.
The goals and activities of EMPHASIS will be provided in Section 2. Section 3 will
address the system architecture required for sensor data fusion and the processing of
these sensor measurements to predict the likelihood of the location of the source. The
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practical implementation will be dealt with in Section 4. Finally, the conclusions of the
work presented here will be given in Section 5 of this paper.

2

EMPHASIS PROJECT: BACKGROUND

EMPHASIS is a novel way to perform surveillance of a very large area with respect to
detecting explosives and precursors to explosives and IEDs. The EMHPASIS concept
allows efficient assessment of an area of a city to establish where and – more
crucially – when illicit bomb-making activity is occurring. A successful system leads to a
very significant reduction in surveillance man-power. And when the area is narroweddown to, for example, a house, the system provides invaluable assistance in the timing
of police intervention, increasing the chance of success. The area monitoring sensors
cover distances of hundreds of meters thereby facilitating very large area coverage.
The combination with electrochemical sensors tracing the explosives present in the
sewage is of added value narrowing down the search area. The stand-off sensors
indicate the actual factory by detecting explosives that have been transferred to
surfaces by the touch from people that have handled the explosives.
EMPHASIS uses many of the developments achieved in another FP7 project, LOTUS
(Localization of Threat Substances in Urban Society) [2]. LOTUS focused on the
development and application of sensors for the detection of vapors of precursors used
for the manufacturing of explosives. These sensors are mounted in a rooftop on a car
and can monitor the environment in an urban area. EMPHASIS and LOTUS use the
same communication system. Also other relevant LOTUS achievements have been
implemented, like the threat substance list, the dispersion modeling and a laboratory
for home-made explosives that is used in the evaluation and testing of the different
detection techniques.
The sensors developed within EMPHASIS are capable of detecting explosives at
extremely low concentration levels (ppb). In total, five different sensor types are used:
a) Two sensors for the area-monitoring subsystem, based on resonant Raman
scattering [3] and infrared (IR) absorbance [4]. The area monitoring sensors can
be located on roofs of (high) buildings.
b) One sensor type for the sewage monitoring subsystem, using ion selective
electrodes (ISEs) [5].
c) Two sensors for the stand-off detection of particle traces on surfaces such as
door handles. The sensors for imaging stand-off detection are based on IR
backscattering laser spectroscopy [6] and imaging Raman [7].
The techniques can work in parallel, and data fusion will reduce false alerts.

3

SYSTEM ARCHITECTURE

The many sensors used on roofs of buildings and in sewers will provide a large amount
of data that will be fused at different layers. This ensures that the number of false
positives will be kept at a minimum. The system will perform automatic processing of
the data based on continuous and on-line analysis. A positive alert will be followed by a
step-by-step reduction of the search area while locating the bomb factory. The
processing will be largely based on agents. An agent is a part of the software that acts
on behalf of a user or other program. Agents activate themselves when needed and
each and every task will require its specific agent. A specific agent could, e.g., compare
the reading of the sewage subsystem with the history of analysis data for the areamonitoring subsystem. The readings in a given time window will mutually confirm each
other, thereby reducing false positives. Specific agents are used for tasks like sensor

182

Session 6: Surveillance, Sensors, Data Fusion and Analysis

Future Security 2014

Berlin, September 16 –18, 2014

data processing, sensor fusion, information fusion and actuator operation (one of the
actuators is a computer screen).
As a consequence of the approach given above, sensors can be added to any extent
and additional features just need the respective agents, without requiring changes to
the hardware.

3.1

EMPHASIS processing architecture

The EMPHASIS system architecture is given in Fig. 2. The basis for the processing
architecture is the OODA loop, i.e.m Observe, Orient, Decide, Act. It consists of the
following blocks:
•

Sensor system:
o Sensors: This is the sensor input system, as mentioned before,
o Effectors: influencing asset location, asset route, asset settings, etc.,

•

Object assessment,

•

Situation assessment,

•

Manage asset constellation:
o

The positioning and aiming of the sensor.

Emphasis	
  system
Sensors:
Air
Object
Sewer
Environment

Object	
  
assessment

Situation	
  
assesment

Sensor	
  system
Effectors:
Asset	
  location
Asset	
  route
Asset	
  settings

Manage	
  asset	
  
constellation

User

Figure 2: EMPHASIS system architecture.
The activities within the system are:
•

The sensors measure the concentration of the threat chemicals,

•

The object assessment determines the presence of gas clouds, chemicals in
sewer water, traces on objects,

•

Situation assessment is the determination of the location of the bomb factory,

•

Manage asset constellation is the placement of sensors, their routing, the
control of their scanning, their targeting, all in order to improve the effectiveness
of object assessment and situation assessment until ultimately the location of
the bomb factory is fixed.

3.1.1

Sensor system

The sensor system consists of the sensor(s) themselves and their platforms, their
control and support systems. Also, the user should be taken into account as an
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processing
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provides

guidance

to

the

1. User/car driver: Gas sensors are mounted in a rooftop box on a car. The user
drives the sensor along a given route to a given location,
2. User/operator air monitoring: Scanning air sensors have to be set to a given
distance/azimuth and elevation,
3. User/operator object monitoring: Scanning sensors have to be pointed to a
given object (e.g., door handle),
4. User/handyman: Many sensors have to be moved physically to a given location
and have to be mounted in place.
The sensors provide information that is delivered to the EMPHASIS processing system
performing object assessment, situation assessment and asset management. These
processes are described in the next paragraphs.
3.1.2

Object assessment

Object assessment is the detection of objects of interest. The objects of interest are:
•

Gas clouds of given gases in the air,

•

Clouds of dissolved or dispensed chemicals in sewer systems,

•

Polluted objects.

From a system architecture point of view, these objects can be assessed in parallel.
The description given in the next paragraph is based on a system having only a few
sensors. The architecture itself, however, is robust, the number of sensors is virtually
unlimited and detections may occur in any order, in any sensor.
In general, an illicit bomb factory will be in operation for a prolonged time in order to
produce explosives. This allows for integration over long times, and offers the
opportunity for effective cancellation of influences of wind, day and night differences,
etc. This allows for a stable and consistent object detection and assessment.
3.1.3

Situation assessment

Based on object assessment, an estimation will be made towards the probable location
of the source based on the premise that there is only one source on a fixed location.
The premise of a single factory is no real limitation. In case there are more locations,
one will find the second location after (finding and dismantling) the previous one.
The situation assessment will not directly provide one, single location. Instead, it will
create a source probability map, giving the probability that a bomb factory is at a given
location.
The EMPHASIS user will move the sensors to places where higher levels of chemical
concentrations are anticipated. This will make the probability map more distinctive
(statistically: The measured values on the map will be high in a limited area and low on
average, the limited area being probably the area of the bomb factory). At a given
moment in time (due to asset management), also sewer system sensor values might
become available. These readings indicate a bomb factory in an area that has its waste
water output in a defined part of the sewer system.
The sewer system can also provide “a first hit”, prior to the air sensors. From a system
operation point of view, this will not be different.
When sensors become more ubiquitous, the actual order of events may vary. The
architecture, however, is designed towards this situation and from a system operation
point of view, again there is no difference. The locations of air and sewer sensors (and
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object sensors) have to match, narrowing down the possible location of the bomb
factory.
For any object, the profile over time and over position (probability density profile) is
determined. Also combined profiles are calculated over sensors and over
environments. Separation of time and position allows for additional false alarm
reduction: It is expected that a gas cloud will move back and forth due to changes in
wind direction and wind speed, moreover it will dilute and disperse over time, a process
that will speed up with increasing wind speed. The algorithms will take movement and
dispersion into account and will indicate the most probable location.
Fluctuations over time are (again expected) mainly due to noise and system errors,
bomb factory locations are most likely stable in time (at least over a certain period of
time).
By combining measurements of multiple sensors, a better confined area with a higher
probability for the source to be in that area will be reached. A human-machine interface
(HMI) also has been developed: The probability areas are shown on a map, see Fig. 3.

Figure 3: Example of a probability map, as shown on a human-machine interface (HMI)
map.
3.1.4

Manage asset constellation

This step is partly performed by the EMPHASIS processing architecture and partly by
the user. The EMPHASIS processing architecture provides advice with respect to asset
location and their routing, their scan control, their targeting, all in order to improve the
effectiveness of object assessment and situation assessment, until ultimately the
location of the bomb factory is fixed.
The EMPHASIS processing architecture provides probability maps for the bomb factory
location. The user will relocate sensors based on this information, and will use to scan
or target a specific area or location.
The envisioned strategy is to move additional sensors in the area where the probability
for presence of the bomb factory is significant. The new sensor locations are selected
based on the wind direction, the dispersion characteristics and the requirement to

Session 6: Surveillance, Sensors, Data Fusion and Analysis

185

Future Security 2014

Berlin, September 16 –18, 2014

divide the probability area in two or more sub-areas with a clearly distinct probability.
As soon as the probability area is narrowed-down in size, it can also be covered with
the stand-off spot measuring sensors as have been developed in EMPHASIS [6], [7].
These sensors offer very fast relocation of the measurement spot, largely suppressing
the effects of changing winds (direction and speed) as well as of the eventual
relocation of the factory.
The LOTUS sensors that can also be used in the system offer a high degree of mobility
given the fact that they are rooftop-mounted on a car.

4

IMPLEMENTATION

The system overview is given in Fig. 4. The sensors for air, sewer and object
environment are connected to routers that transmit the sensor information via the
regular Internet, to which they have a wireless connection (red in Fig. 4). Sensors and
routers are the “sensors” in Fig. 2.
The EMPHASIS system is built around multiple, wirelessly networked, stationary
sensors reporting measurements to a central system (CS). This CS performs the
functions object assessment, situation assessment and manage asset constellation.
The CS hence provides the operating environment for all agents. To facilitate easy relocation, all sensors transmit their actual location to the CS. This also allows for
compatibility with the mobile LOTUS sensors.
The CS continuously monitors and records incoming data from the sensors. It performs
evaluations of the collected data and provides visualization and alarms if thresholds are
exceeded.
The CS is also connected to the regular Internet, using a wired connection (green in
Fig. 4). The use of the Internet allows the various system parts to be located anywhere.
Each part can be at the developers’ laboratory, still allowing the system to be tested in
total.
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Figure 4: EMPHASIS detailed architectural lay-out.
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Extensive subsystem tests have already been performed. Partial system tests, i.e.,
some (but not all) sensors will be deployed and subjected to a real illicit bomb factory,
are performed in the summer of 2014. In September 2014, a full system test and
demonstration will be conducted at the FOI test site in Grindsjön, Sweden. The
demonstration is planned to be repeated at a major security event in the near future.
Other...
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CONCLUSIONS

With EMPHASIS, the feasibility of a detection system for illicit explosive production is
demonstrated. In addition, the chosen approach shows:
•

The flexibility of the architecture to adapt to any additional sensors, e.g., those
that have been developed in other research programs (like LOTUS) or those
that emerge in the future,

•

The flexibility of the architecture to adapt to additional requirements by using an
agent-based approach,

•

The flexibility towards development and testing by using the Internet.

ACKNOWLEDGEMENTS
EMPHASIS has received funding from the European Commission’s Seventh
Framework Programme (FP7/2007–2013) under Grant Agreement No. 261381.

REFERENCES
[1]

More information on EMPHASIS can be found at: http://www.foi.se/en/Customer-Partners/Projects/EMPHASIS/EMPHASIS/.

[2]

More information on LOTUS can be found at: http://www.foi.se/en/Customer-Partners/Projects/LOTUS/LOTUS/.

[3]

Johansson, I., Ceco, E., Ehlerding, A., and Östmark, H. (2013). Stand-off
Detection of Explosives Vapors by Resonance Enhanced Raman Spectroscopy.
Proceedings of SPIE – The International Society for Optical Engineering, Volume
8709, Article number 87090N, Detection and Sensing of Mines, Explosive
Objects, and Obscured Targets XVIII; Baltimore, MD, United States; April 29–
May 2, 2013.

[4]

Carlysle, F., Nic Daeid, N., Normand, E., and McCulloch, M. (2012). Exploiting
High Resolution Fourier Transform Spectroscopy to Inform the Development of a
Quantum Cascade Laser Based Explosives Detection Systems. Proceedings of
SPIE – The International Society for Optical Engineering, Volume 8546, Article
number 85460Z, Optics and Photonics for Counterterrorism, Crime Fighting, and
Defence VIII; Edinburgh, United Kingdom; September 24–26, 2012.

[5]

Heil, M., Schnürer, F., Krause, H., Önnerud, H., and Östmark, H. (2013).
EMPHASIS – Detection and Localisation of Illicit Bomb Factories in Urban Areas.
Proceedings of the 44th International Annual Conference of the Fraunhofer ICT,
Karlsruhe, Germany; June 25–28, 2013.

[6]

Fuchs, F., Hugger, S., Jarvis, J., Blattmann, V., Kinzer, M., Yang, Q.K.,
Ostendorf, R., Bronner, W., Driad, R., Aidam, R., and Wagner, J. (2013). Infrared
Hyperspectral Standoff Detection of Explosives. Proceedings of SPIE – The
International Society for Optical Engineering, Volume 8710, Article number
87100I, Chemical, Biological, Radiological, Nuclear, and Explosives (CBRNE)
Sensing XIV; Baltimore, MD, United States; April 30–May 3, 2013.

[7]

Nordberg, M., Ceco, E., Wallin, S., and Östmark, H. (2012). Detection Limit of
Imaging Raman Spectroscopy. Proceedings of SPIE – The International Society
for Optical Engineering, Volume 8357, Article number 83571H, Detection and
Sensing of Mines, Explosive Objects, and Obscured Targets XVII; Baltimore, MD,
United States; April 23–27, 2012.

Session 6: Surveillance, Sensors, Data Fusion and Analysis

187

Future Security 2014

Berlin, September 16 –18, 2014

RESILIEN-TECH: RECOMMENDATIONS FOR BRINGING
RESILIENCE INTO PRACTICE
Benjamin Scharte1, Daniel Hiller2, Tobias Leismann3 and Klaus Thoma4
1

benjamin.scharte@emi.fraunhofer.de, 2 daniel.hiller@emi.fraunhofer.de,
tobias.leismann@emi.fraunhofer.de, 4 klaus.thoma@emi.fraunhofer.de
Fraunhofer Institute for High-Speed Dynamics, Ernst-Mach-Institut, EMI, Eckerstraße
4, 79104 Freiburg (Germany)
3

Abstract
Is resilience just another buzzword? What use can we make of the term and the
underlying concept? Resilience is the ability to repel, prepare for, take into account,
absorb, recover from and adapt ever more successfully to actual or potential adverse
events. Those events are either catastrophes or processes of change with catastrophic
outcome, which can have human, technical or natural causes. In Germany, there is a
lack of “hands-on” approaches that try to implement some characteristics of resilient
thinking into practice. By using the experience of national and international experts, the
study RESILIEN-TECH comes up with a list of recommendations that can be used as
guidelines for further research and development activities in the field of resilience –
from developing methods for modeling and simulation of complex socio-technical
systems to establishing resilience as key component for sustainable development.
Keywords: Resilience, resilience engineering, vulnerability, security, resilience
research, business continuity management, disaster risk reduction.

1

CLIMATE CHANGE, TERRORISM, ACCIDENTS – LIVING IN A
VULNERABLE WORLD

Why do we need resilience? Terrorist attacks, natural disasters or severe accidents
can cause serious harm and irreversible damage to the lives of many people. They
threaten the health and survival of those directly affected. Besides that, for example,
terrorist attacks can paralyze transport infrastructures, natural disasters render living in
whole areas impossible and accidents in power plants can result in the collapse of our
energy supply. In extreme cases, adverse events may even lead to a complete system
failure. One example of that were the devastating consequences of Hurricane Katrina
in 2005. The hurricane flooded New Orleans almost completely and led to the collapse
of public order, health care, energy and communication systems and other critical
infrastructures [1]. Due to increasing complexity of our modern world and longstanding
processes of change, the adverse effects of hazards even tend to multiply themselves
[2]. Moreover, because our systems are closely linked and intertwined they are
susceptible to cascading effects. That is one of the reasons, why natural disasters
alone are responsible for financial losses worth 200 billion US dollars a year [3].
The question is what our societies can do to cope with these adverse events in an
adequate way. How can they prevent bad things from happening, save people’s lives,
minimize financial losses and keep the systems running even under severe stresses?
The right answer to these questions is being or becoming resilient. A resilient system is
able to minimize the damage caused by any kind of adverse events. Hurricane Katrina
was a dramatic example of how it should not have been. Fukushima, 9/11 and the
2010 Haiti earthquake are more such negative examples. It is a well-known fact, that
we are facing a growing number of such events. That is why we need resilience.
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RESILIEN-TECH – THE PROJECT

Resilient societies are characterized by their ability to minimize the negative effects of
adverse events they are facing. That is the lowest common denominator which most of
the scientists, politicians and practitioners working on resilience can agree on.
However, this consensus comes to an abrupt end when thinking about the right ways
for achieving that goal. Different scientific communities are discussing about the
actions to be taken, the pitfalls and problems to be addressed or the scope and the
limits of the resilience paradigm [4]. The various discussions illustrate one thing very
clearly: “If building the culture and practice of disaster resilience were simple and
inexpensive, the nation would likely have taken steps to become more resilient already”
[5]. Therefore, building resilience is a difficult task.
This is where the project “Resilien-Tech” started. Resilien-Tech was a project running
for two years until June 2014. It was funded by the German Federal Ministry of
Education and Research. The project consortium consisted of acatech, the German
national academy of science and engineering, and the Fraunhofer Institute for HighSpeed Dynamics, Ernst-Mach-Institut, EMI. Their objective was to create
recommendations for key policy makers on how to establish a resilience-by-design
approach in research agendas, foster and increase resilience in the field of critical
infrastructure protection and make resilience the fundamental prerequisite of
technological or societal security solutions [4].
The project partners organized three expert hearings in order to learn from prominent
resilience specialists. The first of these workshops dealt with national perspectives on
the concept of resilience. One of the main results was the fact, that the resilience
discussion in Germany still rests in an academic ivory tower and there is no focus on
the needs of those affected by adverse events yet. At the same time, one can see the
tendency to overcome what appears to be a contradiction between social and
technological solutions for security problems with the help of resilience as a kind of
bridging concept [4].
Within the second workshop, the project partners had a look at the bigger picture.
Some of the most prominent international resilience experts were gathered together in
Berlin to be able to learn from their rich experience in resilience research and practice.
The international discussion is one step ahead of the German one. Governments are
already implementing resilience into their strategies and research programs,
practitioners already working with the concept to deal with real life problems. In
particular, the holistic aspect of the approach, in terms of how societies can become
resilient, is in the focus of their interest [4].
The third workshop addressed the challenges, which companies are facing concerning
adverse events. Within the business sector, economic consultancies are mainly talking
about “business continuity management” instead of or additional to resilience. Many
companies do not prepare themselves for natural or human-induced hazards because
there are no incentives to do so. The probability for most adverse events like flooding is
very low. Thus, there is no business case for resilience. Promising ways for increasing
business resilience can therefore be seen in creating positive and/or negative
incentives for socially relevant companies [4].
After the three expert hearings, the project partners used their results to extract lessons
learned from the latest discussions about resilience. Each workshop provided them
with some new, interesting or provoking lessons learned. The ten final
recommendations – central outcome of Resilien-Tech – are the synopsis and
quintessence of these lessons learned. They are presented in Section 4. Before that,
the paper gives a working definition of resilience which served as starting point for
controversial discussions in the workshops.
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RESILIENCE – A WORKING DEFINITION

The working definition is based on an extensive literature review and thorough
discussions within the project team about a “simple” question: What is resilience?
The term and the concept of resilience were used and defined in many scientific
disciplines throughout the past 60 years – ranging from developmental psychology,
ecology and the social sciences through to engineering [6], [7]. As a concept, resilience
had its breakthrough in the 1970s, when psychologist Emmy Werner used it to describe
children’s ability to succeed in live even if they grew up in very poor conditions [7]. After
that, Canadian ecologist Crawford S. Holling defined resilience as a property of
(eco)systems and even later American political scientist Aaron Wildavsky understood it
as a strategy to cope with uncertainty [8], [9]. Present-day research sees resilience as
a comprehensive, holistic approach. Resilience then means being able to increase the
overall resistance and regenerative capacity of technical and societal systems. The
concept includes both anticipation and prevention as well as reaction capacities,
adaptation and learning [6]. A very prominent, recent example for a resilience definition
is the one used by the Committee on Increasing National Resilience to Hazards and
Disasters of the US National Academies: “Resilience is the ability to prepare and plan
for, absorb, recover from or more successfully adapt to actual or potential adverse
events” [5].
British resilience expert Charlie Edwards uses a graphic to exemplify his understanding
of the concept [10]. The Resilien-Tech partners used this cycle as a starting point and
extended it so that it now includes five phases. Fig. 1 shows this enhanced resilience
cycle. First, there needs to be a serious preparation for adverse events, with particular
regard to early warning systems (prepare). By reducing the underlying risk factors,
adverse events should also – if possible – be prevented (prevent). If the adverse event
cannot be prevented, both physical and virtual protection systems need to be in place
and function properly to minimize its negative impact (protect). In addition, wellorganized and effective civil protection and disaster management are needed. The
system should have the capacity to sustain its essential functionality as good as
possible (respond). In the aftermath of the adverse event, the system needs to be able
to recover and at the same time learn from what has happened and adapt in order to
be better prepared for future threats (recover) [4].

Figure 1: The resilience cycle [4].
Based on this resilience cycle as well as in strong analogy with the National
Academies, resilience can be defined as follows:
Resilience is the ability to repel, prepare for, take into account, absorb, recover from
and adapt ever more successfully to actual or potential adverse events. Those events
are either catastrophes or processes of change with catastrophic outcome which can
have human, technical or natural causes [4].
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RECOMMENDATIONS – GUIDELINES FOR FURTHER RESEARCH1

This working definition was the basis for very controversial discussions. Besides the
discussions about definitions and the question if resilience is nothing than just another
buzzword, the workshops provided us with a huge amount of sophisticated thoughts.
Based on this, the project team identified and summarized the most important ideas in
the form of lessons learned. These were themselves summarized again in a total of ten
recommendations. They address a very broad range of different aspects within the
complex concept of resilience, as well as different audiences. The recommendations
move between several levels of abstraction. In their entirety they can be understood as
an agenda towards the resilient society of tomorrow. They show the first steps of the
way, inter alia by raising new questions we need to answer on our trip towards more
resilient societies.
1. Resilience as a holistic strategy
Resilience should be employed as holistic strategy for minimizing the harmful
impacts of adverse events. This will facilitate a sustainable improvement in the
ability of complex systems to keep functioning, adapt, endure and learn in the
face of external or internal shocks. Because of the way it has been used in the
past, there is a danger that the word “resilience” could degenerate into just
another buzzword. This danger can be averted through a consistent and clear
understanding of the core features at the heart of resilience. In essence,
resilient societies must be able to keep the human, economic and
environmental damage caused by adverse events to an absolute minimum.
They do this by making use of every realistically conceivable solution,
irrespective of whether it involves technology, social tools or economic
incentives. Especially the combination of solutions in an integrated manner is a
characteristic of resilient societies. Resilient societies are distinguished by their
ability to respond dynamically to constant as well as abrupt and radical changes
in their environment and adapt to unforeseen events. Rather than being a static
condition, resilience is a property of dynamic and adaptable systems that are
able to learn from past events.
2. Metrics for vulnerability and resilience
Metrics and indicators should be developed for evaluating vulnerability and
resilience. Vulnerabilities can be identified, categorized, measured, described
and compared. The vulnerability to specific threats of certain geographical,
technological or other entities is already assessed both in Germany and in other
countries such as the US. The challenge is to consolidate these efforts and
systematically extend them across different disciplines to cover all systems that
could potentially be affected and all different types of threats. The challenge of
developing a suitable method for measuring resilience is even more difficult and
a fully satisfactory solution has yet to be found. Researchers are confronted
with numerous conceptual problems and methodological pitfalls. Despite all
unanswered questions, measuring resilience remains a worthwhile endeavor.
Moreover, the measurement of resilience does not need to produce perfect
results. The ability to make only a reasonably accurate comparison of the
resilience of different entities would be enough to identify particularly resilient
systems that can be used as models and particularly weak systems that are in
special need of help.

1

The recommendations are an excerpt drawn from the acatech STUDY “Resilien-Tech”, see [4], pp. 123–130.
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3. Modeling and simulation of complex systems
Methods should be developed for modeling and simulating complex sociotechnical systems that are critical to our society. In order to make targeted
improvements to the resilience of complex systems, the relevant actors require
a detailed and accurate understanding of the systems’ behavior, particularly
under extreme conditions. Thus, they need the ability to simulate extreme
events as realistically as possible before they occur. This allows them to identify
weak spots, plan counter-measures, correct faults and do everything in their
power to prepare the system as fully as possible for the occurrence of adverse
events. A wide variety of modeling techniques already exist today. However, as
the complexity of systems continues to increase and the interdependencies
between previously discrete subsystems multiply, even more comprehensive,
ultra-advanced methods are required in order to reliably model how systems will
behave when unforeseen events occur. More research is needed into methods
that go beyond merely computing the outcomes of predetermined scenarios.
The aim is to produce multimodal simulations that use an integrated approach
to model technological and social systems and complex interactions between
them.
4. Establish resilience engineering as a discipline
Innovative technology should be employed to ensure that infrastructure is
capable of meeting the needs of the 21st century. The sustained and reliable
functioning of critical infrastructure in our modern society is, as the name
suggests, critical to its survival. Society as we know it simply could not exist
without energy, water, food, transport, communication, etc. Resilience
engineering is the best way of guaranteeing and indeed increasing the ability of
critical infrastructure to keep functioning, adapt, endure and learn in the face of
different types of adverse events. The term “resilience engineering” refers to
interdisciplinary engineering R&D into procedures and methods for increasing
the ability of systems that play a key role in our society’s capability for selforganization. It involves consistent incorporation of technological solutions to all
kinds of security problems into every aspect of the planning and implementation
of major social projects – from the individual level to the overall system level
and from a very early stage on. Its goal is to maintain the critical sub-functions
of these systems in a controlled manner, even when damage to the system
forces them to operate outside their normal parameters, thus allowing
catastrophic system failure to be averted. It requires customized technological
solutions for increasing the resilience of individual infrastructures. At the same
time, the effectiveness of these solutions and their impact on the system as a
whole must be optimized and they should be complemented by smart solutions
from other fields such as economics, ecology and the social sciences.
Examples might include technologies such as self-healing, adaptive materials or
smart, adaptable buildings that use energy self-sufficient automated sensor
networks.
5. Resilience responsibilization
Strategies should be developed and implemented for sustainably strengthening
people’s self-reliance in the face of adverse events. In order to ensure that they
are actively involved in shaping resilient societies, the public should be engaged
in a dialogue as equal partners and provided with wide-ranging opportunities to
participate at a variety of different, decentralized levels. Government can
encourage people to take precautions against risks and promote their
acceptance, for example, through school curriculum content or by supporting
volunteering with the fire service, Red Cross, humanitarian aid organizations
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such as Germany’s THW and other emergency services. The first step is to
create a responsible awareness among the public of the dangers that exist.
People need to recognize the threat of adverse events before they can make
the mental and practical preparations that will allow them to withstand any
shocks with as little damage as possible. Regular emergency and disaster
exercises are one example of the measures needed to create this awareness
and enable efficient emergency planning and preparedness. Many people in
Germany already volunteer with the fire service or other emergency services. It
is important to sustain their involvement, attract still more people and use them
as a resource for raising awareness about disasters among the general public.
Another avenue that will need to be explored more thoroughly is the
incorporation of the relevant learning content into school curricula. This focus on
educating and training people in order to increase their resilience is an
extremely important part of creating a more resilient society.
6. Business case resilience
Future research initiatives should demonstrate why it is worth investing in
resilience and make the business case for why resilience should not simply be
regarded as a cost. States try to get the best possible return from their limited
resources. In this context, the method used to assess whether the resources
have been employed efficiently and effectively is absolutely key. Measures
geared towards increasing society’s resilience are costly. Nevertheless,
resilience is more than just a “costly add-on” or unnecessary luxury – it is in fact
a key requirement of sustainable investments. In view of the ever greater
challenges confronting our societies, systems which collapse at the first tiny
sign of trouble because they were designed according to radical cost-cutting
principles hardly constitute a sustainable long-term model. In a sustainabilitybased approach, the extra initial outlay required to create resilience soon pays
for itself, not only in terms of the human suffering that it prevents in the event of
a disaster but also financially. This does, of course, require a detailed
knowledge of the exact pay-back of specific investments in different locations.
7. Incentives for creating resilience
Incentives should be created for businesses to increase their resilience. The
majority of companies makes some kind of provision for risks, at least implicitly.
In other words, they take contingency measures to protect themselves against
certain adverse events. The key drivers are the extent of losses that they are
likely to suffer and the probability of the event actually occurring. But even
though natural disasters, for example, can cause huge losses, only a handful of
businesses are prepared for this type of threat. The impression is that
investments will not be cost-effective because of the low probability of such
events. Consequently, it will be necessary to find ways of helping businesses to
increase their resilience with regard to low-probability adverse events that can
nonetheless have a serious impact. One promising idea is the introduction of
compulsory insurance against adverse events. Another option would be to
introduce monitoring of the measures taken by companies to increase their
resilience.
8. Implementation of an early warning system
An early warning system should be established, featuring compulsory reporting
of adverse events. Most companies do not anticipate sudden major shocks in
their day-to-day business and many are therefore unaware of the relevant
threats. The roll-out of compulsory reporting for certain types of incidents would
help to raise awareness on this issue. It is likely that companies will be
concerned that compulsory reporting could lead to them being publicly named
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and shamed, causing damage to their business. These concerns should be
taken seriously and should be addressed through the design of the compulsory
reporting system. Furthermore, thorough research should be carried out before
the regulations are introduced in order to establish which events should be
subject to compulsory reporting in different industries, what information needs to
be provided exactly and whom it should be reported to. The system should only
apply to companies if a partial or total collapse of their respective business
could have a serious negative impact on the local, regional or national
economy. Compulsory reporting could also prove to be especially valuable for
combatting the growing threat of cybercrime since it would alert people to
probable or imminent attacks and enable targeted counter-measures to be
taken.
9. National resilience strategy
A national resilience strategy should be developed. In the broader context of
sustainable development, it will be necessary to develop an overarching vision
of resilient societies. The holistic concept of resilience is not something that can
simply be ordained by law. A national resilience strategy, on the other hand, can
provide a consistent and comprehensive basis for addressing the numerous
challenges associated with an increasingly complex, high-tech world, serving as
a platform for the subsequent development of targeted solutions for specific
problems. The strategy would also provide a framework for developing specific
plans to implement measures geared towards increasing resilience, for example
in the critical infrastructure sector. It would also involve continuous monitoring of
individual government departments – including, e.g., the emergency planning
authorities – in order to assess whether they have adequately adopted
resilience as an organizing principle in their work and whether they cooperate
sufficiently with other responsible agencies on implementation actions.
Resilience could constitute the underlying principle of all future research
initiatives, particularly in the field of applied, solution-oriented security research.
10. Key component of sustainable development
Resilience should be established as a key component of sustainable
development. Sustainability means finding a way of living together that meets
the needs of the people alive today without jeopardizing future generations’
ability to in turn meet their own needs. For this to be possible, societies must be
capable of surviving major challenges. The fundamental characteristics of
resilient systems are the ability to keep functioning, adapt, endure and learn
even under extreme stress. These are all key to a society’s ability to survive.
The concept of resilience thus bridges the gap between security and
sustainability research. The United Nations have identified seven key
components of sustainable development. Those are decent jobs, a sustainable
energy supply, food security and sustainable agriculture, sustainable urban
development, access to clean drinking water, sustainable use of our oceans
and resilient societies. Each of these key components must be broken down
further to allow concrete recommendations for increasing the sustainability of
our societies to be formulated. In this context, resilience is critical to
sustainability, i.e., human society’s capacity to survive in the future. In other
words, resilience must form an integral part of any successful model of
sustainability. Both security and sustainability researchers should therefore
incorporate resilience into their work and carry out corresponding research
projects.
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CONCLUSION

Fukushima, 9/11, Katrina and Sandy – those words have become synonyms for
catastrophes with horrible consequences for a huge amount of people. They are no
longer just names, dates or cities but proxies for the risks of modern technologies, the
devastating costs of inhuman ideologies or the untamable power of nature. But they
also stand for systems or societies that were not prepared, could not prevent and
protect, did not respond adequately and partly failed to recover. They were not resilient.
The project Resilien-Tech tried to find ways, how politics, science and practitioners can
help to improve Germany’s resilience against natural and human-induced hazards. By
organizing three workshops, the project team gathered together some of the most
prominent national and international resilience experts. Drawn from their vast
experience and an extensive literature review, they developed ten recommendations
on how to better implement resilience thinking into research and practice in Germany.
In their entirety, the ten recommendations can be understood as blueprint for building
more resilient societies. At the same time, decision-makers can make use of them as a
kind of tool box. As already mentioned, they cover a very wide range of completely
different aspects of the complex concept of resilience. Nevertheless, the
recommendations focus on ways for improving the resilience of our critical
infrastructures. Those infrastructures are complex and interdependent socio-technical
systems and their reliable functioning is crucial for our modern societies. Thus,
societies cannot be resilient unless their critical infrastructures are. And the resilience
of critical infrastructures depends on a multitude of factors. By following up on these
recommendations, our critical infrastructures will become more resilient and in the long
run our society will do the same.
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Abstract
Disaster recovery is a complex process that takes place over a prolonged period of
time with many factors, actors, considerations and conditions at play. Rebuilding a
disaster-affected area to a self-sustaining state is a daunting task, and requires a high
degree of community effort and comprehensive knowledge about the affected
environment. All too often, these requirements are not properly met, leading to a long
recovery trajectory and misalignments between recovery efforts and community needs.
We argue that most issues in disaster recovery stem from “collaboration gaps”: flawed
organizational structures between stakeholder parties that exist between levels of
operation and between phases in the recovery process. In this short paper, we
introduce the COBACORE project (Community-Based Comprehensive Recovery –
www.cobacore.eu) that aims to reduce those gaps, and present its ambitions, approach
and current status.
Keywords: Disaster recovery, community participation, needs assessment.

1

INTRODUCTION

Disaster recovery is a complex process that takes place over a prolonged period of
time with many factors, actors, considerations and conditions at play. Rebuilding a
disaster-affected area to a self-sustaining state is a daunting task, and requires a high
degree of community effort and comprehensive knowledge about the affected
environment. All too often, these requirements are not properly met, leading to a long
recovery trajectory and misalignments between recovery efforts and community needs.
We argue that most issues in disaster recovery stem from “collaboration gaps”:
inefficiencies in collaboration between mission-critical parties [1]. The word “gap” refers
to the discrepancy to the ideal and the actual level of efficiency. These gaps may be
caused by all sorts of factors, such as ineffective coordination of activities, lack of
mutual awareness between parties, flawed information distribution, lack of knowledge,
conflicting beliefs or work practices, or any other factor that may have an impact on the
collaboration between parties.
Such collaboration gaps can be recognized across all levels of operation of a disaster
recovery process: between parties at the field level, between parties at more strategic
levels, between parties that are active at difference phases of a recovery process, and
between affected and supporting communities. In practice, collaboration gaps lead to
neglect of stakeholder groups, interference of activities, loss of accountability, waste of
capacities and a general discontent with restoring societal wellbeing. Such effects have
been recognized in most recent large disasters, and have found their way in many
policy recommendations on disaster recovery improvement.

2

THE COBACORE PROJECT

The COBACORE project (Community-Based Comprehensive Recovery) takes on the
challenge to close these gaps. COBACORE is an EU-funded research project that
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aims to bring innovation to the field of disaster recovery, especially in population-dense
areas in EU member states.
In the COBACORE project, we distinguish between three main communities: the
professional community, the affected community and the responding community
(Fig. 1). The affected community are the people directly and indirectly adversely
affected by a crisis or disaster and in need of urgent (humanitarian) assistance. The
responding community consists of local or outside community members which support
in relief or recovery but are not trained in crisis response. This community includes
technical volunteer groups and civilian groups that organize response efforts through
social media channels. The responding professionals are part of the professional
community in the field of crisis response and recovery, such as national and local
governments, NGOs and national crisis coordination centers. At the intersections, there
are evident additional communities, such as the trained volunteers and the affected
professionals.
Based on the analysis of recent natural and technological disasters [2], we found that
there are three main issues between these groups: (1) problematic information
exchange between the professional community and the affected community, (2)
significant collaboration and coordination issues between the professional community
and the responding community and (3) inefficiencies in needs and capacity matching
between the affected and responding communities.

Figure 1: The three main communities in the recovery phase.
These three issues form the main drivers for the COBACORE project. Our prime
instrument to mitigate these issues is a collaborative platform that facilitates the
interaction between members of the professional, affected and responding
communities (e.g., between affected citizens, professional organizations and volunteer
groups). The COBACORE platform helps to register needs, capacities, and recovery
activities and provides means for professional organizations to engage with affected
and responding communities. By emphasizing a community-wide involvement in
creating an up-to-date situation overview, the platform helps to achieve a higher level
of recovery effort coordination and a better matching of needs and capacities. We
explore how such a platform can be used to obtain a better integration of spontaneous
volunteer groups, and how professional community groups can obtain a richer
situational overview of the recovery process.
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THE COBACORE PLATFORM

The COBACORE project has been set up as a CD&E (concept, development and
experimentation) project [3]. The project features a number of development cycles that
include both concept development, experimentation and evaluation activities. To this
end, we have adopted a simple incremental platform development process, where we
add new features as we learn more about the interests and preferences of
stakeholders.

	
  
Figure 2: The COBACORE platform development process [3].
Fig. 2 illustrates the approach. The aforementioned three issues form the core issues
that we confront in this project. From these three issues, we have derived three major
COBACORE platform functions: (1) enhance information exchange between the
professional community and the affected community, (2) facilitate collaboration
between the professional community and the responding community and (3) improve
needs and capacities matching between the affected and the responding communities.
From these functions, we derive specific platform features in a number of phases,
starting with the definition of a core feature set and adding new features in expansion
phases that build upon the core set, taking into account domain-specific HCI
challenges [4]. Not all proposed features might be realizable during the project due to
time constraints or technical limitations, so certain features might need to be deferred
to follow-up projects.
The core set represents the minimal set of features that satisfy the key platform.
Among others, this core set contains features that manage needs and capacity
registration and matching, features to visualize situational data and provide
assessment overviews, and options for interaction between community-members. At
the time of writing, this core set has been implemented and tested with end-users in an
evaluation session. Fig. 3 shows a screenshot of the platform in its core feature state.
In later stages, there will be community-specific interfaces that will align better with
specific information needs per community group.
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Figure 3: The COBACORE platform in its “core feature set” state.

4

VALIDATING THE APPROACH – THE COBAGAME

The COBACORE project makes extensive use of stakeholder interaction to validate its
assumptions and assess the value of its tools for stakeholder communities. Through
interaction sessions across different parts of Europe, we gain a thorough
understanding of typical local issues that arise during disaster recovery, and learn
about relevant local community interactions. In such sessions, we present members of
the various communities with statements about future disaster recovery, and present
them with platform feature proposals. In this manner, these sessions provide us with a
sense of appreciation of proposed functionalities, and help to prioritize among possible
platform assets. Additionally, the project features two larger evaluation sessions in
which the platform is tasted in an integrated manner with eventual end-users: an
intermediate evaluation session with a game-like structure, and a final evaluation
session with a more operational setup.
In June 2014, the intermediate evaluation session was held in Rotterdam, The
Netherlands, over the course of two days, with a participation of more than 40
volunteers from the Dutch Red Cross and representatives from Dutch Safety Regions.
The session was centered on the “COBAGame”, a cooperative game in which
professionals, volunteers and civilians need work together to match needs and
capacities against the backdrop of a major flood in Belfast city. During the game, the
player groups are placed in separate rooms, and use either conventional or novel
communication means to engage with each other, and score points for successful
matches of needs and capacities. Each civilian is provided with a personal profile, and
is based in a predefined neighborhood. In this instance, for example, there were five
neighborhoods with four civilian players each. Furthermore, there are on-scene
responding and professional groups and remote groups such as an online digital
volunteer groups and an off-site NGO coordination group.
The central ambition of the game is to test the efficiency of self-organization among the
various groups to solve complex needs using different collaboration tools. The
evaluation session is divided into three formats: a baseline session, a COBACORE
platform session and a “new media” session.
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In the baseline condition, the groups use verbal exchange of needs and capacities, and
do not make use of the COBACORE platform. In the second format, the groups follow
the same scenario, but now make use of the COBACORE platform to register needs
and capacities and take advantage of its mapping and communication communities. In
a third format, the groups are allowed to use established platforms such as Twitter,
Facebook and other channels to voice their needs and capacities.
By comparing the observed interaction dynamics between the three formats, we can
learn about the operational value of the COBACORE platform. At the time of writing,
the results are still being analyzed, but the experience seems to have been positive for
most participants, with many encouraging recommendations on platform design and
workflow. Alignment with operational practices of professional groups seems
insufficient at the moment, and needs to be improved in the next iteration of the
platform. The comments from participants and observations from the team will lead to
improvement that will be tested in the final evaluation session at the end of the project.
This session will be far more realistic in nature, and will feature the participation of
multiple professional and volunteer groups active in the Dutch-German area.

5

CONCLUSION

In this short paper, we briefly introduced COBACORE project and the core issues that
it aims to solve. We introduced the main value functions and features of the
COBACORE platform, and demonstrated how we employ these to shape our project
ambitions. Additionally, we described the setup of our first major evaluation session of
which yielded the first tangible assessment of our platform. In the remainder of the
project, additional features will be added, based on recommendation from
stakeholders. The final form of the COBACORE platform will be assessed in a largescale evaluation session on the Dutch-German border.
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Abstract
The presented paper will describe an evaluation model based on one severely flooded
community in Germany. Thus, the model tries to identify potential access-points to
improve preparedness, prevention and intervention.
The OH-CHAMPSS model is an extension of the previous CHAMPSS (Communication,
Housing, Awareness, Mobility/transportation, Psycho-social support, Self-care and
Safety/Security) model (EnRICH Enhancing Resilience and Capacity for HealthProject, [1]). The aspects Organization and Human factors (OH) are added to account
for the complex interplay between security measures and existing community
dynamics. The methodology uses qualitative media and interview analyses such as
GABEK WinRelan and quantitative analyses of mental health screening data like
Personal Health Questionnaire (PHQ). The approach has been developed as part of
the PsyCris project (2013) and considers a definition of individual resilience [2] as well
as the [3] definition of disaster and community resilience.
With psycho-social support being a crucial part of crisis management, such dynamics
need to be understood and managed in order to sustain security and increase
resilience not only in the acute phase but also for the intermediate and long-term
phases of disasters.
Keywords: Resilience, crisis management, sustainable security, psycho-social support,
exploratory model.

1

INTRODUCTION

The amount of natural hazards like floods or extreme weather conditions has increased
in Germany and other parts of Europe. The flooding 2013 in Germany is but one
incident that shows the many challenges communities are facing, such as physical and
mental health of victims, affected persons, first responders and red- and blue-light
organizations as well as the overall infrastructure of the community itself.

1.1

The 2013 flood in Germany

In June 2013, Germany saw a flood with higher water levels than ever observed in the
last century. The federal states Bavaria, Saxony, and Saxony-Anhalt were most notably
affected. A lot of German districts had to declare a state of emergency because the
rivers overflowed and a large number of levees broke, causing the surrounding areas
to flood. In many places, local disaster coordination and civil protection centers had to
be established. Relief units from other areas as well as from the German Federal
Armed Forces had to be deployed to assist the local relief and search and rescue units.
Twenty-two fatalities were reported in total, including the neighboring countries that
were also affected. Some ten thousand people had to leave their homes and were
evacuated, only allowed to take a few necessary things with them. A lot of people lost
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their houses, properties and companies. Farms and private households were damaged
severely. The re-insurance company Munich Re estimates that the 2013 flood
constitutes the most expensive natural catastrophe in German history [4].
Already in June 2013, the PsyCris project, an EU-funded project investigating psychosocial support in crisis management, started to collect articles and conduct interviews
with crisis managers about the flood and its impact on a severely stricken region of the
Danube Area.
The evaluated area is a community which “is an entity that has geographic boundaries
and share fate” [2, p. 128]. This community collectively experienced a potentially
traumatic event. At the first glance, the community seemed to be very resilient.
However, the associated stressors of a flood may cause symptoms of posttraumatic
stress disorder (PTSD).

1.2

Resilience

Resilience could be conceptualized as a process, a phenomenon, or a trajectory, that
might occur after confrontation with a stressor when certain protective factors (e.g.,
resources/abilities/capacities/assets) have been present. Resilience is not a trait and it
is not the outcome variable. Resilience does not mean stability, but rather adaptability
or flexibility [5], [6], [2].
There is a great interest in learning more about the processes and mechanisms that
enable communities to “respond and recover from disasters, to absorb impacts and
cope with an event, as well as post-event, adaptive processes that facilitate the ability
of the social system to re-organize, change, and learn in response to a threat” as [7]
describes community resilience.
Based on the combined definitions of individual resilience “a process linking a set of
adaptive capacities to a positive trajectory of functioning and adaptation after
disturbance” [2, p. 130] and disaster resilience as defined by [3] “the capacity of a
system, community or society potentially exposed to hazards to adapt by resisting or
changing in order to reach and maintain an acceptable level of functioning and
structure”, a concept for crisis evaluation was developed by the PsyCris project in
2013. This described model OH-CHAMPSS is based on CHAMPSS (EnRICH
Enhancing Resilience and Capacity for Health-Project, [1]). However, the aspects
Organization, Human factors (OH) are added to the existing modules Communication,
Housing, Awareness, Mobility/transportation, Psycho-social support, Self-care and
Safety/Security (CHAMPSS).

2
2.1

METHODOLOGY
GABEK WinRelan

Eight semi-structured interviews (seven male; one female) with experts of the crisis
management/civil protection (district administrator, on-site crisis manager fire brigade,
members of district administration, squad leader and expert advisors of relief
organizations, and liaison-officer of the German Armed Forces) of the area under
investigation were conducted. The transcribed interviews are being analyzed using the
qualitative method GABEK WinRelan® [8] into linguistic networks and shown as
weighted network graphs. This methodology allows uncovering of potentially significant
knowledge from unordered accounts of the interviewees. In addition, existing reports
and documents concerning the 2013 flooding were analyzed.
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Survey

A set of questionnaires for affected persons in the community was compiled and
distributed nine months after the flood. 130 persons took part, 115 responded, 110
questionnaires are used for analyses. The following instruments were included in the
survey: Posttraumatic Diagnostic Scale (PDS) [10], Symptom Check List (SCL-90-R)
[11], Idler Index of Religiosity (IIR) [12], Fragebogen zur wahrgenommenen sozialen
Unterstützung (F-SoZu-22) [13], socio-demographic questionnaire. Statistic analyses
were based on Pearson correlations and regression models.
3

RESULTS

In the following, the final results will briefly be reported according to the OH-CHAMPSS
model.

3.1

Organization

Disaster response is the responsibility of the individual states. The Disaster Response
Act of the federal state of Bavaria (Katastrophenschutzgesetz) defines the respective
responsibilities and capacities.

Figure 1: Crisis management/civil protection structure.

	
  

One distinctive feature in the region under investigation was the inauguration of an
expert advisor for “psycho-social prevention” by the district administrator in the first
days. The expert advisor was part of the crisis management group = Führungsgruppe
Katastrophenschutz (FüGK).
Among the tasks and responsibilities of the organizations were: dyke reinforcements
and heightenings, controlled flooding, removal of water damages, evacuation of parts
of the population, air and boat transportation, safeguarding and protection measures by
the police, protection of electrical power and drinking water supply, re-establishment of
traffic infrastructure, filtering of toxic substances like fuel and oil to prevent
environmental and health damages, organizing emergency personnel and volunteers,
planning and coordination of actions, provision and distribution of immediate financial
aid.
The crisis units had to work over a long period of time (three to four weeks) under
extreme conditions (physically and mentally exhausting work).
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Members of crisis units are either employed from the organization or are volunteers
with special training.

3.2

Walk-in-volunteers

Walk-in-volunteers that organize themselves via social media are a new phenomenon,
which poses new challenges for the crisis management in terms of disaster resilience
and security management. They are seen from two sides: one being helpfulness, when
a lot of hands are required, the other being more critical, when walk-in-volunteers are
ill-equipped and without any structure compatible with the existing civil protection
management. They are eager to help in the affected areas, but are not registered in
any way and often unaware that it is still a disaster zone.

Figure 2: Walk-in-volunteers.
“We were under the impression that the flood united the German population. The
Germans helped each other selflessly in the face of this natural disaster: Some of them
volunteered to reinforce the dams, and some of them helped to transfer sand and filled
the bags. Local residents made sandwiches, hot dogs, salads, tea, and coffee for the
workers. Someone brought pallets with drinking water and juices (not even once did we
see a place with volunteers that had no water supply).” [14].

3.3
3.3.1

Human factors
Main burden and stress

In the interviews, the experts listed the following main challenges: lack of sleep, length
of the operation, huge amounts of water they were not prepared for, risk of extreme
flooding if dykes do not hold and the breach of some dykes which caused additional
stress and danger.
“Stressor number one was the breach of the dyke. I was above it in the helicopter when
it broke. Seeing the people struggling and fighting for their lives, that was extremely
stressful” (B59).1
3.3.2

Survey results

The sample of the survey includes 110 inhabitants (56 male and 54 female, 87.2 % are
living with other persons in their household, 11.8 % persons are living alone. The
1

Citation is according to the coding of the interviews in GABEK WinRelan,
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population in the community has an average age of 33.9 years. At the time of the
survey, 77.3 % have only recently been living in the community. On average, the
inhabitants were forced to leave their homes for 19 weeks.
The screening suggested that all subjects had already experienced a stressful lifeevent during the flood, and 62.7 % of them described the disaster as the most stressful
event experienced during their lives. 31.8 % of the sample exhibited a positive PTSD
screening according to the PDS. All clinical parameters (PTSD, depression, anxiety,
somatization, aggression) correlated significantly negative with social support indexed
by the SoZu-22. In hierarchic linear regression, bureaucratic struggle (postdisaster
stress factor) predicted all clinical parameters (depression, anxiety, full PTSD). Binary
logistic regression on positive PTSD screening (yes-no) according to PDS revealed
social support as a significant negative and religious belief (IIR) and female sex as
positive predictors of the occurrence of PTSD. Furthermore, living alone was a
marginally significant positive predictor.

3.4

Communication

Examining the network graph shows that communication/information means taking
decisions under stress. The breach of the dykes entails the need to be informed by the
population, which in turn has to be responded to by the district office. The task of
communication is organized by the FüGK. Additional information is also provided via
social media.
However, social media, such as Twitter and Facebook sometimes distribute misleading
information, which adds to the existing stress levels. “In former times the district
administration was able to coordinate provision of information, but today with the use of
Twitter or Facebook or whatever … people post we are planning to blast the dyke and
then the worried citizens call in”(C49).

Figure 3: Communication/information.

3.5

Housing evacuation

The evacuation of the community was in some cases difficult. Some people refused
because they did not trust the relief organizations’ assessment that the situation is
becoming more severe, arguing that they are used to floods. “It was very clear that they
didn’t take us seriously” (F14).
Some people had to be rescued from the roof tops after they waited too long.
Evacuation often took place at night, so it was more dangerous for the people as well
as for the rescue units. Also animal evacuation was a topic.
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Returning to their homes the first time to pick up some personal items after evacuation
while the area was still flooded was very unsettling.
After nine months, 77.3 % have recently been living in the community. On average, the
inhabitants were forced to leave their homes for 19 weeks.
A lot of houses must be demolished, because they are damaged by oil spillages. The
process of damage assessment and reconstruction negotiations is still on-going.

3.6

Awareness

Lot of crisis units of relief organizations, medical rescue organization, technical relief
organizations, members of FüGK, fire brigades had to coordinate their work. Therefore,
they needed situational awareness. “It is crucial for us working at the FüGK to get onsite information. The flow of information has to be 100 percent” (F41). “But we also had
problems with the flow of information. Some got stuck at, e.g., fire brigades” (J89).

3.7

Transportation/mobility

Mobility and transportation was highly restricted for the population as well as for the
rescue units. Boats and helicopters were needed. Transportation of, e.g., sand bags
became more difficult by the time. Inhabitants were no longer able to use their own
vehicles.

3.8

Psycho-social support

Crisis intervention teams were alarmed relatively early through the medical care
system. Crisis intervention teams (KIT) and emergency counselors provided
psychological and psycho-social support for the affected population.
Care centers for the affected population were installed and operated by the rapidresponse team (Schnell-Einsatz-Gruppe, SEG) within the structure of crisis
management.
In addition, relief personnel were supported by SBE/SVE (association for stress
management after potentially traumatic incidents) teams.
Expert advisors for psycho-social prevention and aftercare were appointed by the
administration officer and advised crisis management teams and (local) authorities.
The psycho-social support was offered in a street-work structure, which means that
two-person teams were visiting the affected areas either by boat or truck and regularly
visited the helpers at the different sites. This operation lasted several weeks and
continued after the flooding.
A coordination office with social workers and psychologists was opened after the acute
phase to support the population in all kinds of matters (e.g., bureaucracy for damage
loss, psychological counselling).
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.

Figure 4: Psycho-social support.
The study showed that most of the affected population has strong ties to the larger
community. Binary logistic regression on positive PTSD screening (yes-no) according
to PDS may provide valuable information for post-disaster risk analysis and
contingency planning. In particular, female gender and lacking social support turned
out to be risk factors of the occurrence of PTSD.

3.9

Self-care daily living tasks

Donations from all over Germany made it possible to immediately help people to get
their daily necessities with little bureaucracy. An association of youth organizations
(Kreisjugendring) organized the collection of clothing, food and household items, which
were donated. In the acute phase the SEG provided food and shelter.

3.10 Safety/security
Safety and security were particularly important for the rescue units themselves and for
the directly affected population. Looters were a problem so police had to patrol the
area. The breach of dykes endangered human life.

4

CONCLUSIONS

Resilience as a comprehensive and sustainable security approach needs a “shift in
focus away from centralized state protection and threat prevention, encouraging citizen
to make measures that increase their personal security, and contribute to the security
of the society” [15], cited in [16, p. 62]. Bruneau et al. (2003) [17] are describing four
constituting factors of resilience: robustness, redundancy, resourcefulness, and
rapidity. To raise resilience Cutter et al. (2013) [18] propose that communities should
learn from their experiences. The OH-CHAMPSS model is one possibility for evaluating
and learning from a disaster. The following recommendations can be summarized from
the data:
•

The data show that psycho-social support is crucial for the individuals and the
community as a whole.

•

Psycho-social support not only for affected individuals, but also as an integrated
part of civil protection and crisis management can increase resilience. It should
also not only be offered in the acute phase but for the intermediate and long-
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term phase of disasters, too. Encouraging citizen should be the main focus of
the work.
•

Bureaucracy should be avoided where ever possible.

•

While walk-in-volunteering is a fairly new phenomenon, it can be an important
aspect for disaster resilience and security/crisis management. Such dynamics
need to be understood and managed in order to sustain security and make
crisis management robust.

•

Communication via social-networks is part of situational awareness of
individuals in disasters. Crisis management has to find answers to integrate the
information into their disaster communication system as a resource, which
processes information or rumors more quickly.

But we have to take into consideration that resilience is a phenomenon. It is a
process that might occur after confrontation with a disaster. Investing in building
and creating protective factors might lead communities to do well despite adversity.

5

PERSPECTIVE

More research needs to be done to learn about the factors that contribute to making a
community resilient. A follow-up survey is planned in the next two years. The
phenomenon of walk-in-volunteers needs to receive further attention. The OHCHAMPSS model may be used for evaluation of other communities affected by a
disaster.
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Abstract
In the past, security research and measures have mainly been driven by technological
concepts. Public outcry and heavy criticism about some security (research) projects
and their negative impacts on privacy and data-protection have led to a growing
awareness for the need for Societal Impact Assessment (SIA). Societal in this context
is anything affecting human, natural, or artefactual systems. Consequently, SIA is the
process of understanding, managing and responding to the societal impacts that arise
from security research and measures.
Tools and approaches for conducting a comprehensive SIA are missing so far. The
project Assessing Societal Impacts of Security Research: Tools and Methodologies for
Measuring Societal Impact (ASSERT), funded by the European Commission, aims at
filling this gap. This paper presents some of the results of the project including bestpractice criteria and guidelines for conducting SIA as developed in ASSERT and
successfully tested.
SIA does not only assess ethical issues or aspects of privacy and data protection.
Rather, SIA also is about taking a wide and inclusive perspective, analyzing, monitoring
and managing all societal consequences of an intervention. The ASSERT approach
comprises strengthening of social bonds, social resilience and preventive measures
using social policy tools. As opposed to a concept of security based on technological
solutions alone, the intended societal impact itself produces the security gain. For
example, the SIA of security research and measures should not be limited to analyzing
potential negative side effects only, because next to avoiding negative outcomes, the
potential of SIA to open up new or alternative solutions should be addressed. This can
be achieved by applying SIA pro-actively in a broad context from the very beginning of
a project. A precondition is mastering the complexity, multi-contextuality and
changeability of the subject, including side- or even side-side-effects. For this purpose,
the ASSERT approach contributes to achieving sound and sustainable results in
security research and the implementation of security solutions.
Keywords: Societal impact assessment, resilience, security research, security and
society, methodology, multi-dimensional-approach, spiral-curriculum.

1

INTRODUCTION
“We at the European Commission strongly endorse the idea of ASSERT to make
consideration of societal impact of security research a mainstream topic of European
research policy…”
Marco Malacarne
Head of Unit for Security Research and Industry, DG Enterprise

The 2013 Eurobarometer study on Responsible Research and Innovation (RRI)
revealed that more than three out of four respondents believe the EU should take
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measures to address the ethical1 risk of new technologies [1]. So far, public discourses
about managing risks are focused primarily on legal rights and ethics: “Most agree that
respecting ethics and rights guarantees research and innovation will meet citizens’
expectations” [2]. The Eurobarometer report does not address the wider and more
inclusive concept of Societal Impact Assessment (SIA) explicitly. Remarkably, it states
a large preference of respondents for mandatory ethics trainings and even for an oath
to be taken by researchers to ensure ethical research: “A large majority thinks there
should be mandatory ethics training for researchers, and an oath taken to respect
ethical principles and legislation” (ibid.). This also acknowledges the importance of SIA
for Research and Development. However, so far the development of effective tools and
mechanisms to assess the social implications of security research and measures is in
its infancy [5], [8].
Before the results of the Eurobarometer were published, the European Commission
had called for a Coordination and Support Action (SEC-2012.6.3-2) for establishing
criteria for assessing and mainstreaming societal impacts of EU security research
activities. The aim was to develop respective tools so that the societal dimension could
be better integrated already from the start of new EU projects, activities and programs.
This support action was awarded to a consortium comprised of the Institute for the
Sociology of Law and Criminology (IRKS, Austria), Technische Universität Berlin (TUB,
Germany), Trilateral Research & Consulting LLP (TRI, UK), King’s College London
(KCL, UK), University of Stirling (STIR, UK), and Hamburg-Consult GmbH (HC,
Germany).

Figure 1: Members of the ASSERT consortium, a project co-funded by the European
Commission under the 7th Framework Programme, theme „security“.
The project Assessing Societal Impacts of Security Research: Tools and
Methodologies for Measuring Societal Impact (ASSERT) promotes a broad and
inclusive understanding of societal impacts of security (research) including anything
affecting human, natural, or artefactual systems. Therefore, ASSERT uses the term
societal rather than social. SIA is based in ASSERT on a procedural understanding of
security technology research and development that does not distinguish between the
technology on the one and the society on the other side. Rather, SIA sets out to assess
the societal dimensions of the R&D process from the beginning on, and to feed back
the results into the R&D process. In this approach, SIA is the process of understanding,

1

Please note that ethics are part of SIA but SIA is not limited to ethics.
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managing and responding to the societal impacts that arise from security research and
the application of innovative security measures.
The objective of ASSERT was to design sustainable tools and strategies, which can be
utilized to assess and mainstream the societal impact of EU security research. This
was achieved by an in-depth analysis of existing good practices [4] for exploring and
assessing societal impacts of science and technology in the security domain and
beyond [4], and carefully analyzing their structural properties and social values. This
was followed by a series of interdisciplinary expert-workshops (including a broad range
of stakeholders, researchers, social scientists, end-users, policy-makers, industry and
NGOs) for validating the usability, soundness and transferability of these good
practices.
The output of ASSERT consists mainly in:
•
•
•
•

2

Good-practice criteria for SIA.
A database of experts for SIA.
A “Masterclass” as an adequate learning format for experts and evaluators to
create and strengthen awareness for SIA and familiarize with feasible
approaches for conducting SIA.
Guidelines and tools for SIA.

METHODOLOGY

ASSERT started analyzing state-of-the-art and good-practice examples in assessing
societal impacts in the field of security research and beyond. For that purpose – next to
desk research – a series of expert workshops were conducted. The objective of the
workshops was to identify and analyze a set of good practice cases, also in other areas
than security research, with experts from different fields, and to identify criteria
according to which good practices are most fruitfully and meaningfully established.
The expert-workshop analyzed among others:
•
•
•

•
•

Important conceptual and theoretical tools in the field of SIA.
Good practices beyond security research, like case studies around emerging
bio-technologies.
Usability and marketability of research results, e.g., how industries perceive
requirements to the developers of security solutions that derive from impact
assessments.
Criteria for identifying and assessing good practice.
Transferability of good practices from other research fields to the security
research domain.

Based on these findings, ASSERT developed methodologies and tools for
mainstreaming societal impacts of security research and practice.

3
3.1

RESULTS: METHODOLOGIES AND TOOLS FOR THE
MAINSTREAMING OF SOCIETAL IMPACT DEVELOPED IN ASSERT
The ASSERT good-practice criteria for societal impact assessments

ASSERT analyzed and evaluated good practice examples in the field of security
research and beyond. The result is a set of nine good-practice criteria for SIA, which
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provides a general overview and introduction for engaging in the assessment of
societal impacts. A brief summary2 of the good-practice criteria is presented here:
1. Define how societal security is understood in your project
The clarification what societal security means is of particularly great relevance
where this is implicit. Therefore, define what factors are likely to impact on
societal security, how your project may enhance the security of citizens and
societies – and whose security may be enhanced (and whose security may not).
2. Clarify how societal impact can be operationalized in the context of your project
Identify what questions you need to ask to find out what, how, and when factors
impact society. Impacts can include any kind of benefits, unintended
consequences, harm, on individuals, households and enterprises and
communities. Here, it is important to avoid technological “fixes” for societal
problems.
3. Ensure that the SIA design has the potential to reframe the project and R&D
process if necessary
Where the SIA diagnoses problems (or opportunities) it should have the
potential to reframe the project or R&D process accordingly.
4. Take participation seriously
“Participation” of relevant people and groups is more than merely informing or
consulting them. Crucial questions here: What is the selection of stakeholders
and how can a meaningful participation process be established? Are the roles
and responsibilities clearly defined – and by whom?
5. Take care that the SIA process is flexible
The SIA process itself should be flexible and able to adapt or adjust to new
evidence or findings or changes in the project. Therefore, SIA should be
designed to commence with the project and its results are channeled into the
R&D process.
6. Create feedback-loops between SIA and the rest of your project/program
The question here is where in the R&D process the SIA can create an impact.
Depending on the answer to this question, respective feedback-loops should be
created, i.e., you should facilitate iterative processes wherever this is
meaningfully possible.
7. Keep the administrative burden reasonable
SIA must not create an extra layer of bureaucracy. Instead, the existing
assessment processes should be redesigned according to what is meaningful
and reasonable in this specific project.
8. Explain the degree of transparency and the limitations of the SIA process
There may be situations where transparency cannot or should not be achieved.
This can and should be defined and explained. Certainly, there will be limits of
temporal and geographical scope as well as budget and personnel. A good SIA
is transparent and openly states its limitations and shortcomings.

2

For a more detailed elaboration of the good-practice criteria, please visit: http://assert.maisondx.com/?page_id=189.
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9. Elaborate what purpose the knowledge produced in a SIA should serve
The findings from the SIA can serve different purposes (at the same time), and
it should be clarified from the beginning what they are meant for: for use
primarily within the project (e.g., to make the project more socially robust), or
outside (e.g., to communicate with policy makers), or both (e.g., risk
management knowledge).
These nine good-practice criteria for SIA implicitly constitute a framework and the basis
for the guidelines and the tool developed in ASSERT.

3.2

Guidelines for SIA

As mentioned above, there is no such thing as a blueprint or a uniform approach for
assessing societal impacts of security research and measures, because these
research projects and measures are too diverse. Instead of a fixed approach or a
checklist to merely tick boxes, ASSERT proposes guidelines that center on
engagement and interaction with stakeholders. This approach shall be guided by sets
of questions, which help to explore six most important “aspects”, each having three
relevant “dimensions”.
The six “aspects” (with each having three “dimensions”) are3:
1. Way of life, fears and aspirations
This aspect looks at how people live and interact with each other on a
daily basis, their perceptions about their safety and that of their
communities, and their aspirations for future, including the future of their
children.
2. Culture and community
This aspect explores people’s shared beliefs, customs, values and
languages, the cohesion, stability and character of their communities.
3. Political systems
This aspect analyzes the participation in the decisions and processes
that affect people’s lives, the nature and functioning of democratic
processes, and the resources available to support people’s involvement
in these.
4. Environment
This aspect examines access to and quality of air, water, and other
natural resources, the level of exposure to pollutants and harmful
substances, adequacy of sanitation.
5. Health and well-being
This aspect highlights the physical and mental well-being of people,
which goes far beyond the absence of infirmity.
6. Personal and property rights
This aspect investigates economic effects, civil rights and liberties, as
well as personal disadvantages.

3

These aspects include those suggested by Vanclay, which have been combined here into six main groups. See:
Vanclay, Frank (2003) “International Principles for Social Impact Assessment”. Impact Assessment and Project
Appraisal, Vol. 21, No.1: 5–12, here p. 7. The questions used for exploring the six aspects derive mainly from a societal
impact checklist for R&D, which was compiled by the Societal Impact Expert Working Group in their report to the
European Commission’s Directorate-General for Enterprise and Industry (McCarthy 2013).
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The complexity and multi-dimensionality of the diverse security (research) projects are
harnessed by questions exploring three “dimensions” of each “aspect” mentioned
above.
These “dimensions” are:
1. Does the security (research) project meet the needs of society?4
2. What are the potential externalities or costs to society (requiring specification of
risks and ways to mitigate them)?5
3. What are the potential benefits to society?6
The six “aspects” and their three “dimensions” combined are applied for entering a
dialogue with stakeholders. This approach uses a spiral-curriculum7 starting with basic
questions and becoming increasingly more complex as more knowledge is available,
spiraling back through the same topics multiple times.

Figure 2: Depiction of the ASSERT methodology. The guidance for SIA explores the six
“aspects” (within the three “dimensions”) by asking relevant questions and engaging
with stakeholders (source: Barnard-Wills, Wadhwa & Wright; Trilateral Research &
Consulting).
In short: For conducting a SIA, ASSERT recommends to explore six different aspects
with three dimensions each. A set of relevant questions guides through the SIA and
supports capturing the relevant content of these aspects and their dimensions. Also,

4

Questions exploring whether the security (research) project meets the needs of society are for example: Which
documented societal security need(s) does the proposed research address (e.g., life, liberty, health, employment,
property, environment, values)? How will the research output meet these needs? Does addressing the documented
societal needs through the proposed research require any trade-offs with other documented societal needs? What
threats to society does the research address (e.g., crime, terrorism, pandemic, natural and man-made disasters)? How
is the proposed research appropriate to address these threats? What other measures could be adopted to address
these threats?

5

Questions ensuring that the security (research) project does not have any negative impacts on society investigate
among others: impacts on human dignity; on the right to life; on equality before the law; on freedom of thought, opinion
and information; on privacy; freedom of movement; rights of ownership; freedom of assembly; principle of democracy;
access to public space; culture and community, etc.

6

Questions analyzing whether the security (research) project benefits society ask for example: What segment(s) of
society will benefit from increased security as a result of the proposed research and how? Are additional measures
required to achieve this benefit? Are additional measures possible to extend these benefits to other segments of
society? In what contexts might this benefit be lacking or not be delivered by the research project? How will society as a
whole benefit from the proposed research? Are there other European societal values that are enhanced by the
proposed research?
7

Bruner, Jerome, The Process of Education. The President and Fellows of Harvard College, Cambridge, MA, 1960.
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the guidelines in combination with the good-practice criteria, listed in the previous
chapter, serve as an outline for the stakeholder-engagement and the SIA process.

3.3

Masterclass

The ASSERT project included innovative learning formats for mainstreaming SIA. A
first SIA Masterclass took place in Stirling in February 2014, hosted by ASSERT project
partner Stirling University. 30 security experts from European member states explored
ways in which SIA can be integrated into European research proposals and projects in
the security domain. The Masterclass is an innovative, participatory training format in a
shared learning environment enabling participants to enhance their knowledge and
competence in core elements such as:
•
•

•
•

What societal security is, how societal security is embedded in Horizon 2020
and how SIA differs from other types of ethics review.
What is meant by the term societal impact assessment (SIA), its core
underlying concepts and theoretical approaches, the different methodologies
used to deliver SIA, and the perceived benefits and potential barriers to a
successful SIA.
How to put a SIA into practice and how to construct a SIA report, with an
emphasis on best- practice criteria.
How the undertaking of a SIA has organizational ramifications and should not
be considered as a neutral process.

In its delivery, the Masterclass relies on test cases and group exercises, in which
participants examine and practice the design of a SIA process for a large European
research proposal or project.
Due to the success of the first Masterclass in Stirling and the voiced demand of
interested parties, ASSERT conducted an additional second Masterclass in Brussels in
April 2014.

3.4

Database of experts in societal security

Another objective of ASSERT is to consolidate and develop contemporary thinking
about how to assess and accommodate the societal impacts of security research,
policy and practice. A key element of the ASSERT project is to create a “body of
experts” with expertise in societal security and to facilitate the sharing of knowledge
and best practice.
Therefore, ASSERT established a database of experts in SIA that provides its
members opportunities to:
•
•
•
•
•
•

Keep up to date with latest developments in societal security.
Interact and share knowledge with other experts in societal security.
Disseminate information about expertise, projects and products.
Identify new research and collaborative opportunities.
Have access to latest tools and techniques for assessing the societal impacts
and consequences of security systems and practices.
Have access to research findings and recommendations emanating from the
ASSERT project and other European Commission initiatives in this area.

Interested parties may register their interest visiting the ASSERT project site [9].
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CONCLUSIONS

SIA is becoming ever more important and will be a crucial matter especially for security
research and measures in the future. It is reasonable to assume that in few years’ time
SIA may be already a mandatory part of (EU) security research and proposals, just as
ethical reviews have become so today. This also means that now is the opportunity to
shape how SIA shall be conducted in the future.
It has become obvious that there is no blueprint for conducting SIA, and certainly no
uniform or one-size-fits-all approach for it. This is not possible because SIA are
prospective in nature and thus are inevitably shaped by issues that cannot be
anticipated beforehand. In the absence of a detailed step-by-step model, it is important
to understand the critical success factors including the potential pitfalls and barriers to
the delivery of a SIA. The good-practice criteria as an overall framework and the
guidelines for examining the relevant aspects and dimensions developed in the
ASSERT project are practical tools for successfully mastering a SIA for security
research or measures.
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Abstract
This paper presents the 3D-Forensics project to develop a mobile high-resolution 3D
scanning system for the recovery and analysis of footwear and tyre impression trace
evidence left at crime scenes halfway through the project’s duration.
Keywords: Forensic evidence, crime scenes, footwear impressions, tyre impressions,
forensic intelligence, fringe projection, structured-light 3D scanner, handheld scanner.

1
1.1

INTRODUCTION
Footwear and tyre impression traces at “high-volume crimes”

Tab. 1 provides an indication of the diversity of traces at “high-volume crime” (HVC)
scenes in the region of Zeeland in the Netherlands collected by the Politie ZeelandWest-Brabant. The figures have been collected since 2010 and each year they have
been approximately the same. In HVCs, there is mostly material damage with strong
emotional effects, e.g., burglary and car crime. Compared to “severe crimes”, which
cover crimes with dead or seriously injured people, HVC happen much more
frequently. The investigation teams get a lot less budget and time to investigate and
analyze the crimes. Footwear and tyre impressions are one of the most frequent trace
types at HVC.
Trace type
Biological
Dactyloscopical
Gloves
Clothing
Microsopic traces (fibers/glass/ …)
Digital recordings (surveillance cameras, etc.)
Footwear and tyre impressions
Toolmarks

Frequency [%]
10.38
2.26
5.54
0.04
28.22
0.16
22.91
30.48

Table 1: Diversity of traces at HVC from 2010 in region Zeeland (The Netherlands).
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The research project 3D-Forensics focuses on footwear and tyre impressions found at
“high-volume crimes”. Footwear and tyre impressions left at crime scenes are important
evidence for both criminal investigations and proceedings in court. The common
operational methodology to record these impressions is through the making of plaster
casts. Plaster casts have many disadvantages, including the amount of time required to
make them and the need to remove other trace artefacts (Fig. 1 and Tab. 2) before
casting. In fact, tyre impressions are used for prosecution in only a small amount of
cases compared to footwear impressions. This does not mean that there are not a lot
of tyre traces but rather that they have not been recorded because of the tedious way
to collect them.

Figure 1: Cast of a footwear impression (left) and other traces that do not need removal
to be conserved before recording impression if contactless 3D scanning is used (right).

1.2

Objectives of 3D-Forensics

3D-Forensics has objectives to both improve the workflow of capturing and also
analyzing footwear and tyre impressions left at crime scenes. The specific workflow
from crime scene to court has been built into the design of the system. 3D-Forensics’
data capturing methodology is based on optical 3D scanning by projection of fringe
patterns onto a surface implemented in a compact, handheld scanner device for direct
use at crime scenes. This provides for contactless 3D measurement, no trace
contamination, µm-accurate digital 3D data in high resolution and fast data acquisition
in some seconds. The scanner is being combined with new analysis tools that support
the determination of class and identification characteristics of footwear and tyre
impressions out of the digital 3D data.
Classic method

3D-Forenscis

• Time up to 1.5 h on scene
• Multiple processes at the
impression
• Choose priority of technique
• Influence of weather
• Storage of evidence
• Transport (fragile)
• Selection because of amount of
work
• Dirty
• All work done by expert

• Time (2…3 s) on scene
• Non-destructive and no contamination
• More evidence because of easiness = more
identifications
• Clean
• Almost no influence of weather
• Digital storage
• Pre-selection evidence
• Evidence can be sent digitally and even printed
by 3D printer
• Forensic intelligence

Table 2: Benefits of 3D-Forensics vs. classic method for collection and analysis of
footwear and tyre impressions.
The project started in May 2013 and runs until April 2015. At the time of writing, the
project has reached approximately the halfway point. In what follows, we present the
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overall approach and initial results. In the second half of the project, prototypes will be
built-up and tested in the field with users from within the forensic police and other
forensic experts within the consortium.

2
2.1

TECHNICAL METHODOLOGY OF 3D-FORENSICS
Handheld 3D scanner for capturing footwear and tire impressions at
crime scenes

The capturing of footwear and tyre impressions directly at crime scenes requires a 3D
scanning system that can be used quickly and easily in an outdoor environment. The
measuring principle of stereo camera fringe projection is a suitable technique [1].
Several millions of 3D points are measured in one scan within a fraction of a second.
Such a 3D scanning system consists basically of two cameras acquiring images of the
object from a slightly different angle, a projector to illuminate the object with fringe
patterns and a processing unit to calculate the 3D point cloud out of the camera
images. The simple setup gives the potential to fit all components into a compact
sensor head, which can be used as easily as a digital photo apparatus. Preliminary
knowledge about handheld 3D scanning devices was provided to 3D-Forensics by
results from the “kolibri Cordless” 3D scanner from Fraunhofer IOF (Fig. 2) [2].

Figure 2: Handheld 3D scanner “kolibri Cordless” for outdoor data capturing.
The 3D-Forensics sensor specifications were designed by the multi-disciplinary
consortium to ensure the best trade-off between user requests and technological
possibilities within the project. A design has been agreed on which the user
representatives in the consortium are confident will be welcomed by the crime scene
forensic community.
The field of view of the 3D sensor is 325 x 200 mm² at a local resolution of 0.17 mm.
Thus, a footwear impression can be scanned in one “shot” in a level of detail that is
comparable to a highly resolved photo, but with 3D information (Fig. 3). Larger traces,
such as tyre tracks, can be measured in several overlapping patches. A simple
alignment procedure is developed to merge the patches into a large 3D point cloud.
The scanner equipment is being developed as a complete system with integrated
processing unit and including a battery. The sensor head includes all the components
for 3D scanning. Its weight will be between 2 kg and 3 kg and the size comparable to
the “kolibri Cordless” device (Fig. 2).
In the field, the user will be able to start-up the system within a few minutes. The
sensor head is positioned by hand or by tripod over the trace. Two laser pointers will
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guide the user to keep the sensor in the optimal working distance. The user will get
additional feedback from the live image of the cameras and will be able to set optimal
brightness settings for the underground. The scan will be started by a button directly on
the sensor head. The acquisition of the fringe image will last 0.1…0.5 s, depending on
the brightness and accuracy settings. The post-processing of the acquired data to the
3D point cloud will last approximately 3 s. The result will be given to the user in a
preview and the scanner will be ready for further scans immediately. After the evidence
recovery at the crime scene, the user will transfer and import the measurement data
into dedicated analysis software.

Figure 3: Gray, color photo and 3D scan of a footwear impression in sand.
The 3D scanner will be expandable by a dedicated photo apparatus attached on top of
the 3D scanner to acquire true-color information for the 3D point cloud. While
performing a scan, the photo apparatus will capture a calibrated photo of the footwear
or tyre impression in a similar field and resolution as the 3D sensor. The color will be
mapped post process onto the point cloud. The additional color information is useful to
recognize distortions in the impression, e.g., leafs or twigs, or to detect 2D texture
marks, which are not visible in a solely 3D scan.

Session 8: Detection Technologies 1

221

Future Security 2014

Berlin, September 16 –18, 2014

Figure 4: Laboratory realization of the new 3D-Forensics handheld scanning system.
In the actual project status, the new 3D scanner is realized as a laboratory setup
(Fig. 4). The setup consists of all 3D scanning components as well as the attachable
photo apparatus for true-color acquisition. Footwear impressions are simulated by
using a sand box. The laboratory setup is used to prepare the building up of the first
prototype of the system.

2.2

3D data analysis and processing

After the field activity, 3D data and calibrated 2D color images collected with the sensor
need to be processed and analyzed to be used in the investigation and prosecution of
crime. Specific software for 3D data analysis is designed to be used by the investigator
in the office, after the acquisition at the crime scene (Fig. 5).
The software provides a workflow in line with the methodologies used by the
investigators to collect information of “3D traces” with depth information that can
appear in snow and different types of soil, possibly distorted by leaves and twigs or “2D
flat impressions” and dust prints that can appear on all kinds of material: shiny stainless
steel, mirrors, glass, cloth, human skin, blood, etc.
At present, investigators process and analyze data collected through plaster casting or
foam with different tools and different procedures. Results are digitally available only to
a small extent. The procedures will be unified in a single software platform and
immediately digitally analyzed and stored with the new 3D-Forensic system.
3D data and 2D color images will be safely stored in an organized project structure
during the field acquisition. An impression will be collected in one or more scans; in fact
if the impression size is larger than the scanner field of view, more scans are required.
For each crime scene, ancillary data will be inserted (operator, location, case
identification code); and a well-identified and documented “project” will be passed to
the analysis software for the next steps.
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The first software processing step is data importing which implies also the calculation
of points’ local, normal and quality values (pre-processing phase) which immediately
improves the visual quality of the data. The calibrated color images are also imported
and correctly overlapped with the 3D data. The high-resolution color images add an
additional information layer to the 3D point cloud; the image can be acquired with
different light sources to emphasize the details not immediately visible in the trace. The
image is also fundamental to retrieve traces on hard surfaces where evidence is only
2D, but a perfectly scaled image of the trace is captured with the digital camera.

Figure 5: Impressions of 3D-Forensics analysis software: raw data scan (top left),
improved impression visualization (top right and bottom left), 3D view with depth realtime analysis (bottom right).
If the impression is divided in more scans, the user runs a two-step procedure to stitch
the scans together in a single point cloud. The procedure consists in a first step where
the user has to select the approximate position of three corresponding points visible in
the overlapping area within the two scans composing the impression. The two scans
are set close to each other with the calculated rotation and translation. In a second
step, an automatic best fitting procedure aligns the two scans in a single point cloud.
The alignment is not required when the impression is included in a single scan.
The imported, pre-processed and (optionally) aligned scans are immediately visible
and measurable in 3D; the experts can now start to identify and characterize the
impression. Two specific tools are designed to support the investigator in the “class
characteristics” and “individual characteristics” identifications.
Class characteristic consists in the identification of type and size of the impression. At
the moment, there are archives available of 2D prints that can be used as reference for
the comparison with the measured 3D data. A software tool allows correct scaling,
positioning and overlapping of the imported 2D print (a raster image) over the
measured point cloud, supporting the experts to univocally assign type and size.
After this first classification, a deeper analysis is required to extract “individual
characteristics” visible as features that occurred randomly on a footwear outsole or tyre
tread. Examples of individual characteristics include cuts, scratches, tears, holes, stone
holds, abrasions and the acquisition of debris from random events. The position,
orientation, size and shape of individual characteristics contribute to the uniqueness of
a footwear outsole or tyre tread. For detecting these features, the investigator is
supported by software tools that allow fixing different views with shaders which
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emphasize small details. Over the extracted views the user can digitize polylines fully
measurable and stored as “individual characteristics”.
Both “class characteristics” and “individual characteristics” are archived in the software
in an internal database that supports investigators for searching impressions with
similarities. This searching functionality is for increasing forensic intelligence.

2.3

Forensic intelligence

In addition to comparing footwear and tyre impression traces from crime scenes with
footwear and tyres that have been recovered from specific suspects, it is possible to
compare impression traces from different crime scenes and to make links. Usually, this
is done before there even is a suspect. Different traces and other information from
different crime scenes are already being compared. The aim is to match several
suspects/footwear/tyres present at different crime scenes by comparing all the traces
found at these crime scenes at an early stage. Forensic intelligence also combines
other traces. If a suspect is arrested later and that suspect can be matched to the
series of crimes, it is a significant benefit for solving crime and using resources
efficiently.
The 3D-Forensics system will be an important tool for forensic intelligence as it will
enable an increase in the collection of footwear and tyre impressions. The scanning of
footwear impressions and especially of tyre traces will be much easier and faster than
casting. The data will be available digitally and thus more accessible for comparison
and reference.

Figure 6: Example for the application of forensic intelligence and legend.
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SUMMARY

3D-Forensics is developing a mobile high-resolution 3D scanning system for forensic
evidence recovery at crime scenes, specifically for footwear and tyre impressions.
Footwear and tyre impressions as well as profiles will be recorded and analyzed in 3D
and color enabled through optical scanning technology. 3D data analysis and
processing software tools are being developed for both the investigation and
prosecution of crime. The scanner and its connected workflow promises many benefits
compared to classical techniques to record and analyze footwear and tyre impressions.
The digital data will provide increased accessibility for forensic intelligence methods. At
the time of writing, a laboratory realization is available and initial analysis software. In
the next stage of the project, prototypes will be built-up and tested in the field with
users from within the forensic police and other forensic experts within the consortium.
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Abstract
SEDET’s vapor explosive cargo screener is based upon a triple filtration sequence: a
variable temperature thermal desorption, a mobility filtration (differential mobility
analyzer DMA), and a commercial triple quadrupole atmospheric pressure ionization
mass spectrometer (API-MS/MS). Explosive vapors contained in ~0.5 m3 of air in a
cargo container are sampled into a vapor-collection filter. The vapors in the filter are
then analyzed. The lowest level of detection for several explosives is currently below
1 ppq (10-15 atmospheres), orders of magnitude below state-of-the-art methods. We
illustrate these developments from recent container sampling campaigns carried out in
the port of Vigo in collaboration with Spain’s Guardia Civil. We have investigated the
evolution of explosive vapor concentration inside cargo containers (~80 m3). Our main
effort has been devoted to characterize clean containers and determine threshold
detection levels for explosives, some being as low as 0.03 ppq. As a result of the
program, the first vapor screener able to screen large-volume freight has reached
operational capability.
Abbreviations used: ACES: Air Cargo Explosive Screener. ULD: Unit Load Device is a
pallet or container used to load luggage, freight, and mail in aircrafts. DMA: Differential
Mobility Analyzer is a mobility filter which filters in space. API MS/MS: Atmospheric
Pressure Ionization triple quadrupole Mass Spectrometer is a specific high-sensitivity
mass spectrometer. PoD: Probability of Detection. FAR: False Alarm Rate. ETD:
Explosive Trace Detection. EVD: Explosive Vapor Detection. EU: European Union.
R&D: Research and Development. ppq: parts per quadrillion is a pressure
measurement unit, equivalent to 10-15 atmospheres. RDX: Its exact meaning is
unknown; its chemical name is cyclotrimethylenetrinitramine; it is a high-pressure
explosive. PETN: Pentaerythritol tetranitrate, is a high-pressure explosive. EGDN:
Ethylene glycol dinitrate is a common explosive. NG: Nitroglycerin. TNT: Trinitrotoluene
is a common explosive. uL: microliter.
Keywords: Vapor screening, explosives, mass spectrometry, mobility analysis, aviation
security, high resolution, sub-ppq detection, electrospray ionization, thermal desorption.

1

PROJECT BACKGROUND INFORMATION

The field of civil aviation cargo screening for explosives has been dominated since its
inception by X-ray screening. X-ray screening can be defined as a process with the
following consecutive operations: 1) The cargo load is broken down into pieces where
the maximum side is lower than 120 cm, 2) the X-Ray equipment delivers an image of
the interior of the cargo load; this image presents a very limited discrimination among
different materials (organic, metal, etc.), and 3) the operator analyzes the image, which
can be 2D or 3D, and determines whether an explosive device is present. This method
presents serious disadvantages, which can be resumed as follows:
•
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Breaking down the cargo into pieces with a side smaller than 120 cm is an
expensive operation: It involves downloading a cargo truck into containers,
passing such containers through an X-ray machine, inspecting the X-ray
images by a human operator, and loading the cargo truck again. Screening of a
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fully loaded truck frequently takes more than one hour, depending on the
composition of the cargo load.
•

Image interpretation of a cargo load can be reasonably simple if the load is
homogenous: Any anomaly can be classified as suspect. However, image
interpretation of an inhomogeneous cargo load, looking for an arbitrarily shaped
explosive a few centimeters in size, seen with a depth of 120 cm, looking for an
explosive load with a size on the order of a few centimeters with a shape which
can be anything is a really challenging task. Although operational probability of
detection is classified, it seems to vary widely for different operators and their
concentration on the task, and to fall to levels quite close to zero as soon as
concentration is lost.

Given this panorama, we propose to reexamine the present state of the art related to
explosive screening, and evaluate what might be the user requirements for an air
cargo explosives screener. The answer can be synthesized as follows:
1. A single level of screening for cargo at “bulk” level (ULD pallets, containers and
complete trucks up to 110 m3), done at the airport entrance.
2. Detection of all explosives in amounts much lower than 1 kg per cargo load.
3. Very high probability of detection (PoD).
4. Very low false alarm rate (FAR)5. No operator “interpretation”.
6. Screening cost per kg lower than present operation.
If we analyze these requirements, it becomes apparent that requirements 2 and 5 can
only be met by a molecular detection method. Indeed, detection of small quantities
(requirement 2) cannot be done through shape or collateral information such as
presence of wires; a direct evidence of the target is required. Concerning automatic
operation (requirement 5), it is obvious that image interpretation will never acquire the
ability to find arbitrarily shaped elements.
Requirement 1 cannot be met by explosive trace detection (ETD) since ETD requires
direct access to the element being analyzed (swabbing), so ETD is discarded.
Once ETD is discarded, the only molecular detection method available at present is
vapor detection (EVD). However, knowing that EVD is the only method that might
possibly fulfill all user requirements does not imply that EVD will be the method of
choice: In order to reach such goal, EVD must still prove that it has reached the
technological level required for compliance with all six above requirements.
Requirements 1 to 3 and requirement 4 call for very high sensitivity and very high
resolution, respectively. Requirement 5 is automatically met if detection is automatic,
and requirement 6 is satisfied if complete trucks can be screened without unloading
them.
The main problem is that several key physical phenomena underlying vapor detection
are still partially unknown (vapor penetration through barriers, vapor adsorptiondesorption from various surfaces, etc.). A debate is therefore open over the sensitivity
and resolution levels needed for an EVD in order to meet requirements 1 to 4. The
present paper will address these issues, based upon a number of real tests performed
on large-volume freight.

2

GOALS

The ACES (Air Cargo Explosive Screener) vapor screener has been developed by
SEDET through different R&D projects from 2008 to 2014. Main projects have been the
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following: 1) CARGO Phases I, II and III, co-financed by the INNPACTO Program from
the Spanish Ministry of Economy, and 2) SETRAMAR from the AVANZA
Competitividad I+D+I Program from the Spanish Ministry of Industry. The goal of the
vapor screener has been to meet all six user requirements presented in the previous
section. Main issues in order to achieve such a goal have been the need to increase
both the sensitivity and the resolution of the equipment to values considerably above
those anticipated at the beginning of the project. These needs are the result of a hard
fact: The real vapor pressure of explosives inside a large container is many orders of
magnitude below the saturation vapor pressure. The often-stated ability of vapor
screeners to detect explosives at concentrations approaching the saturation values is
therefore highly misleading.
Fig. 1 below compares saturation vapor pressure and real vapor pressure in large
containers (40 feet maritime containers) for a few explosives; such data has been
generated from proprietary unpublished tests made with SEDET’s ACES screener.
These tests show that explosives hidden in volumes around 80 m3 (40 feet containers)
generate vapor pressures four to seven orders of magnitude below the saturation
value. A vapor screener able to detect RDX requires a sensitivity of 0.1 ppq (10-16
atmospheres).

Figure 1: Saturation (red) versus operational vapor pressure (blue) for some
explosives.
As a result of these tests, we have been able to quantify requirement 3 above, asking
for a very high probability of detection (PoD). We shall see that this requirement can be
translated to a sensitivity of 0.1 ppq for RDX, which is equivalent to 0.91·10-18 kg (0.91
femtograms) per liter. This sensitivity level fits the requirement of Topic BES-9-2014 of
Horizon2020 “Technologies for inspections of large volume freight”, which asks for a
“targeted selectivity at approximately femtogram/litre level”. Since BES-9-2014 is the
largest EU R&D effort in the field of vapor detection for the next five years, and it
seems difficult to imagine that their sensitivity target has not been carefully specified,
we conclude that a more or less general agreement is emerging about the physics
behind vapor detection: the sensitivity required for an effective vapor detection in large
volume freight is on the order of femtograms/liter.
The second relevant aspect of the physics of vapor detection is resolution. Resolution
defines the separation capacity, i.e., the number of different molecules which the
sensor can discriminate. The resolution level required by a sensor is determined by the
false alarm level: The higher the resolution, the lower will be the probability that an
innocuous vapor will be mistakably taken for an explosive. The resolving power of a
triple quadrupole is exceedingly large, but not enough to avoid interferences at the
desired sensitivity. We have steadily improved its resolving power by increasing the
number of separation steps to the point of reducing the concentration of interfering ions
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in all explosive channels to the desired level, typically well below 1 ppq. We are not
aware of comparative studies quantifying the resolving power required to detect
ambient vapors at such low concentrations.
We conclude therefore that the main goal of the program has been to reach a
sensitivity at the femtogram/liter level, and a resolution compatible with such sensitivity.

3

METHODS USED

SEDET’s vapor explosive cargo screener is built from two units: the sampler and the
analyzer, both shown in Fig. 2. The sampler is an outdoor unit, which extracts air from
the interior of trucks and containers, and removes suspended particles (including
explosive particles); explosive vapors contained in ~0.5 m3 of ambient air in a cargo
volume are deposited into a vapor-collection filter. The filter is subsequently taken to
the analyzer, an indoor unit measuring 2 m by 1 m, where the vapors in the filter are
thermally desorbed into an electrospray ionizer, and analyzed by a combination of
mobility analysis and tandem mass spectrometry. Results from the analyzer are
generated automatically.

Figure 2: Sampler (on the left) and analyzer (on the right).
Details of the analyzer operation can be seen in Fig. 3 below. It is based upon a triple
filtration sequence: a variable temperature thermal desorption (point 1 in Fig. 3), a
mobility filtration (DMA) (point 4), and a commercial triple quadrupole atmospheric
pressure ionization mass spectrometer (API-MS/MS) (point 5). The DMA separates
ions according to their electrical mobility in atmospheric pressure gas by combining an
electric field (low field limit) and a laminar flow [2]. Ionization is achieved by contact
between the vapor and an electrospray cloud [1].
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Figure 3: Analyzer architecture sketch.
The lowest level of detection for several explosives is currently below 0.1 ppq (10-16
atmospheres). This performance is continuously improving, as the availability of the
detector itself offers an unprecedented tool to identify and correct many unexpected
sources of noise and contamination.

4

RESULTS

Many test campaigns have been executed over the last two years. The most detailed
ones have taken place within the SETRAMAR program1, an R&D program supported
by the Spanish Ministry of Industry, with the participation of the Port of Vigo and the
Guardia Civil (Spain Border Police). We have investigated the level of explosive vapor
concentration inside cargo containers (~80 m3) with different cargo loads. In particular,
a large effort has been devoted to two tasks:
1. To characterize clean containers and determine threshold detection levels for
explosives, some being as low as 0.03 ppq.
2. To explore techniques for lowering such thresholds.
The most striking finding is that a certain percentage of cargo presents traces of
explosives in the ppq range, while the corresponding container or truck does not
contain explosives. These vapor traces are not present in the nearby atmosphere, so
indubitably they are generated by the cargo. Although such behavior is applicable to
several explosives, we will present here below the results found for one of them, TNT.
Fig. 4 presents the vapor pressure level found for TNT inside 40 feet import maritime
containers loaded with cargo in the Port of Vigo. These containers were sampled as
they were unloaded in the Port facilities without any prior handling and without opening
them. Sampling was done by inserting a 12 cm diameter tubing through the slits in the
1

See http://www.sedet.com/Spanish_Index.html.
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container doors, and aspirating the air inside the container by a pump, such that vapors
inside the container were trapped in a filter. X-axis is the sample number, and y-axis is
vapor pressure, measured in ppq. This data was the result of the analysis of 0.5 m3
sampled from the container. As can be seen, the TNT vapor pressure found was
typically around 0.1 ppq. This value has not been interpreted, and we classify it as
“chemical noise”, i.e., the equipment lowest detection limit for TNT.

Figure 4: TNT vapor pressure inside maritime 40 feet containers.
However, from time to time, one particular container delivered a vapor pressure
ranging from 1 ppq to 3 ppq. These values where repeatable, i.e., consecutive
samplings of the same container delivered always the same value. What was the origin
of such results? Was it an interferent, i.e., a molecule different from TNT, but which the
analyzer could not separate from it, or was it real TNT vapor? In order to answer this
question, several hundreds of containers where sampled in the Port of Vigo, and when
one container delivered an explosive vapor pressure above 1 ppq, several samples
were taken in order to allow a more thorough analysis. Results where the following:
From the volatility perspective, samples taken from the suspicious containers where
indistinguishable from TNT vapors. Volatility is measured in the variable temperature
desorber, shown in Fig. 3 as point 1. Tab. 1 below presents the percentage of signals
measured when the filter was desorbed at four different temperatures: 90 ºC, 120 ºC,
150 ºC and 180 ºC. Two fragments are presented: 196 and 46, which are the most
common fragments resulting from SESI ionization of TNT. Results for TNT vapors and
the vapors found in the Vigo container were very similar, within typical limits found
when real TNT vapors were desorbed. We conclude that the suspicious molecule has
the same volatility as TNT.
90 ºC (%)
Real TNT196

1%

Vigo container TNT196
Real TNT46

3%
1%

Vigo container TNT46

0%

120 ºC (%)

150 ºC (%)

180 ºC (%)

14 %

56 %

29 %

17 %

62 %

17 %

15 %

56 %

29 %

16 %

73 %

19 %

Table 1: Volatility of real TNT vapor and a suspicious molecule found in real containers.
The table presents the percentage of total vapors which are released by the filter as its
temperature increases.
Secondly, an analysis was also carried out on the impact of collision energy on
molecule fragmentation. The fragmentation pattern (i.e., mass, relative abundance and
number of fragments) is a function of the collision energy. Collision energy typically
allows a detailed fingerprint since it is characteristic of the molecular bond broken.
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Fig. 5 below shows the abundance of fragment 196 of TNT vapors (maximum value of
25,000,000 counts) versus collision energy, and the same fragment of the suspicious
molecule (maximum value of 1050 counts) versus collision energy. Fragment 196 has
been chosen because of the particularly narrow (20 volts wide) energy interval in which
it is produced. As seen in the figure, the response of fragment 196 to changes in the
collision energy is virtually the same for the suspicious molecule as for TNT.

Figure 5: Collision energy of real TNT vapors and a suspicious molecule found in real
containers (fragment 196).
Thirdly, an additional analysis was also carried out on the fragment ratio, the inverse
of the ratio of abundances of the dominant TNT fragments (masses 26 Da, 46 Da,
50 Da, 63 Da, 74 Da and 76 Da) to the most abundant one at mass 46 Da. Tab. 2
shows the raw fragment abundances found for TNT vapors and for the suspicious
molecule, while Tab. 3 reports the corresponding fragment ratios. The initial three lines
present results for a dilute solution containing a TNT standard deposited in the
desorbed filter through a pipette, the following two lines present the result of the
analysis of TNT vapors sampled from a box, and the last line presents the result of one
analysis of the suspicious container.
TNT- 26.0

TNT- 42.0

TNT- 46.0

TNT- 50.0

TNT- 63.0

TNT- 74.0

TNT- 76.0

1 uL

22,599

28,733

251,739

53,959

30,310

29,350

59,656

1 uL

21,250

28,285

242,641

50,766

26,645

29,854

55,955

1 uL

18,846

25,888

220,529

47,875

24,179

26,623

50,687

Vapor

529,257

726,269

6,230,384

1,329,065

713,788

740,127

1,430,301

Vapor

1,794,964

2,433,479

20,897,713

4,519,795

2,448,399

2,505,966

4,849,996

Suspic
ious

521

342

5,027

1,382

599

709

939

Table 2: Fragment abundance (measured in counts of the MS detector) for TNT vapors
and a suspicious molecule found in real containers. (uL indicates a microliter of TNT
solution).
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Not surprisingly, the fragment ratios are identical for pipetted TNT and TNT vapors
aspirated from boxes containing explosives. When both ratios are compared with those
of the suspicious molecule, results are not identical. However, since the suspicious
vapor is only found at very low concentrations (on the order of 1 ppq), the accuracy in
the measurement of fragments is much lower than in the case of TNT vapors.
Therefore, within the limited available accuracy, the fragment ratios for the suspicious
vapor look very much like those of TNT.
FR1

FR2

FR3

FR4

FR5

FR6

1 uL

11.1

8.8

4.7

8.3

8.6

4.2

1 uL

11.4

8.6

4.8

9.1

8.1

4.3

1 uL

11.7

8.5

4.6

9.1

8.3

4.4

Vapor

11.8

8.6

4.7

8.7

8.4

4.4

Vapor

11.6

8.6

4.6

8.5

8.3

4.3

Suspicious

9.6

14.7

3.6

8.4

7.1

5.4

Table 3: Fragment ratio for TNT vapor and a suspicious molecule found in real
containers.
We conclude that the similarities found in the volatility, collision energy and fragment
ratios cannot be coincidental. The suspicious molecule is indeed TNT, and not an
interferent. This conclusion allows us to extract additional conclusions, which have
important implications:
1. Some cargo containers contain explosive vapors (we have presented solely the
TNT case, but it also happens with other explosives, in particular NG) at levels
on the order of a few ppq.
2. Explosive screening performance through vapors analysis is limited by such
background explosive trace source. If the threshold is placed above this level,
probability of detection (PoD) will not reach 100 % in large containers. If the
threshold is placed below this level, at the value determined by statistical
analysis, the false alarm rate will not be 0 %.
3. In order to bypass the limit imposed by the presence of these explosive vapors,
additional screening methods are required: for example, detection of other
explosives, detection of additives, the use of a secondary screening method,
etc. Ventilation of such vapors may be another possible approach.
The origin of the explosives vapors is currently under investigation. The only present
result is that these vapors are generated by the cargo since the atmosphere around the
cargo has a lower vapor pressure than is the case in the interior of the container itself.

5

CONCLUSIONS

We summarize the present work with a few conclusions:
•

Vapor screening has attained operational effectiveness, reaching PoD and FAR
which far exceed results of any other state-of-the-art technology.

•

Vapor detection allows screening of large containers or trucks in minutes,
automatically and at a cost considerably lower than present methods.

•

The lower detection limit of vapor screening performance has been analyzed: It
is determined by the presence of traces of explosive vapors in cargo without
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explosives. Its level is of the order of a few ppq for several explosives, in
particular TNT and NG.
•

SEDET’s current vapor screener has reached this physical limit.

•

Methods to bypass this limit are presently being explored.

SEDET’s vapor screener is currently progressing towards certification in several EU
nations.

REFERENCES
[1]

J. Fernandez de la Mora, “Ionization of Vapor Molecules by an Electrospray
Cloud”, International J. Mass Spectrometry, Vol. 300(2–3), pp. 182–193 (2011).

[2]

J. Rus, D. Moro, J.A. Sillero, J. Royuela, A. Casado, and J. Fernández de la
Mora, “IMS-MS Studies Based on Coupling a Differential Mobility Analyzer (DMA)
to Commercial API-MS Systems”, Int. J. Mass Spectrometry, Vol. 298(1–3), pp.
30–40 (2010).

234

Session 8: Detection Technologies 1

Future Security 2014

Berlin, September 16 –18, 2014

FEW-VIEW X-RAY 3D COMPUTED TOMOGRAPHY
FOR SECURITY APPLICATIONS WITH THE
EXAMPLE OF SEA FREIGHT CONTAINERS
Victoria Heusinger1, Stefan Moser2, Siegfried Nau3, Ralph Langkemper4,
Theobald O. J. Fuchs5, Frank Sukowski6, Tobias Leismann7, Klaus Thoma8
1

1,2,3,4,7,8

victoria.heusinger@emi.fraunhofer.de
Fraunhofer Institute for High-Speed Dynamics, Ernst-Mach-Institut, EMI,
Am Klingelberg 1, 79588 Efringen-Kirchen (Germany)
6

5,6

frank.sukowski@iis.fraunhofer.de
Fraunhofer Institute for Integrated Circuits IIS, Development Center X-Ray
Technology EZRT, Flugplatzstr. 75, 90768 Fürth (Germany)

Abstract
X-ray imaging techniques are one of the core technologies for several security and
safety applications. 3D computed tomography (CT) as a high-end scanning method
offers advantages over conventional 2D imaging in that it is able to identify overlapping
objects. However, 3D X-ray techniques are not yet widely used because of the
technical and economic challenges regarding the required hard- and software. The
method of few-view tomography, which is presented in this paper, tackles this problem
by reducing time consumption and cost of 3D analyses, while keeping an adequate
image quality. For this, optimized scanning trajectories as well as an advanced
algebraic reconstruction technique (ART) are needed. Both points are discussed in this
paper and results from the scanning of a 10 ft sea freight container are presented. It is
possible to achieve reasonable image quality with only 10 % of the projections of the
conventional data set.
Keywords: Few-view, computed tomography, 3D imaging, X-ray, ECSIT, container
scanning, ART.

1

MOTIVATION

X-ray-based technologies are standard investigation methods in security applications
where items like parcels, luggage or freight are checked for illegal items when
transiting through checkpoints, harbors or airports [1]. In most cases, the techniques
employed are radiography-based 2D scanning methods that are widely spread and
sufficient for many applications. But especially in large-scale freight scanning, the
cargo may consist of a large variety of items and materials in one container. This poses
significant difficulties for efficient and precise threat detection and identification. At the
moment, the only way to clear suspicious areas is to manually unload the freight
container. This is not only potentially dangerous for the executing personnel, but also
the effort is very costly regarding time and money.
3D scanning and visualization techniques could be of assistance and make manual
inspection unnecessary. Existing standard 3D X-ray scanning technologies though are
too slow and excessive to be directly transferred to tasks like container scanning, but
recent advances in 3D X-ray scanning research that shall be presented in this paper
suggest that few-view X-ray computed tomography could be a real alternative to
manual unpacking.
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STATE OF THE ART

The main reasons for not directly adopting existing standard CT techniques for security
applications are time, cost, practicability and handling and (in some cases) dosage
limits. Standard CT uses a planar circular trajectory and between 200 to over 1000
images.
Especially the large number of required images is a major drawback in the field of
security where due to high throughput demands the time available for image acquisition
is short compared to the time needed for the acquisition of several hundred X-ray
images. The reason why this amount of image data is necessary is that usually the
reconstruction process is carried out using a derivate of the Radon transform, the
Feldkamp algorithm (FDK) [2]. This algorithm needs a tight and regular sampling of the
radon space. If undersampled datasets are used, it is prone to producing artefacts and
poor reconstruction quality.
One of the most promising approaches to overcome these limitations was developed
even before the usually employed FDK: iterative algebraic reconstruction techniques
(“ART”) [3]. These techniques are much more robust towards underdetermined
datasets and therefore give the possibility to reconstruct a volume with reasonable
quality out of fewer X-ray images [4].
However, ART-type algorithms have a drawback. Because of the inherent slowness of
ART, mainly due to the large number of iterations needed for convergence, ART only
became a true competition to FDK in recent years with the advances in computational
capabilities. Especially the development of parallelization on graphics processing units
(GPUs) has shortened the needed reconstruction time considerably [5]. Further, the
approach of compressed sensing, employing regularization, volume filters and a-priori
information currently is a highly active field of research. This may lead to a much more
widespread use of ART algorithms for many kinds of applications [6].

2.1

Basics of ART-type reconstruction algorithms

The basic approach to reconstruction – which means inversing the projection process –
interprets each image as a discrete number of rays (pixels) being formed by projection
of volume elements (voxels) between the X-ray source and said pixels. In ART
reconstruction, this is represented by a linear equation system consisting of the
geometry matrix W (containing the penetrations lengths of the respective rays and
voxels), the (to be determined) materials vector d and the image vector g (see Fig. 1).
The materials vector d holds the attenuation value for the individual voxels.

Figure 1: Illustration of the ART equation system.
Since a volume usually consists of millions of voxels and the equation system has to be
solved for this number of unknowns, the computing demands are fairly high. Due to the
fact that the voxel matrix usually is not square, the usage of numerical methods for
matrix inversion regularly used for smaller equation systems is difficult. This is the
reason why an iterative approach is taken: Starting either with an initial guess of the
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material vector m or a homogenous volume, a synthetic projection vector p is
calculated. Based upon the comparison of the original and the synthetic projections, a
correction term is calculated and used to correct m. These steps are repeated until a
stopping criterion is met (usually either convergence to a certain level or a given
number of iterations).
How exactly the correction factor is calculated and how it is applied to the materials
vector depends on the chosen algorithm and varies for different ART type algorithms
[4], [7].

2.2

Features of ART

In general, the fact that ART methods are very robust when working with undersampled
datasets, gives the possibility to reduce the needed numbers of projections for a
desired minimum quality, as can be seen in Fig. 2.

a

b

c

Figure 2: Comparison of different reconstruction algorithms using ten projections,
visualized using an aluminum profile. Left: Reference with 400 projections. Center:
Standard FDK. Right: EMI-ART.
Compared to the reference image (Fig. 2a), both few-view reconstructions are of a
much lower quality with many artefacts. But in the ART reconstruction (Fig. 2c), the
general layout and material features can still be deducted whereas the FDKreconstructed volume (Fig. 2b) is incomprehensible. A significant cutback of projection
numbers is only doable with ART reconstruction.
Reducing the projection numbers first of all leads to a considerable reduction of
scanning time and applied dosage. Another advantage of a general ART
implementation is the possibility to work with any given image acquisition geometry.
Restrictions in the machine layout due to confinement or only limited accessibility to the
test object can more easily be coped with. The positions of sources and detectors can
be chosen freely, while FDK needs a symmetrical acquisition geometry and regular
sampling to produce results without complex adaption. Also, ART directly supports the
combination of various sub-datasets into one reconstruction.
As such, the ART offers the opportunity to approach the problems time consumption
(projection numbers), spatial restriction and monetary issues that restrict the use of CT
in security applications.

3

FIEW-VIEW SEA FREIGHT CONTAINER SCANNING

The implementation of few-view scanning techniques in different areas of security
applications was part of several research projects funded by the German Federal
Ministry of Education and Research as well as the EU FP7 Program, e.g., the projects
ECSIT and XP-DITE. One example is the German BMBF-funded project ECSIT [8].
The following results were produced in this project.
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Based on the logistical aspects of freight flow on the sea freight harbor of
Bremerhaven, a multistage approach was developed to meet the requirements of the
100 % scanning demand of the US issued H.R.1 degree. This multistage concept
consists of a 2D X-ray scanning stage and a basic radiation check which is undergone
by all US-bound containers when arriving at the terminal. If something suspicious is
detected in that stage, the container is forwarded into further escalation stages. In the
case ambiguities have been detected in the 2D image, the container will be inspected
in the 3D X-ray scanning stage. In case of an increased level of radiation during the
radiation detection, the container is sent to the nuclear identification stage.
The 3D scanning stage in this is mainly a cost- and time-efficient alternative to the
expensive, time-consuming and sometimes dangerous manual unpacking.
Since a harbor terminal is a highly time-efficient and logistically optimized system as
well as limited in physical space, the whole scanning process has to be completed in a
given time within a very limited area. A timeframe of 15 to 20 minutes is expected to be
available for the 3D scanning stage. Under those conditions, the few-view approach is
most promising.

3.1

Geometric setup

In the context of ECSIT, different scanning trajectories where examined for their
suitability. The most used acquisition trajectory in medicine and industrial applications
is the circular CT where source and detector rotate around the object to be scanned on
a planar circle. Possible system layouts are shown in Fig. 3 with both components
moving around the length axis of the container.

a

b

Figure 3: a: Gantry-based circular CT setup for 3D container scanning. b: Proposed
EMI acquisition geometry for the 3D X-ray scanning stage with two u-shaped detector
arrays through which the container traverses and two curved rails for two X-ray sources
that can scan the container from different angles (not to scale).
Besides traditional setups like the gantry setup (see Fig. 3a) or laminographic methods
[9], a new few-view trajectory specialized for container scanning was developed
(Fig. 3b).
The system consists of two u-shaped detector arrays that form two detection gates
through which the container is moved via a simple linear conveyor. That means that the
setup is independent of the container length (usually between 10 ft and 40 ft).
Two X-ray sources are employed. These sources can be moved along two fixed
pathways along the transit way of the container. One is in the quadrant vertical to the
transit way and the other one moves along a slight arc in the plane of the transition of
the container. To acquire a projection, first the sources are moved into position
followed by the linear container movement through the detectors. One linear movement
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produces a total of four projections. This is done repeatedly until the desired number of
projections is reached.
To reduce the needed space, the horizontal source trajectory also could be put on the
right side of the setup, reducing overall space consumption. To test the setup, virtual
container data was designed and evaluated as can be seen in Fig. 5.

a

b

c

d

e

f

Figure 4: Reconstructions of a virtually constructed volume based on the EMI
acquisition geometry depicted in the first line as 3D volume images and secondly as
x-y slices through the lower part. On the left, the original volume, then with 14
transitions of the container through the setup (middle) and at the right with 7 transitions.
In Fig. 4a and Fig. 4d, the reference data can be seen. Fig. 4b and Fig. 4e depict the
results from 14 transitions which translate to 56 projections, where slight
inconsistencies in homogenous areas as well as double contours and edge blurring
can be seen. With 7 transitions (27 projections, seen in Fig. 4c and Fig. 4f), those
effects are more prominent. But the general layout of the container cargo and the
differences in densities of the boxes and the barrels can be discerned in both cases. As
these are artificial data, all physical effects like beam hardening and metal artefacts are
not in effect. Their influence on the image quality was inspected with real imaging data
(Chapter 3.3).
Using 7 transitions, 28 projections could be acquired with this setup, taking an
estimated time on this scale of about 5 to 10 minutes, which is acceptable.

3.2

Results

To test full-scale reconstruction, a 10 ft ISO freight container scan has been carried out
at the “XXL High-Energy-Scanning Facility” of Fraunhofer EZRT in Fürth (Germany)
[10]. The scanning mode employed was 180° limited angle stacked fan beam, which is
a derivate of the standard scanning setup where the projections are distributed over
180° instead of the whole circle [11]. A number of scans were carried out with different
container cargo, hidden threat dummies, projection numbers and resolutions. The
results are discussed in the following sections.
3.2.1

Container setup

In order to evaluate 3D detection capabilities, a very complex cargo arrangement was
chosen as shown in Fig. 5. The cargo consisted to a large part of clutter like electric
appliances and household items. Also, larger items like a motorbike or a palette with
steel pipes were included. In between the cargo, mock-ups of threats where hidden to
test the detection capabilities. These dummies had been developed and built based on
threat scenarios that also were defined in the scope of the ECSIT project.
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a

b

Figure 5: a: Side view of the container (X-ray image, Fraunhofer EZRT). The threat
dummies are marked by numbers: 1 & 2: High-Z material and pipe bomb. 3: Small
arms rifle. 4: Dangerous fluid. 5: Dirty bomb. 6: IED. 7: High-Z device. b: Photograph of
the interior.
3.2.2

Results

Generally, reconstructed 3D volumes can be analyzed by either extracting slice images
or 3D renderings. Slice images are 2Dimages containing the information of one layer of
the volume. The orientation and position of these slices can be freely chosen by the
operator. 3D rendered images can be generated either of the whole volume or a predefined subvolume, e.g., to virtually enter the container or inspect an object without
other items interfering.
250 Proj

a

b

25 Proj

c

Figure 6: Frontal X-ray image (a) and slice images (b, c) through the whole container in
horizontal direction through the upper part of the washing machine (position of the slice
plane marked red in (a)). Comparison between reconstructions based on 250 and 25
projections, respectively (b and c).
In direct comparison to the reconstructed volume based on 250 projection angles
(Fig. 6a), the reconstruction of just 25 projections is more afflicted with artefacts
(Fig. 6b). Edges are less defined and areas of homogenous density are difficult to
discern. But despite the cluttered cargo situation, most depicted objects – even those
which are massively overlapping in most or all 2D X-ray projections – are sufficiently
recognizable. This shows also in the detail images below.
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25 Proj.

Figure 7: Slice images of the motorbike reconstructed with different numbers of
projections.
The motorbike is almost not discernable in the 2D X-ray images (Fig. 5a, Fig. 6a)
because of overlapping contours. It serves as a good example for advantages of CT
scanning because its interior can be examined in detail in slice images (Fig. 7). Details
of internal features in the motorbike engine can be seen, for example, the filling levels
of oil and gasoline. Operators can examine if the motorbike has been manipulated and
something is hidden, e.g., in its frame. This examination method also works with the
other items the cargo consists of, e.g., the washing machine or the TV. This gives a
further advantage over manual unpacking as the packer most likely will not or only with
much effort disassemble and search for dangerous goods inside the items.
The image details in the reconstruction with 250 projections show a better effective
resolution and contrast than with 25 projections, as they contain ten times the
information. When regarding the hidden threat dummies though, an analysis suggests
that the reduced projection number is in this case sufficient. This can be seen in the
following figures where some of the detected dummies are shown and discussed.
250 Proj.

25 Proj.

Figure 8: Slice images of the palettes with steel pipes in which a mock-up explosive
device (lowest steel pipe is filled with explosive dummy material and electrical
components and wiring, dummy No. 1 in Fig. 5). A block of high-Z material (that is
hidden in the center steel pipe on the left, dummy No. 2 in Fig. 5) is also visible. The
difference between the two images is the number of projections with which they were
reconstructed.
250 Proj.

25 Proj.

Figure 9: 3D-rendered image of another mock-up explosive device with homogenous
explosive dummy material, embedded high-Z-material chips and electronics (fuse
dummy) on top (dummy No. 5 in Fig. 5). Also reconstructed with different numbers of
projections.
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The results show that full-scale 3D scanning is possible even with technology available
today. Since the scanning setup used in this experiment is a high-resolution NDT
facility, the scanning process took several hours. However, with hardware optimized for
the container-scanning application using the existing geometry setup from the EZRT
NDT testing facility, about 15 to 20 minutes for 250 projections seems realistic. 25
projections would take even less time. However, this scanning setup suffers from
reduced scanning angle availability when 20 ft or 40 ft containers are investigated.
These limitations could be overcome by employing the scanning trajectory presented in
Section 3.2. Economic considerations also were carried out in the scope of ECSIT. The
result is that a 3D scanning stage – even with currently or soon-to-be available
technology, with the estimated throughput and rate of feeding into the 3D stage – is
easily competitive with manual unpacking, should 100 % scanning ever become
necessary.

4

CONCLUSION AND OUTLOOK

In this paper, it is shown that a 3D scanning stage in general is a major add-on to
existing 2D X-ray scanning methods. New reconstruction algorithm techniques enable
unconventional scanning setups fitted for their specialized applications.
As has been shown, the few-view approach promises to be sufficient in cases where
time is of essence. Especially for plausibility checks when freight papers are known like
in cargo examinations but also when searching for prohibited goods, e.g., in aviation
security.
Future research topics are – apart from the advancement of few-view tomography by
filter and artefact reduction techniques – automatized evaluation assistant features for
the operators. Automated detection of dangerous goods and materials or the efficient
determination of segmentation parameters for easier 3D analysis of suspicious areas
are promising avenues of research.
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Abstract
In this work, we present a remote sensing system based on active infrared laser
illumination for detection of explosive substances. The spectroscopy system comprises
two tunable quantum cascade laser sources covering a total tuning range of 300 cm-1
from 7.7 µm to 10 µm. A high-performance mercury-cadmium-telluride infrared camera
is used to collect the diffusely backscattered light. The resulting measurement data
forms a hyperspectral image, where each pixel vector contains the backscattering
spectrum of a specific location in the scene. The image spectra are tested for
contamination with target spectra including PETN, RDX, TNT and ammonium nitrate
using the well-known adaptive matched subspace algorithm.
Keywords: Stand-off detection, remote sensing, hyperspectral target detection,
quantum cascade lasers, infrared spectroscopy.

1

INTRODUCTION

In the past years, several remote sensing techniques for the detection of hazardous
substances have been proposed. In many application scenarios, it is a highly desirable
yet ambitious goal to be able to identify and localize hazardous substance traces from
safe distances. However, systems that are capable of yielding reliable contactless
detection results across 10 m to 20 m are also highly useful, e.g., for identifying
chemicals in illicit laboratories. Although a variety of approaches have been published,
to this day no existing technique has proven to outperform the others. Microwavebased techniques were reported to perform well for the detection of larger amounts of
hidden explosives, while laser-based techniques emerged as the method of choice for
stand-off detection of small traces [1–6]. Raman spectroscopy with excitation in the
visible or near-UV spectral range also showed to perform impressively [5], [6].
In this paper, we present a hyperspectral image sensor based on active infrared laser
illumination for the detection and identification of a wide range of explosive substances
like PETN, RDX and TNT as well as the precursor ammonium nitrate (AN). Two
broadly tunable quantum cascade laser (QCL) sources [7] emitting in the mid-infrared
(MIR) spectral range form the core active illumination system for imaging spectroscopy.
The MIR spectral range is an especially attractive choice for this application as most
organic compounds exhibit characteristic absorbance patterns in this range and is
hence often referred to as the molecular fingerprint region of the electromagnetic
spectrum [8]. An additional important feature of laser radiation in this spectral range is
that the legislature allows much higher energies for eye-safe operation compared to
lasers emitting in the visible or near-UV range. This is mostly due to the fact, that most
of the radiation is absorbed in the frontal part of the human eye and is not focused on
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the retina. As a side effect, this enables unperceived scanning, which might be an
interesting feature in some application scenarios.

2
2.1

HYPERSPECTRAL IMAGE SENSOR AND DETECTION SYSTEM
The hyperspectral image sensor

The MIR hyperspectral image sensor used in this work has been previously described
in multiple publications (e.g., [9], [10]). The most recent system setup is shown in
Fig. 1. The laser illumination source developed at Fraunhofer IAF is formed by two
tunable quantum cascade lasers that together cover a total tuning range of 300 cm-1
covering the spectral range from 7.7 µm up to 10 µm. The lasers are used to illuminate
the surface to be analyzed and the diffusely backscattered light is collected by a highperformance IRCAM mercury-cadmium-telluride (MCT) IR camera. The large telescope
optics is required for measurements in distances from 10 m to 20 m. Laser and camera
are operated synchronously, so that every second image the camera takes, the laser is
switched off. The thermal image background can then be eliminated by subtracting two
adjacent images from each other. By tuning the laser, over time, the system yields a
stack of difference images, each associated to a specific illumination wavelength. This
stack forms a hyperspectral image. Typical illumination areas at measurement
distances of 20 m are around 10 cm2.

Figure 1: Left: Hyperspectral imaging sensor for distances from 10 m to 20 m. Right:
Two tunable quantum cascade lasers form the IR laser illumination source.

2.2

Data model and data analysis algorithms

A widely used data model in hyperspectral image analysis applications is the linear
mixture model (LMM) [11]. We assume, that any element of the pixel vectors forming
!
the hyperspectral image 𝐗𝐗 = 𝐱𝐱 ! !
!!! with 𝐱𝐱 ! ∈ ℝ   (𝑝𝑝 denoting the number of spectral
bands) can be written as
𝐱𝐱 ! = 𝐒𝐒𝐭𝐭 𝛂𝛂𝐭𝐭 + 𝐒𝐒𝐛𝐛 𝛂𝛂𝐛𝐛 + 𝐧𝐧! .

Here, 𝐒𝐒! and 𝐒𝐒! denote the target and background subspace matrices containing the
target spectra to be detected and the background spectra in the scene as columns,
respectively. The abundance vectors 𝛂𝛂! and 𝛂𝛂! are usually assumed to have strictly
positive elements summing up to one. The noise vector 𝐧𝐧 is usually assumed to stem
from a Gaussian distributed random process.
One of the most widely known target detection algorithms is the adaptive matched
subspace detector (AMSD) [11]. The AMSD performs a hypotheses test on each pixel
vector between the competing hypotheses
H! :  𝐱𝐱 = 𝐒𝐒! 𝛂𝛂!,! + 𝐧𝐧

H! :  𝐱𝐱 = 𝐒𝐒! 𝛂𝛂! + 𝐒𝐒! 𝛂𝛂!,! + 𝐧𝐧.
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Assuming Gaussian probability density functions for both hypotheses, the algorithm
calculates the likelihood ratio of the hypotheses, which in closed form can be written as
D!"#$ 𝐱𝐱 ! =

!
𝐱𝐱 ! ! (𝐏𝐏𝐁𝐁! − 𝐏𝐏𝐓𝐓𝐓𝐓
)𝐱𝐱 !
!
!
𝐱𝐱 ! 𝐏𝐏𝐓𝐓𝐓𝐓 𝐱𝐱 !

where for notational brevity 𝐁𝐁 = 𝐒𝐒! , 𝐓𝐓 = 𝐒𝐒! , the concatenation 𝐓𝐓𝐓𝐓 = [𝐒𝐒!   𝐒𝐒! ] and, e.g.,
!𝟏𝟏

𝐏𝐏𝐀𝐀! denote the orthogonal projection of 𝐀𝐀 given by 𝐏𝐏𝐀𝐀! = 𝐈𝐈 − 𝐀𝐀 𝐀𝐀! 𝐀𝐀 𝐀𝐀! . The output of
the AMSD algorithm is thresholded to gain a binary classification output for each 𝐱𝐱 ! . A
comprehensive and consistent description of the AMSD can be found in [11].

The AMSD describes the image background as a subspace spanned by the spectra in
the matrix 𝐒𝐒! , which are in a generic measurement scenario unknown and therefore
have to be extracted from the available image data. This can be done, using a
background endmember extraction algorithm like the adaptive target generation
process (ATGP) given in [12]. The basic principle of this algorithm is to iteratively
identify a set of pixel vectors that are unlikely to contain the target spectra and differ
strongly among each other given a measure of difference based on an orthogonal
projection criterion. To be applied for the task of background endmember extraction,
the ATGP algorithm requires a target spectrum as input. The algorithm’s output is a set
of pixel vectors in the image that are expected to span the background subspace. In
each iteration, the ATGP calculates the projections of all pixel vectors in the space
obtained by applying the orthogonal projection operator of the current set of
background vectors to the image pixel vectors. The pixel vector having the largest
magnitude in that space is identified and added to the background endmember matrix.
The algorithm terminates either using a cut-off criterion based on the magnitude of the
projected target signature, or alternatively using a fixed number of endmembers. An
appropriate choice for the latter would be the number of spectrally distinct materials in
the scene. Various algorithms have been proposed for this purpose (e.g., [13]). We
threshold the cumulative sum of the sample covariance matrix eigenvalues to a fraction
of 0.99 of the total eigenvalue sum to obtain a measure of the scene complexity. This
method is referred to as PCA energy metric in [13].

3

RESULTS

In image analysis applications, it is often difficult (if not even impossible) to obtain
labeled experimental data with known ground truth maps, even under laboratory
conditions. This also holds for the special case of hyperspectral imaging. However, for
accurate performance analysis and comparison, labeled data is essential. It is therefore
highly instructive to consult results obtained on artificial data for system evaluation.
This is an especially inviting approach for the task at hand, as we already have a
physically meaningful model that we can exploit for artificial data generation: the linear
mixture model (LMM). To generate a hyperspectral image, we choose a set of
experimentally gained spectra that form the columns of the spectral matrix 𝐒𝐒 ∈ ℝ!×!
and a set of abundance vectors 𝛂𝛂! !
!!!    and let
𝐒𝐒𝛂𝛂! + 𝐧𝐧! = 𝐱𝐱 ! .

The 𝐧𝐧! are produced using a Gaussian random process with zero mean and specified
variance 𝜎𝜎 ! . An example of an artificial hyperspectral image containing two different
background regions (jeans and polyamide) and a contamination with the precursor
ammonium nitrate (AN) spread across the background in the shape of the Fraunhofer
logo from top to bottom with decreasing concentration is given in Fig. 2. The AN
spectrum can be found in Fig. 3.
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Figure 2 Left: Artificial hyperspectral image with three different regions. Two
background regions containing jeans and polyamide, and a center region contaminated
with the precursor AN. Right: The background spectra of jeans and polyamide.

3.1

Impact of spectral measurement range

Several backscattering spectroscopy spectra of explosive substances (PETN, RDX and
TNT) as well as of the possible precursor AN are given on the left side of Fig. 3. As can
be seen, all spectra are well distinguishable from among each other, as each spectrum
shows specific spectral features.
To analyze the impact of the considered measurement wavelength range, we
evaluated the system’s detection performance when deliberately reducing the available
spectra to the range 1200 cm-1 to 1300 cm-1 which could be covered using a single IR
laser instead of the twin IR laser illumination source. The results are given as receiver
operating characteristics (ROC) on the right side of Fig. 3. As can be seen, the
detection performance (in dependence of the false alarm rate) is strongly dependent on
the target spectrum – considerably lower false alarms are expected for detection of
PETN compared to detection of AN. We contribute this to the fact, that ammonium
nitrate shows far less characteristic features in the reduced wavelength range than
PETN.
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Figure 3: Left: Several target substance backscattering spectra. Right: Target detection
performance with reduced spectral measurement range (1200 cm-1 to 1300 cm-1).
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Figure 4: Left: Detection performance using the full spectral range. Right: Color-coded
detection map as detection result.
Fig. 4 (left) shows the target detection performance when using the full spectral
measurement range, achieved using the double QCL illumination source. In this case,
the detection performance of ammonium nitrate is well comparable to that of PETN,
RDX and TNT with true positive rates of 96 % at false alarm rates lower than 5 %. The
color-coded detection map produced by the target detection system is given on the
right side of Fig. 4. As can be seen, the system successfully detected most of the
contaminated pixel vectors in the artificial hyperspectral image without producing any
false alarms. Fig. 5 shows the mean of the detected target and background spectra in
comparison to the target library spectrum. The target spectrum (AN) can be closely
reconstructed by linearly un-mixing the detected spectra using the original target
spectrum and the detected background spectra.
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Figure 5: Mean of detected spectra in comparison to library spectrum.

3.2

Application to real-world data

Fig. 6 shows the detection output of an AN measurement on a piece of autobody sheet
over a distance of approximately 20 m measured by the hyperspectral imaging sensor
presented earlier. As can be seen, the system successfully detected the AN trace
without producing false alarms.
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sample

Figure 6: Left: Detection result. Right: Visual image of the sample and measurement
setup together with a one euro-cent coin.

4

CONCLUSION

In this work, we presented a hyperspectral image sensor based on IR-laser-based
backscattering spectroscopy, capable of remote detection of various explosive
substances including PETN, RDX, TNT and the precursor AN. We showed that a broad
spectral measurement range is required for reliable detection of especially the latter
using artificial hyperspectral imagery. Wavelength range extension was carried out by
integrating two QCL modules into the active IR hyperspectral image sensor. Real world
measurements confirmed the system’s ability of AN trace detection across 20 m.

ACKNOWLEDGEMENTS
The results have been obtained within the collaborative projects IRLDEX, funded by
the German Federal Ministry of Education and Research (contract number FKZ
13N4543), and the EU project EMPHASIS and HYPERION (Grant Agreement
Numbers 261381 and 284585). We thank K. Schwarz and C. Schilling for expert
technical assistance.

REFERENCES
[1]

C.W. Van Neste, L.R. Senesac, and T. Thundat, “Standoff Photoacoustic
Spectroscopy,” Applied Physics Letters, Vol. 92, No. 23, p. 234102, 2008.

[2]

R. Furstenberg, C.A. Kendziora, J. Stepnowski, S.V Stepnowski, M. Rake, M.R.
Papantonakis, V. Nguyen, G.K. Hubler, and R.A. McGill, “Stand-off Detection of
Trace Explosives via Resonant Infrared Photothermal Imaging,” Applied Physics
Letters, Vol. 93, p. 224103, 2008.

[3]

M.B. Pushkarsky, I.G. Dunayevskiy, M. Prasanna, A.G. Tsekoun, R. Go, and
C.K.N. Patel, “High-Sensitivity Detection of TNT.,” Proceedings of the National
Academy of Sciences of the United States of America, Vol. 103, No. 52, pp.
19630–19634, December 2006.

[4]

R.E. Hummel, A.M. Fuller, C. Schöllhorn, and P.H. Holloway, “Detection of
Explosive Materials by Differential Reflection Spectroscopy,” Applied Physics
Letters, Vol. 88, No. 23, p. 231903, 2006.

[5]

S. Wallin, A. Pettersson, H. Ostmark, and A. Hobro, “Laser-Based Standoff
Detection of Explosives: A Critical Review,” Analytical and Bioanalytical
Chemistry, Vol. 395, No. 2, pp. 259–274, September 2009.

Session 8: Detection Technologies 1

249

Future Security 2014

Berlin, September 16 –18, 2014

[6]

M. Nordberg, M. Åkeson, H. Östmark, and T.E. Carlsson, “Stand-off Detection of
Explosive Particles by Imaging Raman Spectroscopy,” in: Proceedings of SPIE,
2011, Vol. 8017, p. 80171B.

[7]

F. Capasso, C. Gmachl, D.L. Sivco, and A.Y. Cho, “Quantum Cascade Lasers,”
Physics Today, Vol. 55, No. 5, p. 34, May 2002.

[8]

B.H. Stuart, Infrared Spectroscopy: Fundamentals and Applications. John Wiley
& Sons, 2004.

[9]

S. Hugger, F. Fuchs, J. Jarvis, M. Kinzer, Q.K. Yang, W. Bronner, R. Driad, R.
Aidam, K. Degreif, and F. Schnürer, “Broadband Tunable External Cavity
Quantum Cascade Lasers for Standoff Detection of Explosives,” in: SPIE
Defense, Security, and Sensing, 2012, p. 83732G–83732G–10.

[10] J. Jarvis, F. Fuchs, S. Hugger, V. Blattman, Q.K. Yang, R. Ostendorf, W.
Bronner, R. Driad, R. Aidam, J. Wagner, and J. Beyerer, “Hyperspectral Image
Analysis for Standoff Detection of Explosives,” in: Proceedings of the 8th Security
Research Conference Future Security, 2013, pp. 205–214.
[11] D. Manolakis, C. Siracusa, and G. Shaw, “Hyperspectral Subpixel Target
Detection Using the Linear Mixing Model,” IEEE Transactions on Geoscience and
Remote Sensing, Vol. 39, No. 7, pp. 1392–1409, July 2001.
[12] H. Ren and C.I. Chang, “Automatic Spectral Target Recognition in Hyperspectral
Imagery,” IEEE Transactions on Aerospace and Electronic Systems, Vol. 39, No.
4, pp. 1232–1249, 2003.
[13] J. Broadwater, “Effects of Endmember Dimensionality on Subpixel Detection
Performance,” in: IEEE International Geoscience and Remote Sensing
Symposium, 2008. IGARSS 2008, 2008, Vol. 2, pp. II–613.

250

Session 8: Detection Technologies 1

Future Security 2014

Berlin, September 16 –18, 2014

ASSESSING THE VULNERABILITY OF DYNAMICAL SYSTEMS
IN PUBLIC TRANSPORTATION
Silja Meyer-Nieberg1, Matthias Dehmer2, Holger Bracker3, and Bernhard
Schneider 4
1

silja.meyer-nieberg@unibw.de
Fakultät für Informatik, Universität der Bundeswehr München, Werner-Heisenberg-Weg
39, 85577 Neubiberg (Germany)
2

matthias.dehmer@umit.at
UMIT – The Health and Lifesciences University, Eduard Wallnöfer Zentrum 1, A-6060,
Hall in Tyrol (Austria)
3

holger.bracker@cassidian.com, 4 bernhard.schneider@cassidian.com
Airbus Defence and Space, Landshuter Str. 26, 85716 Unterschleißheim (Germany)

Abstract
This paper addresses the vulnerability of public transportation. It introduces a threemodel approach as an analysis tool for identifying critical points of passenger flows.
The approach proposes to combine approaches of different level of detail.
Keywords: Vulnerability, public transportation, networks.

1

INTRODUCTION

Transport systems are of huge importance in modern cities. Disturbances may have
large direct and even more disastrous side effects. For example, in 2012, a short-time
overload caused a black-out in a wide area of the city of Munich, Germany at the onset
of the rush-hour. The Stadtwerke München, the local energy provider, estimated the
direct costs at around 1 million euros with significantly higher indirect costs [11].
This paper proposes and discusses a three-model-based approach for the assessment
of system vulnerabilities in the context of public transportation. The approach combines
multi-agent systems (MASs), dynamical systems, and graph models.
Each of the three model types represents a different level of abstraction for depicting
the real-life critical infrastructure and potential terrorist attacks. The multi-agent system
is the most detailed and aligns with the microscopic model approach. It provides the
highest level of detail, modeling direct interactions between agents and agents and
environment [13]. Multi-agent systems can be used to conduct detailed analyses under
varying scenario assumptions. Simulations or full-scale data farming approaches are
time-consuming, however. To overcome this deficit, we propose to use in addition a
macroscopic model, a dynamical system, and a graph model.
Additionally, the different scale of the respective viewpoints opens up new analysis
avenues. A dynamical system describes the system development over time employing
difference or differential equations. A simulation run of a deterministic dynamical
system does not require similar resources as a MAS. Therefore, scenario analyses can
be performed faster although not on the same level of detail.
The final abstraction level is reached by employment of a graph model based on the
concept of nodes and edges to describe the underlying real system oriented after the
structure of the dynamical system.
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Using graphs as a tool for model building has a long tradition in system sciences [5, 8].
However, graphs are often only used for a rudimentary analysis, neglecting the vast
potential of graph theory [6] and graph measures in particular [1, 12].
In addition, we intend to analyze structural features of the resulting networks by using
local and global graph measures. More precisely, we use entropy-based descriptors,
distance-based measures and structural indices which are based on graph invariants
such as eigenvalues and vertex degrees, see [12, 2]. Also, we explore whether
comparative graph analysis (i.e., graph similarity [3]) methods may be applicable to
classify the networks, i.e., to determine groups of networks which are structurally
similar.
The paper presents first results from ongoing work. It describes the envisioned threemodel analysis tool and discusses potentially automated parameter settings for the
dynamical system and the graph model based on the simulation results of the MAS. It
is structured as follows. First, we give a short overview on the BMBF-supported project
RiKoV which provides the context for the approach and introduce the main research
question. Afterwards, we describe the simulation scenarios that will be considered. The
methodology proposed is described in the next section focusing on graph structures.

2

RIKOV: ESTIMATING RISKS AND COSTS OF SECURITY MEASURES
IN THE FRAME OF CRITICAL INFRASTRUCTURE PROTECTION

The BMBF-supported project RiKoV addresses risks and the costs of security
measures in the context of terrorist threats in public transportation [9]. It is a joint
project between several German universities and enterprises which started in 2012.
The goal of the project is to develop a holistic approach combing risk management and
strategic planning for critical infrastructure protection. The construction of high-risk
scenarios considers past and possible future attack scenarios. Several simulation
techniques will be applied in this context.
Appropriate security measures will be identified and investigated closer. The intent is to
eliminate unacceptable risks and attenuate unwanted consequences with respect to
social values, legal restrictions, and an analysis of cost-effectiveness [9]. Assessing the
risks and the threat potential of terrorist attacks represents an important but difficult
task.
To perform such assessment, the identification and evaluation of vulnerabilities of a
system is a mandatory prerequisite.
Here, simulation and computer experiments may be used to gain more information [7,
10] since they allow to consider situations that cannot be measured or simulated in
real-life due to the inherent dangers. This paper considers the passenger flows in
central stations and addresses among others the following main research question:
How does the temporal passenger mix and the structural layout of the station influence
the passenger flows?
For the purpose of this paper, an accumulation point or a clustering point of the
passenger flow is defined as an area with larger than average passenger density.
Since the passenger flow is transient, we demand that the density remains above the
threshold for a certain predefined duration. Accumulation points of passengers
represent potential targets for terrorist attacks especially if they remain stable under
several scenarios. Therefore, security measures should pay special attention to cluster
points. We suppose that the distinct structures will influence the passenger behavior
resulting in different system responses. The analysis, however, must also take the
passenger mix and the current temporal situation into account. During the rush-hour,
e.g., the portion of commuters will typically be rather high, whereas the portion of
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leisure travelers will be reduced. The groups may, however, show different kinds of
behavior in the station, resulting in the emergence of different clustering points.

3

THE SCENARIO

This section describes the scenarios in which the combined approach will be used. The
scenarios consider central stations in urban areas. They consist of a structural and a
temporally changing part. Typically, several station types exist, e.g., stub terminals and
through stations. Usually, the different types go along with different structural layouts
with respect to the placement of entrances, staircases, shopping areas and platform
accesses. The central stations of Munich and Cologne shall serve as illustrative
examples. Munich is a terminus with a main hall connecting to the platforms on the
same level. In addition to the main platform area, where the interregional and
international trains arrive and leave, there are two peripheral platform areas in the north
and in the south which are reserved for regional connections. The main hall serves as
a food court and contains also small convenience stores. The main hall connects to the
entrance hall with further shops and ticket vendor machines. Fig. 1 shows a simplified
schematic layout of the station.

Figure 1: Munich central station (simplified).
The central station of Cologne is a through station. Its entrance hall connects to a
market hall surround by shops and food stalls. Access to the trains is gained via
staircases to the upper level. Fig. 2 shows the simplified layout of the central station.

Figure 2: Cologne central station (simplified layout).
In future work, further central stations will be investigated. The structural part influences
the passenger flows strongly. While the layout of the Munich central station provides
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potentially a wide access to the platforms, access in Cologne is only via the staircases
since the rail tracks continue on. The structural layout is stable and will typically only
change if construction work occurs. However, the passenger flows also depend on
changing components, that is, the passenger volume and the passenger mix. Three
main agent types are considered: commuters, business travelers, and leisure travelers
each with its own distinct group behavior. The passenger mix fluctuates following
weekly and daily patterns. Therefore, accumulation points may vary according to the
temporal pattern.

4

FROM AGENT-BASED SIMULATION TO GRAPH STRUCTURES

The behavior of the system can be simulated in different levels of detail. This paper
proposes to combine three model types in the analysis ranging from agent-based
simulation to graph structures.
4.1

Multi-agent systems

The most detailed approach is given by multi-agent models. Multi-agent systems have
a long research tradition, see [14, p. xiii]. The central concept is the agent: an
autonomous entity which decides on its actions according to its rule set. Typically, the
individual agents have simple rules, but the interactions between the agents give rise to
complex emerging system behavior. The paradigm of agent-based simulation can be
applied to the modeling of any type of entity, no matter if a purely technical or
mechanical entity is regarded or even a complex biological one such as a human being
with a relevant subset of its behavior. Due to the high degree of autonomy in the
agents’ behavior, multi-agent simulations can lead to non-predictable, observable
emergent system behavior. This makes agent-based systems in particular interesting
for model-based investigation of emergent situations that can arise when groups of
passengers move from one point of interest to another in certain locations.
4.2

Dynamical systems

The theory of dynamical systems uses difference or differential equations to describe
the system behavior. In its easiest form, deterministic systems are considered. Here,
the focus does not lie on the modeling of individual interactions but on the mean value
behavior of the system. For an illustration, consider the passenger flow at a station. We
will treat the different structures as compartments, e.g., the northern and the southern
platforms of the Munich main station. Of interest are the passenger densities in the
compartment. The density changes over time according to the inflow and outflow of
passengers. The inflow can either be exogenous, i.e., stemming from passengers
arriving by train, or can originate in other compartments. In order to find expressions for
the flows, statistical estimates from simulation runs of the multi-agent system can be
used. They provide the base point for the parameter settings which can then be varied
in further analysis.
4.3

Graph models

The dynamical system model can be used in turn to construct the graph model with the
compartment serving as the nodes and the potential passenger flows giving the edges
and the edge weights in turn. The stronger the mean flow, the larger is the weight of
connection. The graph structure represents a mixture of the underlying station layout
and the passenger flow. This enables us to compare several stations on the one hand,
and on the other hand to compare different graphs which stem from different
passenger mixes.
First of all, we have to identify the graph classes we want to use for modeling the
systems. After this, we are going to analyze the networks by using quantitative
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approaches [3]. This relates to quantify structural information of the graphs rather than
only describing them by using classical graph-theoretical techniques [6]. The following
quantitative network measures will be used to determine the complexity of the networkbased systems:
•

Distance-based graph measures [12]

•

Eigenvalue-based graph measures [12]

•

Entropic graph measures [1, 2, 4]

•

Classical measures such as the clustering coefficient [5]

Apart from this, local graph measures, e.g., the local clustering coefficient capturing
structural information of local regions (sub-graphs) of a network. The numerical results
are used to compare the systems.
As already mentioned, another branch is to compare the systems by using comparative
techniques [5]. Given several networks, graph similarity or distance measures can be
applied to determine the structural similarity or distance, respectively. Those
techniques could be used to quantify the difference between the systems after altering
them. Techniques to be used are:

5

•

Measures based on isomorphic and sub-graph isomorphic relations [5]

•

Measures based on graph edit operations [5]

•

Comparative techniques based on statistics and information theory [4]

CONCLUSIONS AND OUTLOOK

In this paper, we described a novel analysis instrument to analyze the vulnerability
within public transportation with a special focus on train stations. We introduced a
three-model-based approach as an analysis tool for identifying critical or clustering
points of passenger flows. One advantage of combining the model approaches is
getting a higher level of abstraction but nevertheless to combine microscopic and
macroscopic model properties.
Also, we described how the systems can be modelled and analyzed by using a graphtheoretical approach. In particular, we discussed network measures to quantify
structural features of the networks. This network-based approach can be either used to
characterize the networks structurally or for their classification.

6
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Abstract
Open systems like public transport are highly attractive targets for terrorist attacks. The
study RiKoV deals with mitigating risks of a terrorist attack against the German public
railway system. The research method and first results will be presented and discussed
in this paper. In the project, a scenario-based risk assessment method was developed
tailored to intelligent, rationally acting attackers. We consider risk as a function of the
system’s vulnerability, the threat to the system, and the consequences of an attack. In
particular, we apply three complementary ways to deal with the problem of fundamental
uncertainty with respect to the terrorists’ motivation. In a first approach, the input
parameters “intention” and “capability” are regarded as fuzzy parameters which are
measured in qualitative categories. The second approach is the derivation of optimal
rules in a multi-criteria framework for decisions under uncertainty. Finally, we
complement our elaborated risk analysis with game-theoretic arguments.
Keywords: Security, risk assessment, adversarial risk, terrorist attack, decision support.

1

INTRODUCTION

Open systems like public transport are highly attractive targets for terrorist attacks. The
trends of the latest attacks show that the most radical, contemporary terrorists do not
carefully select their victims but aim at indiscriminating killing with appropriate BCRE
weapons. The study RiKoV, sponsored by the German Federal Ministry of Education
and Research, is dealing with mitigating the risks of a terrorist attack against the
German public railway system. The project has already produced some impressive
results. The research method and first results will be presented and discussed in this
paper.
Based on historical terrorist attacks against railway systems, more than 40 scenarios
have been developed supplemented by a data-based description of the environment
and a description of the terrorists’ activities when approaching an attack. This is
complemented by the defenders potential strategies to identify and disable terrorists
before releasing the attack. About 80 preventive security measures have been defined,
including organizational measures, actions of security forces, and technology-based
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security measures such as video acquisition and processing, sensor and detector
types, sensor syndromes and electronic means for tracking suspicious individuals.

2

ASSESSMENT OF ADVERSARIAL RISK – A BRIEF REVIEW

Regarding the data and the methods for analyzing damages of terrorist attacks many
important works from insurance-relevant points of view have been published [1–4]. The
terrorist attacks since 9/11 “marked the arrival of new forms of attack on the security
and safety of nations [...] The scale of these threats, their repeated occurrence in
various unpredictable locations, and the apparent inability of security and police
organizations to prevent them, marked a new and urgent imperative for governments.
[...] Indeed, uncertainty is the hallmark of the new era of policing, along with the
diversity of problems encompassed” [5].
The uncertainty dimension arising from terrorist risks can be assessed qualitatively,
semi-quantitatively or quantitatively, using empirical and analytical methods and
model-/simulation-based methods [6]. Empirical methods, such as regression, variance
and correlation analyses [7], evaluate statistical and historical data. These methods are
suitable if an extensive data base is available. In the realm of terrorist risk analysis, it is
rarely possible to draw conclusions from past events to make predictions about
possible future terrorist events, as decision makers need to consider the intentions,
motives, preferences and capabilities of the adversary. Analytical methods, in particular
probability risk analysis methods [8, 9] and scenario analysis methods [10, 11], are
suitable to identify and help focusing on relevant aspects of the problem space.
Furthermore, they help capturing the complexity of the decision-problem and they point
out possible interdependencies and weak points. However, the main problems with
these methods are that there are very often only subjective, and no objective
probabilities available and, also, that scenario analysis usually focuses only on a small
set of scenarios, possibly disregarding important scenarios. Model-/simulation-based
methods, such as petri net models, agent-based and Monte Carlo simulations, system
dynamics models, Bayesian analyses or game theoretic models [12–16], are able to
produce data and to simplify the decision-problem that is to be analyzed. Ever more
powerful computer systems will improve use of these methods. In sum, risk analysis
methods have to deal with many uncertainties (e.g., concerning assumptions, input-/
output data, the choice of a suitable analysis method) which need to be considered
when interpreting the results of any risk analysis. Results might be presented using
tables, risk matrices and check lists.

3

SCENARIO-BASED RISK ASSESSMENT

In the project RiKoV, a scenario-based risk assessment method was developed
tailored to intelligent, rationally acting attackers. The crucial point in our approach is the
definition of risk as a function of the system’s vulnerability, the threat to the system, and
the consequences of an attack. The conventional view on risk in terms of expected
damage is not viable in the security area for at least two reasons: Firstly, there are no
meaningful statistics regarding the frequency of terrorist attacks because these are
fortunately rare events. Secondly, terrorists are intelligent attackers seeking to
blindside the defender, and they identify and exploit the vulnerability of their selected
targets. Therefore, we replace the occurrence probability by a function of the
parameters “terrorist threat” and “vulnerability” whereupon terrorist threat is a function
of intention and capability of a terrorist. Note that the parameter “terrorist threat” is
subject to fundamental uncertainty.
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Terrorists’ intention and capability as fuzzy concepts

The history of intentional attacks on railroad comprises around 100 years and shows
that the spectrum of possible attackers, their motivation and used attack means are
manifold. The scope ranges from suicide bombers over differently motivated terror
groups to terrorists supported by public agencies which pursue illicit objectives. They
have used mainly conventional attack means. Explosives, guns, knives are means that
can be procured much easier than unconventional NBCR means. But it would be
wrong to conclude that terrorist attacks are always of “standard type”. 9/11 has shown
the opposite! The targets were selected carefully, their vulnerabilities or weak points
were ascertained and the risks of the operation were investigated carefully in advance.
Terrorists have proofed that they are able to devise sophisticated operation plans and
they are able to do long-term planning.
Therefore, it would be a mistake to assume that attacks with NBCR means are unlikely
because of the higher procurement efforts. The AUM sect in Tokyo has demonstrated
how chemical agents can be produced, and professional journals are increasingly
reporting on cyber-attacks against targets, which were assumed to be secure only a
short period of time ago.
Terror networks like AL-QAIDA are following politically motivated intentions and are
aiming at changing behavior of governments provoking outrages. Politically motivated
terrorists are generally rationally acting actors aiming at exploiting surprise effects and
selecting vulnerable and attractive targets. RiKoV’s basic assumptions for
operationalizing the item “terrorist threat” are:
A terrorist threat is given if an actor exists who has the intention and capability to
execute a terror act.
- The terrorist threat increases with the intentness and capability to execute a terror
act.
- Rationally acting actors try to attack only vulnerable targets.
- The likelihood of a terrorist attack is the higher the larger the terrorist threat is and
the more vulnerable the target is. Consequently, RiKoV represents the likelihood
of terrorist attack as a function of threat and vulnerability.
- The risk of a terrorist attack is the higher the larger the likelihood of terrorist attack
is and the worse the consequences of the terrorist attack are.
- The consequences put psychological pressure on society. Psychological pressure
is the higher the higher personal injuries and material damages as well as
economic losses are.
This leads to the definition of risk: Risksecurity = f(intention, capability, vulnerability,
personal injuries, material damages, economic losses).
The intention to execute a terrorist attack is not totally independent from external
influences. Generally, a terrorist outrage has several addressees such as
sympathizers, media, government and others whose reaction can influence and even
change the intention of the terrorist. As a terrorist act generates not only fear and terror
but also emotions like hate and revenge, the attack must be well-directed and effective
in order to compensate the negative emotions “hate” and “revenge”. Media coverage is
deliberately used to spread terror in public. For terrorists, victims as direct
consequence of the attack are only a means to an end. On this note, terrorist attack
stands for a communication strategy to enforce specific intention on the strategic level
and on the operational level. For a generalized description of potential intentions, the
RiKoV approach uses following examples:
- Intentions on the strategic level:
o Enforcement of political change via threat of violence and resort to violence or
provocation of overreactions on the part of government
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o Huge psychological impact via propagation of hysterics, fear and terror
o Use of media coverage as proclamation organ of terrorist intentions
- Intentions on the operational level:
o Reasonableness of means (attack means should be consistent with the
political ambitions)
o Balance of self-protection and risk-taking (self-protection should be insofar
provided for the actor during preparation and execution of the assault that the
success of the mission is not jeopardized)
As conventional and unconventional attack means cause different impacts and effects,
the question arises which NBRCE are best suited to fulfill all above-mentioned terrorist
intentions. For that purpose, RiKoV rates qualitatively the impact of these means in
different categories ranging from blast effect over contamination up to emotions like
fear and terror or hate and revenge. Then RiKoV assesses qualitatively the impact of
each category on the different intentions. This assessment is based on arguments and
counter-arguments in the following sense:
- What arguments support that the above-mentioned intentions can be achieved by
specific attack means differentiated by its impact categories?
- What arguments speak against it that the above-mentioned intentions can be
achieved by specific attack means differentiated by impact categories?
At the end of the analysis process, fuzzy logic will be applied to merge arguments and
counter-arguments to a conclusion how well the selected means is suited for achieving
the objectives.
As mentioned before, besides intention also capability is mandatory to successfully
execute a terrorist act. In this context, capability means that a terrorist is able:
- To plan successfully an outrage and
- To realize the plan with available attack means.
As 9/11 has shown, current terrorists are able to plan surprising assaults with
unconventional weapons and means, respectively. Nevertheless, the implicit
prerequisite that terrorists possess suitable weapons with the favored impact as and
when required must be checked. The realization of a terrorist plan with favored
weapons requires either that:
- Terrorists have the needed basic materials at their disposal and they are able to
compose the desired weapon of them or
- Terrorists procure complete weapons in an illegal manner or
- So-called state-sponsored terrorists are endued with the favored weapons by their
sponsor state.
Figure 1 itemizes these ways of procurement up to the level of required capabilities.
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Figure 1: Availability and procurement channels of weapons.
Using pro- and counter-arguments, it will be checked and analyzed to what extent
terrorists have these listed capabilities at their disposal. Each pro- and counterargument will be rated on a qualitative scale ranging from very low up to very high. At
the end of this process, fuzzy logic will be applied again to merge pro- and counterarguments to a conclusion how far it can be assumed that terrorists possess the
capability to use the favored weapon as attack means. In a bottom-up approach, the
detailed results on the lower level will be combined to aggregated results on the next
higher level using fuzzy logic. On the top of this decision tree, the terrorist capability is
indicated at a qualitative scale ranging from very low over medium up to very high.
Finally, both parameters “intention” and “capability” will be aggregated to the parameter
“threat” using again fuzzy logic.

3.2

Quantitative decision support under strict uncertainty

From the decision scientific point of view, counter-terrorism has to deal with strict
uncertainty which “means almost complete lack of knowledge about an outcome”.
However, “the decision maker (DM) has sufficient information on the states of the world
(with exception of their probabilities), and he can predict the consequences 𝑥𝑥!,! of
taking action 𝑎𝑎! , should the 𝑋𝑋! state happen” [17].
Decision models under strict uncertainty belong to a third class besides deterministic
and probabilistic ones [18]. Using probabilistic models to support decision making
under strict uncertainty often leads to problematic results [19, 20].
The standard decision making rules under strict uncertainty are Laplace, Wald’s
minimax, Hurwicz, and Savage-Niehans [17]. In addition, the Krelle rule introduces a
decision maker’s individual uncertainty preference function 𝜔𝜔 which can be estimated
empirically and covers both Laplace and Wald’s minimax as its special cases [21, 18].

Based on this method, a set of 𝑛𝑛 possible attack scenarios 𝑠𝑠! can be defined. The
next challenging task from the decision maker’s point of view is to find the optimal
countermeasure among a set of 𝑚𝑚 countermeasures 𝑎𝑎! of which each causes certain
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acceptance problems 𝑏𝑏! ≥ 0 and costs  𝑐𝑐! ≥ 0. If countermeasure 𝑎𝑎! is applied, in case
𝑠𝑠!   should happen, the damage which is primarily characterized by victim numbers is
denoted as 𝑑𝑑!,! ≥ 0. The maximum acceptance problem, costs and damage are
denoted as  𝑏𝑏!"# , 𝑐𝑐!"# and  𝑑𝑑!"# , respectively, with  𝑏𝑏!"# > 0, 𝑐𝑐!"# > 0 and  𝑑𝑑!"# > 0.
A multi-scenario multi-criteria damage matrix, from which the dominated
countermeasures are removed, can be constructed as follows:

Before solving the decision problem, a special scenario – “no attack” – and a likewise
special countermeasure – “no countermeasure” – have to be taken into account. We
have an extended damage matrix, where  𝑏𝑏! = 𝑐𝑐! = 𝑑𝑑!,! = 𝑑𝑑!,! = 0:

It becomes apparent that only three of the decision rules mentioned remain applicable:
the Laplace’s rule, the minimax rule and the Krelle’s rule. The minimin rule cannot be
applied to the extended damage matrix because the scenario 𝑠𝑠! with 𝑑𝑑!,! = 0 poses for
each countermeasure as the minimum damage. Additionally, for the same reason, the
rules Hurwicz and Savage-Niehans are now identical to the minimax rule.
We take the Krelle’s rule and introduce the following utility function regarding the
protection effect of the countermeasure under consideration:
𝜙𝜙 𝑎𝑎! = −

!
!!!

𝜔𝜔 𝑑𝑑!,! = −

!
!!!

𝑑𝑑!,!
𝑑𝑑!"#

!

where 𝜅𝜅 > 0 and  −𝑛𝑛 ≤ 𝜙𝜙 𝑎𝑎! ≤ 0. Notice that this utility function is identical to the one
of the Laplace’s rule if    𝜅𝜅 = 1. When choosing 𝜅𝜅 ≫ 1, the Krelle’s rule behaves like the
minimax rule which focuses on the attacks causing high damages. On the other hand,
𝜅𝜅 ≪ 1 is the right choice for decision makers who want to pay overproportionally high
attention to a low victim number (Figure 2).

Figure 2: Uncertainty preference functions.
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In general, any monotone increasing function 𝜔𝜔 𝑑𝑑!,! can be used to depict the
decision maker’s uncertainty preference. The empiric estimation of the individual
uncertainty preference function regarding damages caused by potential terrorist attacks
is to be seen as the first essential step of the supported decision making process. As a
prerequisite, the estimated damages 𝑑𝑑!,! of each scenario 𝑠𝑠! under each
countermeasure 𝑎𝑎! have to be provided. Since we are seeking for the best possible
countermeasure under the constraint of available resources and acceptance by the
customers of the public transportation systems and the general public, the decision can
be supported by solving the following optimization problem:
maximize     
!

subject  to    

Φ 𝑎𝑎! = −

!
!!!

𝜔𝜔(𝑑𝑑!" )

𝑏𝑏! ≤ 𝑏𝑏! , 𝑐𝑐!    ≤ 𝑐𝑐!   

where 𝑏𝑏! and 𝑐𝑐! are given by the decision maker as the upper limits for acceptance
problem and costs. In a decision making process, the decision maker may change
these limits iteratively to reach a final decision.

3.3

Game-theoretic considerations in adversarial risk assessment

As a last step, we complement our approach by game-theoretic reasoning. Game
theory can lead to further insights with regard to adversarial risks because it takes
explicitly the strategic interaction between defender and offender into account. The
crucial point is that at least some parts of our scenario-based approach can be
anticipated by terrorist offenders so that they optimally adapt to this defense-system.
As a result, the system’s vulnerability and the offender’s intention are both partly
endogenous. The game-theoretic analysis contributes to a more robust defensesystem in at least three ways: Firstly, it urges the researcher to investigate possible
intentions and motivations of the offender by carving out a clear motivation structure of
potential “types” of offenders. In this regard, it complements our intention-schema
which was developed in Section 3.1. For example, we adopted the assumption that
rationally acting offenders will focus on vulnerable targets. This makes sense as long
as the primary objective of the offender is to produce maximum damage in terms of
fatalities or economic losses – a somewhat plausible assumption in the light of historic
attacks. However, if an offender seeks to shock the audience by revealing their own
futility and helplessness, it could be a rational act to attack targets which are not the
most vulnerable in the first place. Secondly, game-theoretic reasoning takes some kind
of “illusion of control” from the defending institution by compelling the important insight
that there are inevitably natural limits to risk reduction due to limited resources. In the
end, the most vulnerable parts are the system’s limits. As we discussed in Section 3.2,
the decision support incorporates baseline restrictions with regard to cost and
acceptance. Although potential offenders will not be able to infer the optimal defense
strategy, they will be able to make an appropriate guess about the defender’s limits. In
other words: The offender will not know what the defender will choose, but he knows
quite well, which strategies the defender cannot choose. Rational offenders will take
this into consideration so that some kind of endogenous vulnerability emerges. This
problem cannot be tackled by improved decisions of the defender alone but rather by a
society-wide agreement on higher budgets or higher thresholds of acceptance. Thirdly,
game theory puts more strength on forward-looking-procedures instead of backwardlooking, history-oriented heuristics. As we know from crime reduction, too adaptive
defense strategies run the risk of just reacting to events and thus forcing defenders into
the passive role of a tortoise-hare-trap. This can quickly lead to heavy loss of resources
and to a significant damage of reputation as the defense appears bustling and
ineffective at the same time. In summary, the complementation of our approach by
game-theoretic analysis allows for a strategic and dynamic stress-test to the
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assumptions and the system’s parameters. Thus it provides the user with hints
(“warnings”) about potential blind spots in his defense system.

4

Preliminary results and conclusion

The assessment and mitigation of adversarial risk is a complex and challenging task. In
this paper, we presented the approach for the RiKoV project. In a first step, we derived
a set of plausible baseline assumptions with regard to potential attacker behavior and
developed a risk concept which allows for an explicit consideration and precise
definition of the risk component “threat”, which is split up into the two dimensions
“intention” and “capability”. Along this taxonomy, it is possible to evaluate the otherwise
vague variable “threat” in a scenario-based framework. In a second step, the choice
among a range of disposable countermeasures is carried out by a quantitative decision
support model which minimizes aggregated damage and takes the decision makers
risk preference into account. In a last step, we complemented our approach by gametheoretic reasoning which serves as an additional stress-test to the approach. The
developed protection system can be adapted to the end user’s demand, it can be
updated with regard to new information, and it can be flexibly extended by additional
strategies or by innovative defense technologies.
Basically, our approach can be applied to nearly every protection system tailored
against terrorist threat. However, the main application lies in the context of critical
infrastructure and open, vulnerable systems, such as the railway system as an
example. Additionally, we aligned our assumptions thoroughly to the empirics and
professional experience of criminalists who participated in project workshops, and we
presented and discussed our method with professionals at the Deutsche Hochschule
der Polizei (German Police University).1 First simulations indicate the potential
effectiveness of our approach with respect to historical attempts to attack the German
Railway, as 2000 in Düsseldorf or 2006 in Köln and Oberhausen. As the RiKoV
approach is generic, it can be easily complemented by new information and data
concerning upcoming events.
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Abstract
Securing facilities against terrorist attacks is an essential task for police, private
security companies, and the operators of public rail transport systems. Multiple security
measures are available. Since each security measure has constraints regarding, e.g.,
efficacy, costs, and public acceptance, the selection and implementation of security
measures need to be considered carefully. In this paper, we introduce a scenariobased multi-criteria analysis to evaluate the effectiveness of security measures taking
into account efficacy, costs, societal acceptance, and legal restrictions. The analysis is
enhanced by the combination with a process model which systematically describes the
steps of an attack. This enables to apply scenario techniques to explore possible future
developments of a baseline situation due to the implementation of security measures.
The analytical approach proposed allows decision-makers to compare these
developments and, hence, supports the selection of security measures by considering
their varying effectiveness.
Keywords: Counter-terrorism, public rail transport systems, multi-criteria decision
analysis, scenario techniques, strategy evaluation.

1

INTRODUCTION

Multiple security measures against various types of terrorist attacks are available. For
decision-makers, the selection of adequate security measures is challenging.
Furthermore, the selection process is accompanied by conflicting aims and constraints.
As an example, it can be assumed that a better efficacy of a measure will at least lead
to higher implementation costs. However, the expenses of security measures also
include costs which often need to be minimized. Another conflicting issue arises with
regard to the public acceptance of security measures. Measures with high efficacy
sometimes violate societal boundaries and have limited public acceptance. Hence, the
consequences and the side effects of security measures need to be considered
carefully in the decision process.
In order to support the selection of suitable security measures, an integrated approach
is needed which takes into account the variety of terrorist attacks and the conflicting
goals in the decision process. This paper presents a scenario-based framework for a
systematic evaluation of bundles of security measures. Multi-criteria decision analysis
techniques are applied to handle conflicting goals and preferences. This work is
embedded in a project addressing the management of terrorist attack risks in public
railway transportation called RiKoV (Risiken und Kosten der terroristischen Bedrohung
des schienengebundenen Öffentlichen Personenverkehrs) [1].
The remainder of this paper is organized as follows: First, scenario-based multi-criteria
analysis will be shortly introduced. Secondly, a new way of evaluation framework which
includes a process model of an attack will be presented and depicted by a use-case.
The paper will be concluded with a discussion on the results and future work.
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RELATED WORK

Scenario techniques are often used in decision-making in order to forecast and analyze
possible future developments and identify uncertainties (see, for example, [2]). In our
context, uncertainties relate to, for instance, the efficacy of each security measure or
the behavior of terrorists in the system.
Multi-criteria decision analysis (MCDA) [3] allows for an in-depth evaluation of
strategies being able to handle conflicting goals and users’ preferences and supports
an analytical and transparent decision-making process. The integrated use of both
techniques (e.g., [4]) enables the assessment of future developments as well as the
evaluation of considered strategies.
This paper enhances the use of scenarios by a generic process description [5]
depicting the sequence of a terrorist attack. The baseline scenario and the resulting
variations after implementing security measures are based on this description. The
attack is composed of different process steps that are suitable for the implementation
of security measures. This enables to generate variations of the baseline scenario and
the explicit depiction of possible future developments. Contrasting to other approaches
that combine scenario techniques and MCDA, experts’ assessment on the probability
of each variation are integrated with the aim to aggregate their potential consequences.
Research on the effectiveness of protective measures so far focused on costs, or the
evaluation concerning (implemented) counter-terrorism strategies in general (find
exemplary more in [6], [7], [8]). This paper provides a concrete framework to identify
and evaluate suitable security measures systematically. Different perspectives are
integrated such as efficacy, costs, and public acceptance.

3

FRAMEWORK FOR EVALUATING THE EFFECTIVNESS OF SECURITY
MEASURES

Our proposed decision support approach to evaluate strategies provides decisionmakers a framework which can be applied to different kinds of possible terrorist attack
types. Furthermore, the framework enables decision-makers to conduct a structured
and systematic evaluation of security measures. As a result, alternative combinations
of security measures can be defined and compared. Our proposed approach consists
of three core steps:
1. Process-based scenario analyzing for deriving counterstrategies.
2. Generating variations of a baseline scenario and aggregating the damages of
each variation.
3. Evaluating the effectiveness of strategies.
In the following, these core steps will be explained in more detail.

3.1

Process-based scenario analyzing for deriving counterstrategies

In the RiKoV project, an attack scenario is presented by (i) a vignette, (ii) a description
of the environment, and (iii) a process description. Vignettes include the profile and
motivation of a terrorist or terrorist group, the weapons used, and the targeted object or
facility. All facilities, staff, and passengers in a public rail transport system are
understood as part of the environment. A process description shows the sequence of a
terrorist attack. In order to examine the process steps and to determine where security
measures can be implemented and which measures are suitable, process modeling
techniques [5] can be applied.
The process modeling was developed by the Cologne University of Applied Science in
close cooperation with multiple railway transport providers. The aim of the process
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modeling is to map abstractly the sequence of a terrorist attack in the form of a
process. Both the process for execution of the operation plan of the perpetrators and
the development of the effect of security measures are mapped in a flow chart. The
individual process steps of perpetrators range from theoretical planning through the
procurement of weapon, all actions for exploring the target, and all actions for
executing the attack to the occurrence of loss. For several process steps, multiple
plausible security measures can be implemented either to prevent terrorist attacks
effectively or to reduce the consequences of the attacks. Since the focus of RiKoV is
on the prevention of attacks, we will deal with preventive security measures. The
combination of selected security measures form a strategy leading to a finite number of
alternative strategies.

3.2

Generating variations of a baseline scenario and aggregating the
damages of each variation

The implementation of a strategy may cause diverging developments of a possible
terrorist attack which are mapped in a process model. Each development is understood
as one variation of a baseline scenario. Consequently, the implementation of one
strategy may lead to several variations of a baseline scenario. Each variation has a
probability of realization and results in losses as far as an attack could be realized
despite the implemented security measures. Both depend on the efficacy of a security
measure. In our understanding, a security measure is efficacious if the terrorist or the
weapon is identified or the terrorist flees. In both cases, the attack could be prevented
although the terrorists perhaps could not be arrested. Several of the above-mentioned
points may apply simultaneously. The potential losses of each variation can be
aggregated to damage values indicating a degree of efficacy of the strategy.

3.3

Evaluating the effectiveness of strategies

MCDA supports the evaluation of the strategies and hence the decision-making
process. The general MCDA process consists of a series of (interactive) stages [3].
The first step is the problem structuring where the objective is to define criteria
(attributes) and decision alternatives. Criteria represent the different perspectives from
which the alternatives can be considered and alternatives describe the different
strategies available to the decision-makers [9].
In general, it is assumed that each criterion can be operationalized by a set of
measurable attributes [10]. In order to ensure the comparability of criteria, the values
assigned need to be normalized. Preferences of decision-makers for attributes and
criteria can be expressed in terms of weights. The aggregation step aims at comparing
the alternatives with regard to the criteria defined. Since input information is uncertain
[11], sensitivity analyses have to be conducted in order to gain robust decisions. For
more information on MCDA, see [3].
With regard to our research, the effectiveness of a strategy depends on how well the
results of a strategy achieve the objectives [12]. In two end-user workshops with
participants from local polices, the German Federal Criminal Office, and multiple
providers of public rail transport systems appropriate objectives and their relevancies
were investigated and discussed. Based on this result, we are restricting ourselves to
the objectives of a high degree of efficacy, public acceptance, and low expense as a
first approach.
Further, efficacy is operationalized by the measurable attributes: “casualties”, “business
damage” (including infrastructure damage and loss of sales), and “economic damage”
(including the decrease of the gross domestic product, fear and fright, and counterreactions from state-level). Public acceptance comprises subjective assessment of
security, protection of privacy, travel comfort, reliability of security measures, visibility of

268

Session 9: Public Transport Security (RiKOV)

Future Security 2014

Berlin, September 16 –18, 2014

security measures, principles of non-discrimination, and protection of physical integrity.
Expense includes costs such as acquisition costs, staff costs, training costs, energy
costs, and maintenance costs. Given the assumption that the criteria (attributes) are
independent, the weighted sum can be used. It is assumed that the user is aware of
his/her preferences and weights can be assigned directly.

4

USE-CASE

To illustrate the proposed strategy evaluation framework, we use a scenario that was
developed in the context of RiKoV by the partner Universität der Bundeswehr
München. Based on this scenario, strategies will be defined and evaluated.

4.1

Scenario description

A suicide bomber intends to explode a nail bomb at a platform where two ICE trains
stop at the same time. The bomb contains 10 kg of explosives and 5 kg nails that are
stored in a gas cylinder. The terrorist plans to perform the attack during the week on a
morning at the peak traffic hour. The terrorist visits the station several times in advance
to obtain an overview of the location and to select an appropriate time for the attack.
Shortly before the attack, the terrorist carries the bomb disguised as luggage to the
platform. When the ICE trains arrive, the terrorist waits until passengers fill the platform
and explodes the bomb. Several wagons become damaged and the platform roofing is
partly destroyed. Referring to the project results, the maximum business damage
amounts to 16,000,000 euros, 90 killed people, and 93 injured people. The economic
damage of the baseline scenario is classified as “medium”.

4.2

Scenario analyzing and deriving counterstrategies

In our use-case, we investigate the execution stage of the attack which describes the
process stage between the entry of the perpetrator into the station with the bomb until
the bomb explodes. Suitable security measures for this stage are those, which identify
suspicious behavior of the terrorist, detect weapons, or completely avoid the
introduction of the weapon into the system.
Following security measures could be taken: detector to detect explosives, metal
detector, manually or automatically search of baggage, video surveillance system with
diverse computer-supported tools like face detection or movement patterns detection,
visible patrols, or patrol with bomb-sniffing dog. These security measures could be
implemented at several system points. The efficacy could be increased by combining
several security measures to strategies. We consider three strategies in the following:
•

Strategy 1: Video surveillance with computer-supported tools for face detection
at the rail station entrance and a patrol with bomb-sniffing dog within the station.

•

Strategy 2: Detector to detect explosives at the rail station entrance.

•

Strategy 3: Body and baggage screening; items are analyzed and, when
necessary, access is denied.

The strategies must be examined regarding legal aspects and company compatibility.
For the use-case, it is assumed that the strategies fulfill the legal requirements and are
in compliance with company regulations. In the following, the three strategies will be
evaluated and compared according to their efficacy, public acceptance, and expense.

4.3

Generating variations and evaluating the strategies

For the evaluation, values for efficacy, public acceptance, and expense need to be
assigned to each strategy indicating its performance.
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The implementation of each strategy generates several variations of the use-case. We
illustrate this exemplarily by implementing strategy 1 based on the process model
(Fig. 1). The process steps are illustrated by rectangles. The implementation of
strategy 1 results in eight decision fields (illustrated by rhombs) and thirteen scenario
variations.

Figure 1: A flow chart displaying the scenario variations based on the process model
for the implemented strategy 1 in the use-case.
Values for expense and public acceptance of strategies are independent of the
!
!
variations. For efficacy, we regard the attributes casualties 𝑋𝑋! , business damage 𝑋𝑋! ,
!
and economic damage 𝑋𝑋! of each variation 𝑣𝑣𝑣𝑣𝑟𝑟!      𝑗𝑗 = 1,2, … ,13 resulting from the
implementation of a strategy and the probability of each scenario variation occurring.
Concerning the probabilities, we regard eight decision fields. At each decision field, the
subsequent process step results from a “yes” or “no” decision with a certain probability
𝑝𝑝!! with 𝑢𝑢 = 1,2, … ,8  𝑎𝑎𝑎𝑎𝑎𝑎  𝑣𝑣 ∈ 𝑦𝑦𝑦𝑦𝑦𝑦, 𝑛𝑛𝑛𝑛 . The (non-)efficacy of the security measures is
assumed to be independent from the previous process sequence. The remaining
decisions depend on the previous process sequence. The corresponding probabilities
are conditional probabilities. Here, we assume that both the probabilities 𝑝𝑝!! and values
!
𝑋𝑋! , 𝑗𝑗 = 1, … , 13, 𝑖𝑖 = 1, … , 3    can be computed by simulation tools or estimated by
experts.

Tab. 1 shows probability values generated for this use-case at each decision point for
all variations which resulted from implementing strategy 1. The values for the damages
are oriented towards the damages of the baseline scenario (see Section 4.1 above).
For each variation, which is determined by a sequence of decisions and process steps,
a corresponding set of probabilities 𝑃𝑃! ⊆ {𝑝𝑝!! : 𝑢𝑢 = 1, … , 8; 𝑣𝑣 ∈ 𝑦𝑦𝑦𝑦𝑦𝑦, 𝑛𝑛𝑛𝑛 } exists.
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Scenario
variation
𝑝𝑝!⋅ =P(video
surveillance
efficacious)
𝑝𝑝!⋅ =P(evac.)
𝑝𝑝!⋅ =P(evac.

of
perpetrator)

𝑝𝑝!⋅ =P(with
the bomb)
𝑝𝑝!⋅ =P(bomb
is detected)
𝑝𝑝!⋅ =P(bomb
explosion)
𝑝𝑝!⋅ =P(patrol
efficacious)
𝑝𝑝!⋅ =P(react.
of
perpetrator)
damage

casualt.
busin.
damage
[T EUR]
econ.
damage

Berlin, September 16 –18, 2014

1

2

3

4

5

6

7

8

9

10

11

12

13

yes
0.02

yes
0.02

yes
0.02

yes
0.02

yes
0.02

yes
0.02

yes
0.02

yes
0.02

yes
0.02

yes
0.02

no
0.98

no
0.98

no
0.98

yes
0.7

yes
0.7

yes
0.7

yes
0.7

yes
0.7

yes
0.7

yes
0.7

no
0.3

no
0.3

no
0.3

-

-

-

yes
0.8

yes
0.8

yes
0.8

yes
0.8

no
0.2

no
0.2

no
0.2

-

-

-

-

-

-

yes
0.03

no
0.97
no
0.8
no
0.4

no
0.97
no
0.8
yes
0.6

no
0.97
yes
0.2

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

0

0

90

0

0

n

n

-

-

-

-

-

-

-

-

-

-

-

yes
0.75
give
up
0.05

yes
0.75
act.
det.
0.95

no
0.25

yes
0.75
give
up
0.05

yes
0.75
act.
det.
0.95

no
0.25

yes
0.75
give
up
0.05

yes
0.75
act.
det.
0.95

no
0.25

0

0

120

183

0

120

183

0

183

183

8000

0

0

9000

16000 0

9000

16000

0

16000 16000

l

n

n

l

M

l

m

n

M

-

n

-

-

m

Table 1: Probability values at each decision point for all variations of the baseline
scenario which resulted from implementing strategy 1 and their damages (n = none,
l = low, m = medium).
The probability of each variation 𝑣𝑣𝑣𝑣𝑟𝑟! , 𝑗𝑗 = 1, … , 13 can be computed by multiplying the
probabilities along a path 𝑃𝑃 𝑣𝑣𝑣𝑣𝑣𝑣! =    !! ∈!! 𝑦𝑦! . For example, the probability of
!"#

!"#

!"#

!"#

variation 1 is   𝑃𝑃 𝑣𝑣𝑣𝑣𝑣𝑣! = 𝑝𝑝! ×𝑝𝑝! ×𝑝𝑝! ×𝑝𝑝! = 0.02×0.7×0.8×0.03 = 0.0003. The
performance value for efficacy with respect to attribute 𝑋𝑋! , 𝑖𝑖 = 1, … ,3 is
!
𝑋𝑋! = !"
!!! 𝑃𝑃(𝑣𝑣𝑣𝑣𝑣𝑣!    )𝑋𝑋! . Note that qualitative data need to be mapped to a numeric scale
first. Tab. 2 shows the calculated results and summarizes the values for all three
strategies. Further, the values for public acceptance and expense are estimated.
Strategy

Efficacy

1

2

3

casualties

174

80

20

business damage
[T EUR]

15 225

12 000

3 000

economic damage

medium

medium

low

Public
acceptance

High

high

low

Expense

0.8 million

1.5 million

3 million

Table 2: Resulting values for efficacy, public acceptance, and expense for the different
strategies.

4.4

Results

The values for efficacy, public acceptance, and expense for the different strategies are
normalized with a simple linear normalization function. The lower bound is 0 and the
upper bound is the maximum value. For casualties, business damage, economic
damage, and expense, the inverse of the normalization function is taken since an
increasing contribution of these values leads to a decreasing effectiveness of a
strategy. The normalization functions do not need to be linear but depend on the
preferences of decision-makers. They reflect the extent of contribution of the criteria or
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attributes with increasing or decreasing values. The qualitative data is mapped to a
scale from 0 (none) to 3 (high) for economic damage and 1 (low) to 3 (high) for public
acceptance. The aggregation is realized by a weighted sum. The weights chosen for
“casualties”, “business damage”, and !economic damage” are: 𝑤𝑤!"#$"%&'(#   = 0.4,
𝑤𝑤!"#$%&##  !"#"$% = 0.3, 𝑤𝑤!"#$#%&"  !"#"$% = 0.3. The weights for the criteria are derived
in stakeholder workshops of the RiKoV project: 𝑤𝑤!""#$%$&   = 0.5,   𝑤𝑤!"#$%&  !""#$%!&"# = 0.3,
and 𝑤𝑤!"#!$%!   = 0.2.

The results can be visualized as a stacked-bar chart (Fig. 2) illustrating the overall
effectiveness of each strategy with the contribution of each criterion and attribute to the
overall result. Hence, strategy 2 is evaluated as the best strategy and therefore most
effective. This is owed to the high public acceptance of the strategy. A decreasing
weight of “public acceptance” would increase the result for strategy 3 due to the high
efficacy and may lead to strategy 3 as best result. However, the primary configuration
leads to the worst evaluation of strategy 3 in comparison to the other strategies,
despite of the highest efficacy. Besides the high public acceptance, the low expense of
strategy 1 is the reason for a better evaluation of strategy 1 compared to strategy 3.
Again, an extensive sensitivity analysis is necessary to provide robust solutions.

Figure 2: Resulting stacked-bar chart of the use-case.

5

OUTLOOK AND FUTURE RESEARCH

This paper presents an integrated approach to evaluate the effectiveness of security
measures by combining a scenario-based evaluation method with multi-criteria
decision analysis (MCDA). The benefit of the approach is that it enables decisionmakers to evaluate strategies and to compare their performances systematically taking
into account multiple and conflicting goals (attributes) in a transparent manner. It
facilitates participatory decision-making through integrating preferences of the decisionmakers. A process model is used to define the strategies and to evaluate the efficacy
of the strategies. A use-case demonstrates how the best individual measure or strategy
for that particular scenario can be identified.
The spectrum of terrorist threats is large. For another nature of the threat, other
security measures may be suitable. The most appropriate measure or strategy against
different possible threats can be identified by a repeated application of this approach to
many different scenarios and aggregating their results into an overall result taking into
account the preferences of decision-makers for specific scenarios. A possible future
research activity might be devoted to investigate if such a repetition and aggregation
can be performed – at least partly – in an automated way.
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Abstract
Providers of critical infrastructure such as public transportation systems have to deal
with the vulnerability of their wide-branched and open systems which provide terrorists
a variety of possibilities for launching attacks according to their intentions. The
following methodology of a vulnerability analysis allows the provider to estimate the
vulnerability of a specific scenario in its system, considering the structural
predisposition and already existing preventive security measures. Based on a
segmented process model, an innovative applied approach enables the reliable
exposition of this vulnerability in terms of terrorist attacks on public transportation
systems in a semi-quantitative way. This is regarded as the integration of structural
conditions of public transportation systems and its specifics into a risk management
system.
Keywords: Vulnerability, critical infrastructure, process model, public transportation,
RiKoV, terrorist attacks, risk management.

1

INTRODUCTION

In the area of critical infrastructure, vulnerability is conceived as a measure of the
fragility of a legally protected tool in relation to a specific event [1]. In this context,
providers of critical infrastructure have to deal with this dimension to protect their own
system against such specific events as effectively as possible. Therefore, it is
necessary to have the opportunity to measure and scale the vulnerability of the own
system for implementing appropriate countermeasures which can reduce the
vulnerability.
Public transportation systems are highly vulnerable. Historical terroristic attacks on
public transit events such as in Tokyo (1995), Madrid (2004), London (2005), Mumbai
(2006) or the latest one in Wolgogradskaja oblast (2013), demonstrate this high
vulnerability of wide-branched and openly accessible systems. However, there are still
no appropriate methodologies to authenticate the vulnerability of public transportation
systems in terms of terrorist attacks at present.
This is the reason why the authors are searching for an applied methodology which
needs to be implemented in risk management systems of public transportation
organizations and can be easily applied by the providers. The approach is a research
in progress. It is embedded in the interdisciplinary research project “RiKoV” that aims at
a comprehensive and holistic approach of risk management concerning terrorist
attacks on rail-bound public transportation systems. The project “RiKoV” is financially
supported by the German Federal Ministry of Education and Research and started in
November 2012.
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In the RiKoV project, the vulnerability (V) is part of a scenario-based risk (R) definition.
It consists of a tricolon including the terrorist threats (T), the vulnerability as well as the
consequences (C) upon the occurrence of a terrorist attack (R = T x V x C). The
terrorist threat covers the ability and the motivation of a terrorist to plan and implement
such an attack. This definition of risk is an established description of risk in the context
of terrorist attacks in critical infrastructure such as public transportation systems [2].
In this paper, the authors describe a methodology to gauge the vulnerability for public
transportation systems as a part of risk in terms of terrorist attacks based on an
innovative approach.

2

CUAS VULNERABILITY METHOD

At the beginning of the RiKoV project, the authors define vulnerability as the strength or
weakness of potentially targeted asset and their protective systems to a specific threat.
According of RAMCAP, this involves the analysis of existing capabilities and
countermeasures at the asset or facility and their effectiveness in reducing those
vulnerabilities [3].
For the critical infrastructure “public transportation”, the authors adapted the definition
and take into account the effectiveness of preventive security measures for a specific
scenario and the structural predisposition of public transportation systems.
To gauge the vulnerability, the CUAS methodology consists of three steps (see Fig. 1)
and allows also the estimation of the effectiveness of existing preventive security
measures (SeMe). In order to choose adequate preventive security measures during
terrorist attacks, public transportation providers (PTP) have to identify and evaluate the
vulnerability of their own system with a scenario data base [4] and a security measure
data base. The chosen scenario helps the end-user to assess the affected structure as
well as to estimate the level of preparedness using security measures.

Figure 1: Vulnerability analysis (source: CUAS).
The vulnerability analysis uses a generic process model which describes the processes
a terrorist might take to reach his goal. It helps to identify the way of an attacker
through a transportation system and the positions where security measures could
perform effectively. In the security measure data base, those currently existing diverse
security measures in public transportation systems and possible new measures are
collected with their descriptions, customers’ acceptance and effects [5]. To have a
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selection of possible scenarios, past and possible new events have been analyzed and
collected in the scenario data base.
In the following parts of this paper, each step of the vulnerability analysis is explained
in detail.

2.1

Process modeling

Firstly, the generic process model is used to describe the “modus operandi” of terrorists
in a public transportation system and the response of security measures after
recognizing an ongoing terrorist attack in general [6]. Therefore, the process model is
divided into two sections – a section of the terrorist movement and a section of the
system responses.
The section of terrorist movement describes the different waypoints of a terrorist which
he/she uses in the preparation and the execution period. Terrorist groups are
considered as different individuals and for each of them a separated process model
has to be treated. Within the preparation period, the terrorist might enter the system
without a weapon, moves through the system and assesses the target object before
he/she leaves the system again. This period can be repeated by the terrorist as often
as needed until all necessary information for the attack is collected. In the execution
period, the terrorist enters the system with a weapon as well as a purpose to mount an
attack. He/she moves through the transportation system to the target object to place
the weapon either with immediate or delayed mechanism of action. If the mechanism is
delayed, the terrorist has the possibility to leave the system before he/she activates the
weapon. The process model ends with the occurrence of the weapon’s effect and/or
any caused damage. Between each of these waypoints, security measure might
possibly work. This is where the second section of the process model becomes
consequential.

Figure 2: Performance category (PC) of preventive SeMe (source: CUAS).
Based on a combination of a specific scenario from the scenario data base and
information about the specific public transportation system, the PTP is able to identify
possible interfaces, where the existing security measures are effective in locating the
terrorist and/or the terrorist’s weapon. The qualitative SeMe analysis and the
information from the process model help to measure the suitability, the bypass
possibility as well as the effectiveness of preventive SeMe. Those three parameters
represent the quality of each SeMe (CUAS definition). This quality, combined with the
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interfaces, allows classifying the effectiveness of SeMe into an overall performance
category as Fig. 2 shows [7].

2.2

Hazard category

Secondly, the PTP evaluates the structure of the target object in its system in
accordance with its surrounding endangered indicators. The methodology of CUAS
contains a checklist for the PTP with indicators and a scoring system to categorize the
endangerment with a point of view on the target object. This assessment is detached
from the scenario (weapon or attack mode of the terrorist) [8]. The sum of these scores
(between 11 and 33) is sequenced to get the hazard category (HC) for a target object
in a public transportation system (see Fig. 3).

Figure 3: Ranking of hazard categories (source: CUAS).
The different indicators which get scored with one, two or three scores are explained in
the following. The values in the brackets are indicative of the possible scores of each
indicator.
2.2.1

Performance (2 to 6 scores)

The performance of the system depends on the number of passengers per day and the
number of trains in use. The scoring for both indicators is divided into low (1), middle
(2) or high (3).
2.2.2

Structure (5 to 15 scores)

For scoring of the structure, the checklist asks for the number of building levels. Here
the PTP can select one level (1), two levels (2), or more than two levels (3). Moreover,
the checklist requests the presence of geographical specialties (rivers, mountains or
narrows), tunnels, bridges, supply stations (electricity, supplies) in the system. These
indicators can be either existing (3) or non-existing (1).
2.2.3

Surroundings (3 to 9 scores)

This category evaluates the surrounding area of the system. These two indicators can
be answered with existence (3) or non-existence (1) of buildings with special symbolic
meaning (such as political, cultural, religious buildings) in the neighborhood and/or the
geographical proximity of airports. Also, the local potential for danger on the basis of
public warnings or the assessment of public security agencies has to be scored with
non-existing (1), middle (2) or high (3).
2.2.4

Time (1 to 3 scores)

In this category, the PTP has to rate if a major event and thereby a high fluctuation of
people occurs – never (1), rarely (2) or often (3).
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Computation of vulnerability

In the last step, the PTP combines the hazard category (HC) with the performance
category (PC) of the implemented preventive security measures to determine the
vulnerability of the target object concerning the scenario as well as the existing
structure. A computation takes place as described in Fig. 4. One requirement for the
computation is to get a calculated result of all different possible values between
0 and 1 [8].

Figure 4: Computation vulnerability (source: CUAS).
This vulnerability rating can be used for a scenario-based risk assessment and is used
in the project RiKoV as part of the innovative risk management equation (see above). It
can be transferred to a vulnerability matrix, which is shown in Fig. 5, to get a semiquantitative structuring by five categories [9].

performance
category (PC)

Vscenario

0
1
2
3
4
5

hazard category (HC)

1
1.000
0.500
0.333
0.250
0.200
0.167

2
0.500
0.250
0.167
0.125
0.100
0.083

3
0.333
0.167
0.111
0.083
0.067
0.056

4
0.250
0.125
0.083
0.063
0.050
0.042

5
0.200
0.100
0.067
0.050
0.040
0.033

6
0.167
0.083
0.056
0.042
0.033
0.028

7
0.143
0.071
0.048
0.036
0.029
0.024

Figure 5: Vulnerability matrix (source: CUAS).
The structuring ensued in a logarithmic way. The red category has a very high (0.401
to 1.000) level of vulnerability. This category is followed by the orange category with a
high (0.161 to 0.400) and the yellow category with a middle (0.065 to 0.160) level of
vulnerability. The two green categories are for the low (0.027 to 0.064) and the very low
(0.010 to 0.026) level of vulnerability [8].
The matrix can be used for either risk management systems or for discussions to
estimate vulnerable target objects in a public transportation system. Based on a
particular sort of vulnerability acceptance set by the PTP, the matrix will help to identify
necessary corrections in the set-up of countermeasures.

3

CONCLUSION

The described methodology allows the PTP to estimate the vulnerability in its system,
considering the structural predisposition figured as a hazard category and the
effectiveness of existing preventive security measures figured as performance
category. This allows the integration of structural conditions into the risk management
system through the vulnerability analysis. The benefit of this methodology is the easy
application of this method for PTPs and other end-users. A secondary benefit of this is
said to have been the easy integration of further structural parameters in the hazard
category if necessary. This is especially important for public transportation systems
which deal with uncommon conditions (such as climate, political issues, etc.).
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Furthermore, the effectiveness of already implemented preventive security measures
can be verified with respect to their preventive effects on the specific scenario. This
allows the PTP to estimate preventive security measures within the meaning of costeffectiveness investment [10].
However, the estimation of the vulnerability is related to a specific scenario in the
context of terrorist attacks. This immutable requirement is caused by the aligned
process model which describes the “modus operandi” of terrorist attacks in a public
transportation system. The junction of “HC” and “PC” considers the public
transportation system itself as well as the specifics of a terrorist attack. As a
consequence, the calculated results can only be used for this specific topic of
vulnerability estimation. In contrast, the determination of a hazard category of the target
objects is independent of any scenario which makes a comparison or transfer possible.
Finally, whether this computation of the vulnerability is reliable and usable has to be
proven in terms of the existing public transportation systems. Besides, the scales and
scores for estimating the vulnerability will be examined in greater detail. A first positive
validity check of the approach was performed by PTPs and other experts in risk
management during a workshop in Karlsruhe (Germany) in April 2014 for further
research. In this workshop, the different endangered indicators were evaluated and
considered as validated by the experts. In further table-top exercises, the authors will
also evaluate the determination of a performance category of preventive security
measures using process modeling in November 2014. In lab tests, the methodology
already delivered good results.
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Abstract
Fundamental changes often are indicated by the emergence of new terms or by a
changed usage of existing terms. This paper points out, how the German term
“vernetzte Sicherheit” more and more often is used with a new, different meaning and
within a new, different context. The paper describes the emerging change behind it
towards a networked way of civil crisis and disaster management. The objective of this
paper is documenting these emerging new practices and making the new concepts
available to a broader community of stakeholders for discussion. Furthermore, it
intends to raise awareness for the changed usage of the term “vernetzte Sicherheit” in
German-speaking countries as a focal point for the dissemination, further development
and practical implementation of the ideas behind it.
The paper starts with an identification of the relevant stakeholders and the changes
experienced by those stakeholders. These changes drive crisis and disaster
management towards a more networked activity supported by electronic systems for
information exchange and collaboration. In the following sections, examples from
concrete research projects on national and European level are given. The experiences
suggest how crisis and disaster management as a networked activity can become
reality.
The paper concludes with a discussion of the German term “vernetzte Sicherheit”,
which has initially been coined in the context of civil–military collaboration in armed
conflicts [1]. Today, the term is used more and more frequently for a new way of
electronically facilitated collaboration between stakeholders involved in a civil disaster
relief mission still within one territory. In the last section, three different strands of
activities are pointed out which are continuing to establish this paradigm change: policy
making and standardization, focused R&D and stakeholder involvement and
awareness-raising.
Keywords: Crisis management, disaster management, emergency response network,
resilient society, networked organizations.

1

STAKEHOLDERS AND CHANGES THEY ARE FACING

In the past, management concepts based on hierarchical organizations have
dominated crisis and disaster management. Today, a paradigm change is on the way.
While professional organizations are of course still organizing themselves in a
hierarchical way, they are pushed into collaborating with an increasing number of
organizations and even the citizens (i.e., crowds) operating in a different manner. Crisis
and disaster management will in the future be a highly networked and collaborative
activity while still aiming for maximum efficiency and best performance. The
established networks generally are mixed-sector networks in the sense that the
strategic orientations of the contributing organizations differ [1].
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For the further considerations, it is necessary to identify the stakeholders involved into
these networks. The following list derived from the research projects in Section 2 gives
an overview.

1.1

Identified stakeholders
•

Public authorities, directly responsible for civil protection

•

Professional responders (governmental and non-governmental organizations)

•

Operators of vital infrastructures (in many cases privately owned)

•

Industries, working with dangerous goods (Seveso II)

•

Different departments of the public administration, who can contribute all kind of
valuable data

•

Specialized institutes and organizations, which operate sensor networks,
evaluate their data or calculate forecasts

•

Experts

•

Citizens

While collaboration between the stakeholders is required for a future networked way of
crisis management, collaboration barriers have been identified, e.g., by J. Herranz
(2008), cited by W. Treurniet et al (2014) [1]. These barriers come from the different
nature of the stakeholders, which can be categorized depending on their behavioral
patterns to three classes: bureaucratic, entrepreneurial, community type.

1.2

Relevant changes experienced by the stakeholders

The following changes have been observed:
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•

Years ago, most operators of critical infrastructures were state-owned. Today,
most of them are privately owned and therefore not under direct control of the
state. Additionally, they are more interdependent than in previous times. Of
course, the state has a fundamental interest in the functioning of the provided
vital services, such as power supply, telecommunications, traffic, food logistics
and medical services.

•

Industries working with dangerous substances according to the Seveso II
Directive (e.g., chemical plants) today will be required to improve collaboration
further based on the directive Seveso III, which shall replace the current by
June 1, 2015. It explicitly aims to “strengthen the provisions relating to public
access to safety information, participation in decision-making and access to
justice, and improve the way information is collected, managed, made available
and shared” [4], [5].

•

The public administration owns manifold information of value for the decision
making during crisis situations. This includes registers for people and
companies, geo-information such as land utilization, sewage system models,
and many more. To ensure that the spatial data infrastructures are compatible
and usable in a community and transboundary context, the INSPIRE directive
established in May 2007 requires common implementing rules (IR) to be
adopted by all member states in a number of specific areas [6]. By these
means, the INSPIRE directive also tears down the technical barriers to use
these data during for crisis and disaster management.

•

By social media networks, citizens were empowered to organize themselves
quickly in huge groups during disaster and crisis situations [28]. While this
includes a huge potential of resilience, the activities of unguided spontaneous
volunteers may become a problem for the co-ordinated emergency
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management of the professional first responders itself. Nevertheless, today,
citizens offer a strong unused potential of resources of information and
capabilities within the crisis response network [3].
These observed changes have been selected and described above, because they
have one thing in common: They are driving crisis and disaster management towards a
more networked and collaborative activity and immediately motivate to search for
technical solutions. These technical solutions must facilitate the collaboration of the
mentioned organizations by establishing electronic means of exchange and exploitation
of information. From this motivation, a number of research projects were born and
allowed to develop concepts and technical systems and to perform validation
exercises.

2

PRACTICAL EXPERIENCES

This section describes selected research projects on national and European level.
Within these projects, different experiments were performed about the collaboration of
stakeholders facilitated by prototypes of dedicated electronic systems. Some
experiments focused on a single country, others involved organizations from different
European member states.

2.1

VKT-GÖPL

VKT-GÖPL is an abbreviation in German language and is standing for “validation of
concepts and technologies for a common public-private situation picture” [7], [9], [14].
The project was carried out between 2009 and 2012. The concept of the common
public-private situation picture is based on the idea, that public safety and security only
can be managed by a common effort of the relevant stakeholders which include
besides public authorities and NGOs also privately owned operators of critical
infrastructures.
The goal of the project was to develop and validate a concept for such a common
public-private situation picture for the strategic level of crisis and disaster management.
The project followed the method of concept development and experimentation (CD&E)
known from the military domain [11]. Two major validation experiments where
performed: one based on a pandemic scenario, the other on an earthquake scenario.
2.1.1

Challenges

During the project, the ability (or possibilities, respectively) of the involved parties to
share pieces of information in electronic form turned soon out to be one of the major
challenges. This challenge was at least partly overcome by collecting useful publicly
available information and feeding it into the system. This generated a rich information
background within the virtual situation room, which motivated the involved parties to
participate. Furthermore, the willingness for collaboration improved when moving from
a theoretical discussion to practical experiences during the validation experiments.
2.1.2

Results and experiences

Besides the concept and prototype of a virtual situation room for the strategic level of
civil crisis and disaster management, following experiences are part of the results:
•

It was difficult to motivate privately owned operators of critical infrastructures to
contribute to information sharing. A regulatory framework would be needed.

•

Practical experiments based on concrete crisis scenarios helped to overcome
collaboration barriers which were experienced during theoretical discussions
with the stakeholders.
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The benefit of a virtual situation room and a shared situation picture may be
easier to demonstrate on the tactical level of crisis management than on the
strategic level. The decisions made by the tactical level (i.e., the crisis staff coordinating the different emergency organizations) are more short-term and less
influenced by the political process of balancing of interests.

IDIRA

IDIRA stands for “interoperability of data and procedures in large-scale multinational
disaster response actions” [10], [12], [13]. This project lifts the idea of VKT-GÖPL to the
European multi-national dimension. The project is running from 2011 to 2015.
IDIRA aims at developing a new capability for more efficient multi-national and multiorganizational disaster response. This shall include a technological framework covering
recommendations for operational procedures and a set of fixed, deployable and mobile
components including data and voice communication assets. Heart of the technical
system is a “common operational picture” COP. The COP brings together situation
information from all participating parties and makes the common picture available again
to them. Basic categories of information involved in this picture are: usable and
damaged infrastructure, incidents, needs, hazards, and capacities.
2.2.1

Challenges

A specific challenge of this project came from the requirement to facilitate multiorganizational and even multi-national collaboration. Already within a multiorganizational environment, a semantic barrier for information exchange and
collaboration can be found: Different organizations are using different terminologies
within their working processes. As a further consequence, on situation maps, these
organizations are using different sets of tactical symbols. This problem even becomes
more severe on multi-national level, where different languages are used.
Another challenge comes from the inertia to change (or adapt) well-established working
processes of emergency organizations towards a more collaborative way of working.
2.2.2

Results and experiences

While the project is still running and final results are therefore not yet available, the
following experiences can already be documented:
The barrier of changing (or adapting) established processes can be avoided by making
clear right from the beginning, that existing processes are fully respected. The intention
is not to change them, but instead to enrich them by providing a better information base
for the individual phases of these processes [15]. The concept is based on the
following consideration: More or less, all emergency management processes are
following the so-called OODA (Observe – Orient – Decide – Act) loop [16]. Each phase
within this loop requires input data (e.g., a situation picture) and provides output data
(e.g., decisions about the deployment of specific resources). If the output data from the
individual process phases (i.e., observe, orient, decide, act) of each participating
organization is shared with the other organizations, all would then get more
comprehensive input data for their processes (i.e., observations from all organizations
for their comprehensive situation picture or knowledge about the resources deployed
by other organizations). Fig. 1 illustrates this idea.
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Figure 1: Information sharing enriches existing processes.
Overcoming the semantic barrier is more difficult. While more or less all required
technical standards for data exchange and data structures are available, no
comprehensive standards for a common semantics (a dictionary of terms, a taxonomy
or an ontology) is available. Within IDIRA, the tactical situation object TSO was used
[17] as taxonomy. The experience within the project showed, that it was not possible to
establish a broad acceptance of the TSO as semantic standard for information
exchange. One reason behind this is the structure of the TSO itself, which was
considered as rather detailed (and complicated) and – at the same time – did not cover
several important aspects of crisis situations.
A possible solution could be inspired by the concept of crowd-map as designed by the
Ushahidi project [18]. In case Ushahidi is setup for information gathering and creation
of a situation map during a concrete crisis situation, a specific taxonomy is defined adhoc according to the needs of this crisis relief effort. Obviously, during a real crisis
situation, the involved stakeholders are pragmatic and find agreements focused on just
one concrete crisis situation. A way forward could therefore be based on the concept of
defining taxonomies ad-hoc, when they are needed for structured information
exchange in a given situation. After several years of experiences, the set of (already
partially agreed) specific taxonomies could be used as bases for a new standardization
effort, for example within M/487 of the European Commission [19].

2.3

RE-ACTA

The abbreviation RE-ACTA is standing for “resilience enhancement by advanced
communication for team Austria”. RE-ACTA has been started in 2013. The project REACTA is focusing on the collaboration of professional responders with the citizens. The
basic idea of this project is, to utilize the potential of pre-registered (but still
spontaneous) volunteers during crisis situations by a new concept called “crowd
tasking” [20]. This idea was introduced by the Austrian Red Cross based on the
experience with “Team Österreich” [21].
The goal of this project is to develop and validate a new concept for crowd tasking. The
basic idea of crowd tasking is to utilize pre-registered loosely-coupled volunteers for
small tasks during a crisis relief effort [20]. These tasks can pursue either a direct effect
or just the gathering of additional situation information from a broad base of people in
the field – or both at the same time. The project follows the method of concept
development and experimentation (CD&E) [11]. A process model is developed and a
proof of concept prototype is built including a volunteers portal, a mobile app and a
reporting tool for the civil protection. The project is still in its very early stages.
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SKKM

SKKM is a German-language abbreviation and stands for “national crisis and disaster
management portal Austria1”. SKKM is the real-time situation picture used by the
Austrian Ministry of Interior for situation monitoring. SKKM is not a research project, but
rather an innovative operational system implemented by Frequentis AG together with
the end-users [22]. The goal of this project is enabling the Austrian Ministry of Interior
to monitor easily a high number of relevant information sources, to explore and
visualize this information in order to provide specific, meaningful situation pictures and
to enable them to share these situation pictures with other organizations.
Currently, 213 different information sources are integrated into the SKKM system at the
Austrian Ministry of Interior, among them:
•

Static data (base maps, roads, rivers, height model, surface model, points of
interest, …)

•

Sensor data (radiation sensors, river levels)

•

Data from expert institutes (detailed weather forecast)

•

Data from infrastructure providers (road and traffic conditions)

•

Data from emergency organizations (fire incidents and status of fire stations)

Each information source is represented by a layer, which can be taken from the layer
storage and can be put onto the situation map as shown by Fig. 2. The situation map in
the end comprises a stack of different layers chosen by the user according to the
questions which shall be explored. The user-benefits come from the possibility to
combine any pieces of information in a visual way and to draw conclusion from this
combination.

Figure 2: Concept of the real-time situation picture of the Austrian Ministry of Interior.
The project was developed and implemented hand in hand with the end-users following
the iterative methodology of a SCRUM process [23].

1

“Staatliches Krisen- und Katastrophenschutzmanagement Portal Österreich”
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Challenges

Since many different data sources where integrated, a lot of different proprietary data
formats and transport mechanisms had to be dealt with. This could be solved by a
technical architecture based on data adaptors at the periphery of the system.
2.4.2

Results and experiences

This project shows how the concept of “crisis and disaster management as a network
activity” can successfully be introduced into real operations. The project includes the
information exchange with and collaboration of most of the relevant stakeholders
mentioned above: civil protection, professional responders, infrastructure operators and
specialized institutes. Future goals for the expansion of SKKM in Austria include the
expansion of the system towards a collaboration platform on tactical level and the
expansion from a mere situation picture towards a management system including
decision making, task and resource management.

3

CONCLUSION: “VERNETZTE SICHERHEIT” – CRISIS MANAGEMENT
AS A NETWORK ACTIVITY

After setting the context, this paper started with a listing of the involved stakeholders
and changes they are experiencing. These changes drive crisis and disaster
management towards a more networked activity supported by electronic systems for
information exchange and collaboration. These changes furthermore motivated a
number of research projects described above. Practical experiences from these
projects indicate how crisis and disaster management as a networked activity can
become reality. Individual organizations will be enabled to work more autonomously by
utilizing the network of organizations around them for getting things done. Information
technology will facilitate information sharing between these organizations. Vertical (i.e.,
hierarchical) information flow following a concept of command and control will be
supplemented much more than today by horizontal information flow following a concept
of collaboration. This will happen on all levels of management (operational, tactical and
strategic) and will implicate the challenge to develop an efficient and effective pattern of
a composition of command and control and collaboration in networks, where both
concepts will be present at the same time.
This is also a cultural change about the way of working. Such a change can be
facilitated further by providing an infrastructure, which allows all involved persons to
experiment and experience networked crisis management. This is for example done by
manifold security research projects on national and European level, but also by
initiatives like the safety lab of Fraunhofer FOKUS in Germany [26]. The safety lab is a
collaborative initiative of research organizations and the industry and provides a
showroom demonstrating the benefits of “vernetzte Sicherheit” to the stakeholders.
As mentioned at the very beginning of this paper, the dynamics of change is also
becoming visible by a changing usage of terminology in Germany. The German term
"vernetzte Sicherheit" initially was coined as a political concept focusing on safety and
security in the context of armed conflicts in foreign regions [24]. Nevertheless,
considering the change described above, civil crisis intervention displays increasing
aspects of collaboration and networking. It is therefore justified by observations and it is
growing practice in the community to use the term “vernetzte Sicherheit” in a much
broader sense and interpretation. This broader understanding is for example promoted
on the homepage of Fraunhofer FOKUS [25] and by the brochure about the safety lab
mentioned above [26].
Looking to the future, different strands of activities are continuing to establish this
paradigm change:

Session 10: Crisis Management 1

287

Future Security 2014

Berlin, September 16 –18, 2014

•

Policy making and standardization: The discourse about a concept of networked
crisis and disaster management is continuing also on a European level and
being pushed forward by policy makers for example of DG Enterprise with their
effort to establish interoperability standards on different layers (technical,
syntactic, semantic and organizational) [19].

•

Focused R&D: Among others, the recently started European research project
EPISECC [29] focuses on the architecture of a collaborative information space
for the crisis and disaster management, again addressing the different layers of
interoperability.

•

Stakeholder involvement and awareness-raising: Among other initiatives, the
project ESENET [27] conducts a number of workshops in different European
member states and provides a structured possibility for online discussions,
addressing communication from citizen to authority, authority to citizen and
authority to authority.
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Abstract
Safety and security at football events have been a heavily debated topic in the media
for years. Research in this field, however, so far mostly concentrated on single
locations or separate stakeholders. Especially communication processes between the
police authorities, private security services, town councils, supporters and other
spectators have often been neglected. The research project SiKomFan therefore
examines possible improvements of communication strategies, including technical
solutions to support them. By using a broad perspective that involves 25 football
locations in Germany’s three professional football leagues the most relevant
stakeholders are examined in order to contribute to a successful dialogue with
supporters. So far, the inquiry revealed that there are different communication
strategies in different locations leading to different results. More data will be collected in
the course of the next year in order to pursue a sophisticated analysis of the topic. The
technical sub-project researched a communication ontology with a focus on security
and safety and created a system architecture for the communication platform.
Keywords: Communication strategies, football, communication platform, mobile
application, system architecture, ontology, police, supporters, safety, security.

1

INTRODUCTION

In the football season 2012/2013, about 13 million people attended the matches of the
German Bundesliga (first league) [1]. The games of the second, third and lower
leagues were attended by several additional millions of spectators. On their journey to
the stadium and back home, they travel through crowded urban regions and depend on
using the local infrastructures.
In order to implement such big football events, a co-operation of police forces, local
town councils, football clubs and private security services is necessary to provide a
safe and secure environment. Together with spectators and supporter groups, these
stakeholders strive for peaceful and positive sport events. By doing this, different
perspectives on freedom, safety and security must be balanced. In many cases, this
endeavor can be achieved, in a number of occasions, however, such attempts are
failing and lead to serious, sometimes even violent conflicts.
SiKomFan focuses on analyzing the structure, processes and quality of communication
between the different stakeholders in this context. Two presuppositions guide the
inquiry: Firstly, a constructive co-action of all actors guarantees an effective and
societal-oriented safety and security creation. Secondly, the more transparent and
adjusted this process can be presented in public – in particular during dynamic
situations – the better conflicts can be regulated or avoided. Therefore, it can be helpful
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to use a common communication platform for all involved security actors and a public
channel for information concerning the public and especially the supporters and other
spectators.
Following these presuppositions, the following research question emerges: How can
the safety and security creation in the context of football games be optimized via
communication?
The research project SiKomFan (Mehr Sicherheit im Fußball – Verbessern der
Kommunikationsstrukturen und Optimieren des Fandialogs), funded by the German
Ministry of Education and Research (BMBF), aims at answering this question by
combining four different research disciplines, namely sociology, risk and security
management, law and computer science, executed by seven project partners [2]. The
project will conduct research in 25 football locations [3] of the first three leagues all
over Germany. It is structured into five sub-projects and financed for three years.
SiKomFan started in September 2013.
The five sub-projects are working independently of each other and have their own
agenda within the overall research topic: The first sub-project coordinates the research
progress and the communication between the other sub-projects, keeps contact to
practice and is responsible for external communication. Sub-project number two
inquires supporter cultures and their perspectives on freedom, safety and security from
a sociological perspective by using both qualitative and quantitative methods of social
science. Sub-project number three examines the role of private security services and
police forces in communication processes from a risk and security management
perspective by applying qualitative expert interviews/surveys, document analysis and
non-participatory observations. Sub-project number four covers technical aspects of
communication processes and seeks to develop both a communication platform for
security actors and a new public media application. Sub-project number five focuses
from a law perspective on legal aspects of safety and security surrounding football
matches [4].
In this paper, we will concentrate on the third and fourth sub-projects of SiKomFan. On
the following pages, we will first give an overview of the state of research. Next, the
research scenarios of the overall project will be presented followed by a first
assessment of the third sub-project, covering public and private security actors.
Fourthly, the technical concepts of SiKomFan will be discussed, in particular the
communication platform and applications for new technologies by the fourth subproject. Finally, we will provide a brief summary of the overall project.

2

STATE OF RESEARCH

The issue of safety and security in the context of football matches has received a high
media attention during the past years. In social science research, the topic is covered
too, however, mostly not with an empirical focus on the communication processes of
the involved actors. There are only few publications that deal with the communication
of police forces towards supporters [5], [6], [7], [8] and even less work exists about
similar processes between police forces and private security services [9]. Moreover,
these studies are mostly focused on single issues like tactical communication [5] or
Hooligans [7], cover very few locations [6] or analyze single events like the European
Championship 2000 [8], or the 2006 World Cup [9].
Empirical studies about supporter cultures in contrast are a frequent phenomenon.
Especially ultras groups have received an increasing attention among scholars in the
past years [10], [11], [12], [13], albeit mostly not covering the communicative
connection to security actors or other involved stakeholders. Those studies that cover
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interactions of supporters and police forces are either of a limited explorative character
[14] or they possess a descriptive nature and thus remain on the surface [15].
Summarized, there are no empirical studies that involve a wide range of football
locations and stakeholders within Germany covering different communication issues.
Therefore, the project SiKomFan aims at filling this research gap from interdisciplinary
perspectives and at fostering the empirically founded discussion of safety and security
in the context of football matches.

3

RESEARCH SCENARIOS

Four scenarios around football events are the basis for inquiring communication
processes between the different actors.
The first sub-scenario deals with the arrival and departure of spectators on the railway
system of Deutsche Bahn AG (DB). In this sub-scenario, the (communicative) co-action
of the federal police, the carriers and its services as well as the measures by football
clubs are examined.
The second sub-scenario covers the traveling of spectators from a DB-train station to
the stadium. There are many different models in existence, for example, the organized
supporter march, the use of shuttle busses and the individual arrival by foot or with
public transportation. Foci of analysis in this context are actions by state police and
town councils but also accompanying measures by football clubs and public transport
services.
In both sub-scenarios, requirements for freedom, safety and security by visitors and
population are of research interest.
The next sub-scenario focuses on the interface of the public area, where the police are
in charge, and the private space, where the match-host is responsible: the entry
controls. There, co-operation modalities between state police, town council and the
club security commissioner as well as the private security service in the stadium are
being included in the inquiry. Additionally, also measures by supporter liaison officers
or supporter projects [16] are supposed to be considered.
The fourth and last scenario examines the spectators’ visit in the stadium area. Here,
actions by private security services in the stadium, the co-operation of different safety
and security actors, for example, in the safety and security operations headquarter, and
the integration of the stadium announcer into communication concepts are analyzed.
In the two last sub-scenarios, safety and freedom requirements by all visitors are
supposed to be collected.
As described above, examining the topic of communication processes in the context of
football games can be done from different specialist perspectives. Two of these
perspectives will be presented here. First, the third sub-project will be introduced,
followed by the fourth sub-project in part five of this paper.

4

SUB-PROJECT 03: DIFFERENT LOCATIONS, DIFFERENT
STRATEGIES

In the third sub-project	
   “Aspects of Internal, Inter-Organizational and External
Communication in the Field of Public and Private Security Actors”, a number of criteria
were identified in order to find characteristics of the 25 research locations. Analysis of
similarities and differences of local communication strategies is expected to finally lead
to recommendations for improving interactions between safety and security
stakeholders as well as with supporters and other spectators.
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The communicative role of different working areas of police forces and the club’s
private security services from a risk and security management perspective is examined
in three steps:
1. The sub-project made contact with a number of stakeholders in the field all over
Germany and identified analytical criteria of the single research locations, for
instance, the size of the urban context, the size and location of the stadium, or
characteristics of the respective supporter cultures. Having determined these
criteria, different basic conditions will be identified for the locations in order to
enable the transfer of successful communication strategies to similar places.
2. Next, an analysis of documents from local state police authorities, local federal
police authorities, town councils and private security services of football clubs is
pursued. Thereby, the existing strategies, concepts and their form of
documentation for internal, inter-organizational and external communication
with supporters and other spectators are examined.
Preliminary results reveal that most locations apply quite different models, e.g.,
for external communication: In Bremen, the state police use loudspeakers to
welcome guest supporters by playing their respective football clubs’ anthems
and an entertaining moderation. Some other places, e.g., Hanover, deploy socalled “conflict managers” [17]. These are especially trained police officers, who
serve as contact persons for supporter groups. These “managers” provide
transparent information about police actions to these groups and try to establish
a dialogue with them. Final conclusions about such strategies cannot yet be
drawn, because data from interviews and police operations must be collected
and added to the analysis.
3. Starting in October, more than 100 qualitative expert interviews will be
conducted. As a supplement and optionally, also group discussions, telephone
interviews and online surveys are planned with further stakeholders. At the
same time, 50 sessions of non-participant observations during football events
will be undertaken at the research locations.
The collected data from documents, interviews, surveys and non-participatory
observations will be analyzed for each location respectively and subsequently
compared. It is expected to identify success models in single locations, where
individually shaped communication strategies support conflict prevention or conflict
resolution between the stakeholders and supporters. Such findings can then be used
as potentials for improvement in other locations.
Increasingly, also the topic of social media communication enters the focus of security
actors in order to build a dialogue with supporters and other spectators previous to the
match day. Similar technical innovations are pursued by the fourth sub-project of
SiKomFan, which will now be presented.

5

SUB-PROJECT 04: SUPPORTING COMMUNICATION WITH NEW
TECHNOLOGIES

Communication processes in the context of football matches can encounter technical
limitations. Traditional communication channels are often characterized by a one-way
communication structure, delayed forwarding of information or limited quality (e.g.,
stadium announcements). New media, such as Twitter, provide opportunities for
flexible, timely and rapid exchange of information, but have the disadvantages of
information overflow and uncertainty (the content is not reliable). To address these
problems, a new communication platform is explored, implemented and tested in a
demonstration scenario. Participating parties can communicate with each other by
means of the most appropriate way at football events. Using an app on a smartphone,
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football supporters and other stakeholders can access this platform in order to obtain
relevant event information or to provide new information.

5.1

A domain ontology

As a first step, we need to model an ontology for the domain of football match events
with a focus on security and safety. An ontology is a specification of a
conceptualization [18]. With simpler words, it describes a section of the world (the
domain) with the aid of a vocabulary consisting of basic elements and relations
between these elements.
The application of the ontology is threefold:
1. It will store a model of the current situation during a football event. Information
coming into the system will be annotated with elements from the ontology to
create a common meaning.
2. All actors, who are involved into an event, are modeled including their relations,
tasks and roles.
3. The structure of the ontology (relations between concepts) is used to navigate
the system and the mobile app.
As a side effect caused by the formalized nature of an ontology, the understanding of
the involved actors and their relations was hugely increased between the project
partners during the necessary discussion.
Since no ontology existed which completely fitted our requirements, we analyzed
existing ontologies for (partial) reuse. These ontologies can be divided into the
following groups:
1. Generic base ontologies, e.g., DOLCE+DnS Ultralite (DUL) [19] or FOAF [20]
2. Geo locations
3. Time and time ranges
4. Events (in the meaning of “something happening”)
5. Events (like concerts or a sport event)
6. Sport and football (both organizational aspects like leagues and the match
itself)
Based on our study, we decided to pick DUL as the base ontology because it already
covers the basic elements like people, organizations, roles, events and all relations
between them. Building on DUL, all actors (supporters, transportation companies,
clubs, unions, security organizations, police, press, etc.) and their roles were modeled.
After that, time (for events and phases) and space (e.g., location of stadium) were
added.
The ontology was successfully tested with queries and example data created from the
SiKomFan use-cases.

5.2

The SiKomFan communication platform

The SiKomFan communication platform supports the safety and security aspects of a
football game by improving the communication between all involved actors and
providing the relevant information depending on the role of the actor (“need-to-know”
principle). Some use-case examples are:
•

A father has lost his child in the crowded stadium and wonders whom to contact
for support.
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•

A security officer wants to give a piece of information to people in a certain
area, e.g., “this entrance is overcrowded, please use entrance B”.

•

A supporter wants to know which supporter items are allowed to bring into the
stadium.

Figure 1: System architecture for the SiKomFan communication platform.
To fulfil the broad requirements of the diverse actor groups, the system has several
approaches. To be accessible to many people, a mobile app (“App”) is foreseen as well
as a desktop version. Furthermore, to prevent the duplication of information, existing
external systems (“External IS”) can be connected. Static event information like
regulations are stored in a content management system (“CMS”) and input via the
desktop access (“Information Input”). Existing social media communication channels
like Twitter are integrated for bi-directional communication with visitors.
The main part of the system is the Situation; it contains the consolidated and linked
information about the current football event. It can be visualized on a map (“Geo-Visu”)
in various ways for different actors and roles. For example, a visitor can see the
location and availability of the transfer shuttle to the train station.
The system will be implemented in the next step of the project followed by a final
usability test at the end of the project.

6

CONCLUSION AND FUTURE WORK

At best, research should always have a practical use. For SiKomFan, this phrase
constitutes one of its main guidelines. As has been shown above, the sub-projects
therefore seek to deliver suggestions to optimize the communication strategies of the
stakeholders, the communication processes between the stakeholders and especially
to optimize the dialogue between supporters and the stakeholders. The third subproject takes a look on security actors and seeks to identify success models from
single locations that can be used in other places for the improvement of interactions
between stakeholders and supporters. So far, different strategies have been able to be
identified in different locations. Starting in fall 2014, expert interviews and nonparticipatory observations will deliver more data for analysis and reveal where
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strategies helped preventing or resolving conflicts and which communicative models
can also be used in other places. Additionally, a technical communication platform for
public stakeholders as well as a public application for supporters and other spectators
will be developed by the fourth sub-project in order to increase the quality of technical
communication processes and structures. So far, the SiKomFan ontology has been
created and the system architecture was designed. This is expected to support the
overall safety and security situation around football events.
SiKomFan is currently in its first year of research and will conclude with final results in
August 2016.
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Abstract
The more new technologies penetrate rescuers’ control centers, the more the need of
interoperability is getting evident. In fact, emergency management involves a large
number of actors from different levels of the governmental and civil sectors, depending
on size and type of the incident. In order to improve the efficiency of rescue
management, technology providers most often propose to reduce the number of control
centers up to set up joint control rooms, which were expected to more easily build up a
common operational picture. Having considered various cases, in which such a
solution did not perform as expected, the Italian National Fire Corps (Ministry of
Interior) chose to avoid further centralization of control centers to aim instead for
increased data interoperability between the existing control rooms.
To this aim, the Ministry of the Interior issued two decrees to prepare the regulation
framework and to adopt specific open standards and protocols to be used for
multilateral exchange of data between the 100 fire corps’ control centers, the 18
regional directorates and the national control center and other emergency
stakeholders’ control centers. In this framework, control centers maintain their legacy
systems (enhanced to make them open to the chosen standards and protocols) and
exchange with their counterparts only the selection of data foreseen by regulation and
bilateral agreements in force.
Such standards were selected on the basis of research carried out in the course of the
EC R&D project REACT, taking into account worldwide successful implementations.
After the project end, the fire corps implemented interoperability functions through the
architecture and the applications, which will be described further on, together with the
first use cases, the present daily usage, ongoing developments and initiatives as well
as the planning for new services.
Keywords: Control centers, interoperability, emergency management, data exchange,
open standards, Common Alerting Protocol (CAP), secure Atom feeds, legacy
systems, Italian Ministry of the Interior, EU civil protection modules, European
emergency response capacity (EERC).

1

INTRODUCTION

The concept of interoperability has recently become fashionable in many areas,
especially in the computer industry and applied research. Its implications, however,
often escape the awareness of the general public, whose members do not recognize its
impact on their daily lives, even if they have benefited from it for decades. To cite two
of the most common cases, it is possible to refer to the interoperability between
European banking systems – now based on the draft of the SEPA (Single Euro
Payments Area) [1] – and the interoperability between airline reservation systems –
based on the standard of the IATA (International Airlines Transport Association) [2].
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Thanks to the first, each account holder can operate credit transfers and direct debits in
euros between different banks, also based on several European Union countries, while
the second allows anyone to book flights on the system of a company even if the flight
is operated in part or completely from different companies on the basis of bilateral
agreements. Typically, the need to agree on standards and protocols for
interoperability between systems in a specific sector arises only when new
technologies establish themselves. In fact, the derived innovative systems facilitate the
management but, most often, are not able to communicate with other systems, creating
new problems and difficulties to be managed.
This is also the case for interoperability between emergency control rooms systems:
Until recently, the technological equipment of control rooms included telephone, fax,
paper, pen, etc. More recently, most control rooms have been equipped with complex
integrated computer and communication systems, which bring benefit to many aspects
of the emergency management. Unfortunately, the downsides of different systems
proliferated in a competitive market have not been foreseen. Such systems have been
implemented by manufactures not particularly interested in promoting the exchange of
data with competing systems, and as a consequence, later on proved incapable of
exchanging data with other control rooms, i.e., of being interoperable.
The Italian National Fire Corps (CNVVF) got into contact with the concept of
interoperability participating to the European research and development project REACT
[3], which had among its goals the improvement of data exchange between the control
rooms for the emergency management. Considering the expected benefits, the CNVVF
adopted the CAP (Common Alerting Protocol) [4] with Ministerial Decree June 17, 2008
[5]. The next Ministerial Decree No. 71 of May 23, 2011 [6] has been adopted and
defined the profile Profilo CAP Vigili del Fuoco [7], which has also updated the
requirements to the more recent version 1.2 of the same CAP standard.
The adoption by decree of the communication protocol is the logical complement to the
decision to exchange data between the emergency management systems of CNVVF
and similar systems of other rescuers’ organizations (e.g., police and ambulance
services). Such a decision was triggered by the excellent results of the trials involving
interoperability tools developed in the course of the REACT project [8] and the CAP
protocol, an open standard, well-established, freely available and usable. In fact, the
CAP protocol allows the standardization of alarms and emergency information
originating from different sources, thus allowing their aggregation and/or comparison
based on events and actions localization, too. The benefit aroused by such features
becomes even more evident as soon as emergency managers have to disseminate
alerts to the population and they can save time using the same standard for the
purpose.
It should be noted that, only a month after the first decree, on July 30, 2008, the U.S.
Department of Homeland Security, FEMA (Federal Emergency Management Agency)
announced to have planned the adoption of a protocol of alert in line with the Common
Alerting Protocol [4] as a standard for the integrated public alert system IPAWS [9] for
the first quarter of 2009.
In February 2009, at the end of the European research and development project
REACT, CNVVF took over and implemented the most promising functionalities within
its legacy command and control system SO115. The main target was the
implementation of services aimed at improving data interoperability with the control
rooms of other rescue entities, applying the needed changes to the software which
manages the one hundred CNVVF provincial control rooms.
From an operational perspective, the CNVVF wanted to support the exchange of data
between control rooms without substituting voice communications, but working in
parallel, so as to avoid the risk of wasting well-established and effective procedures
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and practices. The adoption of open standards and protocols allowed it, enabling
multilateral exchange of data between control rooms and facilitating their subsequent
aggregation on the “target side”.
The paper will describe the state of practice in the domain of coordination between
control rooms, to then analyze the current levels of interoperability between control
rooms. Further on, it will report objectives and results of the REACT project to finally
illustrate the selected CNVVF model of interoperability between control rooms.

2

STATE OF PRACTICE: COORDINATION BETWEEN CONTROL ROOMS

Scrolling through papers which describe the control rooms’ situation in Italy, it is clear
that their role and functions are not always well understood, neither are the variety of
their functions and the number of people to which they act. In fact, as opposed to
commercial services that may apply to a portion, however vast, of the population,
rescuers’ organizations have to offer a variety of services with the same level of quality
for all citizens, whatever their social status, at any time and wherever they are on the
national territory. In a nutshell, control rooms play a dual role:
•

to collect the demands of citizens with emergency numbers (call taking);

•

to arrange and coordinate the intervention of the right resources in the shortest
possible time (dispatching).

Some control rooms of organizations responsible for rescue adopt a response model
based on two separate roles: (a) the call taker, who answers to calls of citizens and
inputs data into the system, and (b) dispatcher, who – often from in a separate
location/room – analyzes the available data, sets priority, and dispatches resources in
the needed number and quality. Many other control rooms adopt a response model
which lets the two functions be performed by the same operator, who collects data from
the citizen and then dispatches the needed resources, in coordination with his
colleagues.
Actually, most control rooms cooperate and exchange data on a daily basis with a large
number of control rooms of other organizations which perform rescue services,
selected on the basis of the type of emergency, location of the event and its
jurisdiction.
Different rescue operations require different kind of responders: While a car accident
could easily call for the intervention of firemen, ambulance, police and other public
safety actors, a chemical plant fire, beyond the previously mentioned actors needs civil
protection agencies, environmental authorities, teams of special firemen units and the
like. In case of search of persons scattered in mountain areas, rescuers belong to
national bodies (e.g., fire department, national police forces as Polizia di Stato and
Carabinieri), regional ones (e.g., health and rescue operators, environmental protection
authorities, regional civil protection) and municipal government (e.g., local police,
municipal engineers, municipal civil protection), as well as private organizations (as
Italian railway network and highway authorities), with a consequent immediate increase
in the number of actors involved.
Despite numerous initiatives to improve integration and coordination of emergency
management, each organization uses its own command and control system, well
adapted to its needs and procedures. However, such systems are not able to exchange
data between them. As a consequence, operators are forced to communicate via voice
(usually by phone) even though they are sitting a few feet away from each other (which
actually happens in some joint control room).
Soon after the first emergency calls, each rescuers’ organization control room
exchange data via voice with all the available sources, in order to obtain a picture as
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clear as possible of the unfolding of the events. Despite the efforts, the picture is often
confusing, incomplete, contradictory. Such different control rooms use command and
control systems which are often sophisticated, but different. It is common practice that
the operator of the control room of an organization collects information from the citizen,
inputs call data into his system and then calls the operator of another rescuers’
organization to report the facts, forcing the receiving operator to re-enter the same data
in his different command and control system.
Why, then, not to share via data the same information which is exchanged via voice?
Using the voice as the sole “means of communication” appears to be ineffective: timewise as well as accuracy-wise (when spelling names, streets, numbers, etc.). Certainly,
the use of voice calls benefits from established procedures and legal bases, as well as
reliable methods for traceability of information (records, logs, etc.). But in truth, the only
real advantage of voice calls is that it is the only channel fully interoperable (as long as
you speak the same language).
To reach such a goal, several experts push for the implementation of joint control
rooms, hosting many organizations in the same structure, thereby allowing for the
coordination of the different actors and thus obtaining a complete picture of the facts.
Others support the same model assuming it generates economies of scale, but these
savings could come true only for the first of the two functions: call taking.
Even in the framework of a unified control room, each rescuers’ organization still has to
be able to manage its own resources independently, because the bearers of
requirements are difficult to reconcile with others. As a result, the unification projects
kicked-off to now with the aim of saving resources have often led at adding a further
joint control room, without reducing the number of the existing ones, which have to
bring ahead the dispatching function.

3

ANALYSIS OF CURRENT LEVELS OF INTEROPERABILITY BETWEEN
CONTROL ROOMS

Taking into consideration the layers of interoperability as captured in Fig. 1, it is evident
that such features involve many different aspects, which gradually pass from the
“organizational” levels to the “technical” ones.

Figure 1 Interoperability layers (Secricom).
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Thus, from the need to share some administrative policies, the problem shifts to the
adoption of harmonized strategies and doctrines, the verification of compatibility of
operating procedures and to operations to be put in place. Further on, it involves the
verification of the level of awareness as well as of knowledge of tools in use, the level
of agreement on a shared semantics, data models and protocols to be used up to
reach the physical interoperability between network devices.
When it comes to apply the above-mentioned scheme to the interoperability between
control rooms, it is clear that the everyday multilateral exchange of information carried
out by phone is defined by regulations, consolidated operating procedures and
protocols which satisfy such needs, as report in detail here below:

4

•

Policy objectives (e.g., protection of the integrity of the citizen and his property)
dictated by the rules (e.g., tasks and duties of the Corpo Nazionale dei Vigili del
Fuoco are stated by the article 11 of the Italian Law No. 229 of July 29, 2003,
and the Legislative Decree March 2, 2006).

•

Harmonized strategies and doctrines (e.g., the allocation of jurisdiction and
responsibility for the type of event and its location between the different
rescuers’ organizations on the scene): again, dictated by the law in force.

•

Aligned operations (e.g., application of the rules to practical cases) resulting
from the continuous work of professionals in charge for coordination, such as
the Prefectures in Italy.

•

Knowledge/awareness (e.g., of the procedures mentioned above) reached
through training modules or “on the job” as planned by each organization.

•

Information interoperability (e.g., to agree on the meaning of specific terms to
ensure that the same thing is meant when we speak of “fire truck” or
“automedica”) reached through the planning of new modules or “on the job” by
each organization.

•

Data models interoperability: assured by telecomm operators, where applicable.

•

Interoperability of protocols: assured by telecomm operators.

•

Physical interoperability: assured by telecomm operators and equipment in use.

THE REACT PROJECT: OBJECTIVES AND RESULTS

In 2006, the Italian National Fire Corps started its participation to the REACT project.
Among the expected research targets, it was included in the selection of standards
regarded as the most established and promising to exchange data between control
rooms. The REACT researchers selected the Common Alerting Protocol [4], an XMLbased standard drawn up by the Technical Committee for the Emergency Management
of the OASIS [10]. As the name suggests, the CAP has been designed for sending
alert messages, and specifically to send alerts to the population, for example, to be
advised to take cover in shelters for the imminent arrival of a storm in the area.
Fig. 2 is an example in the CAP message attached to the standard.
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Figure 2: CAP message (Common Alerting Protocol version 1.2).
As the genesis of the CAP [4] standard clearly shows, its use for the exchange of
messages between control rooms could seem undue. However, such choice is justified
precisely by the innovative contribution of such a service.
Of course, there are examples of data exchange between control rooms, but not based
on a standard data exchange format. Such a deficiency is explained by
(1) the relatively recent development of automated systems for the management of
control rooms, and
(2) the reluctance of manufacturers to provide a truly “open” product, which by its
nature facilitates a possible future takeover by competitors.
At any rate, in 2008, in Geneva, the CNVVF participated to the CAP Implementers
Workshop, where the choice was presented to use the CAP [4] as a standard to
exchange messages between control rooms [11], registering a general consensus
between the field professionals.
The REACT project was built around three main objectives, which included the creation
of prototypes of service relating to:
(1) interoperability between control rooms based on open standards, widespread
and accepted,
(2) automatic clustering of rescue calls related to the same event, and
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(3) automatic transcription of rescue calls on the basis of algorithms for speech
recognition.
At the end of the project, the last two goals proved to be too ambitious for the time [8],
as it became clear during the commissioning of the planned field test project.
On the opposite, the interoperability service was immediately revealed as the most
promising in the short to medium term. As planned, the project delivered a prototype of
service which was built to export data from SO115 in standard CAP [4] format and an
application for sharing data which was based on a centralized database and offered
distributed web-based visualization applications.
Due to the excellent relationship with the SUEM 118 (the local urgency and Emergency
medical service) and other local rescuers, the provincial HQ of the National Fire Corps
in Venice was selected as project test site. The operational tests involved more than
ten other organizations, including the provincial HQ of the National Fire Corps in
Treviso (to demonstrate the benefits for interventions on the boundaries of the areas of
jurisdiction), the regional corp of the Fire Department of Aosta (to demonstrate the
benefits for French-speaking visitors in Venice of a remote co-management of
emergency calls carried out in cooperation with mother tongue French-speaking
professional firemen) and the provincial corp of the Fire Department of Bolzano (again
to demonstrate the benefits for German-speaking visitors in Venice of a remote comanagement of emergency calls carried out in cooperation with German mothertongue-speaking professional firemen).
The implemented system has well demonstrated the benefits of a fast and efficient data
exchange between organizations. The reduction of time-management intervention, the
increased availability of information and the greater precision in the localization of the
event have been considered particularly positive. At the end of the test, when
requested to highlight the problems to be solved in order to prepare the way for a largescale deployment of the proposed solutions, the experts highlighted the following
critical issues:

5

•

The difficulties in obtaining authorization to exchange data from each
organization management. It was clear that such an authorization would have to
take the form of a bilateral agreement aimed at defining the operational
procedures and information security, as well as mode and levels of compliancy
with applicable rules and regulations.

•

The expected financial and/or contractual constraints for the integration of said
interoperability features in the management of control room in use.

•

The need to define standard operating procedures for the exchange of data and
information on actual events.

CNVVF MODEL OF INTEROPERABILITY BETWEEN CONTROL ROOMS

The CNVVF manages 100 provincial control rooms, answering to the national
emergency number 115. Such rooms provide also to the management (dispatching) of
CNVVF resources on the territory, in order to respond to more than 700,000 operations
per year (data year 2013).
Each control room of the fire department cooperates and exchanges information every
day via voice with a large number of control rooms of other competing organizations: it
is quite common that a control room manages an address book of other competing
organizations including more than 100 contacts. The analysis of requirements gathered
from the REACT project has clearly shown that, to introduce new ways of exchanging
information, it was necessary to keep intact the levels of interoperability at the base of
the multilateral exchange of information that today is carried out by telephone, which

Session 10: Crisis Management 1

305

Future Security 2014

Berlin, September 16 –18, 2014

are based on well-established regulations, operating procedures and protocols. In such
a case, the analysis of the interoperability stack comes to the following results:
•

Policy objectives: unchanged compared to the previous case (confirmed in the
agreement).

•

Doctrines and harmonized strategies: unchanged compared to the previous
case (confirmed in the agreement).

•

Getting operations lined up: same as in the previous case (confirmed in the
agreement).

•

Aligned procedures: unchanged compared to the previous case (confirmed in
the agreement).

•

Knowledge/awareness: almost unchanged compared to the previous case
(confirmed in the agreement but subject to a dissemination effort to a wider
audience through publications and presentations during meetings and events).

•

Information interoperability: The experience has shown the need to agree on
the meaning of specific areas of the proposed standard protocol (e.g., by
requiring that the field “source” should contain the identifier of the operator
control room). For this purpose, the CAP standard [4] has been adopted by
decree and for cases not covered sufficiently by the standard, the CAP profile
Profilo CAP Vigili del Fuoco [7].

•

Interoperability of data models: for which XML [12] has been adopted with the
modalities specified by the CAP standard.

•

Interoperability of protocols: The experience has shown the need to adopt as a
preferred mode of transmission of alert CAP messages standard data
transmission Atom feed [13] compliant, together with the common network
protocols.

•

Physical interoperability (e.g., network data in use): assured by the network
operators and the equipment in use.

6

CONCLUSION

The REACT project [8] offered the CNVVF the opportunity to draw and implement
procedures interoperable with other rescuers’ organizations. Apart from the REACT
prototypes (most useful as a basis for the subsequent developments), the main project
outcome has been the adoption by decree of the CAP standard for data exchange.
Since 2010, the CNVVF has been informing to and lobbying with other rescue
stakeholders at local, regional, national, European and international level with the aim
of stipulating formal agreements on data exchange, so as to move the word
“interoperability” from the conference sessions to the real world. The first results came
May 19, 2011, when the Chief of the Italian National Fire Corps and the Mayor of
Venice signed the first agreement for control center interoperability during the
International Conference on Rescue Interoperability [14] held at the Scuola Grande di
San Rocco in Venice, the same city where the project was kicked off.
The research and tuning phases have now been completed. The CNVVF system for
control centers’ interoperability is now operational together with the first two data
exchange services: (1) between the CNVVF provincial HQ of Venice and the civil
protection service of the municipality of Venice and (2) between the ten provincial
control rooms of the CNVVF regional directorates of Calabria and Puglia and the most
recent remote detection and sensing system for forest fires deployed in those regions.
In both cases, the CNVVF counterparts have been developing – and are now
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completing the testing phase of – their own systems to access and visualize CAP alerts
issued by CNVVF.
As for the future, the Italian Ministry of the Interior wants to set up interoperable data
exchange functions for its EU civil protection modules to improve international
assistance management. In the long term, the ministry supports its adoption by the EU
as a mean of compliance for accreditation into the European emergency response
capacity (EERC), foreseen by the Decision 1313/2013/EU on a EU civil protection
mechanism, which came into force January 1, 2014.
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1

INTRODUCTION

We are currently observing a shift in the relevance of ethical concerns regarding
security screening systems. Due to technological progress, so my hypothesis goes,
more direct consequences that such systems may have on the screening subjects’
health and bodily privacy become increasingly unimportant compared to more indirect
ones resulting from unrestrained information processing and excessive proliferation.
However, a specific technical design of a screening system may help to prevent
ethically unacceptable applications.

1.1

The TeraSCREEN project

In this paper, I explain in more detail both the shift in relevance as well as the ethical
and technical consequences resulting thereof. I illustrate these issues by the example
of a specific yet-to-be-developed screening system that uses terahertz waves, namely
the TeraSCREEN system.1 Due to its particular design, the TeraSCREEN scanner
combines a bundle of ethically notable characteristics that makes it well-suited to
demonstrate future complications as well as their potential solutions.
The idea of the TeraSCREEN project is to amalgamate the information of three 2D
videos from a passive scanner, taken at different frequencies up to 360 GHz, and one
3D video of an active scanner, and thus to get an output that can be said to be
multicolored instead of monochrome. The TeraSCREEN system automatically detects
and classifies potential threat items concealed on a person.

1.2

Goals and methods of the ethical research accompanying the
TeraSCREEN project

As there are currently no video-rate active scanners operating at the frequency the
active subsystem of the TeraSCREEN scanner will use (360 GHz), and as it is unclear
how useful it will prove to combine different frequencies as well as different types of
scanners, no one can at present exactly tell how well the item classification of the
system will eventually perform. For the more general purpose of identifying ethical
issues concerning advanced screening systems, however, it is useful to presuppose
that the quality of the automatic threat detection and classification (ATDC) of the
screening systems under consideration is considerably high. Though this
presupposition is hardly satisfied for screening systems that are currently commercially
available, and will probably be not entirely satisfied for systems that will be developed
within the next few years, it seems beyond doubt that, given ongoing technological
progress, it will be fulfilled in the not-too-distant future. So, in presuming a high ATDC

1

This paper is based on the ethical research accompanying the TeraSCREEN project (see www.fp7-terascreen.eu).
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quality, we ensure that our results are future-oriented and will not be made obsolete by
developments that can be expected.
The ethical research accompanying the TeraSCREEN project clarifies the various
interrelations and mutual dependencies of ethical and technical aspects that seem
quite different at first glance and thus aims at deepening the understanding of the
ethical impact of the specific characteristics of screening systems in general and the
TeraSCREEN system in particular. Special attention is paid to the ethical and privacy
requirements that arise due to the combination of active and passive subsystems. In
order to achieve these aims, basic moral demands are extracted from the literature on
body scanner ethics. “Basic” here means that the moral demands in question have to
be implied by all common consequentialist moral theories or by all prevalent
deontological ethics. So, regardless whether our primary focus is on the consequences
for the well-being of our society as a whole or on ideas such as human dignity or
human rights,2 our concentration on basic demands ensures that the indispensable
principles shared by each standard consequentialist theory or by each standard
deontological theory are respected, while at the same time principles characteristic only
for a certain way of spelling out a consequentialist or deontological theory are
disregarded as not sufficiently fundamental. By this way of proceeding, we take a
middle course between taking into account as many arguably reasonable ethical
principles as possible and identifying prerequisites that are largely independent from
the specific stance some person or society develops towards ethical issues. As a
consequence of this second point, we can criticize misdevelopments with an authority
that is immune against objections stressing the contestability of our underlying
principles.
The basic moral demands thus identified are applied to the particular circumstances
presented by advanced screening systems. The relevant ethical issues are divided into
one of three categories, namely contexts of implementation, checkpoint design and
scanner design. Issues belonging to the first category concern the general question at
what locations the use of security scanners might be permitted or even desirable;
issues belonging to the second one concern questions as to how they should be
implemented; and issues belonging to the third one concern specific ethically required
features of the scanner itself. It may seem that in developing a particular screening
system, one has to pay attention only to problems belonging to the third category.
Although most relevant ethical concerns can easily be assigned to exactly one of the
three categories, there are, however, many interrelations between issues belonging to
different categories. As a result, a particular scanner design may have significant
effects on how checkpoints are to be designed and sites of application are to be
chosen. In other words: Specific features of a screening system may have an ethical
impact beyond simply meeting the relevant requirements concerning, e.g., health and
privacy. In this paper, several examples of such features will be mentioned.

2
2.1

ETHICAL CONCERNS REGARDING SCREENING SYSTEMS
Ethical concerns regarding health risks

The most noted ethical concerns regarding screening systems are health risks and
violations of bodily privacy by the use of techniques that make it possible to create
images of the naked bodies of those who are screened. With regard to health issues,
the ethical guideline is simple and self-evident. It can be put in one sentence: If there is
any reason to think that some dangerous long-term effect could occur significantly
more often if people are frequently exposed to a particular scanning procedure, this
2

A moral system based on human rights is implemented in the “Charter of Fundamental Rights of the European Union”
[1].
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procedure is to be prohibited. Of course, the decision whether or not negative health
effects caused by a particular type of security scanner are in fact too likely or too
serious to be ignored is not quite so simple. It should be based on a careful
examination of the relevant empirical studies. Concerning millimeter- and
submillimeter-wave radiation, which up-to-date screening systems such as
TeraSCREEN use, recent studies suggest that no negative effects of even frequent
disposure are detectable.3 Things are somewhat different in the case of backscatter Xray radiation. Unlike millimeter- and submillimeter-wave radiation, this kind of radiation
is ionizing, which means that it can break chemical bonds and produce ions and
thereby alter the texture of the skin surface. Here, small negative long-term effects
cannot be ruled out with sufficiently high probability.4 As a consequence, backscatter
X-ray machines are banned in the EU airports.5 Therefore, there is no reason to fear
negative health effects even for frequent flyers, at least in the EU. However, one caveat
is in order: The general problem with studying the side effects of these kinds of
radiation is that the technology is too young for long-term studies on human beings. We
cannot say for sure that there is no long-term negative health effect for people who are
frequently screened over a period of, say, 30 years, simply because there are currently
no such people. All we can say is that there are at present no indications of severe
long-term consequences; but some risk remains.

2.2

Violations of bodily privacy

Among the various kinds of privacy violations that could occur in a screening process,
what some authors call “bodily privacy”6 is the most direct one. One violates a person’s
bodily privacy by watching, listening to, or recording his or her activities.7 Screening
systems have the potential to very severely intrude into someone’s bodily privacy, as
they collect information that enables them to create an image of the naked body of the
screened person. Moreover, the information might reveal some details about a
person’s private life that are especially embarrassing or at least purposefully kept out of
sight by that person. For example, people wearing urine bags or adult nappies as well
as transsexuals or hermaphrodites would probably not want to share information about
his or her illness or sex. Advanced screening systems, however, use ATDC so that
there is need for human reviewers. The outputs those systems generate contain no
images or videos but only (possibly visualized) information on which parts of the body
what dangerous item can be found. In addition, good item recognition also reduces the
risk of exposing people who are, e.g., disabled or ill. Presupposing a high ATDC
quality, the intrusion into bodily privacy is comparably small.8
Besides, ATDC quality is one feature of a screening system that bears notable ethical
consequences even for contexts of implementation and checkpoint design. For
example, the better the item recognition is, the lower is the false alarm rate, which
means fewer inconveniences for passengers and operators. This in turn influences,
among other things, at which locations screening systems can be used. Moreover, if
the ATDC quality is poor, an appropriate checkpoint design that provides an alternative
screening procedure, usually metal detection plus perhaps a hand search, for all those
who feel uncomfortable with being scanned prevents people with, e.g., certain illnesses
from causing false alarms and being put in potentially embarrassing situations.

3

See, for example [2], [3], [4], [5], 6].
See, for example [2], [7].
See [8, p. 9], [9, p. 22].
6
See, for example, [10].
7
Cp. what Solove calls “Surveillance” [11, p. 490].
8
Cavoukian even argues that screening can be seen as a “transformative technology”, meaning that “an otherwise
privacy-invasive technology [is transformed] into a privacy-protecting one” by privacy-enhancing technological
developments such as ATD(C), which will make very advanced screening systems generally less privacy-invasive than
traditional methods (as they are already for people with metal implants) [12].
4
5
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Violations of informational privacy: data misuse due to data storage

Another kind of privacy violation occurs if the collected information is edited in a way
that does not serve the purpose of recognizing potentially dangerous items concealed
on a person. For example, if the information is concatenated with other pieces of
information in order to create a comprehensive profile of a person, then this
aggregation of data violates that person’s privacy since the complete profile is a piece
of private information that is not originally made available by the person (to the
contrary, more often than not the person does not even know about someone
possessing such a profile). Another example, in which the privacy violation is
commonly not intentional, is the scenario in which personal data are not protected
adequately so that they can easily be obtained without permission. All these kinds of
privacy violations, which can be called “intrusions into informational privacy”, do not
appear grievous at first glance. However, according to the EU Charter of Fundamental
Rights [1], Article 8,
“[e]veryone has the right to the protection of personal data concerning him or her. …
Such data must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down by law.
Everyone has the right of access to data which has been collected concerning him or
her, and the right to have it rectified.”
The underlying principle of these statements is that a person ought to have control over
what happens to his or her personal data. As a consequence, a person can expect
others to protect his or her data, ask for permission for any kind of data processing,
and make details about data collection transparent for him or her. If privacy is to be
defined in terms of control, as some authors suggest,9 then Article 8 of the Charter can
be described as stating a fundamental right to privacy. If, on the other hand, privacy is
seen as a conglomerate of rather disparate issues, as others maintain,10 Article 8 can
at least be regarded as entailing a right to informational privacy.
As with other rights, a person’s right to (informational) privacy can be limited only when
not limiting it would impair the rights of other people. Since one’s freedom to the
disposal of one’s personal data could, for example, reduce the safety of others, rights
to informational privacy must be balanced against rights to security in the same way as
rights to bodily privacy must be balanced against them. Unlike violations of bodily
privacy, violations of informational privacy yield no concrete immediate gain of safety.
While intrusions into bodily privacy via screening can disclose prohibited items, privacyinvading data processing that is intended to improve security normally aims at
combining information and refining profiles that may prove useful for future purposes.
As a result, intrusions into bodily privacy can be brief and, if conducted adequately,
without any lasting effects, while those into informational privacy are usually longlasting and may have unforeseeable consequences (e.g., if due to technological
progress data could be processed in a way that was neither possible nor intended at
the time of their collection). Therefore, the costs as well as the benefits of violations of
informational privacy are more difficult to determine, which makes it harder to assess
the acceptability of a certain way of handling sensitive data.
Moreover, it is more interesting, economically speaking, to concatenate data in order to
create profiles that can be used, for example, for personalized advertising than to make
scanner images of naked bodies publicly available. Thus, the most imminent danger
regarding the misuse of personal data is not the publication of highly private
information but the way the data is edited (though the first is probably feared more by
people who feel uncomfortable about screening). Besides, publication of personal data
by a third party could happen only if this data is carelessly protected from improper
9

See, for example, [13] and [14].
See, for example, [15], [16] and [11].
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access; hence, this kind of privacy violation is only a consequence of a failure to
guarantee informational privacy.
Unless they are told otherwise, screening subjects can reasonably assume that the
information collected in the course of screening is to be used only for item recognition.
For that reason, any other use of it is secondary in the sense that the information was
neither collected with regard to this other use nor was the data subject's consent
obtained. For example, the aim of any kind of data aggregation, that is the combination
of various pieces of information about an individual, or subject identification, that is the
linking of data to particular persons, is a secondary use of the original information
(since for the primary use, they are not needed). Such a secondary use violates
principles of transparency and informational privacy and is thus inadmissible.
(Of course, one could tell the people who are to be screened at the outset that their
data will also be used for purposes other than searching for dangerous items. These
purposes, however, would have to be specified more precisely and would have to be
justified by an argument to the point that there is a considerable gain of security on the
one hand but only a tolerable violation of privacy on the other. As was already pointed
out, such an argument is hard to deliver.)
So, the information obtained via screening must not be used for any purpose different
from item recognition, and for this purpose there is no need to store the data of a
person after that person has been screened. Quite the opposite: If the data is stored,
there is always the danger of its secondary use as well as of its abuse. The most
obvious way of such a data abuse is the scenario in which someone illegally obtains
and distributes images of the naked bodies of passengers. There may even be the
danger of child pornography lurking if high-quality images of naked children could
somehow be obtained from the scanner. Other kinds of data abuse include data
manipulation and the dissemination of manipulated or misleading information. In order
to prevent such kinds of abuse as well as ethically unacceptable secondary uses from
the outset, a screening system must not store, retain, export or print images; nor may
images be retrievable.
2.3.1

Problem: installation and calibration

The difficulty of this precept is that not storing images might complicate calibrating and
repairing the scanner. There are two procedures to distinguish here: installing, adapting
and calibrating a screening system in the course of constructing it; and repairing,
updating and improving an already working scanner. To give an example for the first
procedure, the manufacturers of such a system may first have to learn what particular
images their scanner produces when screening people carrying different kinds of items
before they can develop appropriate threat recognition software for the scanner. (To be
sure, there are ways to test the functioning of the single components of a scanner
without using stored images, such as electronic checks that show whether key
parameters are in tolerance. These procedures, however, are generally insufficient for
adequately calibrating the system.)
In the case of the TeraSCREEN system, the need for testing and calibrating is
particularly strong because the software for the integration of the active and passive
scanner data is completely new. Thus, it is inevitable that the data can be recorded and
that images can be examined. In order to reconcile this requirement with the need to
protect the collected data from misuse, the following way of proceeding seems to be
the most appropriate: There has to be a test mode in which the information collected by
the scanner is stored and can be read out. Concerning this test mode, care has to be
taken that
•
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•

It is possible only for the manufacturer but not for any operator to switch from
normal working mode to test mode.

•

Only prototypes have a test mode.

•

After the calibration, all collected data is erased.

•

People who are screened when the scanner is working in test mode are
informed that their private data is stored for reasons of calibrating, and that
images of their naked bodies can be seen by those who work on the calibration.

2.3.2

Problem: updates and improvements

As to repairing, updating and improving an already working scanner, it may be useful to
detect the reasons for recurring false alarms in order to prevent them in the future. For
that purpose, the operators need to be able to give feedback to the screening system,
and, more importantly, the system needs to remember somehow which kinds of inputs
triggered false alarms. Yet this remembrance presupposes the storing of at least some
screening data. A possible solution that enables retraining working scanners without
storing any personal information is to store only very rudimentary bits of data that
neither contain any private information about the people that were screened nor can be
retransformed into data containing such information. For example, even if privacy
protection is weighted to a remarkably high degree, it is acceptable to store coordinate
patterns of concealed items (that is only of the items, not of the persons that carry
them) that triggered false alarms.

2.4

Violations of informational privacy: data misuse due to data
transmission

Data storage is not the only potential source of data misuse. Any kind of transmission
of personal data might make it possible to illegally obtain it. For example, if images of
naked people are sent via Internet, they can be hacked and copied. In order to prevent
this, screening systems must not transport images via Internet or any ethernet
accessible to non-authorized people.
2.4.1

Problem: data fusion

As advanced screening systems use ATD(C), there is no need to transmit images to
separate locations in order to present them to human reviewers. In the special case of
the TeraSCREEN system, however, there is the need for a local ethernet link between
the different subsystems. The data from both the active and the passive subsystems
have to be sent to a data acquisition unit at which they can be jointly processed. This
unit is part of a data fusion module that merges the ingoing information and produces
corresponding output on the system’s user interface. It is important to take care that
this ethernet is not accessible to non-authorized people. “Non-authorized people” here
includes all people but the manufacturers who develop the data fusion software. In
particular, it includes the operators of the scanner.
2.4.2

Problem: Internet-based databases

Moreover, in order to classify concealed items and thus produce useful output, the data
fusion module of the TeraSCREEN system requires access to relevant databases. For
reasons of updating and improving, it would be helpful to have internet-based
databases, which in turn means that the data fusion module would be connected to the
Internet. Here, attention has to be paid that the flow of information between the
database and the data fusion module does not include images of naked people and
that it is not possible to manipulate the Internet connection in such a way that one can
somehow gain possession of those images via that connection.
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These concerns regarding data misuse become progressively forceful in times of
virtually unlimited storage resources and powerful search software. This shows the
importance of an anticipatory scanner design, by which several ways of data misuse
can be hindered or even precluded.

2.5

Excessive proliferation

Another ethical worry one could reasonably have regarding advanced screening
systems, namely their too excessive proliferation, can hardly be impeded by a specific
scanner design. To the contrary, the more smoothly a screening system works the
more serious this worry becomes. (Hence, it will probably be of increasing importance
in the future.) Even if we take no account of cases of clear abuse (like those in which
security scanners are used by dictatorial regimes to identify opponents), a widespread
application of screening technology might be objectionable for several reasons. For
instance, it might change people’s attitudes towards safety and privacy and restrict
their basic freedoms in a way that would hardly be accepted by a society. In addition,
there may be economical as well as safety-related reasons that foster proliferation
tendencies that might not be of public interest. Therefore, one of the hardest tasks for
an ethically acceptable use of advanced screening systems, besides protection from
data misuse, is to guarantee that proliferation of screening technology should not
happen without public control.
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Abstract
The present paper focuses on the development process of a novel, active terahertz
scanner at 360 GHz. This system will be used at airports for the detection of threats,
hidden on the screened passenger’s body. It is based on an electromechanical steered
FMCW-MIMO approach with 16 transmitters and 16 receivers, which is able to screen
moving passengers with a video frame rate of 4 Hz at a stand-off distance of 5 m. The
described active subsystem is part of a multisensory approach.
Keywords: Personal screening, body scanner, very high frequency, FMCW, MIMO,
active scanner, terahertz, TeraSCREEN.

1

INTRODUCTION

The acronym TeraSCREEN stands for “multi-frequency multi-mode terahertz screening
for border checks” and represents a European joint research project. As the name
displays, the research focuses on passenger screening at security checkpoints. The
project consortium consists of twelve partner institutions from six countries across
Europe and is financed by the European Union under the Seventh Framework
Programme.
Within the framework of the project, an active scanner operating at 360 GHz and a
passive scanner operating at 94 GHz, 220 GHz and 360 GHz will be built and
integrated, forming a multisensory system which will be able to screen moving subjects
at stand-off distances and detect and classify hidden objects. Fraunhofer FHR is
responsible for building the active scanner, which operates at a center frequency of
360 GHz in FMCW mode. This paper focuses on the development process of the
active subsystem.
In the following, an overview of the active scanner subsystem concept, its system
architecture and some parameters is given. Afterwards, the focus of this paper is
shifted towards the design of the high-frequency components, namely the moving
plane reflector and the MIMO antenna. The paper then is closed with a short
conclusion.

2

ACTIVE SCANNER SUBSYSTEM

As of today, there are many approaches for personal screening, given as an overview
in [1]. In the past, FHR also used different approaches, which were based on circular
synthetic aperture radar and gave very good results [2–4]. Since for all of these
approaches a mechanically driven radar is necessary, there are naturally limits for this
technology applicability. Therefore, in the past years research and development were
more and more focused on electronical beam steering with MIMO radar, which led to
very interesting fields of application like maritime navigation [5], through-wall imaging
[6] and urban 3D-imaging with UAV [7]; the list could be extended arbitrarily.
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In the last few years, the focus for MIMO-radar-based research, development and
application is also shifted towards personal screening, like [8–10] and many more
which are practically all based on electromagnetic radiation beneath 100 GHz. Moving
up in frequency into the terahertz domain makes it necessary to use new scanner
approaches due to technical difficulties such as the large dimensions that are still
required.
In spite of all the technological difficulties in the targeted frequency range of 360 GHz, it
is possible to do high-resolution image formation of moving subjects through a clever
application of special imaging approaches.

2.1

Concept

In the present case, a pivoted MIMO approach with 16 transmitters and 16 receivers is
used. These antennas are placed in order to achieve a virtual antenna array with 255
phase centers. The transmitters are accessed via a switching matrix. This array is
cross-oriented towards the screened subject, which permits the generation of images
with an azimuth resolution of only a few millimeters.
The resolution in elevation is then achieved using an electromechanical beam steering
approach and real aperture imaging, while the signal bandwidth is used to discriminate
the screened person in range direction.

Figure 1: Active scanner operation principle.
Using this approach (see F. 1), a complete three-dimensional image of the person is
formed with a repetition rate of 4 Hz (real-time video). Due to the basic operation mode
of a frequency modulated, continuous wave (FMCW) radar with a bandwidth of
30 GHz, a very high resolution in range direction is possible.

2.2

Architecture

The active subsystem architecture is shown in Fig. 2, in which the subsystem controller
is the crucial part. On the one hand, it is responsible for the communication with the
passive subsystem and, on the other hand, for the alignment of both subsystems in
order to gain correlated measurements. It also controls the FMCW-MIMO radar in
transmitting and receiving actions. Furthermore, it controls the electromechanical
movement of the plane reflector and connects its actions to those of the FMCW-MIMO
radar.
The FMCW-MIMO radar consists of a switching network, which is responsible for the
gradual switching of the transmitters. The signal generator is responsible for the setup
of a FMCW signal which is then transmitted via the actually enabled transmitter
channel. A further part is the data acquisition, which converts the backscattered
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electro-magnetic wave into a digital signal. Afterwards, the digital signal is used for
image generation of the person within the signal processor.

Figure 2: Functional blocks of the active scanner.
The reconstructed images are then used for data fusion with the images from the
passive subsystem. The fused images are processed and the detected threats are
displayed on a computerized silhouette.

2.3

Parameters

The active subsystem operates at a center frequency of 360 GHz, which is quite high
for personal screening purposes, but also gives a very high angular resolution. The
subsystem will operate with a minimum FMCW-bandwidth of 30 GHz, which
corresponds to a range resolution of 5 mm. Therefore, the three-dimensional
information about the subject and any hidden threats is very detailed. The complete
subsystem can operate at a stand-off distance of 3 m to 5 m from the screened subject.
Parameter

Value

Stand-off distance

3–5 m

Center frequency

360 GHz

FMCW-bandwidth

30 GHz

Range resolution

5 mm

Measurement repetition rate

4 Hz

Transmitting power

0 dBm

Table 1: Main parameters of the active subsystem.
The active subsystem provides images of the screened person with a repetition rate of
4 Hz (real-time video). As a last parameter, the transmitting power should be
mentioned, which is 0 dBm and therefore quite low and not harmful to humans.

3

DESIGN OF HIGH-FREQUENCY COMPONENTS

Designing the high-frequency components is a very challenging aspect within the
complete development process. For the active imaging subsystem, many components
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in the mentioned frequency range are required, for example, frequency multipliers,
power amplifiers, mixer devices and so on, which will be developed by other partner
institutions. Therefore, the present paper focuses on the previously described active
subsystem concept and additionally on the antenna design.
Based on the described FMCW-MIMO concept, a split-block antenna with 32 antenna
structures and waveguides has been developed. The complex waveguide structures
are used for transportation of the electromagnetic waves from the integrated antennas
in front of the split block towards standardized flanges at the back. The very small
dimensions of the waveguide structures are also a crucial challenge, taking into
account the high losses in the used frequency range.

3.1

Moving plane reflector

In order to generate a narrow antenna beam, a parabolic offset reflector will be used to
focus the radiation emitted and received by the horn antenna array. As the reflector has
a parabolic shape only in one dimension, it provides a focal line instead of a focal point.
The antenna array described in Section 3.2 will be placed along this focal line and will
thus ensure optimal focusing for each single horn antenna.

Figure 3: Moving plane reflector (principle of operation).
In order to implement a fast scanning capability in elevation, a moving plane reflector is
located above the parabolic reflector. The plane reflector is moved by a DC motor and
covers a scanning range of 30°. Additionally, an angular encoder is attached to the
drive in order to measure the reflector position at any time. These position parameters
will be added to the radar measurement data for the subsequent image reconstruction.

3.2

MIMO antenna

The subsystem resolution in the horizontal direction is based on a linear MIMO array
with 16 transmitter and 16 receiver channels. The array configuration shown by Fig. 4
generates a full virtual antenna array with 255 elements (see Fig. 5), which can be
used for conventional digital beam forming.

Figure 4: Design of a linear 16x16 MIMO array.
The output ports of the transmitters as well as the input ports of the receivers are
connected to pyramidal horn antennas with a V-polarization. The antennas will be
manufactured in aluminum using a split-block technique.
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Figure 5: Virtual Tx/Rx antenna array generated by the MIMO approach.
All of the 16 transmitter and 16 receiver antennas will be aligned in a single linear
antenna array as indicated by Fig. 6 with the dimensions corresponding to the values
given in Fig. 4. At the rear of the aluminum block, a series of 32 waveguide flanges for
360 GHz will be located. The whole device will be placed in the focal line of the offset
parabolic reflector.

Figure 6: Proposed MIMO array design.

Figure 7: CAD model of a split-block half.

Due to mechanical manufacturing capabilities, the antenna is split into two halves,
which are mirror symmetric. Fig. 7 shows the CAD model of the lower half of the split
block. Here, the integrated waveguide structures for the transmitting and receiving
channels can clearly be seen. The CAD model and the integrated waveguides were
modeled and simulated via HFSS and MatLab®.

4

CONCLUSION

With the shown scanner concept, a promising approach for stand-off personal
screening was selected. The current developments show that the planned subsystem
will achieve a very high image quality with high refresh rates for moving subjects.
The active subsystem development is an ongoing process which will last two more
years. This project is still at an early stage: Currently, the described components are
being manufactured and a first subsystem test will be done in the near future.
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Abstract
Newly developed system for real-time standoff detection of dielectric and metallic
objects concealed on human body is described. Results of the latest tests for longrange and short-range configurations are presented.
Keywords: Technology, explosives detection, standoff, real-time, crowded areas.

1

INTRODUCTION

A system capable of automatic real-time standoff detection of both metallic and nonmetallic threat objects concealed under clothing and in carried luggage has long been a
“holy grail” of security equipment industry. At present, no such systems exist, although
a lot of efforts have been made in this direction, mostly involving standoff metal
detection, passive thermal vision, and terahertz-based technologies.
We describe here test results of a prototype detection system based on active
interrogation with centimeter-range radio waves [1–8]. The loosely defined notion of
“threat object carried by a person” for such system is understood as either a conducting
(metallic), or dielectric object, or a mixture of the two.
Use scenarios for such a system include, among others:
•

Detection of suicide bombers carrying improvised explosive devices (IED) in
belts or backpacks.

•

Detection of concealed guns and knives hidden under clothing.

•

Selective search for pyrotechnics at an entrance to a sports event.

•

Prevention of theft.

•

… and many others.

In this article, we concentrate on the results of testing the system’s ability to detect
different kinds of dielectric objects, including actual explosives.

2

DESCRIPTION OF THE SYSTEM

The human body is an almost perfect reflector of radio waves in the centimeter
wavelength range. Thus, in the “reflection” mode, the body and any conducting objects
on it are seen as a single strongly reflecting surface, with surfaces of conductors
extending forward in the direction of the system (see top left part of Fig. 1).
Dielectrics on the body are seen as two surfaces (bottom left part of Fig. 1). The first
air-dielectric surface extends towards the system. The second dielectric-body surface
appears to be “pressed” into the body due to the effectively increased path traveled by
the wave in any material with a larger-than-one dielectric constant.
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The system works as follows. An array of transmitting antennae operating in the
stepped frequency change mode sends very low-power non-focused radio waves
towards the targets (moving people). Several receiving antennae detect the reflected or
transmitted waves, and fast graphics processing units (GPUs) are used to reconstruct
the distribution of reflecting surfaces in the inspected volume. This distribution is then
automatically analyzed to find conducting and dielectric objects. Furthermore, the
dielectric constant (“epsilon”) of each found dielectric is automatically determined and
used to distinguish between low-density low-epsilon objects (like wallets with bank
cards and paper money) and higher-density higher-epsilon organic materials (such as
explosives). The final decision about the threat level associated with the found object is
based on several parameters: volume, shape, epsilon, as well as automatic data
quality and reliability estimations. The parameters of the analysis are adjustable
depending on what the system is actually looking for (e.g., suicide bombs or
pyrotechnics, or both). This multi-parameter analysis allows one to significantly reduce
the false alarm rate from non-threat objects.

Figure 1: Top left: In the “reflection” mode, the human body is seen as a single
reflecting surface. Bottom left: A dielectric is seen as two reflecting surfaces: airdielectric and dielectric-body. Right: In the “transmission” mode, the presence of a
dielectric leads to an apparent increase of the wave path.
The standoff detection distance depends on the system configuration: Currently, two
options are available: a “long-range” flat panel configuration with standoff detection
distance up to 10 meters, and a walk-through portal configuration with standoff
detection distance up to 4 meters in front of the portal.
In the portal configuration, an additional “transmission” mode of operation becomes
possible, which looks for the apparent increases of the paths of waves traveling
between portal sides due to presence of a dielectric when the person is exactly
between the two sides of the portal (see right part of Fig. 1).
We use “fuzzy” logic to automatically assign threat levels to any found objects. Every
“anomaly” found on body is checked against several scenarios, which may look like the
following:
•

“Find any concealed dielectric object other than a wallet” – for cases where the
person was instructed to present any such objects, e.g., pyrotechnics at the
entrance to a sports event.
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•

“Find any high-density object with volume larger than half a liter, except wallets
and medical devices (e.g., insulin pumps)” – at the entrances to critical
infrastructure.

•

“Find any concealed object, including metals and non-metals” – during standoff
inspection at a checkpoint.

Analysis is performed in real-time, currently at about 10 frames per second, and with
several people simultaneously moving within the inspected area.
Both “long-range” and portal versions of the system may be covered by thin dielectric
panels to look like, e.g., an advertising stand, so that inspection may be done covertly
where desired and allowed.
Work is under way to incorporate standoff metal detection into the decision making
chain. Metal detection is based on several algorithms, including gradient analysis and
cross-polarization measurements.

3
3.1

TEST AND TRIAL RESULTS
Evaluating performance

Different use scenarios require different balance between detection probability (PD) and
false alarm probability (PFA). Thus, the essential way to understand the performance of
the system is to look at the receiver operating characteristic (ROC) curve, which shows
how PD vs. PFA change when the detection threshold of some sort is varied (see
examples in Fig. 2).

Figure 2: Left: ROC curve for the “transmission” subsystem, where L is a varied
minimal object thickness to look for. Right: PD vs. PFA for the “reflection” and
“transmission” subsystems for thin (“summer”) and thick (“winter”) clothes.
In case of detecting dielectrics, the natural threshold is the minimal thickness of the
object which in principle may be considered by the system to be dangerous. The lower
this threshold, the likelier it is to detect the hidden threat (high PD), but also the likelier it
is to produce a false alarm.
The left part of Fig. 2 shows an example of the ROC curve for the “transmission”
subsystem of the portal, which detects dielectrics on the body at the moment when the
person is exactly between the two sides of the portal. The varied threshold L in this
case is the minimal characteristic size of the dielectric hidden on the body or in a
backpack. One can see that if the system looks for objects with characteristic size more
than 10 cm, the PD reaches almost 90 %, while the FA rate is still very close to zero.
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Another way to look on the system performance is to vary the detection conditions,
such as thickness and type of clothes. At the initial stage, the prototype systems relied
on optical stereo vision to identify the first surface of the hidden dielectric (air-dielectric
or cloths-dielectric). Thus, thick clothes introduced errors in determining the position of
this surface, which could not be exactly corrected by built-in algorithms. The effects of
the clothes thickness on the performance of the “reflection” and “transmission”
subsystems are shown on the right part of Fig. 2.
Carrying out full ROC analysis is quite time-consuming, since the same data have to be
reanalyzed many times with different threshold settings. That is why in the results
reported below we just set the threshold to achieve some target level of PD (usually
from 75 % to 90 %), and then look on the rate of false alarms. So, it must be always
kept in mind that the numbers reported below represent just one selected point on the
ROC curve, and actual values of PD and PFA may be tuned to some extent according to
the needs of the concrete application.
3.2

Trials in the Paris metro

The first version of the portal system was tested in the Paris metro as a part of the
NATO STANDEX project. The focus of the tests was to evaluate the real-time
performance while detecting explosives simulants (no actual explosives were allowed
on the site), including those containing no metallic parts and those covered with
“shrapnel” (see Fig. 3).

Figure 3: Example of simulants used in the trials: a block of PVC (left) and wax covered
with “shrapnel”, simulating a “suicide belt”.
The tests lasted for over a month, during which thousands of passes were made with
varying speeds and in groups of varying sizes.
Fig. 4 shows an example of the screen shot of the operator’s screen from one of such
passes, in which a group of five people were walking towards the long-range “panel”
system.

Figure 4: Screen shot of the operator’s screen showing a dense “pack” of people
walking towards the system during trials in the Paris metro. The rectangular frames are
automatically superimposed on the video stream to indicate the inspected targets (light
blue), benign objects (green) and threat objects (red).
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The three persons walking in the front row are all inspected at the same time as
separate “targets” (shown by large light blue bounding rectangles). The simulant
carried by the person walking on the right is automatically indicated as a red rectangle
with estimated volume and dielectric constant shown below it. Another object in the
front pocked of the same person is shown as a green rectangle, which means that the
system sees it, but assigns low threat level to it.
Detection rates and FA rates were determined for a wide variety of configurations,
including single people and groups of people walking with simulants and/or benign
objects in “suicide belts” and in backpacks.
3.3

Trials at an industrial facility

One of the important questions that arises when a detection system is used in crowded
environments is the number of false alarms (FA). A high FA rate can lead to serious
disruption of the normal traffic flow. If the total flow of people through the system is very
large, even with low FA rate the effect on normal operations may be considerable.

Figure 5: The portal system installed in the corridor near the entrance to the canteen.
In order to study the FA rate on real people, the portal system was installed in a
corridor of a factory and worked there for an extended period of time, inspecting
everybody who passed through it (Fig. 5). None of the factory personnel were expected
to have any explosives on them. Some people did not know that they were inspected,
although they were told about it, if they asked.
A total of about one thousand people passed through the system while it was
operating, wearing their usual everyday or working clothes and carrying whatever they
usually do in their hands (but, presumably, no bombs under clothes).
Periodically, one of the APSTEC personnel walked through the portal carrying some
standard simulant in order to check that the PD is in at the level above 90 % both for
reflection and transmission.
The FA rates found for the selected PD levels were 1.5 % for transmission subsystem,
and just under 5 % for reflection subsystem, with a vast majority of them coming from
people wearing thick winter clothes and work robes.
3.4

Trials at TNO

The portal system that had been tested in the Paris metro was upgraded and
demonstrated in March 2014 at the TNO site in Rijswijk, the Netherlands.
The primary objective of the trial was to obtain the system’s performance data against
real explosives in selected scenarios. These scenarios included: 1) explosives carried
on a body of the subject (runner) in a suicide belt; 2) explosives carried on a body of
the subject (runner) in a backpack.
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Samples

The following samples of explosives were used: C-4, Semtex10, AN, ANFO, and TNT.
Benign objects used to evaluate false alarm rate: clothes, bottles of water, scotch tape
roll, electronics.
3.4.2

Test protocol outline

Several people (“runners”) carried the test objects either in a model “suicide belt” or in
a backpack. For safety reasons, only TNO personnel was allowed to carry real
explosives, while benign objects were carried by either TNO and APSTEC personnel.

Figure 6: Left: A person walking with a “benign” backpack through the portal. Right: A
person with ANFO in a “suicide belt” configuration.
Typically, two males with a normal BMI between 20 and 25 were selected as runners.
The runners were walking with a regular speed of about 5 km/h performing circular
movements inside/outside of the detection zone. The speed was estimated, not
actually measured and recorded. The runners were carrying jackets (winter clothes)
covering the suicide belts and summer clothes (no jackets) for runs with backpacks
(Fig. 6). In the threat runs, one runner had real explosives on him, while the other
carried benign items, so that both detection probability (PD) and false alarm (PFA) rates
could be estimated from the data.
3.4.3

Results for “suicide belts”

For five types of real explosives packed into “suicide belts”, the detection rates (PD)
were between 82 % and 100 % for different explosives, while the FA rate was below
4 %.
The “reflection” technology generally produced better results for “suicide belts” than
“transmission”, since during the brief period when the person passes between the sides
of the portal and is inspected using “transmission” technology, the explosive may be
obstructed by moving hands.
The presented numbers came out as one of the possible compromises between PD and
PFA. No full ROC curve analysis was done in this trial.
3.4.4

Results for backpacks

For the same real explosives in backpacks, the detection rate was from 96 % to 100 %
with FA rate under 12 % (for the selected ROC curve settings). In case of backpacks,
the “transmission” technology gave better results than “reflection”, which is not
surprising since the explosive in a backpack is never obstructed when the person is
between the sides of the portal (where “transmission” approach works).
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Results of “blind” tests

“Blind” tests were arranged by independent observers from a US organization, who
were present at the trials. They conducted the “blind” test according to their own
preferences, with APSTEC staff having no knowledge of the content of the backpacks.
As it was revealed after the trial, two of the backpacks contained only benign objects (a
thick bundle of paper and laptop computer), and two backpacks contained both benign
(laptop) and threat (TNT) materials (see Fig. 7).

Figure 7: Four backpacks used in the “blind” tests: benign with laptop PC and a bundle
of paper in front or behind it; and “threat” with TNT sample and laptop in front and
behind it.
As before, “transmission” technology was clearly a winner when it comes to inspection
of backpacks, with PD ~ 86 % and just one FA in 60 runs.

4

PLANS AND FORESEEN USE SCENARIOS

Preparations are currently under way to test a new generation of the portal system at
an entrance to a European airport (see Fig. 8).
These tests, which will be conducted jointly with the airport’s security personnel, will
allow us to collect statistics about the actual FA rate in the field, and to investigate
different ways of handling the alarms, which should interfere as little as possible with
the normal operations of the airport. These results will be then used to scale operations
at larger mass transit systems.

Figure 8: Planned configuration of the system installed between two rotating doors and
diverting the suspects into a reinforced safety cabinet for further inspection.
The use scenarios for the system include:
•
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Security at mass-transit systems, where successful detection of both metallic
weapons and concealed non-metallic threats in crowded areas without affecting
passenger flow will serve as deterrent for terrorists.
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•

Security at critical infrastructure (airports, nuclear facilities, etc.), which currently
relies solely on manual search to find non-metallic threats hidden on the body.

•

Checkpoints, where standoff detection of non-metallic objects hidden under
clothes may be especially useful.

•

Smart selective search for pyrotechnics at sporting events, where the ability to
preselect search targets without affecting the normal flow of people may
significantly lower the burden of manual search, speed up security operations,
and improve visitors’ experience.

CONCLUSIONS

The new system based on active interrogation with centimeter-range radio waves is
capable of detecting metallic and dielectric objects hidden under clothes or in backpack
in real-time from standoff distances of up to 10 meters. It can automatically inspect
multiple moving people without interfering with the normal operations of the facility.
The system is safe for both health and materials, and can be, where desired and
allowed, installed covertly, so that the terrorist would not know that he is being
inspected and would not initiate the explosive device on the spot.
Different prototype systems have been tested at several locations, including a Paris
metro station, an industrial facility, and the TNO facility at Rijswijk (the Netherlands).
Tests have been done both with real military and industrial explosives, and with
simulants.
Results from these tests indicate that the system can automatically detect explosives in
real-time in crowded environments from standoff distance of several meters with high
probability and low false alarm rate.
Work is under way to incorporate standoff metal detection capability into the automatic
data analysis. An upgraded version of the system is soon to be tested at a European
airport.

6
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Abstract
Laser-based standoff detection methods are convenient to investigate
unknown/hazardous chemical or biological aerosol clouds at a safe distance in order to
trigger further counteractions if necessary. Classification and localization of such
clouds can be provided by laser-induced fluorescence (LIF).
At Lampoldshausen, the German Aerospace Center (DLR) operates a 135 m long laser
test range, where LIF measurements on aerosols, liquids, and solids can be performed.
Fluorescence light of test material, which is illuminated by a laser source with UV
wavelengths, is collected by a telescope and analyzed spectrally as well as timeresolved by means of a gated spectrograph.
LIF measurements on liquids and aerosols at a distance of 22 m show adequate
fluorescence signal strength with a good signal-to-noise ratio. The data analysis has
the ability to distinguish between biological and chemical material with a good
prediction confidence level.
Keywords: Aerosol detection, biological sensing and sensors, fluorescence, laserinduced, spectroscopy, ultraviolet, standoff detection, hazardous material detection.

1

INTRODUCTION

Several attacks in public of varying dimensions, like the disposal of the neurotoxin sarin
in a subway in Tokyo 1995 or the transmission of anthrax to American government
officials in 2001, show the importance of the ability to early detect chemical, biological,
and explosive (CBE) hazardous materials. But also unintentional release of such
material, e.g., industrial accidents caused by earthquakes or floods, may occur. The
final goal is to identify the substance(s), detect the position of its source, and survey
the cloud dimensions and movements at an early stage to trigger the right
counteractions and minimize the risk to the public and emergency services. Beside the
huge variety of CBE substances, their different physical states and ways of dispersion
and contamination further complicate the detection. Biological agents additionally bear
the risk of self-replication, which can lead to an exponential growth of the material. This
demands high detection sensitivity for low amounts of biological aerosol particles.
A fast and reliable detection of hazardous CBE material on a secure distance to the
risk area is provided by laser-based standoff detection methods. Laser-induced
fluorescence (LIF) is one of these methods and has the ability to map and classify
aerosol clouds. Even if LIF cannot always be used to identify the material, the
information of the location and the propagation of the aerosol cloud can be taken for
optimized positioning of point sensors, which may identify the suspected substance.
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LIF is a well understood technique. The substance itself is excited by a laser light
source and starts to emit radiation with a characteristic spectral and temporal behavior,
which allows a classification of the excited molecules. Because typical fluorescence
spectra have a broad spectral range, which may lead to ambiguous results, increasing
the dimensionality of the measurement data, for instance, by using more than one
excitation wavelength and/or performing time-resolved measurements, is applied ([1],
[2], [3]).
In order to apply LIF under real outdoor conditions, several additional effects need to
be taken into account. These include, e.g., interfering fluorescence spectra from natural
surroundings like pollen, dust, and diesel, which have to be considered in the
evaluation process. Furthermore, different weather conditions like rain, fog, and
background light from the sun also affect the propagation of the laser light. To be
flexible in choosing the operation area, the system has to be robust and portable. For
operation within public areas, the excitation wavelengths have to be limited to eye-safe
ranges, i.e., for fluorescence applications ideally below 400 nm ([4], [5]).
To satisfy these real outdoor conditions, all measurements were performed on a free
space optical test range. For a higher dimensionality of the measurement data, two
different UV excitation wavelengths at 280 nm and 355 nm where used, while timedependent fluorescence spectra of different chemical and biological substances (in
fluid and aerosol form) were captured by a gated intensified CCD (iCCD) camera. The
time-resolved measurements provide a measure for the corresponding fluorescence
lifetimes. After background correction, the resulting data is analyzed by pattern
recognition software, which leads to a first classification of the various compounds.
Following test measurements validate the prior results.
A new feature compared to prior projects is the time decay of the measurements, which
leads to an additional dimension in the dataset. Also the combination of the mentioned
excitation wavelengths is a unique feature of the system.

2
2.1

EXPERIMENTAL SETUP
Optical setup

Fig. 1 shows a schematic draft of the optical setup. In this system; two alternating
excitation wavelengths, 280 nm and 355 nm, with a pulse width of 7 ns and a pulse
energy of about 10 mJ, are used. The pulses originate from a neodymium-doped
yttrium aluminum garnet (Nd:YAG) laser with several frequency conversion units with a
repetition rate of 5 Hz for each wavelength. The fluorescence light is collected by a
Newton telescope with an optical diameter of 400 mm. A spectrograph with a grating
resolution below 1 nm analyzes the spectra in a wavelength range from 300 nm to
600 nm. Filters in front of the spectrograph block the laser light. Furthermore; a gated
iCCD camera records time-resolved spectra by shifting the gate delay at successive
laser pulses. This allows the system to get a measure for fluorescence lifetimes and
provides an additional data dimension for the discrimination of the substances.
Realistic outdoor conditions can be tested on the free space transmission test range at
a distance between 20 m and 135 m located at the German Aerospace Center (DLR)
at Lampoldshausen. For the reported measurements, the distance between the
laser/telescope composition and the samples is 22 m. Fig. 2 and Fig. 3 show pictures
of the optical setup and the transmission range, respectively.
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Figure 1: Schematic draft of the optical setup.

Figure 2: Picture of the optical setup.

2.2

Figure 3: Picture of the free transmission
range at night.

Data acquisition

The data acquisition system is controlled by a computer program developed using NI
LabVIEW® [6], which also manages the data pre-processing. The 10 Hz laser unit runs
independently from the data acquisition system and acts as a master trigger. It emits
alternatively 280 nm and 355 nm laser pulses. The 200 ns long iCCD camera gate is
triggered after every laser pulse with a successive increasing delay, which has an
additional offset depending on the sample distance. Furthermore, the camera is
triggered between the laser pulses to capture individual background corrections for
each spectrum. Fluctuations in the spectra, e.g.; caused by laser energy jitter, can be
corrected with a wavelength-independent fluorescence pulse integration by a
photomultiplier tube (PMT). The readout of the integrator is managed by a
microcontroller (µC). The microcontroller also gathers the current excitation wavelength
status. After data pre-processing, the data is sent to a remote system for analysis and
classification of the measured samples developed by LDI Innovation. Fig. 4 shows a
schematic draft of the data acquisition electronics.
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Figure 4: Schematic draft of the data acquisition electronics.

3

RESULTS

In order to test the capabilities of the LIF system, several different biological
substances like fungi, bacteria, vitamins, enzymes and aromatic amino acids were
measured in liquid and/or aerosolized form. As solvent, deionized water was used. To
simulate natural background material, hydrocarbons and plants like saffron and
dandelion were also measured. Because of the dependence of the substances on the
solvent, three different concentrations in the range from 3.75 µg to 3.0 mg per ml were
tested. Some substances are not completely soluble in water, which requires stirring
them during the measurement to keep the solution in a homogeneous state. To reduce
statistical effects, up to 100 single spectra were summed up. To prove the
reproducibility and to gather information about a potential alteration of the substance
during the illumination, multiple measurements per sample were performed. In addition,
before and after every measurement absorption spectra of the substances were
measured. Each of the following fluorescence spectra is corrected by the spectral
profile of all optical parts included in the system. Additionally, dark background spectra
have been subtracted from every spectrum which provides a zero point correction.
Fig. 5 and Fig. 6 show examples of measurements in two different conditions (liquid
and aerosolized). Fig. 5a and Fig. 5b show spectra of dissolved yeast in deionized
water with a concentration of 1 mg/ml, illuminated by excitation wavelengths of 280 nm
and 355 nm, respectively. The different colors represent spectra with different iCCD
camera gate delays. A comparison of both plots indicates the difference between the
emitted spectra with different excitation laser wavelengths (280 nm and 355 nm).
Fig. 6a and Fig. 6c show spectra of the amino acid tryptophan, suspended in deionized
water. Its spectra and fluorescence lifetimes differ from the features of yeast, which
demonstrates the possibility of discrimination. As an example for another way of
substance output, Fig. 6b and Fig. 6d show spectra of aerosolized tryptophan. The
aerosol spectra were measured with constant camera gate and show accordance with
the spectra of the suspension.
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Figure 5: LIF spectra of yeast, dissolved in deionized water with a concentration of
1 mg/ml. a) Excitation wavelength @ 280 nm, sum of 100 single spectra. b) Excitation
wavelength @ 355 nm, sum of 10 single spectra. In both cases, camera gate delays
were shifted from 0 ns to 45 ns with 3 ns steps (without offset).
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Figure 6: LIF spectra of the amino acid tryptophan, upper part @ 280 nm and lower part
@ 355 nm excitation wavelength. a), c) Suspension in deionized water with camera gate
delays from 0 ns to 39 ns and 3 ns steps (without offset), sum of 10 single spectra. b), d)
Aerosol, sum of 100 single spectra.
The additional measurement of fluorescence lifetimes can improve the discriminability
of the substances. But this method is limited by the laser pulse width (7 ns), which
should be smaller than the fluorescence lifetime. In Fig. 7, the fluorescence lifetimes of
two different substances (diesel and dandelion) are shown. The significant difference
between the fluorescence lifetimes of both substances increases their discriminability
additionally.
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Figure 7: Fluorescence lifetimes (black) with the corresponding errors (red) of a) diesel
and b) dandelion. Both measurements were performed with an excitation wavelength of
355 nm.

4

SPECTRAL CLASSIFICATION

The main objective of the spectral analysis is to develop an algorithmic system, which
has the ability to classify measured substances into disjoint classes. In this case, four
different classes were chosen: plant material, poly-aromatic hydrocarbons (PAHs), live
bacteria, and chemical aerosols. The first two classes represent natural background
agents, whereas the last two classes include the potential hazardous material. There
are different methods of classification, e.g., the principal component analysis (PCA)
which is implemented for instance by the Swedish Defence Research Agency (FOI) for
a project, described in [1]. In the current work, the spectral data is analyzed using a
structural extraction combined with statistical classification.
In the first step, several parasitic features like artificial spikes and Raman scattering
lines are filtered out of all spectra. Because of the high dimensionality (high amount of
spectral data points or features, respectively), which is not reasonable for machine
learning techniques, it is needed to break down the spectral data to a few significant
features. Statistical and structural methods, which are explained in [7], [8], and [9],
reduce the number of features by a factor of approximately 60 without losing
information about the spectra. The remaining features can be seen as data points of
the spectra, which represent specific spectral regions and can be used to reconstruct
the original spectra with good accordance. An excellent performance of such a
hyperspectral feature extraction was already shown in [10].
With these remaining features, a robust classifier can be created by applying the
method called “bootstrap aggregation” (bagging, [11]), which delivers additional
features for the classifier training set, when the experimental dataset is limited in size.
The goal is to generate a robust classifier out of many “weak”/”okay” classifiers. With
only one initial dataset (extracted features of, e.g., three measurements), bagging
allows to reproduce many replicas of this original dataset. Each replica is created
randomly by selecting N samples with replacement from the original data, where N is
the data size. This method produces new datasets which represent additional
imaginary measurements and can be used as training datasets for the weak classifiers.
The method grows a decision/classification tree model on each dataset, which slightly
differs from the others. The decisions (nodes of the tree) are based on the features of a
dataset and have binary answers. Each leaf of the decision tree represents a class
label. After the classifier training, the answer for this ensemble of datasets is created by
voting among all decision trees. Bagging improves the classification by combining the
answers of weak classifiers ([12]). For the implementation of the bagging algorithm, the
“Framework for Ensemble Learning” from the “Matlab Statistics Toolbox” ([13]) is used.
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The plot in Fig. 8 represents the clusters of the data in scaled coordinates, which are
calculated using the Matlab method “Proximities Matrix Multidimensional Scaling” ([13])
from the decision tree ensemble. The plot shows the high discrimination capabilities of
the algorithm. The prediction confidence level lies between 92 % and 98 %.

Figure 8: Plot of the measured samples. The axes represent two eigenvectors of the
proximity matrix (scaled coordinates). The clusters are divided into four classes:
chemical, biological, oil, and plant material.

5

CONCLUSION

To investigate the time-dependent fluorescence properties of a wide variety of chemical
and biological material by using the LIF technique under realistic outdoor conditions,
the substances were measured on a free space transmission test range in liquid and
aerosolized form. Time resolved measurements increase the data dimensionality,
compared to prior projects. For the excitation process, two different laser wavelengths
at 280 nm and 355 nm were used, which is a unique feature of the system. Afterwards,
the spectral data is pre-processed and analyzed by pattern recognition software. The
data analysis is based on a feature extraction from the spectra, followed by a bootstrap
aggregation method to add new imaginary measurement data to the experimental data
for better statistics. With these dataset replicas, weak classifiers are trained and
combined to a robust classifier, which shows a good prediction confidence level. Thus,
LIF is a promising standoff measurement method for first classification of hazardous
substances and provides information for subsequent identification techniques and
counteractions.
As an outlook, we plan to enlarge the list of substances to consolidate the prediction
power of the pattern recognition system. More substances also bring the advantage to
expand the number of classes and define sub-classes, in order to differentiate between
various living organisms.
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Abstract
Tougher security requirements and an increasing number of terror attacks have led to
rapid advances in the field of explosive detection in the past few years. For the
detection of explosives and explosive devices, many different techniques, based on a
wide range of different physical principles and designed for a wide variety of different
scenarios, have been developed. However, at present, common test methodologies
and standardized test set-ups to evaluate and compare different detection systems are
only available in aviation security.
Keywords: Harmonization, certification, explosive detection.

1

CURRENT SITUATION WITHIN THE SECURITY TESTING AND
CERTIFICATION AREA

Explosives detection systems are used in a wide variety of security scenarios where
the threat of attacks – notably terrorist – involving the use of explosives is perceived.
There is a big choice of equipment based on quite a few different technologies and with
widely different concepts of operation. Examples of equipment include portals, standoff devices and trace detection equipment; application areas include police work,
access control to high-risk facilities, border control, securing large public events, and
related fields like customs controls and forensics.

1.1

Testing and certification within civil aviation

The largest installed regime is found in aviation security and until now aviation is the
only regulated sector in this regard. Aviation scenarios include checkpoint control for
passengers and carry-on luggage, checked-luggage and air-cargo. Consequently,
aviation security holds the most matured framework for performance requirements, test
and evaluation and performance control. This includes well-tested definitions of
performance requirements such as detection rates, false alarm rates, defined
standards and common test methodologies specific to the system types and limited to
a certain scenario. Still there are some drawbacks existing in this well-evaluated area.
The primary testing regime within the aviation area is focused on the performance
evaluation of an isolated component rather than to determine additional information
related to operational information such as throughput, cost, and minimum required
number of personnel in operation, passenger acceptance etc. or the implementation of
one unique component into a chain of various security systems (system level). All
these additional pieces of information require follow-up trials by the national authorities
or by the end-users (e.g., airports or security service companies). On top of all this
effort, very often additional evaluation trials are claimed from the security system
manufacturers by the national authorities caused by the fact that security is still the
national competence of each EU member state. The future aim is to start the
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harmonization process of security equipment testing and in parallel widen the scope
from a simple isolated performance test of one component to a system level approach
(FP7 XP-DITE: www.xp-dite.eu). The consequence will be to the benefit of all
participating stakeholders. The security system manufacturer will face a defragmented
market and be able to sell a once tested system throughout whole Europe. The
regulators and security authorities will get more detailed information about the system
level security that enables a more flexible use of combined security equipment
(keywords: unpredictability in use, option to react more flexible on new emerging
threats and making use of the option to adjust the overall level of security to a certain
situation (risk based approach)). Further harmonization is also intended to be achieved
across the European borders in particular with the US to reach a level of mutual
acceptance of the security test regimes.

1.2

Testing and certification outside aviation

The situation of explosives detection products in other non-aviation areas is very
different and even worse. Only in few areas some voluntary standards exist, different in
different countries. Since the results of the performance tests within the aviation
security are exclusively linked to special scenarios (e.g., passenger control within
checkpoints) makes it almost impossible to transfer them to a different application (e.g.,
entry control to rock concert). Even though most of the expected threats will not change
much, the highly adapted security components will face a totally different spectrum of
benign items which may lead to a catastrophically high false alarm rate and
subsequently to an operational nightmare. Therefore, an innovated holistic approach of
generic scenarios shall be applied that gives the opportunity of testing particular
security equipment for more than only one application. Taking this into account outside
the well-regulated aviation security area, public acceptance of security measures
tremendously gains in importance. This and other performance areas such as ethical
issues etc. are currently out of scope of component-based performance testing and
should well be included in future. The first steps have already been made on EU level
by the commission in form of giving out the mandate to EU-wide standardization bodies
(CEN) as well as to set up several research projects (e.g., HECTOS) to find a solution
for transferring and merging current existing security testing methodologies into a
harmonized and mutual accepted standardized test regime. The main goal and also the
main obstacle that can be foreseen is to implement security-related test methods that
include some confidential or even secret parts into a standard procedure that by nature
is completely open and unclassified. In parallel to the EU approach, also German
national research programs have been launched focusing on more specific areas of
standardization, e.g., EVADEX (focused on standardization of explosive trace detection
systems) hoping that this will speed up the progress to faster achieve a results tailored
to the needs of the involved end-users (e.g., Federal Police).

2

FRAUNHOFER ICT – SECURITY TESTING ACTIVITIES

In cooperation with the German Federal Police, the Fraunhofer ICT established the
National Test Center for the Evaluation of Explosives Detection Systems.
Commissioned by the European Civil Aviation Conference (ECAC), we test and certify
the detection systems used in European airports. In the context of a European
collaboration, the Fraunhofer ICT played a significant role in developing the
standardized testing method, in particular the security concept and stability
investigations into liquid explosives. The Fraunhofer ICT also offers OEMs of
explosives detection systems the possibility to conduct private measurement series
using tailored testing scenarios, in which the basic parameters of various explosives
can be measured
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Abstract
It has been said that most terrorist attacks in the recent past failed due to intelligence
rather than to physical screenings. However, obtainment and analysis of such data
forms a major challenge for aviation supply chains, e.g., due to the high number of
involved actors as well as different transport modalities used during pre-carriage. Big
data has become a broadly discussed concept that aims at integrating and analyzing
large data sets from different sources, commonly representing a variety of data
structures and formats. Big data is a promising approach to support risk-based threat
detection for aviation supply chains. Supply chain visibility will be increased so that the
movement and handling of cargo can be traced and abnormal patterns of operation can
be identified in an efficient and effective manner. The paper will examine the concepts
of big data and how they relate to the challenges in aviation supply chain security.
Keywords: Supply chain security, aviation, air freight, big data.

1

INTRODUCTION

Aviation security is a topic of outstanding importance as any terroristic interference
during a flight will very likely result in the loss of many lives. For this reason and its
inherent symbolic value, these incidents receive wider attention than attacks on road,
rail, or ship transport and are therefore more appealing to terrorists. Although 9/11 was
of unparalleled cruelty and harm, plane bombings occurred before, e.g., the Lockerbie
bombing of 1988, and have been attempted since, e.g., in 2010 using toner cartridges.
The latter example shows that not only passenger flights are targeted at. Apart from
terrorism, theft and smuggling are also security problems, though less harmful for
society and of more economic relevance. For over a decade, governments,
businesses, and researchers have been working on new and better regulations,
technologies, and concepts to strengthen overall aviation security. A rate of 100 %
screenings of all consignments in airport facilities would theoretically be a major
building block of aviation security but seems neither cost-effective nor logistically
feasible. Also, certificates for consignors and logistics service providers cannot be the
sole solution as they go along with considerable investments hindering the broad
adoption of this concept, besides other reasons such as certifications granted by third
countries. A solution is a risk-based approach to cargo screening. Risk-based means
that certain criteria are evaluated to decide about the threat level, thus limiting
screenings to high-risk items. Obviously, the more is known about a specific
consignment, the better its risk can be assessed. Today, customs conduct denied party
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screenings and look for patterns, e.g., certain routes. Until recently, the types and
amounts of data that could be processed in an acceptable time for risk assessment
was limited. With the advance of databases that can process a huge variety of data in
near real-time, new possibilities open up. In the following, the potential of these
database technologies and concepts, commonly referred to as big data, is briefly
reviewed in the context of aviation security and will lead to the proposition of further
research.

1.1

Aviation supply chain

The aviation supply chain accounts for the least amount of goods transported
worldwide (about 2 %), but the value of these goods represents about one third of
global trade. Consequently, transports by plane have to be very efficient to minimize
the time these high-value goods are en route. Many companies have adjusted their
inventory levels accordingly and rely on timely, even just-in-time deliveries. The time
savings that can be achieved using air cargo outweigh the high costs in many cases by
far, e.g., for expensive electronic products that arrive in Europe from Asia within one or
two days instead of five to six weeks it would take to transport them by ship. At the
same time, the high value of these goods necessitates that they are protected against
theft. Even more important from a security point of view is that air freight is transported
not exclusively by cargo planes, but that almost every passenger plane carries a
certain amount of cargo. In that sense, aviation supply chains are structurally very
different from other modes of transport. A further distinctive structural factor is the
network’s density: The 21 biggest airports worldwide handle 50 % of all cargo [1]. The
main leg of an aviation supply chain is the airborne transport which might consist of
one or more flights. Before that, pre-carriage might be arbitrarily complex but results in
the delivery of the consignment at the airport of departure. If the shipper holds a
respective certification, their consignments are considered secure and are not subject
to the standard security screening procedures. Otherwise, a regulated agent, e.g., a
certified logistics service provider, must conduct a security screening before the
consignment is loaded into the aircraft. As was discussed, in most commercial
relationships, goods are moved through a wide range of intermediary and agency
services used to enable the transaction. The structure and configuration of the supply
chain can vary from one transaction to the next. Adding to this complexity,
intermediaries are likely to further subcontract specific tasks to specialists, which are
not always completely clear as to how they operate. These unique characteristics are
important considerations when addressing air cargo security needs.

1.2

Big data

The topic of big data was kick-started in 2011 when McKinsey famously coined big
data “[t]he next frontier for innovation, competition, and productivity” in a research
report [2]. No commonly accepted definition has emerged yet, but usually the so-called
three or four “V’s” are a starting point. Volume is a first indicator as the name already
suggests datasets of significant size. The constant advancement of technology which
makes it possible to handle datasets of ever increasing sizes does not allow for a fixed
size that marks the beginning of “big data”. Currently, a size at least in the terabytes
(1012 bytes or 1000 GB) range is considered necessary, but not sufficient. The second
indicator is variety. It primarily indicates that the number of data sources increases and
that many new and different forms of data have appeared from which information can
be extracted. Today, data does not only take the form of structured data such as
transactional data, but also semi-structured data in the form of geographical maps or
Wikipedia entries as well as typically unstructured data such as social media content
on Twitter or Facebook. Semi- or unstructured data pose a significant challenge to
analysts as they do not fit into the traditional structured relational data warehouses.
Thirdly, velocity refers to both the (increasing) speed of data generation, as well its
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transmission and analysis. For many applications, the possibility to analyze data in real
time and integrate these findings into ongoing business processes and decision
support systems is even more important than the vast volume of data under
consideration. For time-critical processes such as risk analysis, data have to be
analyzed in real time for the organization to utilize the small time window for
intervention in case of malicious activities. Last, some authors also claim a fourth “V”:
veracity. Veracity addresses the uncertainty about the accuracy and truthfulness of
particular kinds of data. Organizations must learn to deal with such uncertainties in
order to detect and consider them in the context of their analyses. Possible means to
reduce uncertainty include the integration of additional data (sources) as well as
mathematical approaches. Numerous reports have been published recently that
highlight the potential of big data, e.g., for efficient supply chains and new business
models [2], but a dedicated look at security is missing. Nonetheless, big data for supply
chain and border security has been discussed, e.g., [4, 5]. Most notably, Brian Legan,
vice president for Justice and Homeland Security of consultancy Booz Allen Hamilton is
quoted saying: “If you can use big data and fuse it in an intelligent way you are
improving the signal to noise ratio, focusing on more legitimate threats” [6].

2

CHALLENGES AND RESPONSES

Aviation in general is exposed to a multitude of threats, and many different institutions
worldwide seek to remedy them. These efforts have been commenced after the
paradigm shift in 2001, setting the focus on security instead of trade facilitation, and
were boosted by the 2010 toner-cartridge incident. Most recently, it was realized that
aviation security must be dealt with in a holistic manner and that airborne transport
cannot be singled out and improved out of context, both in terms of security and
efficiency. In 2011, Amendment 12 to Annex 17 of the Convention on International Civil
Aviation was adopted and requires each member state to establish a supply chain
security process: “This provides for security being applied not just at the airport, but
through the entire multi-modal transport system that takes that cargo from the factory to
the airport and then on to its end-user” [7]. In spite of these advances, also the threat
scenarios keep evolving and adversaries are checking for vulnerabilities.

2.1

Threats

In supply chain security, three general types of threats are distinguished: theft,
smuggling, and terrorism. The first two types might be subsumed under the concept of
business crime. The characteristics of the threats of these two types are very different.
Acts of terrorism are rare: the RAND Database of Worldwide Terrorism Incidents lists
821 incidents targeted at airports and airlines between 1968 and 2009, i.e., an average
of about 20 incidents per year. When keeping in mind that the aviation environment in
1968 was totally different compared to the one of 2009, it is obvious that the data on
past incidents is in no way sufficient to derive any insights on future attacks. Therefore,
terroristic activities are hard to predict and resemble “black swans”, i.e., highly
disruptive events that, before they happened, lay outside the expectancy range.
Examples of crime types in aviation security are hijackings and bombings. Opposed to
that, business crime usually is better predictable. Illicit supply chains that engage in
different unlawful businesses, e.g., theft of cargo or distribution of counterfeit goods (for
a full list cf. [8]) are organized quite similarly to legitimate supply chains except for
peculiarities that stem from the inherent violation of the law that necessitates them to
operate in the underground and conceal their activities. This makes it difficult to
interrelate cargo items, e.g., if “smart criminals” move parts of dangerous goods in
different cargo loads and/or through different security check-point lanes. In addition,
due to the growing complexity of transportation networks, the true point of origin can be
obscured [9]. All these crimes were often seen as separate from cyber-crimes which
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were supposed to be mostly the stealing of intellectual property or customer data. This
may no longer be justified in the future as the physical and the cyber world become
increasingly intertwined. In 2013, drug traffickers joined forces with hackers in order to
locate containers in the port of Antwerp which were used for smuggling drugs.
Therefore, data from the physical and the cyber world need to be treated in a uniform
manner that provides even more alignment between them.

2.2

Review of regulations and projects

To counter the aforementioned threats, different actors have devised solutions. New
and stricter regulations have been issued by authorities, and researchers have started
projects to investigate new and advanced approaches to make air freight more secure.
A thorough discussion of these activities is beyond the scope of this paper, but some
developments with regard to big data will be outlined in the following. Aviation
regulations are defined by the ICAO (International Civil Aviation Organization), a United
Nations Specialized Agency. Usually all countries then transfer these to national law.
Since 9/11, some countries, most notably the US and the EU, have implemented
stricter security regulations. A major strategy is to establish pre-arrival and predeparture electronic declarations to enable advance automated risk assessment, e.g.,
as defined in Regulation 648/2005 of the EU: “In order to allow for appropriate riskbased controls, it is necessary to establish the requirement of pre-arrival or predeparture information for all goods brought into or out of the customs territory of the
Community, except for goods passing through by air or ship without a stop within this
territory.” In addition, security concepts such as the known consignor or the regulated
agent have been created and information on both is provided in a database. The US
traditionally sponsors aviation security projects, e.g., the TSA Advanced Surveillance
Program, and the interest has shifted to big data as a capability to utilize data for
security. The EU has also sponsored a number of aviation security research projects.
Many of them make new data accessible. EUROSKY (Single European Secure Aircargo Space) develops information management concepts to provide data from
different sources as an on-demand service. TASS (Total Airport Security System) aims
at real-time situational awareness at airports, integrating a wide variety of data sources
and types. EURIDICE (European inter-disciplinary research on intelligent cargo for
efficient, safe and environment-friendly logistics) delves into the topic of intelligent
cargo and the impacts on cargo information services. CASSANDRA (Common
assessment and analysis of risk in global supply chains) aims at increasing security
through visibility for container transport, i.e., often the pre-carriage of air transport.
SNIFFER (Sensory devices network for food supply chain security) uses distributed
detection devices for the security of the food supply chain. In addition, there are many
more projects on national levels, e.g., SiLuFra (Secure Air Freight) in Germany. Last,
there are some projects that are not directly related to the aviation supply chain but
which might still regarded as potential data sources, e.g. HANDHOLD, (HANDHeld
OLfactory Detector) which develops sensors for the detection of chemical, biological,
radiological, nuclear, and explosive substances. However, an overall data strategy is
missing. This strategy should describe what data exists along the aviation supply chain,
who may access it and for what purposes, and how a compliant integration of that data
with the aim of strengthening security could be achieved. While the data is to a large
extent already existing, the overall architecture for sharing and analyzing it is not in
place [4].

3

THE POTENTIAL OF BIG DATA

It has been said that it was information – or, simply luck – instead of screening
technologies that has thwarted terrorist attacks in the last years: “Virtually every
successful deterrence of a terrorist attack in the past 15 years came about through
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credible intelligence and plain luck, not from technological detection – clearly the focus
on technologies is misplaced“ [10]. This does not imply that physical detection is futile,
but it stresses the importance of comprehensive, timely and reliable information on
supply chain actors, shipments, movements and so forth in order to be able to focus
resources on the right shipments. When setting these requirements in relation to the
offerings of big data, i.e., the “V’s”, it is apparent that it can help pushing risk
identification further upstream, making screening a well-prepared last line of defense.

3.1

Benefits of big data for aviation supply chain security

In the following, the benefits of big data for aviation supply chain security are examined
in more detail. It follows the structure of three types of analysis that are common in
business analytics. They are summarized in Fig. 1.

Figure 1: Types of data analytics.
Descriptive analytics answers the question “what happened?” It is mostly based on
data that was collected prior to the current point in time. This data is available as a
batch. Predictive analytics aims at analyzing data, often in the form of streams, in near
real-time in order to forecast what is likely to happen. Prescriptive analytics is the most
advanced type and attempts to give recommendations to achieve a desired outcome
using business rules, optimization and simulation models etc. Analytics based on batch
data run in jobs that allow for a thorough analysis of interdependencies and patterns
but are computationally very intensive. Analytics based on stream data run significantly
faster and can recognize currently ongoing patterns.
3.1.1

Descriptive analysis

Batch data lays the foundation for pattern learning. For this purpose, all available data
has to be integrated. A key aspect that distinguishes big data from “traditional” data is
its variety and the versatility of its sources, typically classified as structured, semistructured or unstructured data. Structured data is data that adheres to a defined data
scheme (e.g., relational databases or spreadsheets), which makes it easy to process
automatically. Sensors and RFID tags are prominent sources of structured data. Semistructured data does not conform to data schemes and can therefore not be processed
by databases as easily, but it still features tags and other markers, e.g., semicolons, to
separate elements and enable their analysis. Unstructured data typically does not fit
into fixed database fields and also does not contain markers that would allow to
process and store them accordingly. In addition, a distinction is commonly made
between data that is generated by the organization itself or data that is sourced from
outside. This differentiation is relevant because the origin of data has direct
implications on its validity, possible procurement cost, and its compatibility. Thus, while
external data sources can be very useful to complement internal information in order to
derive a comprehensive overview, their source must be trustworthy and the data of
good quality. It is estimated that about 50 % of data used in companies’ big data
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initiatives is structured, 25 % semi-structured, and another 25 % unstructured.
Regarding their origin, about two thirds of data comes from inside the organization and
about one third of data sourced from outside. Examples of all combinations are
intelligence reports (unstructured/internal), social media (unstructured/external), RFID
(structured/internal), and credit ratings (structured/external). Via the data integration
capabilities of big data, a lot of data that previously resided in different databases and
could not be queried simultaneously is now set in context and provides a more detailed
view on the supply chain. While there is only minor innovation in integrating structured
data sources, the benefit of contributing the knowledge residing in reports, audiovisual
data, and online information, i.e., open-source intelligence (OSINT), is huge. Examples
of reports are those by supranational bodies (e.g., Interpol), governments, the military
(e.g., NATO), and commercial offerings (e.g., FreightWatch, CargoNet). An example of
audiovisual data is surveillance footage. Finally, examples of online information are
web sites dedicated to crime mapping. The list is not exhaustive and can be extended
to other forms of intelligence (cf. [11]).Based on this data, complex relationships and
patterns can be detected to find out about network structures of terrorists and illicit
supply chains, their organizational structure, timing, etc.
3.1.2

Predictive analysis

Real-time data is used for pattern recognition. For this purpose, data is observed, e.g.,
air waybills, sensors, and other intelligence. Based on learned patterns, risk analysis
can be conducted for ongoing activities. For reliable situation awareness, semantic
analysis is an important use case of big data. Very often, data from different sources
will not match exactly, e.g., because of different transcriptions of names and places
that are written in non-Latin alphabets [5]. Another important aspect is the combination
of different data sources to support “veracity”, e.g., reducing false alarms by confirming
the truthfulness of data. Yet, it must be kept in mind that predictive analysis cannot
conclude outside known patterns or defined rules. Although big data tools are often
marketed as “miraculous”, they are only as good as the data they work on and the skills
of the data analyst. Regarding actual application, Hintsa et al. (2011) presented a list of
high-risk indicators, grouped by supply chain actors or stages [8]. Their occurrence is
known to correlate with malicious activities. As such, they do not originate from pattern
learning, but from experience. It can be expected that many more and potentially more
complex patterns will emerge from the pattern learning process. A subset is discussed
in Tab. 1 along with potential “big data” data sources. Note that not all previously
discussed types of data sources are used. This might be an indicator that the list of
high-risk indicators can be extended.
Supply chain
actor/stage

Exemplary High-Risk Indicator

Potential Data Sources

Shipper

Shipper information cannot be found from
commercial registers or from the Internet

Websites, Board of Trade
databases, official publications
(e.g., Federal Register)

Commodity

Common materials which may be used for
concealment purposes: e.g., sugar, coffee and
auto parts

Customs reports

Carrier

Specific crew associated with organized crime

Crew schedules, crime records

Country of origin

Not known as a source country for a given
commodity

CIA World Factbook, Wikipedia

Routing and
transshipments

Unusual or not cost-effective routing

Shipping documents, Track&Trace
databases, Tariff databases

Container

Cargo type does not match with the container
type or with the total weight of the container

Transactional data

Importer

Bad solvency

Balance sheets

Table 1: High-risk indicators and potential data sources.
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Prescriptive analysis

Prescriptive analysis is by far not as mature as the two other types presented before.
The 2013 Gartner hype cycle classifies it as an “Innovation Trigger” that will take
another five to ten years before it reaches the “Plateau of Productivity”. Future use
cases might comprise proposing the best route for deliveries, updated in real-time
given current conditions, past performance data, and expected workload. Its methods
could facilitate trade and reconcile security measures with operational efficiency.

3.2

Operational efficiency

Big data is able to increase visibility and transparency along the aviation supply chain,
therefore promoting predictability. Consequently, shippers and logistics operators
receive realistic estimates telling which shipments might miss flights so that alternative
routes can be planned and customers informed. It was noted that in supply chains
building compliance capabilities for CTPAT and FAST regulations and knowledge of
risk levels allowed organizations to free resources and capabilities from areas of low
concern and to allocate them in those of higher concerns [12]. Big data from a strategic
viewpoint may also be seen as a system for searching and allocating security
resources and capabilities. Taking from the experience in compliance with security
regulations, the aviation security chain may require stakeholders to collaborate in a
networked way to dynamically move such freed security resources across
stakeholders’ boundaries, and the framework for such a strategy could well be
facilitated by big data capabilities.

3.3

Adversary perspective

The obvious assumption about the perspective when discussing big data for supply
chain security is that the defender’s perspective is taken. As a consequence,
commonly discussed data sets are sender and receiver names and addresses, goods
declarations, carriers, value, size, volume, etc. The aim is to gather as much data as
possible about the shipment and associated actors and then gain insights, e.g., decide
about the shipment’s risk. However, the actor conducting this risk assessment can be
the subject of investigation himself, i.e., seen from the perspective of an attacker. This
perspective is no less important: “[…] transnational smugglers are astute at gathering
information and counter-intelligence regarding operational routines of customs and
border patrols in order to gain knowledge of transportation flow patterns and calculate
the optimal timing of border crossing” [13]. Therefore, it is equally important not only to
know what data can be collected but also what data is emitted and might be used to
circumvent security measures.

3.4

Challenges

The implementation of a big-data-driven aviation supply chain still has a lot of
challenges that need to be overcome. This encompasses privacy concerns, legal
regulations, and compliance guidelines on the collection, storage, and analysis of data
as well as operational obstacles like data exchanges capabilities. The ethical
discussion is equally important, and the potential for misuse must be examined. This
includes data theft as the huge amount of integrated information is of great interest also
to criminals. Last, benefit uncertainty exists like for all security investments, and strong
coupling with efficiency programs must be made to convince businesses.

4

OUTLOOK

In theory, there is certainly potential for using big data as a means to strengthen
security in the aviation supply chain. The next steps must now focus on the mapping of
the aviation supply chain including all processes, IT systems, and data elements.
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Based on this model, and enriched with the results of related research projects, a
holistic data strategy must be devised that aligns with security programs, leading to an
“Aviation Security Management Digital Ecosystem”.
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Abstract
The paper investigates the integration of context information in maritime traffic
monitoring systems. Enhanced monitoring performance has been achieved in critical
operational conditions (lack of sensor measurements) and scenarios with dense vessel
traffic. Specifically, the accuracy in the compilation of the traffic picture largely benefits
from route prediction algorithms that exploit the available context information such as
coastline and sea lanes. The idea of route prediction is to obtain an estimate of the
vessel position after a long time interval under the influence of intrinsic (e.g., vessel
motion characteristics) and external parameters (e.g., perturbing factors due to the
environment). This can be used to support the compilation of the traffic picture and
detect anomalous kinds of behaviors of the vessels. In this paper, an overview of the
Route Propagation Module (RPM), developed for the EU-FP7-funded project
NEREIDS, is presented. The module addresses the problem of tracking maneuvering
vessels for long time intervals, in which no new information (reports) on the vessel
state is received. For track maintenance purposes, the RPM algorithms exploit a priori
information such as the knowledge of maritime traffic patterns, sea lanes, and the
bathymetry of the monitored area of interest. The capabilities of this context-aided
technique are assessed for realistic scenarios that include typical vessel maneuvers.
The results on real data show that the use of the a priori information yields
improvements in the accuracy of the predicted vessel position.
Keywords: Maritime surveillance, traffic monitoring, context-aided tracking, knowledge
bases, particle filter, route prediction, non-linear Bayesian estimation, NEREIDS
project.

1

INTRODUCTION

In this paper, the Route Propagation Module (RPM) is presented. It has been
developed within the EU-FP7-funded project NEREIDS [1] and it is conceived as plugin in the general NEREIDS toolbox. The RPM main objective is to identify the most
likely locations where vessels might be in the future within a given scenario. This could
be required for two main reasons: (i) The information about the vessels (e.g., current
track estimates) is not available anymore (i.e., track drop, sensor coverage/data
transmission problems, etc.), but it is necessary to get the vessels’ state estimate after
a given time period, and (ii) even when the information is available, there is the need to
compare the actual vessel behavior with the results of the RPM estimation process for
monitoring purposes (e.g., anomaly detection).
Specifically, the vessels’ position predictions are provided at time instants (t + ΔT)
much larger than 1 hour, after having received the vessels’ state at time t. This puts the
RPM algorithms somehow in between level 1 and level 2 of the Joint Directors of
Laboratories’ (JDL) model for data fusion ([2]). From one side, the RPM performs the
prediction step of JDL level 1 tracking algorithms, but the time interval is definitely
larger with respect to the ones adopted in JDL level 1. Since no further information
contributes to the track estimates update during ΔT, the uncertainty of the estimation
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process largely increases with respect to the conventional JDL level 1 techniques. On
the other hand, the RPM might be seen as predicting the “intent” of a tracked target,
which falls into category 2 of the JDL model. Sample solutions for “extended track
prediction” are based on deterministic motion models, preferred routes and non-linear
filtering techniques ([3], [4] and [5]). The algorithm developed for the RPM belongs to
the latter class ([6]) whereas it innovatively relies on a priori knowledge information,
such as coastlines, bathymetry, preferred routes, ship characteristics, planned journey,
etc. in order to reduce the uncertainty in the estimation process.
The paper is structured as follows: Section 2 summarizes the RPM main functionalities
and presents its general architecture; Section 3 reports on the high-level description of
the tracking techniques supporting the module; Section 4 describes the real maritime
scenarios for testing purposes and the achieved results. Finally, conclusions are given
in Section 5.

2

RPM FUNCTIONALITIES AND ARCHITECTURE

The RPM functionalities are summarized as in Tab. 1.
Functionality ID

Description

RPM_FUN_10

Forward prediction of a single ship position over a configurable long time interval
(ΔT), as requested by the user

RPM_FUN_20

Implementation of forward prediction through sequential non-linear filter technique
based on particle filtering

RPM_FUN_30

Exploitation of available a priori knowledge information for enhancing the vessel
position estimation after long time interval (ΔT)

RPM_FUN_40

RPM activation only for tracks with a minimum temporal duration (e.g., 2 hours of
updates)

RPM_FUN_50

Use as input the information (kinematics and ancillary) in the tracks reports
provided by the NEREIDS Data Fusion Module

RPM_FUN_60

Use as input the identification number (Track_ID) of a specific track for the
prediction

RPM_FUN_70

Use as input the time interval ΔT for the extended track prediction

RPM_FUN_80

Use as input the a priori geographic information on the scenario characteristics
(e.g. dimensions, boundaries, etc.)

RPM_FUN_90

Use as input the a priori geographic information on the coastline – if available

RPM_FUN_100

Use as input the a priori geographic information on the bathymetry – if available

RPM_FUN_110

Use as input the a priori information on the traffic density maps based on historical
data – if available

RPM_FUN_120

Use as input the a priori geographic information on the maritime traffic patterns – if
available

RPM_FUN_130

Provide as output a geographic map reporting the level of confidence for
assessing the presence of a specific target in a geographic cell

RPM_FUN_140

Potential input to a sensor simulator SW in support to (i) resource management
and (ii) sensor deployment planning

Table 1: RPM functionalities.
The RPM block diagram is depicted in Fig. 1, where the inputs/output and the main
building blocks are clearly identified. Their high-level description is provided in the
following subsections, with a reference to the techniques (e.g., knowledge-based
particle filter) that have been selected for the implementation of the RPM
functionalities.
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Figure 1: RPM logical block diagram.

2.1

Inputs

The RPM input data consist of knowledge base (KB) elements and track reports.
The first type of input (i.e., context-based) is in the form of raster/vector layers or
structures containing relevant information about the area of interest (AoI). Specifically,
the characteristics of the scenario, the shape of the coast, the bathymetry, the vessel
traffic density and the maritime traffic patterns are fundamental for the main task of the
RPM, which is the execution of extended track prediction in case of lack of sensor
measurements. An example of the context information exploited by the RPM is
illustrated in Fig. 2.

Figure 2: RPM inputs – knowledge base elements.
Specifically, the large amount of information contained in the traffic patterns plays a key
role in the prediction process. Generally, they are complex structures derived through a
methodology based on a set of classes progressively shaped by kinds of vessel objects
behavior [7]. For the specific case of the RPM, only a subset of characteristics is taken
into account per each maritime pattern. It includes the pattern direction, the average
course over ground (COG) and the average speed over ground (SOG) of the vessels
contributing to the pattern, and the identification number of the ships that follow the
pattern. This leads to a simplified maritime traffic pattern network, a graph the nodes of
which (waypoints) and edges (sea lanes described by linear objects) have specific
properties.
As the track reports are concerned, they contain the measurements provided by the
sensors usually involved in the maritime surveillance, such as the Terrestrial and/or
Satellite Automatic Identification System (T-AIS or S-AIS), Long Range Identification
and Tracking (LRIT) and Vessel Monitoring System (VMS). They can also be provided
in terms of augmented state vectors describing a track (e.g., as result of a conventional
tracker for coastal radars, as Vessel Traffic Service – VTS – output).
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Output

Output data consists of georeferenced maps containing the confidence level
(probability) for a vessel being at position (x, y) at time t. The maps take the shape of
raster images, where each pixel identifies the vessel location probability.

2.3

RPM block diagram

The block diagram in Fig. 1 shows the main components of the RPM. Specifically,
three blocks are devoted to the input ingestion. The Scenario Ingestion Module
manages the a priori geographic information on the AoI, coastline, bathymetry, and the
additional information of the traffic density. The Maritime Traffic Patterns Ingestion
Module is in charge of the maritime traffic patterns extrapolation, whereas the Track
Ingestion Module deals with the state vectors (i.e., target track) of the vessel for which
the user is interested in performing the extended prediction. These modules interpret
the input data and rearrange them in specific structures for further processing. The
Processing Definition Module is used for the definition of processing parameters
(e.g., the identification number of the fused track for which the RPM output should be
provided and the processing duration). The Extended Track Prediction Module
represents the core module of the RPM. It implements the forward prediction of the
maritime traffic picture through a sequential non-linear filtering based on a particle filter
(RPM_FUN_20). It is to be stressed that the extended tracker module exploits the a
priori knowledge (RPM_FUN_30) listed before. As demonstrated in [6] and [8], this
context information allows improving the estimation accuracy in target positioning. The
module outputs are the confidence level maps described above. Finally, the Output
Generation Module rearranges the content of the “Map” for delivery to the user.

3

RPM ALGORITHMS

This subsection describes the algorithms implemented in the extended track prediction
module, which perform the functions of (i) track initialization, (ii) knowledge base track
propagation, (iii) track update and, (iv) confidence level map generation.

3.1

Constrained particle filter for extended track prediction

As already mentioned, the RPM addresses the problem of tracking maneuvering
vessels for long time intervals, in which no new information on the vessels’ state is
received. For this reason, it attempts to calculate the target position estimate (i.e.,
target state Probability Density Function, PDF) also in lack of updated target
information with the help of a priori information. Moreover, given the maritime
application field, the problem of estimating the vessel position and velocity on the basis
of sensor measurements is highly non-linear. Therefore, the Constrained Particle
Filter formulation is used, which introduces the expression for the posterior PDF in the
presence of hard constraints ([9]). In the case of the RPM, the constraints are dictated
by the context information and they drive the selection of the target dynamic model for
the target state prediction from two consecutive instants of time. The use of different
dynamic models (DM) in the filter derives from the model adopted to simulate vessel
trajectories when approaching specific knowledge base elements, such as sea lanes
contained in the traffic pattern input. The details of this target maneuver model are
reported in [6]. It has to be stressed that this algorithm allows the estimation of the
posterior PDF of the target state resorting on a particle filtering technique. This means
that this PDF is represented by a weighted sum of particles.
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Kernel density estimator for target existence probability density map

In order to determine the main output of the RPM (i.e., confidence level map on target
positioning), a continuous density has to be estimated on the basis of the particle
distribution. This is implemented in the confidence level map generation function of the
RPM extended track prediction module. Specifically, a Kernel Density Estimator
(KDE) is applied in this step ([10]). Fig. 3 summarizes the main functions implemented
in the extended track prediction module:

Figure 3: Extended track prediction module functionalities.

4

REAL DATA APPLICATION

The Route Propagation Module was tested over real data collected during live
campaigns within the NEREIDS project. Specifically, the campaigns conducted in the
Gulf of Gabes and Lampedusa (June 2013) and in the Norwegian Sea (May 2014) are
taken as reference. Fig. 4 shows the two areas of interest for the operative scenarios,
with the context information (coast shape and maritime traffic patterns) exploited by the
route propagation algorithm.

Figure 4: Areas of interest (row above) and real data (row below) for the NEREIDS
campaigns of Gulf of Gabes (left) and Norway (right).
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Real data from T-AIS and S-AIS were acquired for over a month, bringing into the
NEREIDS general toolbox approximately 1500 different vessel tracks to deal with. The
data analysis showed an intermittent AIS transmission (lack of sensor measurements)
for a significant time intervals (greater than 1.5 hours) for a large number of vessels
(ca. 200). The reason for the measurement gap has to be investigated and clarified
(e.g., no coverage due to the shoreline) but it is out of the scope of this paper. The
vessels characterized by discontinuous measurements are the object of our analysis
and they represent the input in terms of track reports for the RPM.
A typical example of the use of the RPM could be described by this storyboard:
•

Operator follows a given vessel on the screen (VTS function);

•

@T0 the vessel track disappears from the current picture even if its position
should be still in the coverage of the sensors (e.g., T-AIS, S-AIS);

•

@T1 the operator runs the RPM for that track. The RPM outputs the confidence
areas at T3 = T0 + ΔT (e.g., 120 minutes);

•

@T2 < T3 the operator evaluates the risk associated to the vessel (suspicious,
hazardous materials, estimated position close to sensitive area, etc.) and takes
a decision (e.g., wait for new data, check the ship position through other
available sensor or maritime patrol aircraft, intercept the vessel with a boat,
etc.).

Some example results are reported in the following section.

4.1

Results

For each test case, the “intermittent” vessel trajectory due to the lack of sensor
measurements is provided as input to the RPM (i.e., ground truth – left column in
tables). The results are given in terms of one or more areas (confidence level maps) in
which the vessel is expected after ΔT minutes of navigation (right column). In those
maps, scarlet colors represent pixels with high probability of finding a vessel (and also
high density of particles) whereas blue ones denote a low probability (low density of
particles). For these test cases, the RPM tracking algorithm exploits the information
about the coastline, some features contained in the traffic patterns (vessel Maritime
Mobile Service Identity – MMSI, path direction) and the information provided by the AIS
message (vessel MMSI, destination) if available and correct. The result for the first
example is shown in Tab. 2. The output area of [20x20] km provided by the tool at
(T0+ΔT, with ΔT = 170 minutes) not only contains the vessel, but the distance between
the real vessel position (ground truth) and the particle cloud center is just a few meters.
Input

Output (ΔT = 170 minutes)

Remarks
Wrong destination reported by the AIS message (not used in the RPM)
Vessel MMSI not contained in the traffic patterns (not used in the RPM)

Table 2: Test case 1 (Gulf of Gabes).
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For the second test case in Norwegian waters, the extended prediction driven by the
pattern directions gives two possibilities for the vessel position estimation at (T0+ΔT,
with ΔT = 120 minutes). In Tab. 3, two areas of [15x15] km are reported: One of them,
shown on top right, contains the vessel, which is about 5 km far from the particle cloud
center.
Input

Output (ΔT = 120 minutes)

Remarks
Wrong destination reported by the AIS message (not used in the RPM)
Vessel MMSI not contained in the traffic patterns (not used in the RPM)

Table 3: Test case 2 (Norway).
The third example in Tab. 4 is characterized by one confidence level map as output. In
this case, the area does not contain the vessel position at (T0+ΔT, with ΔT = 120
minutes) because the extended target prediction is made in accordance to a specific
pattern (i.e., the one which contains the vessel MMSI), however, in the actual situation
the ship takes the alternative route.
Input

Output (ΔT = 120 minutes)

Remarks
Right destination reported by the AIS message (used in the RPM)
Vessel MMSI contained in the traffic patterns (used in the RPM)

Table 4: Test case 3 (Norway).
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CONCLUSIONS

This paper reports the description of the Route Propagation Module, a vessel route
prediction tool for maritime surveillance developed within the EU-funded project
NEREIDS. The tool resorts to a non-linear Bayesian tracking filter technique
(constrained particle filter) for the target state estimation and exploits the context
information for the target state prediction over long time intervals (ΔT) and in absence
of sensor measurements. The RPM has been tested in complex scenarios
characterized by intermittent data as input. The results, given in terms of areas (maps)
in which the vessel has a high probability to be located after ΔT, show a promising
RPM performance. Specifically, the confidence level maps could support an operator in
decision making and detection of anomalous kinds of vessel behavior.
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Abstract
The aim of the International Ship and Port Facility Security Code (ISPS Code) is to
prevent terrorist attacks on port facilities and ships. One of the requirements of the
ISPS Code is that ports execute port security exercises at frequent intervals. This
requirement can be quite a challenge when the goal is not just to conduct an exercise
and fulfill the requirement but rather to make it a successful and educational
experience for all the persons involved.
In the project VESPERPlus, Fraunhofer FKIE supported and observed port security
exercises throughout the various steps of planning, execution, and analysis. Based on
the research conducted during this period, Fraunhofer FKIE produced a manual for
preparing and executing a port security exercise, including the most important
considerations during every phase of an ISPS-compliant security exercise in the
maritime domain. This paper provides an overview of this manual and selected
examples and highlights.
Keywords: Drills and exercises, process analysis, exercise post-analysis, training
effect, evaluation, ISPS Code, safety and security, maritime domain, situational
awareness.

1

INTRODUCTION

After the 9/11 attacks in the United States, the International Ship and Port Facility
Security Code (ISPS Code) [1] was added to the International Convention for the
Safety of Life at Sea (SOLAS) [2]. The aim of the ISPS Code is to prevent terrorist
attacks on port facilities and ships. To accomplish this goal, the persons involved in
port operations need to be trained and ready to identify and handle critical situations.
The ISPS Code requires the frequent execution of port security exercises as a means
to provide training and experience. Planning and conducting a port security exercise
can be quite a challenge when the goal is not just to conduct an exercise to fulfill the
requirement but rather to make it a successful and educational experience for all the
persons involved.
Conducting a port security exercise according to the ISPS recommendations requires
the training and testing of communication and information exchange, coordination
activities, resource availability and the response of the parties involved. This also
includes testing the knowledge of security plans and procedures. Participants can
include interagency participants, vessels and anyone who is working in the port facility.
All of these participants have their own field of working, tasks and competence in the
port but during an exercise, which simulates a special situation with a potential
terroristic attack, the participants and their work have to interact closely.
Countries with international ship traffic have to follow the same regulations, but there is
great diversity in interpretation because there are no detailed parameters for the
execution of a port security exercise. Furthermore, every federal state in Germany has
its own agency for port security and therefore its own procedures.
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Within the research project VESPERPlus (improving the security of passengers on
ferries), funded by the Federal Ministry of Education and Research of the German
government, FKIE participated in detailed planning, observation and analysis of
security exercises in German ports. Fraunhofer FKIE’s involvement throughout all of
the phases of the exercise provided a comprehensive understanding of the process,
context and considerations. It was found, that there are significant differences in the
security exercise procedures used by each port facility. There is no clear guidance
provided by the ISPS Code detailing exactly how a port security exercise should be
planned and executed at each step. Therefore, there is significant decision-making
involved in the process and much room for questions and confusion. Supporting
documents already exist [2], [3], but they are seldom used in Germany. On the one
hand, the “European handbook of maritime security exercises and drills” [2] from the
port of Antwerp is very detailed and comprehensive. On the other hand, the “Manual of
maritime security drills and exercises for port facilities” from the Asia-Pacific Economic
Cooperation (APEC) [3] is more of a compact step-by-step instruction with limited
information concerning the background or real examples. To meet German
requirements, FKIE produced a guide to support the preparation and execution of an
effective port security exercise. The guide is intended to provide help to facilitate and
standardize the process and produce effective actions and results for all participants
working in different ports in different federal states.
In the following, an overview of the guide is given explaining what is important before,
during and after a port security exercise to make it successful for the planner and the
participants.

2
2.1

PORT SECURITY EXERCISES
Execution of port security exercises

A successful exercise requires profound planning and preparation, well-organized
execution and a holistic analysis and debriefing of the port security exercise. The
challenge is not to rehearse routine procedures like reactions during a standard fire
alarm but to include unusual and unpredictable situations that really test the decisionmaking, coordination, and response. For example, this could include situations such as
handling suspicious persons or items. At the end of the exercise, the persons involved
should have better knowledge, along with better situational awareness, advanced
thinking and reactions, so they are not only better prepared for future situations similar
to the practiced situation but also for novel situations they might encounter.
In the project VESPERPlus, port security exercises throughout the various stages of
planning, execution, and analysis were supported and observed. FKIE was involved in
the planning and preparation processes through coordination with the designated
authorities of the federal states Schleswig-Holstein and Mecklenburg-Vorpommern,
which each organized an exercise. During this exercise, FKIE coordinated the
observers, and located them at strategic positions and assigned observers to key
persons. All of them were involved in the VESPERPlus Project. The observers were
equipped with supporting documents to enable a structured, objective and detailed
observation and recording. This allowed the collection of extensive data showing the
events and processes during the whole exercise. All data were analyzed and
transferred into process models by FKIE.
In the last step, FKIE debriefed the participants in roundtable discussion sessions. By
means of the models, the participants had an overview of the exercise and could
discuss the exercise as a whole as well as some detailed parts of the exercise. The
extensive support and observation was only possible in the framework of the project
and this way it provided a holistic overview of, and a deep insight into the port
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processes. This allowed FKIE to compile a guide for preparing and executing an
effective port security exercise.

2.2

Special characteristics of a port security exercise

Security operations are part of the daily routine in many domains, such as police and
other emergency responders. For these groups, security is a regular part of their jobs
and many standard procedures exist to handle these situations. In a port the situation
is different. Security controls, as well as planning a security exercise, are non-standard
roles for most port personnel. In addition, port security exercises are not executed to
prevent a safety incident or crime but to prevent a terroristic attack, an event where
very limited data and experience with actual terrorist attacks exists to base planning on.
Further, each port can have specific considerations for both the planning and execution
of exercises that vary dramatically. For instance, the size of the port facility can differ
from a small jetty to a massive port facility with different areas for ferries, cruise ships,
storage and others. The specific area involved in any given exercise and the related
considerations therefore vary.
Another challenge is the wide variety of groups and stakeholders working in the port
facility with quite different tasks and responsibilities, such as dock workers, police,
security agencies, customs and many more. In a port security exercise, these various
groups have to be brought together, coordinated, and educated, which is an unusual
and difficult situation.
Finally, practicing a situation to prevent a terroristic attack means the run-through of
unusual and rather unpredictable situations. Therefore, the focus is on situational
awareness and decision-making more than on strict procedures. One possibility is to
simulate an increase of the port’s security level. This means the change of many daily
procedures, enacting stronger action like increased attention, controls, and
communication. Also additional processes, such as closing defined areas, have to be
executed. The difficulty is therefore not only in practicing an unusual situation but also
altering the daily procedures getting persons and groups together that do not work
closely together normally.
3

A GUIDE FOR SECURITY EXERCISES

The experience of being part of the exercises and discussions with the port experts
enabled a rounded perspective and deep understanding of the activities, processes
and challenges. All of this knowledge was integrated into the guide.
The basic idea of the guide for preparing and executing an effective port security
exercise is to give planners a useful tool to work with during all steps of a port security
exercise. The frequent planning and execution of port facility exercises should be
easier and more standardized by using the guide. The guide includes theoretical
explanations of the procedures along with step-by-step instructions in the form of
checklists. Included are also the considerations to keep in mind before, during and after
an exercise. To make the manual directly useable it includes examples for checklists,
plans and documents. The guide was designed to be used in different types of port
facilities, like ferry ports, ports for cruise liner, container ports and ports of different
sizes .

3.1

Procedure of port security exercises

The procedures of a port security exercise can be divided into procedures applicable
before, during and after the port security exercise. The following section provides a
brief overview of some of the most important points to consider when planning and
executing a port security exercise.
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Planning and preparation

The planning of a port security exercise means to define the concept and goals of the
exercise. Depending on the exercise goals and the specific port involved, this can be
very different. The ISPS Code does provide some guidance for selecting high-level
goals but it is the responsibility of the organizer to decide on the aim and what
specifically should be practiced during this specific exercise. On the one hand, this
includes deciding which scenario is the most important for this port facility and, on the
other hand, which procedures the participants should do and train. These answers
should identify what is both feasible and relevant to that specific port facility. To assist
the planner, the guide includes key questions and examples.
After identifying the goal of the exercise, the next step is to define basic data like: who,
what, when and where. The planner has to decide on the following questions: Which
part(s) of the port facility will be included, and which people working in these areas will
be part of the exercise? How many people from a given group, like the police or the
security service, would be available in a real situation? Will other persons from outside
that area also be involved? Who has to be informed about the exercise? When is a
good time for an exercise, including the time of the year, month, day and time? The
planning should take planned and anticipated port events into consideration. All of
these considerations should be documented in the planning worksheets, which are
exemplary included in the guide.
In the next step, the exercise has to be designed. It might be necessary to use
assistants or confederates to support the exercise. These supporters can document the
procedures or play a role like an injured person, a suspicious person, or even a
possible terrorist. The roles and requirements have to be identified early to make sure
they can be properly resourced in the next step, defining the scenarios. A scenario is a
generated situation with defined events which should elicit certain procedures, for
example, “finding an ownerless bag”. It will make a difference how exactly this scenario
is implemented depending on your goals. Do you want to test the communication of the
participants that find a suspect object, or to practice an evacuation, or to test the
reaction in a harmless “grandfather forgot his bag” situation? One of the most important
things to note in this stage of the planning is that the planned scenario should be
closely matched to what could occur in reality. The planned scenarios should be
outlined in a timeline, which is also very helpful for both the execution and the analyses
of the exercise. The timeline should allow breaks, for example, for meals. An example
of a timeline, to be adapted to the defined port exercise, is also a part of the guide.
After the theoretical planning, the exercise has to be prepared. This means to ensure
that all needed equipment and persons will be available during the exercise and that all
the important persons not directly involved but impacted by the exercise have been
given advanced notification. Instructions for the assistants have to be created along
with distinct labels for actors and observers and location plans distributed.
For both the planning and the preparation, the guide includes checklists and examples
of documents like instructions and observation guides.
3.1.2

Execution

Good planning and preparation are important prerequisites for successful exercise
execution. Even with excellent planning, it is often the case that not everything does
run exactly as planned. This is not always a completely negative factor. It is much
better, if difficulties in the procedures and errors in the plans are detected during an
exercise rather than during a real-life situation. Therefore, even if something is going
not as planned, it is important to leverage the situation to create a learning experience.
That aside, it is important to have a well-briefed exercise instructor, who has an
overview of the whole exercise and who knows when to interfere or to stop a
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procedure. Depending on the situation and time available, scenarios could be repeated
to allow the participants to deepen their understanding of the processes and
procedures.
It is important that the normal processes in the port, like loading and unloading of ships
and ferries are not disturbed or disrupted to ensure that the port does not sustain a
financial loss.
Another point is to ensure effective observation of the exercise. Within the framework
of the project VESPERPlus, it was possible to have a sufficient amount of observers in
the port facility. This is unlikely during a normal port security exercise due to personnel
requirements and also the requirement to analyze all collected data on top of normal
duties. It is nevertheless a good idea to identify the key focal points and persons for a
given exercise and to have an observer positioned to monitor these. The focus can be
changed with every exercise so that over the time every part of the port and a variety of
events can be in the primary focus of an exercise.
3.1.3

Analysis and debriefing

A short debriefing directly after the exercise is essential to catch the information while it
is fresh and round out the notes from various perspectives. Afterwards, a deeper
analysis of the collected data by experts is needed. Data can include the records of the
observers, but also reports or notes of the participants, plans and photos, video
recordings taken during the exercise.
The last and most important step in the analysis is bringing all participants together to
reflect on the exercise. This step affords a holistic view of all incidents for every single
participant. Together the participants can discuss and determine what worked well
during the exercise and where the plans and procedures could be improved to optimize
the security architecture in the port.

3.2

Difficulties and mistakes

At first glance, planning and executing a port security exercise may seem relatively
simple, but there are lots of things during the planning and execution, including small
factors and aspects that can lead to problems in execution. In the following section,
examples from the different phases are provided to show some of these problems.
3.2.1

Planning

A common difficulty is deciding how much to try to include in an exercise. The
organizer might think it is better to fit in as many different scenarios as possible. To get
the most out of the exercise, the focus should be on the quality of the exercise instead
of on the quantity. Instead of planning a huge exercise with many different scenarios, it
is better to use just a few strictly defined and manageable scenarios with enough time
to repeat single scenarios if needed. Repeating gives the participants the chance to
correct the mistakes they made and to reinforce the correct procedures. The general
rule should be: Keep it simple but good.
3.2.2

Preparing

Planning, as the concept part of the exercise, is very important, but the preparation, the
more logistical part, should not be neglected. For example, having a good idea, while
planning a scenario, is the first step. The second step should be to check the feasibility
of the idea. Therefore, it is useful to visit the port and the specific areas to get an onthe-ground understanding. Discussion with the people involved can confirm that the
planned scenarios would be feasible, applicable, and relevant. Is it for example
possible that a bag could be found in this area? Is this the only means of entrance to
the port, or are there other possibilities?
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Execution

It is a known phenomenon that people often act differently when they know they are
being observed and can also treat practice scenarios differently from real events (e.g.,
in a real situation I would have done …).
It is therefore essential to consider ways to ensure that the context and decisions are
set-up and presented in a way that elicits genuine kinds of behavior. The leader of the
exercise should make sure that the exercise provides realistic situations and the
possibility to learn and practice.
It is important to remember that unpredictable events could interfere with the conduct of
the exercise, for example, problems with cargo on a truck on the way to a ferry or a
group of hooligans on their way to a soccer match that both can require commitment of
the police. Therefore, it is important to remain calm, flexible, and to use the time wisely.
3.2.4

Analyzing

The last and most important step is analyzing the exercise. This step allows the
participants to learn the most from the exercise for future situations. It is very important
to bring all of the participants together to give them the chance to discuss the exercise
as a whole. But it can also be important, depending on the exercise, the participants
and the situation, that some participants or groups of participants can first discuss in
single groups. Internal procedures and difficulties which are only relevant for one
group, or which should not be discussed with persons outside the group, should be
discussed in a closed group before discussing the main findings from the exercise with
all involved persons. This way, the exercise can be analyzed in both ways: in parts
applying only to specific groups and in its entirety.

4

CONCLUSION

Starting in 2004, Germany ports with international traffic have to follow the ISPS Code,
the aim of which is to prevent terroristic attacks in port facilities. However, it should still
be considered as a new regulation. As described in this paper, one regulation of the
ISPS Code is the frequent execution of port security exercises. These exercises must
comply with defined goals but no detailed guidance on how to do this is provided.
There is no requirement by law for responsible port personnel to have or follow defined
procedures. But in reality, there is a need by the ports for some guidance. Fraunhofer
FKIE prepared a guide within the framework of the VESPERPLUS project funded by the
Federal Ministry of Education and Research of the German government to provide a
helpful tool to make the planning and execution of these required exercises easier and
more productive and thus German harbors more secure.
As mentioned before, there is much diversity in interpretation of how exactly a security
exercise should be executed. Supporting documents already exist, but they are seldom
used in Germany. The FKIE guide for preparing and executing an effective port
security exercise was kept short and provides checklists for the various steps that are
ready to use. In addition, it also provides background information and examples from
experiences. Developed in collaboration with experts and end-users, it is a
straightforward and practical tool that can be used directly without losing time
searching for the needed information or asking why something should be done this way
rather than that. It is written in German to target for the audience in comparison to the
aforementioned guides which are both in English.
In a first step, the guide will be provided to the ports and designated authorities for
ports involved in the project. Afterwards, it might be disseminated to other ports by the
designated authorities. The future will show how the guide will be integrated and
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accepted in these ports and if, and how, it will be distributed to ports in other federal
states in Germany.
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Abstract
The fight against existing and possible terroristic events comprises two aspects: first,
the reduction of risks caused by terrorist threats and, secondly, the mitigation of
terrorist attack consequences. Whereas risk reduction is concerned with the
anticipation of possible future events, mitigation is directed to events that occurred in
reality.
With respect to mitigation, the paper describes equipment and application of a
reconnaissance vehicle to detect areal distributions (concentration) of chemical,
radiological and nuclear agents after an attack. The vehicle has dual-use capability. It
is applicable also for the detection of hazard agents released by chemical plants or
accidents during transport of dangerous goods.
Regarding risk reduction of terrorist attacks, the paper describes possibilities to model
security systems using the example of railway security. Because probability of attacks
on individual infrastructures is not known and not calculable the model uses
(reasonable) assumptions about the possibility of attacks and their impacts on security.
Further, the model considers influences of the environment. The outcome of the model
delivers a decision support to improve measures increasing the security of
infrastructures.
Keywords: Risk reduction, reconnaissance, detection, dangerous hazards, modeling,
critical infrastructure, decision support.

1

INTRODUCTION

Modern societies are increasingly threatened through terrorism, organized crime but
also as outcome of changes of environmental conditions. Particular attention is paid to
so-called critical infrastructures. Considerable national and European research
programs were launched to recognize the threats early and to reduce the vulnerability.
In most of these projects like “protect rail”, up to 30 research institutes from several
countries cooperate to improve technology and processes in the security area.
Because of the dependency of public societies from efficient transport systems, a large
part of European research effort is spent in this sector, for example, regarding the
security of airports, railway systems, and harbors.
Sophisticated sensor technologies were developed for efficient inspection of persons,
luggage, freight, vehicles and buildings. However, some limits of technological power
remain. A particularly promising approach to overcome the limits is the usage of
distributed networks of information agents. Typical examples of such information
sources are distributed sensors provided with standardized interfaces and connected
via radio links. Of course, such networks using appropriate sensors are optimally suited
for environment monitoring. Further examples are information about worldwide financial
flows or so-called "unusual behavior" of people. All available information of different
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kinds will be collected and analyzed with respect to their temporal and spatial features
[1], [2].
The presentation gives a short overview about the main results in security research in
the transport sector and environment protection.

1.1

Focal points of European security research

To increase security and reduce environmental stress, the European Commission has
launched a research program with a budget of more than 3 billion euros within the time
period from 2007 up to 2013. As an example, some focal points of present European
research programs are given below:
•

Security of infrastructures.
o

•

Detection of CBRNE weapons.
o

•

An infrastructure is classified as “critical” if its disruption affects a very
large number of people. Examples are the supply of energy, water and
food but also the transport system for people and freight at airports,
railways and harbors. Threats to the infrastructure are caused by technical
breakdowns, terrorists and unwanted changes of environment.
Terrorist attacks constitute a serious threat of public security. In past
years, all types of weapons have been used. Its usage depends on the
financial and technical capability of terrorist.

Crisis management.
o

Preparedness to CBRN crisis, restoration of basic services (food, water,
energy, business continuity …).

•

Early-warning systems for trend detection.

•

Technologies for observation; protection.

•

Forecasting methods and assessment tools.

•

Enhancing boarder security.
o

•

Maritime boarders, monitoring of shipping containers.

Security of citizens.
o

Fight against organized crime, counterfeit medicine, detection of “bomb
factories”.

•

Climate change, pollution and risks; natural hazards.

•

Technologies for environmental observation.

2

RECONNAISSANCE VEHICLE DETECTING DANGEROUS HAZARDS
AFTER AN ATTACK OR ACCIDENT

Chemical, radiological and biological agents represent serious threats to the security of
the community. These threats could be caused by terrorist attacks as well as by an
industrial accident on road or railway traffic or within chemical plants. Protection
against terrorist attacks is especially important in case of big events, which are
attractive for terrorist. The task of the reconnaissance vehicle is to measure the
hazardousness after an attack or an accident.
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The presented reconnaissance vehicle is designed to reliably detect dangerous
chemical or radiological material. Biological agents could be picked up by a kit to take
samples of suspicious objects for later analysis in a specialized laboratory.

2.1
2.1.1

Main technical components of the vehicle
Ion mobility spectrometer (IMS)

The concentration of chemical agents and toxic industrial gases will be measured by an
ion mobility spectrometer. The following table contains some examples of detectable
agents:

2.1.2

Chemical combat agents

Toxic industrial gases

Tabun (GA)
Sarin (GB)
Soman (GD)
Sulphur mustard (HD)

Chlorine (CL2),
Sulphur dioxide (SO2),
Cyanide (CY)
Toluol diisocyanide (TDI)

Photo ionization detector (PID)

An ion mobility spectrometer is not able to detect all types of dangerous agents.
Therefore, a photo ionization detector will extend the detection capability of the vehicle.
By this device, gas molecules are ionized by a radiation source of distinct energy. The
current of ions corresponds to the concentration of volatile organic compounds.
2.1.3

Radiological measuring equipment

The vehicle contains two detectors of gamma radiation with different sensitivity. By this
combination, a large measuring range could be achieved from 10 nSv/h up to 1 Sv/h.
By application of the so-called NBR method, the natural background radiation will be
expressed resulting in an increasing capability to detect artificial radiation sources.
2.1.4

Radioactive aerosols in air

The aerosol detector A2M4000 detects radioactive α – β – γ radiation and additionally
the concentration of combustible gases. The spectroscopic analysis, among others,
allows the detection of plutonium aerosols which could not be detected only by
measurement of gamma radiation.
All measuring devices are usable if the vehicle is moving as well as outside of the
vehicle to investigate small point sources.

Figure 1: A2M4000 detects alpha, beta and gamma radiation and aerosols.
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GPS localization of the vehicle

The vehicle is equipped with an internal clock and a GPS system so that all measuring
values could be linked with time and location coordinates. An additional NMEA module
delivers local data also in case where GPS signals are not available.
2.1.6

Evaluation and documentation

All measured data and the associated time and localization data are stored on a
harddisk. For each detector, the time series of data could be represented as graphic as
well as numerical values. Additionally, the staff of the vehicle can assign notes about
visual observations of the scenario that allows a complete documentation of each
measuring sequence.

2.2
2.2.1

Possible application of the reconnaissance vehicle
Early detection of undiscovered attacks

Chemical agents could be released without explosion by terrorists or as consequence
of an (industrial) attack. Discovering of dangerous agents early as possible is essential
to avoid critical threats of public health.
In case where a critical area could be identified, the strategy of closed courses around
the area is applicable. The number and length of the courses determines the number of
necessary reconnaissance vehicles. Fig. 2 shows three vehicles running on two
courses. The oval area (yellow) marks a possible critical event. When one of the
vehicles measures values above a pre-defined threshold value, an alarm is released
and the strategy described in the next chapter will be applied.

	
  	
  

	
  

	
  	
  

Figure 2: Principle procedure for early detection of an attack.
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Reconnaissance after an attack or accident

If an attack (or accident) has occurred and is discovered, we know its location but not
the extension and intensity of the dangerous, respectively, contaminated area. To clear
up the boundary between the non-contaminated and contaminated area, three or five
vehicles will move from the non-contaminated area towards the assumed location of
the contamination source. If the measured concentration exceeds a defined threshold
value, then vehicles will stop. Further investigations of the contaminated area will be
done by manual inspection using handheld measuring devices. Safety of staff is
ensured by protection clothes also on-hand on the vehicle. After execution of the
mission, staff with protection clothes will be cleaned in a de-contamination cell.

Figure 3: Principle procedure of area inspection after an attack or accident.

3

PREVENTION OF TERRORIST ATTACKS

Protection against terrorist attacks is in general concerned with at least three main
aspects:
•

Assets to be protected?
Which assets are attractive for terrorist attacks – and why?

•

Terrorist threats?
Which weapons could be used by terrorist?

•

Consequences of terrorist threats?
What are possible primary consequences (humans, material)?
What are possible secondary consequences (restriction of civil liberty,
increasing surveillance of citizens)?

If we assume that it is impossible to get absolute security against terrorist attacks, we
have to ask how to prevent possible consequences. In principle, two ways exist:
•

Reduction of terrorist threats (prevention) and

•

Reduction of possible consequences (mitigation).

This paper is only concerned with the first item: reduction of threats.
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Influence factors to the security system

Security and terrorism are technical and social systems. Whereas most technical
systems are predictable, the behavior of social systems like terrorist groups is not
predictable even though possible reactions could be foreseen. Therefore, prevention
against terrorist attacks is characterized by large uncertainty. According to this, a
prevention strategy should consider predictable as well as non-predictable factors
influencing the security of an infrastructure.
Predictable influence factors are for example:
•

The capability of available technology to detect terrorist agents.

•

Possible consequences of terrorist attacks.

Non-predictable influence factors are for example:
•

The weapons used by terrorist for their next attack.

•

The intention of terrorist groups to attack a distinct asset.

•

Terrorist capabilities to use distinct types of weapons.

Figure 4: Subset of influence factors from a security model.
A strategy against terrorist threats must consider all relevant factors influencing the
security. The knowledge about future terrorist behavior is characterized by a high
degree of uncertainty because in cases of non-predictable influence factors we are
dependent only on reasonable assumptions about the particular values.
To analyze resulting terrorist risk the relationship between terrorist behavior and
security is described by a set of (relevant) influence factors and their mutual
interactions. Fig. 4 shows a simplified subset of the risk analysis model. It shows that
the “attractivity of an asset for terrorist” will be influenced by the asset itself, the
“prevention effectivity” and the expected “consequences of an attack”. The “attractivity
of an asset for terrorist” influences the “resulting terrorist threats” and thereby the
terrorist risk. The description of the complete risk analysis model is beyond the scope
of this paper. The model generation will be supported by the RiskProtect software
delivering insights and recommendations for the development of anti-terror strategies
(for further information, please contact the author).

3.2

Active-passive analysis of influence factors

Fig. 5 shows the evaluation of impacts of influence factors within the security system.
For each influence factor, RiskProtect calculates a so-called active index and a passive
index. Within the active-passive diagram, three areas are important for the strategy of
activities: The upper left area contains influence factors depending strongly on other
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influence factors. Influence factors located in this area are useful as early indicators of
changes of the system behavior. In contrast, influence factors located in the lower right
area of the diagram have strong impacts on other influence factors. Changes of these
factors have a strong impact on the security system. Careful attention should be paid to
influence factors located in the upper right area of the diagram. These factors have, on
the one side, strong impacts to other influence factors and, on the other side, they will
be strongly influenced by the other influence factors.

Figure 5: Active-passive analysis of influence factors for strategic planning.

3.3

Impact analysis of security activities

In planning of security strategies, the RiskProtect software is suitable for so-called “if …
then” investigations as shown in Fig. 6. The example simulates the impacts of
increasing CCTV performance on some interesting influence factors.
The figure shows an increasing “prevention efficiency” by about 20 % if the CCTV
performance increases by about 100 %.

Figure 6: Impact analysis of security activities.
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The “vulnerability of asset” then will decrease by about 40 % but the “remaining
terrorist threats” will only be reduced by about 10 %. On the first view, this result is a
slightly surprising but the reasons are the impacts of some other influence factors on
the “remaining terrorist threat” as well as on “attractivity of the asset to terrorist” which
reduces the impact of an increasing “CCTV performance”.

3.4

Results for the security of railway infrastructures

Figure 7: Network of primary and secondary key factors representing a model of
railway security.
Fig. 7 represents the network of key factors having relevant influence on railway
security. Because of the mutual dependencies of the key factors after calculation, the
state of each key factor may be used as output of the model. However, there are some
key factors having much more importance to the user of the model. In our model, these
key factors are:
•

Threat to business continuity.

•

Likelihood of terrorist attack.

•

Vulnerability of the considered asset.

The model focuses on the security of individual railway assets because with exception
of cyber attacks terrorist attacks and definite protection measures always occur at a
limited geographical area if cyber attacks are not considered.
Considering the very high variety of railway assets, the present work is based on an
assumed virtual station characterized by:
•

About 250,000 passengers per day.

•

About 10 platforms on the station.

•

Stop of high-speed train.

Real assets of such size are, for example, Hanover, Germany, or Amsterdam-Central,
Netherlands. Applications of the model to real assets require the adaption of its
parameters (strengths of independent key factors and weights of dependent key
factors) to the considered asset.
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Example: small-bomb attacks to stations and trains at present and in
future

The following graphics (Fig. 8) shows the relationship between the key factors
“likelihood of attack” and “threats to business continuity” for stations and different train
types in case of a terrorist attack with a small bomb and a chemical trace detector to
discover the bombs. It is noticeable that the “likelihood” as well as the “threat to
business continuity” of the station have high values relative to an attack to trains. Thus,
in this case effort reducing the vulnerability should be dedicated primarily to the station.
Remark: In our definition of the key factors, the “likelihood of an attack” depends only
on intention and capabilities of terrorists and is independent of the applied detection
technology.

Figure 8: “Likelihood” of a small-bomb attack and “threat to business continuity” for
stations and trains.
The following graphic (Fig. 9) compares the changes of “vulnerability” of stations and
trains and the changes of “threat to business continuity” if different alarm and
verification technologies are applied. All scenarios assume a terrorist attack using a
small bomb.
For stations, both key factors have higher levels than trains. Differences between highspeed trains and urban trains occur because the “controlling rate” for high-speed trains
is easier to increase than for urban trains. In the present, the access to some highspeed trains is controlled already.
The “threat to business continuity” is higher for stations than for trains because of the
“redundancy”, that means the possibility to replace trains is easier for trains than for
stations.
Caused by the general assumption of increasing future threats, the future “threat to
business continuity” is higher than at present. However, as result of future protection
measures a significant reduction of vulnerability could be expected.
Fig. 9 is dedicated to the detection of small bombs. The “threat to business continuity”
is not changed by the measure. However, the “vulnerability” is decreased considerably.
Furthermore, the difference between present and future is increased.
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Figure 9: “Vulnerability” and “threat to business continuity” of stations and trains where
trace detectors and chemical analyzers are used.
Since the “threat to business continuity” is independent from the applied detection
technology, it depends on the risk acceptance of the operator which detection method
is applied for prevention.
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Abstract
In the field of container security, several measures on legislative, technological and
procedural level are in place in order to mitigate different security risks. These
measures have a high influence in the field of global intermodal door-2-door supply
chains which leads to an increased complexity. This complexity makes it difficult to
predict the impact of decisions taken, thus future managers for security in supply
chains need to be trained in taking decisions.
This paper describes one proven practical approach to train personnel on security
risks, mitigation measures and mechanisms between these two interacting themes. In
detail, the approach follows the game-based learning (GBL) concept. The paper gives
an overview on maritime security risks, relevant measures and a detailed description of
the concept of a game which has been created for a master course. In addition,
insights into results of the learning participation and outcomes of the students are
presented.
Keywords: Maritime security, global transport, security mitigation measures.

1

INTRODUCTION

Transports for global intermodal door-2-door supply chains consist of a main carriage
by sea and a pre- and post-carriage by truck, train or barge. Usage of different
transport modes leads to waiting times in intermodal terminals where a container could
be accessible for criminals. In addition, cargo is also endangered at publicly available
parking areas while the driver is at rest or even absent from truck and trailer. Criminals
are focusing on these weakest parts of the transport chain in order to tamper with the
transport. Consequently, there are risks of cargo theft and insertion of contraband for
the purpose of smuggle. In addition, today’s maritime transports also have to take
modern piracy into account and there is still the fear of terrorist attacks varying
throughout nations.
In order to fight against these risks, there are several security risk mitigation measures
which could be used in order to lower the probability or reduce the consequences of
these risks. For example, personnel could be trained in order to detect criminal
behavior in cargo consolidation centers. Other measures could be applied in order to
mitigate a risk, for example in order to lower the occurrences of theft by breaking
through the fences and entering the consolidation center premises, CCTV and/or
guards on duty could be used.
Each mitigation measure has its own ability to lower the probability or the consequence
of the corresponding risk. It also has its individual price to be paid in order to plan,
install and the run the measure.
These varieties of risks and measures combined with different abilities of each
measure leads to a further increased complexity of secure global intermodal door-2door supply chains. Consequently, it is difficult to decide which mitigation measure
should be used for an individual risk in order to secure the supply chain at a certain

Session 12: Global Transport Security

373

Future Security 2014

Berlin, September 16 –18, 2014

area or along a transport route. In order to support the decision process, future
managers for security in supply chains need to be trained in taking these decisions.

2
2.1

GAME DESIGN
Introduction

During the lecture named “Security in intermodal container transport” held as part of
the master course “Integrated Safety and Security Management” (ISSM) at the
Hochschule Bremerhaven (University of Applied Sciences), students have to learn
these risks and relevant mitigation measures. In the past, the dependency of security
risks and measures has been lectured in a classical way using presentations, group
exercises and investigating scenarios. It has been concluded that the students were
able to understand this dependency on a basic level but a practical application of
measures applied to different risks was hardly possible. Consequently, the idea to use
a sophisticated approach to enable students to experience risks and measures in the
field of supply chain security was born.
The use of games in education has a long history. Simulation games allow students to
experience situations which are too costly and/or hazardous in the real world. They are
also very useful to help to get a grip on complex problems, making side effects and
dependencies tangible. In addition, they are very good at motivating their students [1].
In the majority of studies about game-based learning (GBL), students reported more
interest in simulations or games than in classroom instruction [2].
[3] offer a definition of game as: a playful activity, with or without a computer, which
includes some (or all) of these characteristics: rules, competition and goals, challenging
activities, choices and fantastic elements. They continue that games with these
characteristics have been shown to be a valuable instructional method and strategy for
teaching a wide variety of students and content.
Thus, a game was created which could be used in order to play with different supply
chain risks and mitigation measures to enable students to experience the dependency
between the two themes.
The variety of game types which are used in education is vast. For example, according
to [4] and [5], strategic war games have been used in military training for centuries.
Notable are also flight simulators, which are an inherent part of the pilot training
nowadays.
Business simulations – which can be simple board games or massive computer
games – are commonly used in management education [6], [7]. An almost classic
example is the Beer Game, which was created in the early 1960s at the MIT’s Sloan
School of Management [8] and is still used in management education to illustrate the
bullwhip effect.
More recently, the use of computer games in education – either especially designed for
education or commercial off-the-shelf (COTS) computer games–- is constantly growing
[9], [10]. The boom of educational computer games has brought a lot of insight in the
mechanism of learning by playing. Even in the field of game-based learning, a
computer game is the first game type that comes to mind. Especially simulation
environments are appropriate to experience complex real-life situations. But since the
large commercial computer games available today have extended the visual
expectations on games in general, a small educational computer game often looks
immature and boring in comparison as the emphasis is placed on different
characteristics.
The decision to design the Supply Chain Security Game as a traditional educational
board game was taken. The restraint to use a board game turned out as a blessing in
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disguise. It helps to simplify the complexity of the whole system and delivers more
understanding to students. The goal in the development of the game was to enable
students to learn security risks and security mitigation measures. In addition, players
should use the game to experience which measure could be used against which supply
chain risk. It also has been concluded to use the world map as the background of the
game to visualize the global intermodal supply chain. In addition, the game design also
describes the usage of different transport modes in order to cover different risks for
different modes.
The following sections describe the main aspects of the game and some examples of
the supply chain risks and mitigation measures which have been used in the game.

2.2

Main aspects of the game

Each player takes the role of a supply chain manager. In order to keep the rules
simple, this manager organizes the whole door-2-door transport from the warehouse to
its final destination. Each player has to fulfill transport orders in which the player has to
transport goods from one warehouse to their final destination. When a transport order
is fulfilled the player is rewarded with money.
Players are aware of supply chain risks and also have the opportunity to buy mitigation
measures. They have to decide if they want to invest in measures which costs money
but would decrease the chance of being attacked.

2.3

Supply chain risks

Different kinds of real supply chain risks are used in the game, like the risk of theft, risk
of smuggle and risk of terrorist attacks. Also modern piracy is a kind of risk which is
covered in the game.
2.3.1

Risk of theft

Transport threatened by theft is implemented by description of different modus
operandi based on real experiences according to [11] and [12]. The game focuses
mainly on attacks on warehouses and trucks, because these parts of the transport
chain are most cargo-theft-related. The following list describes some examples of
cargo theft risks covered:
•

Theft in warehouse: Criminals try to enter the warehouse in order to steal
goods.

•

Theft of cargo from a truck: Criminals try to steal cargo from the truck which is
parked in unsecured parking areas [12].

•

Diversion of the truck: Truck drivers are receiving bogus information by a
criminal in order to ask the driver to deliver to a different destination than the
intended one. This is a common modus operandi according to [11].

•

Bogus company: A fake company pretends to transport goods of a shipper but
cargo is stolen [11].

2.3.2

Risk of smuggle

Smuggle is another risk in supply chains which is also covered in the game. For
example, employees in warehouses could be bribed in order to add additional goods
into the container.
2.3.3

Modern piracy

Modern piracy takes place mainly in Somalia, Malacca Strait and West Africa. The
International Maritime Organization describes in [13] different incidents focusing on
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hijacking (common for Somalia) or robbery (mainly in West Africa). Piracy attacks have
a negative effect on supply chains by interrupting the transport. Consequently, the
game takes such events into account by using the most unsafe piracy areas.
2.3.4

Risk of terrorist attacks

The report of [14] describes several scenarios of terrorist attacks with high impact on
the supply chain. The Supply Chain Security Game also covers this kind of risk. In
detail, bomb attacks in container terminals or attacks on public road bridges are two
possible scenarios. Due to the fact that these scenarios are unlikely, the chance of an
attack during a game is rather low. But similar to the real world, the players are aware
of these possible attacks.

2.4

Mitigation measures

In order to mitigate the potential risks as described, players of the game have the
opportunity to invest in certain measures. The following list describes some examples
of measures which can be used in the game:
•

Secure parking: Player’s truck drivers using secured parking spaces which
reduces the chances of attacks on parked trucks.

•

Anti-piracy measures: A set of measures (for example, installation of water
cannon and usage of barbed wire) could be used in order stop pirates to board
a vessel.

•

TAPA: The Incident Information Service of the TAPA [15] could be used for
advanced secure route planning, which reduces the probability of attacks.

•

Trained personnel: Personnel could be trained to detect criminal behavior and
bogus companies.

•

CSD/eSeal: Usage of a Container Security Device or eSeal could reduce the
chance cargo is stolen. In addition, it can also enable rapid replenishment of the
cargo [16].

3
3.1

SERIOUS GAME “SUPPLY CHAIN SECURITY GAME”
Description

The final aim of the game for each player is to fulfil four out of six transport orders and
to collect as much money as possible. The game ends when the first player fulfilled his
fourth transport order. Afterwards, each player counts his money and the winner of the
game is who collected the most money.
The game is played in rounds; during a turn, the player can continue the transport
and/or can play event cards. Different dices for different transport modes are used in
order to simulate the movement of the container.
The board game consists of the physical board itself, different dices, one gaming piece
for each player, a marker for the pre- and post-carriage, money and different card
decks.
The board shows a section of the map of the world including container terminals,
warehouses, pirate areas and transport corridors (cf. Fig. 1).
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Figure 1: Supply Chain Security Game board.
The following types of cards are used:

3.2

•

Transport orders (blue): Each card symbolizes a single transport order from
consignor to consignee which has to be fulfilled by the players. Each card
describes the fee for the carriage which has to be paid according to the
transport mode. The start and destination of the transport and the earnings for
the transport is described.

•

Measure cards (green): Mitigation measures could be bought at the beginning
of each door-2-door transport by the players in order to secure their supply
chain. Each mitigation measure card describes the measure and the price
which has to be paid.

•

Event cards (orange): Event cards describe events which occur during the
game, mainly materialized risks. A player may draw such a card when the
player rolled a certain value and in most cases the player may keep the card to
play it later. For example, a player may attack a transport of another player
using the pirates-attack-card. The owner of the attacked transport has a rescue
roll in order to continue his transport undisturbed. For this rescue roll, certain
measures may be used. The chance that the player will be saved by the rescue
roll is higher if he obtained certain measures beforehand, for example, antipirate measures. If the rescue roll fails, the attacked player has to pay a fee
and/or is suspended one or more rounds.

Validation

The Supply Chain Security Game helps to understand the complexity of supply chain
security and to experience dependencies between risks and measures more
understandable for students.
The game has already been used in several master courses of the Hochschule
Bremerhaven and also private academia. During the courses, it has been observed
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that students where highly motivated and in most cases also very enthusiastic during
game play. During each game, it has been noticed that in the beginning most students
are using none or a limited number of mitigation measures. But after several attacks on
their supply chain they invested money in certain measures in order to mitigate the
risks.
After each gaming session, a discussion on the outcomes of the game has been
carried out. The discussion focused on the learning process of the students to identify
their experiences and knowledge on risks and measures. It can be concluded that the
students got a very good insight into the topic of supply chain security. Several
anecdotes of the students on the learning process have been collected. For example,
students said that there are many different supply chain risks, but they have to select
carefully the right measures in order to mitigate risks.

4

CONCLUSION

The paper described that a game implementing GBL can be successful to teach
security risks and measures in supply chains. In addition, it also showed learning by
gaming is a process which motivates students to learn complex systems.
In future, the validation of the game has to be improved. By now, only qualitative
validation of the learning process is carried out. In order to reach quantitative results,
two groups of students have to be created in which one group is learning the topic in
the traditional way and the other group uses the game. Afterwards both groups have to
write an exam and the results of the exams have to be compared. Due to the fact that
the number of students in master courses is limited, it has been proposed to improve
the discussion round after the game session instead. In future, students have to carry
out a discussion on which measure is mitigating which risk and how high the impact on
each mitigation measure is. In addition, students would have to fill in a matrix on the
impact of combination of risk and measure. Consequently, during the subsequent
discussion it could be observed if the students have been able to learn the
dependencies and impacts on mitigation measures and security risks in supply chains.
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Abstract
In case of major damage-causing events in road tunnels, psychical, emotional and
physical or movement capabilities of road users play a major role with regard to the
occurring risks and the degrees of damage to be expected. Their escape behavior is
influenced by inner, cognitive, emotional and movement processes which interact with
the prevailing conditions.
A microscopic pedestrian evacuation simulation model has been developed in the
research projects SKRIBT/SKRIBT+ to determine the consequences of an event taking
into account the physical impacts and the resulting effects on tunnel users. Impacts are
determined using a CFD code. This code is linked via an interface with the person
model of the pedestrian evacuation simulation to determine the effects on the tunnel
users. The person model consists of various sub-models which allow calculating and
representing the tunnel users’ movements depending on their perception and behavior
due to the physical impacts of an event.
In the present paper, the parameters gained from the studies in the 3D multi-sensory
laboratory regarding the tunnel users’ reaction and escape behavior in hazard
situations as well as their implementation in the microscopic pedestrian evacuation
simulation will be presented.
Keywords: Tunnel, microscopic pedestrian evacuation simulation, behavior, perception,
CFD calculation, impact calculation, effect calculation.

1

INTRODUCTION

When major damaging events in road tunnels occur, the psychical, emotional and
physical capabilities of road users play a decisive role regarding the occurring risks and
the degrees of damage to be expected. The reactions and the escape behavior of
tunnel users are influenced by the persons’ inner, cognitive, emotional and movement
processes, which interact with the prevailing physical-technical and environmental
conditions. Fig. 1 shows the parameters and their interdependencies during the escape
and rescue process.
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Figure 1: Parameters influencing the escape and rescue process.
To be able to represent such complex processes a microscopic pedestrian evacuation
simulation model has been developed within the framework of the research projects
SKRIBT/
SKRIBT+ (protection of critical bridges and tunnels in the course of roads), 2009–2011/
2012–2014) [1], funded by the German Federal Ministry of Education and Research
(BMBF).
In dependence of the physical impacts, the model allows determining the effects on
tunnel users, taking into account their psychical and physical reactions. Impacts are
calculated using a CFD (computational fluid dynamics) code, which via an interface is
linked with the person model of the pedestrian evacuation simulation. This person
model consists of various sub-models which allow modeling movements, effects,
perception and behavior. It is based on the pedestrian simulation module of VISSIM1,
which is a microscopic multi-modal traffic flow simulation software package developed
and commercially distributed by PTV Planung Transport Verkehr AG in Karlsruhe.
Fig. 2 depicts the main components of the pedestrian evacuation simulation and their
interaction which are explained in more detail in the following sections.

Figure 2: Components of the pedestrian evacuation simulation.

1

VISSIM: Verkehr In Städten – Simulationsmodell (traffic in cities – simulation model).
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MODELS USED TO DETERMINE THE CONSEQUENCES OF AN EVENT

2.1

Models for impact determination

In case of fire, road users may be endangered if exposed to high temperatures and
toxic smoke gases. In order to be able to take into account such impacts for the
determination of the degree of damage, a simulation model is required which allows the
discrete-time and discrete-space calculation of the propagation of temperature and
substances depending on the development of the fire and on fluid dynamics boundary
conditions. The simulation model should be based on a fire model that facilitates fuelspecific modeling. Furthermore, it has to be possible to model all kinds of ventilation
states, be it on the basis of atmospheric processes or mechanical ventilation systems.
The results of the calculations have to lead at least to statements on pressure, speed,
temperature and smoke and gas concentrations in the domain of interest.
For the propagation calculations, the Fire Dynamics Simulator (FDS) is used. It is a
CFD code which has continuously been further developed by the National Institute of
Standards and Technology (NIST) in particular for the simulation of fires. Since
February 2000, FDS has been available as open source. It is the most widely used fire
simulation program worldwide in fire protection engineering. FDS has been validated in
numerous test series, amongst others within the framework of the research project FE
03.375/2004/FGB “Tunnel fire tests – standardization of performance and analysis”
commissioned by the German Federal Ministry of Transport, Building and Urban
Development [2]. Here, a very good congruence between measured values and
simulation results could be proved.
2.1.1

Mathematical model

The calculations for determining the spatial propagations of pressure, speed,
temperature and concentration are based on the below-listed time-dependent
conservation equations for mass, momentum, energy and species conservation. A
derivation of these equations can be found, for example, in Anderson et al. [3].
Conservation of mass

∂ρ
+ ∇ ⋅ ρ ⋅u = 0
∂t
Conservation of species

∂
(ρYi ) + ∇ ⋅ ρYiu = ∇ ⋅ ρDi∇Yi + m! ʹ′iʹ′ʹ′
∂t
Conservation of momentum

⎛ ∂u
⎞
ρ ⋅ ⎜ + (u ⋅ ∇ ) ⋅ u ⎟ + ∇p = ρ ⋅ g + f + ∇ ⋅ τ
⎝ ∂t
⎠
Conservation of energy

∂
(ρh) + ∇ ⋅ ρhu =
∂t
Dp
− ∇ ⋅ qr + ∇ ⋅ k∇T + ∑ ∇ ⋅ hi ρDi ∇Yi
Dt
i
The used variables are described in Tab. 1 below.
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Description
th

Variable

Description

Di

Diffusion coefficient of i species

qr

Radiative heat flux vector

f

External force vector (excluding gravity)

t

Time

g

Gravity

u = (u,v,w)

Velocity vector

h

Enthalpy

Yi

Mass fraction of i species

hi

Enthalpy of i species

ρ

Density

τ

Viscous stress tensor

th

! ʹ′iʹ′ʹ′
m

Production rate of i species per unit
volume

p

Pressure

th

th

Table 1: Nomenclature of variables used in the formulas.
Due to their complexity, these continuously formulated equations can no longer be
solved analytically; they can only be solved by approximation using numerical methods.
For that purpose, these partial differential equations first of all have to be discretized,
i.e., the differential equations which are continuous in time and space are only
considered in a finite number of points in space at certain points in time. Moreover,
further sub-models to take into account turbulences, fires, radiation, chemical
reactions, etc. have been integrated in FDS. A detailed description of this model is
included in the Fire Dynamics Simulator Technical Reference Guide, Volume 1:
Mathematical Model [4].
2.1.2

Algorithms

The underlying algorithm belongs to the so-called pressure-correction methods
developed by Chorin [5] and Teman [6]. Here, by directly solving the Poisson equation
a non-divergence-free velocity field is transferred into a divergence-free velocity field
with the help of pressure. In detail, the following steps have to be gone through
incrementally until reaching the specified physical end time. Typically, the physical end
time is set at 5 to10 minutes.
1. Setting of the physical end time for calculation tend
2. Determination of the length of the time increment δt
3. Calculation of a non-divergence-free velocity speed u(n)*
4. Solving of a Poisson equation for pressure p(n+1) by means of the nondivergence-free velocity field u(n)* using a direct solver
5. Calculation of the velocities u(n+1) by correcting the preliminary velocity field by
means of pressure p(n+1)
6. Calculation of T(n+1), c(n+1), …
7. Increase of the time t by the time increment δt
8. Repetition of steps 1 to 7 until tend is reached
The time increment is determined on the basis of the below conditions for stability
named after Courant-Friedrichs-Lewy [7]:

δt <

δx
u max

δt <

δy
vmax

δt <

δz
w max
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They say that within a time increment δt a fluid element must not move further than the
grid size δx. The time needed for the simulation calculations therefore depends on the
length of the time increment δt and the calculation effort per step of calculation.
Depending on the size of the computational domain, the selected grid resolution and
physical end time, this typically results in computation times between one and several
days.
2.1.3

Example of CFD simulation

The calculated impact parameters are stored in a discrete-time and discrete-space
way. Fig. 3 shows as an example the development of the temperature over time due to
a propane fire in a tunnel. Here, the propagation of the physical impacts can be
depicted in detail over the tunnel height and length.

Figure 3: Propagation of temperatures occurring due to propane fire in a tunnel.

2.2

Models for effect determination

Depending on the duration and severity of exposition, effects of temperature and
smoke may have life-threatening effects on tunnel users. When determining the degree
of damage, the behavior of tunnel users plays a major role once the event has
occurred. Therefore, to represent escape and evacuation processes in a model,
interactions between the impacts and the physical and psychical reactions of tunnel
users have to be taken into account. To achieve that, the pedestrian evacuation
simulation in VISSIM has an interface for the importation of the influencing parameters
determined by means of the time- and space-dependent CFD calculations. Based on
the movement model (basic model) in VISSIM, a
•

Effects model

•

Perception model

•

Behavior model

have been developed and integrated to build the person model.
2.2.1

Movement model (basic model)

The movement model implemented in VISSIM is based on the social force model
developed by Helbing und Molnár [8]. Following the approaches of the Newton
dynamics, the movements of pedestrians are affected by various forces. Since
pedestrians generally approach their target directly and at the desired speed, this
movement is represented by an attraction force. On their way to the target, however,
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different influences may make them modify their intended route, for example, if they
want to keep distance to other pedestrians, due to spatial boundaries, or other stimuli
or attractions. Thus, route choice depends both from individual perception as well as
from individual assessment. This means there are psychological (social force) and
physical components that have to be taken into account for movement modeling.
In the social force model, the movement of each pedestrian is determined by the
following fields of forces:

!
!
!
!
!
!
dv α t ! 0
= fα + ∑ fαβ + ∑ fαb + ∑ fαi + ∑ fαβatt + ξ
dt
β
β
β
i

!
fα0 :

!
fαβ :

Attraction force
Repulsive force between pedestrians α, β

!
fαb :
!
fαi :

Attraction force to take into account attractive effects

!
ξ:

Fluctuation term to take into account individual behavior

2.2.2

Effects model

Repulsive force of spatial boundaries

!
fαβatt : Attraction force to take into account group behavior

The effects model implemented in the person model of the pedestrian evacuation
simulation facilitates the consideration of effects on individual persons due to pressure,
temperature and smoke and gas concentrations. It is based on a modified approach of
the fractional effective dose (FED) model according to Purser [9], [10].
2.2.3

Perception model

The successful reaction to external influences presupposes the perception and
recognition of situations and information. Besides individual factors, this also depends
on the locally prevailing conditions. Therefore, the basic model is extended by a
perception model which takes into account visible information in the surrounding of a
person. Objects which are beyond the sight distance or are occluded by obstacles or
due to smoke are not considered. Only objects in the person’s direction of sight are
included, whereby the direction of sight may change if the person turns round. Thus,
changes in the choice of escape routes can be modeled in a realistic way. Fig. 4
illustrates the perception model used.
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Figure 4: Discernible and non-discernible areas within the perception model.
2.2.4

Behavior model

The behavior model of the perception and behavior-based pedestrian evacuation
simulation is based on established models of action control and was developed within
the framework of the SKRIBT project by PTV and Würzburg University [11], [12]. As
regards action control, it distinguishes between the impulsive and the reflective
reaction. Impulsive and reflective reactions interact; they are jointly responsible for the
adequate reaction to the different requirements from the environment. Whether a
person acts in an impulsive or reflective way is determined by the value of the so-called
arousal.
Arousal describes a continuum of psychical agitation. The higher the arousal, the
higher the probability of impulsive behavior, which manifests itself in uncoordinated
escaping (e.g., towards the more distant tunnel portal instead to the nearest
emergency exit).
The impulsive reaction describes an immediate action owing to a high level of psychical
agitation (arousal). It is independent from subjective assessments or the estimated
probability of success and results, for example, in panic reactions in which persons try
to escape in an uncoordinated way instead of using obvious escape routes. These
automatic decisions are based on established acting routines and easily accessible
contents of their memory and can hardly be influenced in acute emergency situations.
The reflective way of taking a decision to act, in contrast, is taken at a medium level of
arousal. Here, subjective assessments of the situations and individual strategies to
manage and cope with them are relevant for action control. All contents of the memory
are available; acting routines can be interrupted or flexibly adjusted to the prevailing
situation if necessary. The estimated probability of success is the relevant basis when
selecting the option for action.
In order to be able to react on a threat, first of all its source has to be detected. Then
the person goes through various assessment processes. They determine the level of
arousal and are influenced by factors inherent to person (internal factors) and
depending on the prevailing situation (external factors). The decisive criterion whether
the impulsive or reflective way of reacting is chosen is the assessment of the hazard
emanating from the situation (primary assessment). The assessment and the
perception of the risk are influenced by various external factors. Once the situation has
been assessed, the person has to decide whether he or she has the necessary
resources to manage and cope with the situation (secondary assessment). If one’s own
resources are estimated insufficient, stress will arise (tertiary assessment). Secondary
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and tertiary assessments are considered the reflective way; they are influenced by
internal factors like anxiousness or knowledge of a person, for example.
In the model, the arousal (reaction potential) is determined by external and internal
factors and is calculated with the following formula.
R(pot) = r(int) * r(ext)
The external factors r(ext) result from totaling
•

Perception of hazards (f)

•

Social influence (e.g., Lemming effects) (g).

The internal factors r(int) result from totaling
•

Anxiousness (a)

•

Self-efficacy (b)

•

Self-regulation (c)

•

Behavior routines (d)

•

Knowledge and experience (e).

If the arousal exceeds a threshold value set beforehand, then impulsive behavior is
shown. If the arousal is lower, the reflective way of reacting becomes active. It is
calculated by multiplying the arousal with the probability of success. If one of the
multipliers is zero, no openly visible reaction is expected. Fig. 5 gives a schematic
overview of the connection between arousal and options for action.

Figure 5: Basic structure of the behavior model in VISSIM.
The behavior parameters were determined within the framework of comprehensive
studies undertaken by Würzburg University [13], [14], [15]. Their 3D multi-sensor
laboratory can transfer test persons completely into virtual reality, thus evoking a high
degree of actual presence.
2.2.5

Example pedestrian evacuation simulation

Following the above-described model approaches, for a successful evacuation in the
pedestrian evacuation simulation affected persons have to perceive, assess and locate
a hazard before they take the decision whether they are going to leave their vehicle
and start escaping from the hazard area. When escaping, road users follow the escape
route signposting in the tunnel, but also take other persons, too, for orientation.
Whether they escape from the hazard area depends on the visibility and the
concentration of lethal substances. Persons who for a longer period of time are
exposed to high or for a shorter period to very high concentrations of noxious
substances lose consciousness and can no longer escape from the hazard area. Fig. 6

Session 13: Crisis Management 2

387

Future Security 2014

Berlin, September 16 –18, 2014

shows an example of the visualization of the pedestrian evacuation simulation of a fire
scenario in a tunnel.

Figure 6: Example of fire simulation.
Pedestrian evacuation simulation allows analyzing in detail safety-relevant installations
as well as aspects of behavioral psychology with regard to their influence on the
escape behavior. Fig. 7 below illustrates how knowledge and behavioral routine can
have positive influence on successful escaping. With increasing knowledge more
persons succeed in escaping from hazard areas. This shows clearly which importance
can be allocated to the training on appropriate behavior in emergency situations.

Figure 7: Number of rescued persons in a scenario for variations of the parameters
“knowledge” and “behavior routine”.

3

CONCLUSIONS

Computer simulations render studies on rare and hazardous situations possible and
allow the analysis of relevant parameters with regard to their effects. In case of road
tunnels, for example, the development and propagation of smoke and fire can be
modeled and examined. The pedestrian evacuation simulation developed within the
framework of SKRIBT/SKRIBT+ integrates the physical smoke propagation models and
the escape behavior of affected persons. Hereby, it is essential that the assumptions
underlying the situation facilitate a valid representation of the complex human behavior.
Most evacuation simulations, however, are based on rather simplified assumptions on
human escape behavior, e.g., assumptions which do not take into account emotional
reactions at all. To overcome this simplification, a model which can represent the
escape behavior in a holistic manner was developed in SKRIBT/ SKRIBT+ and
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integrated into the pedestrian simulation of VISSIM. With this model, parameter studies
have been carried out in VISSIM and the results of the simulations compared with the
results of the studies in the virtual reality. Here, a high degree of congruence could be
found. Thus, the developed models are suitable to represent the highly complex
processes which take place during the escape and evacuation process. Besides
safety-relevant installations, also psychological aspects can be analyzed in detail for
their influence of the human escape behavior.
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ABSTRACT
Towards situational awareness concerning crowds in mass gathering venues, the use
of intelligent management information systems is crucial for a safe and fast evacuation
of people. Therefore in this situation, humans can be overwhelmed by the critical
decision they need to take, and they can fail taking that decisions, leaving the crowd to
a mass panic. Taking into account this problem, is where the eVACUATE project starts,
giving the current situation a newly developed intelligent fusion of sensor, geospatial
and contextual information with advanced multi-scale crowd behavior detection and
recognition, providing it with dynamic behavior predictions and advanced crowd
dynamic models. The result is a service-oriented decision-support which can contribute
to the management of these situations, giving the management responders tools to act
in real-time. The eVACUATE system performance and scalability will be validated in
five distinct scenarios involving incidents with large crowds at various venues with the
requirements of evacuation time reductions and increases of safety and security.
These are: 1) underground stations in Bilbao and 2) Marseille; 3) Real Sociedad
Football Stadium in San Sebastian, 4) Athens International Airport and 5) a STX cruise
ship.
Keywords: Innovation, technology, research projects, mass evacuation, simulation,
crises management.

1

PROJECT INTRODUCTION

An evacuation procedure is a complex situation influenced by many parameters that
can affect the correct execution of the process. This situation is usually commanded by
persons responsible for comprehending the situation status and giving the appropriate
orders for the correct evacuation. Moreover, human response can be affected by many
circumstances, including the coming stress from the own situation, leading the person
to take inefficient/wrong decisions which can lead to fatal consequences. Broadly, a
crowd can be considered to be a collection of loosely coordinated individuals sharing a
common and temporarily bound interest. This description covers spectators and people
moving. In crowd massive evacuation, citizens react incoherently, so eVACUATE will
be a perfect tool because it aims to address the needs of the safety of citizens during
complex evacuation processes towards the creation of a holistic system that:
i.

Will enhance the effectiveness of complex evacuation operations at any type of
venue or infrastructure.

ii.

Will adapt evacuation plans to the current conditions.

iii.

Will dynamically survey how an evacuation is evolved.

iv.

Will support civil protection authorities.
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In order to improve the situation, the eVACUATE project aims to understand the
complexity of large-scale disasters by tackling the operational challenges of situation
awareness (SA) giving effective, safe solutions and support to the decision making
commandment to achieve the efficient solution possible.
As a final point, the project will be tested over a set of five carefully selected application
scenarios of severe and diverse requirements involving: underground operating
authorities in Bilbao and Marseille, the football stadium of Real Sociedad, a cruise ship
of STX and the International/Metropolitan Airport of Athens.

2

PROJECT OBJECTIVES

With the purpose to achieve the main objectives of eVACUATE, it is necessary to
research, develop and demonstrate the capabilities of both framework and prototype,
enhancing the results of complex crowd evacuation operations taking place in any type
of venue or infrastructure. Thus, eVACUATE will yield a holistic system to fulfill this
objectives:
i.

To develop a situation awareness (SA) evacuation system able to adapt
dynamically to changing situations. eVACUATE’s dynamic system will be able
to adapt its decision taking to several variables, such as: type of situation,
humans’ reaction, state of the evacuation or sensors information, to inhibit
external influence.

ii.

To integrate multiple information sources to command posts to deployed
intervention personnel. eVACUATE will provide information to the citizens but
also to the intervention personnel to increase the precision in their response.

iii.

To develop a system able to share all relevant multimedia data, video, pictures,
voice, force locations, plans, orders, messaging, etc. between all operating
personnel in order to detect the optimal route and guide safely the persons out
the venue.

iv.

To develop a system applicable to a broad range of areas (e.g., large
gatherings on confined outdoor areas, office buildings, underground stations)
and to various incidents (natural and man-made as well as terrorism). Thus,
eVACUATE will be tested in four different scenarios according the previous
broad range of areas.

v.

To develop respective optimal evacuation strategy. This strategy will be
implemented through the active evacuation route (AER) which will be designed
in real-time based on crowd behavior, the type of venue, and the crowd
monitoring.

Thus, it is necessary to define a new-generation crowd evacuation support platform,
supporting a vast variety of complex crowd evacuation operations, providing complete
interoperability and connection between the different systems and layers and
integrating different innovative and existing modules (sensors, positioning,
communications) with the aim to reduce drastically data ambiguity. So, as to ensure the
objectives ,it is important to study the socio-economic environment to address the crisis
situations, taking into account: ethics, legal issues, regulation societal context,
standardization and national and international operating procedures. Once the previous
research and innovation is completed, four pilot demonstrations will be set to observe
the objective’s impact.
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A NEW-GENERATION CROWD EVACUATION SUPPORT PLATFORM

With the intention of achieving the previous objectives, one of the main research and
innovation areas of eVACUATE is to provide a new-generation crowd evacuation
support platform, comprised of a full-set of systems and services built in accordance to
innovative, integrated standards and peer-to-peer architecture. This will be achieved
thanks to a complete system which will provide efficient support to the commandment,
giving safe and effective evacuation strategies, based on a resilient and seamless
communication platform integrated to the mechanisms already in place. This platform
will allow communication between the evacuation operations center and other
response units and to remotely configure communications devices by taking into
account overall situation awareness information, being able to implement an efficient
emergency plan context communication.
Towards this direction, newly adaptive communication architectures will be introduced
and will be integrated to the employed platforms.

3.1

Crowd modeling

With regard to that model, the purpose is to describe specific application scenarios and
develop crowd dynamics models for these scenarios, including both static and dynamic
assessment of crowd flow, spatial analysis and network/agent-based modeling. Crowd
modeling is intrinsically used in the simulation and crowd awareness methodologies,
through the use of computer vision tools, for determining the optimum evacuation route
under a real-time and active evaluation strategy; computer vision detects current crowd
behaviors, and simulators predict future outcomes by exploiting information provided by
the crowd modeling.

3.2

Smart spaces

With regard to smart spaces, possibilities increased by the availability of location tags
(individuals reporting through their GPS), proximity (Bluetooth, NFC, ZigBee/802.15.4)
and context observation (audio and video streams originating from
microphones/cameras), as well as participatory sensing (whereby users perform
sensing of their environment using smart phones). This combination of information
given by the smart spaces will also provide the means to support the real-time in the
evacuation routes, updating the exit signage according to the decisions taken. The
fusion of information produced by the sensors installed in a facility along with the
information from the users’ smart phones will form a “smart space” of enhanced SA. On
the other hand, the comprehensive and directive broadcast of the evacuation decisions
is also part of the smart space duties.

3.3

The visualization module

One of the key elements that can permit reducing time in evacuation is the visualization
of information. The visualization module of eVACUATE displays all relevant data such
as crowd geometry, density, flow, congestions, groups, “specific” categories of persons
(children, disabled, pregnant, etc.). This data can be visualized in 3D or by
geographical reference and the user should be able to manipulate the visualization
module without requiring any specific knowledge.
With eVACUATE, the user is able to visualize crowd information displayed in the COP
which presents this information in a schematic manner. This enables the user to quickly
understand what is happening in an emergency case and helps increasing the decision
making efficiency, allowing the user to manage several layers of information, all visible
in one screen. On the other hand, the visualization module is not just designed to
improve decision making efficiency, it is also focuses on end-users by allowing them to
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add data, icons, visualize status, choosing between different representations and by
rolling back in time to see a previous state of the evacuation.

3.4

The value of time: active evacuation route (AER)

In the event of a fire or a security threat, time is critical. While time is so scarce, crisis
communication about evacuation decisions should go fast and without noise. In
eVACUATE, we try to prepare the way of communication and we facilitate the
preparation of the content of instructive messages.
The eVACUATE ultimate’s goal is to identify, designate and sustain an active
evacuation route (AER) comprised of the most recently generated evacuation route
that adapts dynamically according to current and evolving circumstances.
i.

Providing a valuable tool to guarantee total situation awareness both to the
crowds involved during a crisis but also to the crews operating in situ as well as
in remote locations.

ii.

Adapting dynamically evacuation plans to current conditions through a dynamic
evacuation framework instead of the current passive and static one.

iii.

Providing a clear, easy-to-use set of safe evacuation instructions, available over
a multitude of alternative and complementary presentation channels.

iv.

Setting up visible demonstrations of innovative crowd evacuation support
systems in realistic situations.

v.

Supporting civil protection authorities in the formation and validation of proper
safety procedures for crowd management.

vi.

Setting a cornerstone for the standardization of equipment, processes and
methodologies for evacuation purposes on an EU level addressing the crosscultural issues emerging from diversity imposed by citizens.

With regard to the active evacuation route, when something abnormal happens, the
system can process the crowd characteristics and raise an alert if something unusual is
happening. At the same time, the commander user is able to locate the problem and
process it, being asked to either close the message if it was a wrong alert or report the
issue. Simultaneously, it should be able to prepare and deliver alert messages and
specific commands for AER, and also define the type of devices that receive the
message. During all that process, the system will help the commander, showing the
active evacuation route (AER) at any time. But not only displaying the route but also
the currently predicted evacuation time necessary as well as possible congestions that
may occur at particular spots or alternative evacuation routes with statistics, which may
improve the evacuation performance. The commander user can also prepare the active
signs to help the evacuees find their routes to the desired evacuation spot.
With the help of prediction of near future problems and simulation of possible actions,
the system shall assist a commander user in the decision process, advising him with
suggestions as to the predicted best actions at any particular time. This comes as
proposed new evacuation routes, messages for public, message for crew, etc. To
estimate all these tactical plans (and consequently to design strategic plans) for
effectively controlling the evolution of an emergency by exploiting the estimation tools,
the information observations and the crowd dynamics models. Towards this direction,
we incorporate dynamic and adaptable decision making strategies through the
exploitation of game theory, for real-time adjusting the AER so as to elaborate the
optimal evacuation strategy.
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EXPECTED IMPACTS

The eVACUATE project aims to research, develop and demonstrate the capabilities of
complex crowd evacuation operation. The very system performance and scalability will
be validated in four scenarios involving incidents with large crowds at various venues
with the requirements of evacuation time reductions and increases of safety and
security. Former end-user partners made their facilities available to realize the following
four pilot demonstrations:
i.

Anoeta Stadium (Spain)

ii.

Passenger cruise ship STX-FR (France)

iii.

Athens International Airport (Greece)

iv.

Metro Bilbao S.A. (Spain)

On the other hand, the end-users of the eVACUATE system were identified and they
will be the verifiers of the expected results.

5

i.

The responsible officer will be the main user of the system. He/she can use the
integrated information about the situation in the building to get an overview.
He/she will take the decision to eVACUATE based on a common operational
picture. This is the decision support part of eVACUATE.

ii.

In a secondary way, also service people and crew, who are persons involved in
the evacuation process, are users of the system. They provide operational
information or use operational information to fulfill their duties in case of an
evacuation. This is the communication part of eVACUATE.

iii.

Last but not least, the specialized configuration expert with programming skills
can be qualified as user of the system. He/she should be able to connect the
system to the existing infrastructure in the building and make the configuration. 	
  

CONCLUDING REMARKS

This paper has dealt with complex crowd evacuation operation, presenting the
eVACUATE project as it is, a new generation platform to resolve complex decision
making situations. The state of the art has already been identified and there is a
considerable scope for improvement. Managing situational awareness concerning
crowds in specific mass gathering venues will change from the way it is happening
today. And this change it is being reflected in our aims from the beginning of the
eVACUATE project because it will focus on the cooperative idea of sharing know-how
in crises’ early stages, helping to create a EU crisis handling framework. Emergency
organizations in Europe will therefore be able to harmonize their procedures through a
common crisis database and help services learn from each other’s experiences.
On the other hand, eVACUATE could facilitate inter-European cooperation, due to the
fact that it is fully scalable and it is based on common technology (basically, telephone
and Internet connection) available everywhere in Europe. Moreover, the system will
allow to interconnect countries disseminating alert messages to authorities and citizens
that may be affected by the abnormal situation.
To conclude, the eVACUATE book will be created to provide a set of comprehensive
best practices and guidelines for setting the strategic evacuation of crowds in
emergency situations with advanced crowd behavior simulations. The eVACUATE
book shall provide comprehensive best practices in crowd evacuation management
and directions for future research for improving those practices. On the other hand, the
eVACUATE book is not the only share of know-how, nowadays, there is no standard
needed for crowd evacuation operations. In regard to that matter, the eVACUATE
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project also aims to develop a novel proposal of such a standard called “Common
Information and Communications Technology Framework for Crowd Evacuation
Operations”.

6

STATE OF THE ART

Regarding the state of the art of the project and therefore of the evacuation systems,
the actual scenario shows that although systems are not finished as an ultimate
solution, we can provide an initial pilot involving all elements. It should be considered
that these elements will be shown in the demonstration pilot which have been selected
in order to minimize errors and to provide a reliable solution with a minimum risk. On
the whole, the main goal for this demonstration pilot will be focused on general
behavior of the system. In this way, particular elements or integrations between them
would change in regard to the initial picture.

6.1

Global architecture

Regarding the general architecture, the developing itself could be show in the next
activity picture. Pretending to be a “guide” for components through the system and their
communication with and between them.

Figure 1: Above picture allows us to see the communication and directionality between
components as well as protocols involved. For each component, there exists a
particular activity diagram for an easier architecture understanding.

6.2

Demonstration pilot

The next demonstration pilot, which according to the prevision will take place in
September, will follow the global architecture defined in the next picture, where we can
observe the general overview of the pilot and the system.
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Figure 2: Specifically, this pilot will be a stand-alone demo without integrating smart
space agents and SIB. It will show the use of DDS publish/subscribe mechanisms
(which will be used on DDS communication gateway implementations of the
eVACUATE system) for interacting with the digital signage system.
In order to show a more operative demo, it will be connected directly to the SIB and
special attention will be paid to the directionality and density of crowds in simulation
inputs. We will develop a “basic agent” with connection to the SIB (SOPHIA framework)
and a basic ontology, so, without DDS implementation. Then, this agent will be
connected to a physical device with a custom library.
As this is an initial pilot, it should present advances in many fields:
i.

Showing connectivity between real gadgets and the IT world.

ii.

Showing the ontology performed for the connected items.

iii.

Showing some intelligence in the SIB in order to perform actions.

iv.

Showing a primitive UI and COP to the end users.

6.3

Demonstration scenarios

Actually, the most advanced model for demo is Bilbao’s metro station San Mames.
Next, is shown this model divided by activity partitions following frame by frame the
evaluation criteria and scenario definition defined in the project.

Figure 3: Bilbao’s metro station San Mames.
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1

BACKGROUND

Mastering a large incident involving exposure to CBRN (chemical, biological,
radiological and nuclear substances) constitutes a major societal challenge. The
success of the response is dependent on adequate and timely support, technical and
logistic. Most conceivable major CBRN incidents would have wide-spread
consequences. This could involve large groups of the population and cover large
geographic areas. All experiences show that a prompt and effective response is the
key to a final outcome not wasting life and damages to property. Ultimately, a prompt
and effective response becomes the key to also limit the damages to the shared norms
and values in the society [1]. It is, therefore, imperative that crisis managers make the
correct decisions, supplying the necessary resources and critical competences to the
responders in the field. Achieving the ability to do so, in a timely manner, is,
accordingly, the main challenge in CBRN preparedness and resilience efforts.
However, preparedness and resilience work in Europe is hampered by the diversity of
modes of organization of response mechanisms across the EU member states and, of
course, by the diversity of CBRN threats as such. Any effort to improve European
CBRN preparedness and resilience must take into account the diversity and
fragmentation on both sides of the equation. This problematic and complex situation is
not limited to CBRN preparedness. Looking across borders, the responsibilities of first
responder and crisis management organizations differ between EU member states [2],
and lead to differences in threat perception and understanding of CBRN risks.
European efforts to build a society that is resilient against CBRN incidents has become
an issue of very high priority in recent years, following incidents such as spread of
EHEC bacteria in Europe, the melanin-incident in China, and the Fukushima nuclear
power plant disaster. Amongst many initiatives, the European Commission supports
CBRN-relevant research through the 7th Framework Programme Security Theme.
Traditionally, research and development initiatives are intended to develop capabilities
in form of technologies or methods, which are integrated into systems, in turn
integrated into system of systems (SoS). Following this logic, support for CBRN
preparedness and resilience research and development in the 7th Framework
Programme has been defined at three different levels, in capability projects, integrated
projects and demonstrator projects that are system-of-systems projects aiming to
improve preparedness and resilience for the whole of Europe.
Considering the specific difficulties and requirements for CBRN preparedness and
response, the application of the traditional concept of System-of-Systems has been put
into question. Is it at all possible to develop a CBRN system-of-systems? Can a
demonstrator project truly improve the resilience across entire EU, considering
fragmentation and diversity of threats and response mechanisms?
This article is an attempt to explain how a modern conceptualization of a system-ofsystems approach in FP7-integrated project PRACTICE (www.practice-fp7security.eu), as a toolbox, can be the base that allows adaptations to the various
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requirements of the European member states, while improving harmonization across
the European Union.

2

SYSTEM-OF-SYSTEMS CONCEPT

A system of systems can be described as a large-scale concurrent and distributed
system that is comprised of many systems in order to collaboratively accomplish a
single task [3]. While there is no universal definition of the concept [4,] there is a
general consensus about several characteristics and the growing importance of these
systems. In order for a system to be considered a system of systems, each of the
integrated components should also be able to operate independently if they were
removed from the system of systems. Additionally, each component should be
interoperable and able to communicate effectively with the other systems in the system
of systems [5].
A system of systems can consist of three types of constituent systems:
•

Physical systems like physical parts of a machine.

•

Cyber systems like the control system.

•

Humans.

Since, in general, the human behavior cannot be completely modeled – it is impossible
to model the conceptual landscape of a human – the behavior of a system of systems
with human involvement is inheritably unpredictable.
A classic system of systems is built and managed to fulfill specific purposes. It is
centrally managed during long-term operations to continue to fulfill those purposes, and
any new purposes the system owners may wish to address are designed to fit the
framework. The component systems maintain the ability to operate independently, but
their normal operational mode is subordinated to the centrally managed purpose
(Tab. 1). For example, most integrated air defense networks are centrally managed to
defend a region against enemy systems, although its component systems retain the
ability to operate independently, and do so when needed under the stress of combat
[5].
System-of-systems architecture addresses the concept of operations for the system of
systems and encompasses the functions, relationships, and dependencies of
constituent systems, both internal and external. This includes end-to-end functionality
and data flow as well as communications. This is verified by a testing and validation
phase before the system becomes operative. System-of-systems engineering focuses
on choosing the right system(s) and their interactions to satisfy the defined
requirements [6]. The architecture of the system provides the technical framework for
assessing changes needed in systems or other options for addressing requirements.
The evolutionary development process is version-based in a classic system of
systems.
Traditional system-of-systems engineering methodology is commonly used in US
Department of Defense applications, but is increasingly being applied to non-defenserelated problems such as architectural design of problems in air and auto
transportation, healthcare, global communication networks, search and rescue, space
exploration and many others. The design for system-of-systems problems is performed
under some level of uncertainty in the requirements and the constituent systems, and it
involves considerations in multiple levels and domains [7], [8].
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TOOLBOX CONCEPT

In contrast to the military sector and defense research and development, civilian crisis
management organizations in Europe suffer from an inability to develop a systemic
approach to CBRNE preparedness. This is largely because CBRN preparedness is not
perceived as a societal function in its own right, like border control or mass transport.
CBRN is rather a major problem in the context of such functions [9]. Furthermore, the
system-of-system development requires a strong customer that is able to clearly define
the requirements and assure full implementation of the product. Due to the
organizational diversity and different perceptions of CBRN risks and threats across the
EU, there is no clarity and consensus regarding the technical and societal
requirements, nor any assurance of full implementation.
Thus, the defense sector research and development approach of creating a large
system for management of CBRN issues, a system-of-systems approach, is not the
adequate solution for European CBRN preparedness and resilience effort. Rather,
civilian CBRN preparedness is better served by a more decentralized systems-ofsystems concept, SoSs rather than SoS, also referred to as toolbox concept (Tab 1).
Characteristics
Scope of system
Requirements and
specification
Control
Evolution
Testing
Implement.
technology
Faults (physical,
design, bugs)
Emergence

Classic SoS
Fixed
Fixed

New SoSs toolbox
Not known
Changing

Central
Version controlled
Test phases
Given and fixed

Distributed
Uncoordinated
Continues
Unknown

Exceptional

Normal

Controlled

Accidental

Table 1: Fundamental paradigm shift in SoS design.
This shift came about due to changes in requirements development and changes in
how civilian customers acquire crisis management equipment. The emphasis is
increasingly put on addressing broader “user capability needs”. Those needs serve as
a context for developing a toolbox system, rather than clearly set technical
requirements as it would be the case in system of systems. In continuation,
prioritization of needs has been updated in response to the CBRN community’s
realization that decisions in these areas need to be made in a broader capability or
societal context. Capabilities-based analyses have become the basis for defining user
needs. With the adoption of a European approach to incident management, the CBRN
community recognizes that systems need to operate in a broader context today than in
the past. Most importantly, always changing CBRN threat situations increase the need
for flexibility and adaptability in the way the first responders and decision makers
modify and use different tools to respond to changing situations. The toolbox concept is
there becoming a critical perspective in thinking about creating a truly integrated
European approach to a CBRN crisis.
The differences between system of systems and toolbox systems are significant
(Tab. 1). To begin with, a system of systems tends to be large, expensive and longterm solutions, often leading to problems with obsolescence. They can successfully
solve a problem, but cannot cope with a changing description of the problem, i.e.,
changing requirements. System of systems is well-suited for centralized environments
where command and control mechanisms are clearly defined, while toolbox systems
are better suited in decentralized environments where control must be distributed. Yet,
another important difference between the old SoS and a toolbox system is in the future
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evolution of the system. The architectural features of a toolbox facilitate the update,
exchange or addition of separate systems, thereby avoiding the obsolescence issue
that the classic system of systems reaches sooner or later. However, the toolbox
concept has its disadvantages, too. System-of-systems development ensures welltested and well-functioning result. A toolbox evolves and grows in a way that is not
centrally controlled and designed, which increases the risks of problems and bugs.
Also, the system-of-systems development usually ensures implementation as the
customers participate in the process from the outset, while a toolbox is implemented
incrementally as it grows, which of course increases the risks for developers.
Indeed, the toolbox concept represents a different way of developing a systemic
solution to any engineering problem. It is particularly well-suited to be used to solve
more complex and evolving problems, in more complex and evolving environments.
Such a problem in such an environment is European CBRN preparedness. In the
following section, we will introduce how the PRACTICE toolbox is envisioned and
designed.

4

TOOLBOX CASE

PRACTICE stands for Preparedness and Resilience against CBRN Attack using
Integrated Concepts and Equipment. It is a project funded under EU 7th Framework
Programme and it is one of the largest projects of relevance for the topic of CBRN. A
total of 25 partner organizations from 11 countries, with a total budget of 11.7 million
euros, are working in the project that started in 2011 and ends in 2014. The topic of the
security research call in 2009 asked for an integrated project that would “improve
CBRN preparedness and resilience across Europe” and “remedy the fragmented
situation in the EU”. Aiming to answer the call, a diverse group of organizations got
together and created the PRACTICE project. Amongst participants, there are defense
research institutes such as Swedish FOI and Norwegian FFI, large research
organizations such as the Dutch TNO, industrial partners such as EADS Astrium from
France and Selex SSI from Italy, universities such as Swedish Umeå and Mid-Sweden
University, and King’s College London from the UK. The project also includes firstresponder organizations such as Public Health England, Polish Main School of Fire
Services and Swedish Södersjukhuset and its disaster medicine center. Finally, the
project also includes small and medium-sized enterprises and start-ups in UK, France
and Poland. The size and diversity of the consortium reflect an ambition to cover most
if not all aspects of CBRN preparedness and resilience and to do so in a way that will
be useful to most if not all relevant operators, all over Europe; and a realization that a
traditional system-of-systems thinking is not a suitable solution in the case of CBRN.
Rather, the solution was sought in a system-of-systems or a toolbox type of
construction.
In short, the PRACTICE toolbox is an integration of several tools, both existing and
new, in a web-based toolbox where different types of operators log in and utilize
different parts of the toolbox for different purposes (Fig. 1). The tools are, in this
context, both software and hardware tools as well as guidelines and procedures,
organized in following six categories:
1. Recommendations.
2. Standards.
3. Protocols/procedures.
4. Equipment and systems (eventually simulated): hardware, software, with
performances, Technology Readiness Levels (TRLs), validation/certification
status.
5. Simulated environment (with 3D databases).
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6. Real equipment and system emulation capabilities.
Whether for planning, training, or in response to an actual incident, fire fighters and
rescue services, police, ambulance services, local crisis managers, higher-level
decision makers, and even the public, will be able to gain correct information in a timely
manner either through access to generic individual tools (relevant in all organizational
and socio-cultural settings), adapted individual tools (where a tool has been adapted in
the implementation phase to suit one particular setting), or parts of the toolbox
(combination of tools) suitable for their need.

Figure 1: An outline of the toolbox concept. The orange elements are on the user side,
blue marks the intelligence in the system and green are different kinds of tools
providing information to the system. Arrows indicate communication flow.
The purpose of the toolbox is to improve the response to a CBRN crisis in Europe,
building on existing crisis management systems, toolboxes and stand-alone tools. The
toolbox therefore aims to improve the European CBRN response in several ways:
• Faster and more precise response: This will be achieved with the help of the
PRACTICE toolbox through faster exchange of information between all involved
organizations and between users at different levels in the same organization.
This is facilitated through the integration of multiple sources of information in one
layered picture. By having access to all relevant incoming information near realtime, the users are able to assess and analyze the information in a timely
manner, leading to quicker decisions founded on actual data.
• Optimize the use of the resources: By tracking and tracing resources, both
personnel and equipment, updating their availability and status and also time to
arrival, decisions can be made so as to manage the resources in the most
efficient way. Optimizing of resource spending will also lead to a faster return to
normalcy, i.e., speed up the recovery phase following a CBRN incident.
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• Increase the awareness among responders: CBRN incidents are, fortunately,
relatively rare occurrences and very few responders have the experience
necessary to feel comfortable in handling CBRN events. Through training and
simulations the Toolbox will help responders familiarize themselves with the
general principles for handling CBRN events, as well as be drilled in using
specialized tools.
• Increase the awareness among the public: This is achieved by the PRACTICE
Toolbox through tailored information to different demographical and professional
groups, also accessible in the Toolbox, as it includes a number of tools that offer
guidance on crisis communication.
It is important to note that the toolbox is conceived as a support system guiding and
helping the user and not a decision-making system automatically providing concrete
and definite answers to problems in the field. The user should access it when CBRN is
suspected and the toolbox should not interfere with normal operations. It is also
important to point out that the PRACTICE toolbox is aimed at non-experts, and CBRN
experts are rather considered to be part of the toolbox. It is an addition to traditional
tools, rather than a replacement.
The toolbox itself is a web-based information system integrating a catalogue of both
existing and innovative components, CBRN preparedness and resilience-relevant tools
and procedures. There is a database of the hardware equipment, giving
recommendations for when and how to apply each piece of equipment. Likewise, there
is a database of CBRN-relevant knowledge, i.e., procedures, recommendations and
protocols, where operators can turn for guidance in both the preparation and response
phase. Finally, there is also a simulation capability that will enable scenario-based
planning exercises and training activities.
In these three ways, six different types of tools are connected into a whole, a systemsof-systems toolbox. The difference when compared to the system-of-systems design is
in adaptability and flexibility of the toolbox architecture. It is, indeed, a living system
connecting tools and procedures into an integrated solution to prepare for and manage
a CBRN crisis. The basic architecture of cataloguing and connecting tools allows for
plugging and playing of new components. Different operators in different national and
organizational contexts will be able to easily adapt the toolbox to their context, and
connect their pre-existing tools into a flexible system. In this way, the toolbox will grow
as different operators are adapting and implementing the way they need, yet still
enabling certain degrees of interoperability as operators are using the same basic
architecture.
The PRACTICE toolbox and its newly developed tools have been tested and validated
in three live exercises and stakeholder workshops (UK, Poland, Sweden) in a total of
nine scenarios involving various first-responder organizations and crisis managers.
Details and results from these exercises will be provided during the project
presentation.

5

CONCLUSIONS

There are a number of likely consequences of the novel toolbox approach in European
CBRN preparedness and resilience work, following the PRACTICE Toolbox project.
The development of present SoSs is driven by a well-defined customer relating to a
well-specified need (threat, risk or demand for efficiency). The need is almost generic
and therefore well-defined and of a slowly changing nature. Development of the toolbox
concept, on the other hand, is driven by a poorly defined customer relating to a
dynamic risk/threat/need picture. The consequences of the toolbox can more or less be
divided into three areas of effects:
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• Continued updating of standards, education and adaptation.
• Domestic and cross-border harmonization.
• Defragmentation of the market for CBRN equipment.
Below the three areas will be elaborated further.

5.1

Continued updating of standards, education and adaptation

The toolbox concept will contribute to increased harmonization and standardization of
tools, whether they are hardware tools (equipment) or procedures and guidelines.
Accordingly, the toolbox concept will help to better define and eventually harmonize the
customers and their needs. Harmonization and standardization would have been even
faster and deeper going in a culture of system of systems, but as previously mentioned,
such an approach would be politically impossible to implement and technically
impractical in the EU-wide context. The concept of an open and adaptable toolbox
architecture may be the second best solution to the fragmented demand structure of
CBRN resilience and preparedness. As mentioned above, it is the only possible
solution at this time.

5.2

Domestic and cross-border harmonization

The increased harmonization and standardization will in turn result in an improved
capacity to respond to cross-border incidents, whether we consider incidents in
adjacent EU member states, or larger incidents affecting regions of the union, or the
EU in its entirety. Even though the toolbox is adapted to national contexts, all operators
will have at least a basic knowledge of the systems used by other member-states
agencies, and the possibility to faster achieve the necessary interoperability.

5.3

Defragmentation of the market for CBRN equipment

The third likely consequence of the implementation of the toolbox concept is the need
for further development of adaptable, flexible and connectable tools, such as actual
hardware tools, methods, procedures, or even systems and toolboxes. National and
EU projects developing new capabilities will in the future inevitably be connected to
larger toolboxes/or toolboxes with broader usage. In addition, there is a need to adapt
existing capabilities to be more connectable.
There are also some risks adhering to the toolbox system. For example, the openness
of the toolbox might lead to increased security risks. Criminals and terrorists seeking to
use CBRN substances might educate themselves about existing response capacities
by looking at developed preparedness and resilience systems in the EU.
An already identified problem within CBRN security is the poorly defined market for
CBRN technologies and therefore the poor incentive for making investments. A
significant very important side-effect of the implementation of the toolbox concept
across Europe is an improved market structuring and market integration of CBRNrelevant security products and services. The cataloguing function of the toolbox will
reveal gaps in fulfillment of requirements and thus help technology and service
providers to obtain knowledge about needed improvements and future capabilities that
are missing in the toolbox.
Finally, it is important to mention that also the recently started EDEN Demonstrator
project is following the toolbox concept, with an even larger community of technology
and services providers behind it. All in all, implementation of the toolbox concept for
CBRN preparedness and resilience is opening an interesting path for future
development of an integrated and harmonized EU mechanism, thus resolving some of
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the fragmentation issues and still being adaptable to national contexts and national
needs.
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1

INTRODUCTION

Imagine an immensely complex, million-piece puzzle on a huge table, which was
created through years of hard work. Now imagine a tornado that ravages mercilessly
through the table, damaging, misplacing and mixing pieces. There are multiple actors
that want to help rebuild the puzzle – yet there are problems. First, some pieces are
still under duress. They need to be saved and protected. Secondly, pieces differ greatly
between each other. Some are huge, some are small, some need a one-off
intervention, some need to be taken care of in the long term as well, some are much
more important to the puzzle than the others. Some puzzles cannot be fitted back if
another piece has not been placed correctly beforehand. Thirdly, the actors that want
to help in rebuilding the puzzle are very different. Some are fitted better to lift and
manage big puzzles, but are useless in finding and addressing the needs of the
smallest of them. Actors are also not that great in communicating with each other,
which leads to redundancy of some efforts and misallocation of resources. Some
pieces will be left stranded because of that, and some actors will try to accomplish
tasks way too big for their capabilities and the other way around, as well. If you want
the puzzle to be back soon, things need to change.

2

PROJECT BACKGROUND – CRISIS AND DISASTER MANAGEMENT

Ascent of human kind has been derailed multiple times throughout history by natural or
human-caused disasters. Earthquakes, volcanic eruptions, tsunamis, fires, extreme
weather conditions and many more have always been an enormous threat to
civilization. Today, despite continuous technological advances, we are still very
vulnerable to catastrophes of such kind – and we added potentially many more
threatening factors by creating weaponry of immense power and by affecting the
climatic balance of the planet. Also, the rapid growth of human population and its
localization in very dangerous areas susceptible to floods and earthquakes add to the
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already high risk of extreme catastrophes impacting and threatening lives of millions
[1]. Complicated industrial chains are also prone to being broken with tragic
consequences to regional economies, further affecting the entirety of the population.
No protection and prevention is currently strong enough for the decision makers not to
worry about large-scale catastrophes and no contingency planning is clairvoyant
enough to predict every twist possible in the future crisis situation; and the response to
this situation must anyway be swift, combining flawless execution, efficiency and cost
management if possible.
Today, the industrialized, capital-rich countries are rather resilient to crises and
effective in dealing with consequences of catastrophes, but there is a significant room
for improvement – every life lost is a sign of the system’s malfunction. There are
operational procedures and protocols of disaster management – designated national
emergency bodies usually take care of basic planning and coordination [2]. They
perform assessment of top priority humanitarian needs of the affected population.
Those national institutions are, however, not the only ones that take part in the relief
effort – it is the foreign and non-governmental organizations that sometimes provide
the bulk of the help in some areas, which creates potential problems in coordination,
resource allocation, reconstruction and recovery. Countries have to accept help from
those actors, since usually a catastrophe big in scope outmatches the national relief
capabilities, and possibly damages more than one country territory. Crisis management
processes have not escaped the touch of globalization – the vision of co-dependent
mankind, technological developments and the creation of organizational catalysts for
cooperation on supra-national scale in multiple areas lead to the rapidly growing
possibility of multiple actors working in unison to achieve a common humanitarian goal.
Even such developments as social media may have an impact on the engagement
levels from other countries in helping the afflicted areas, as the pressure to send help
can be a strong sentiment in the societies that are informed about a humanitarian
situation and/or relief efforts. Also, globalization and industrialization processes lead to
the growing co-dependence of countries that do not even have to be geographically
close to each other, and even the particular interests of the country economy may
dictate the enhanced cooperation measures in bringing back the harmed industries to
life. Some of the new threats are also much more border-ignorant in their scope, as
some natural and manmade catastrophes do not stop at a border of a particular
country, with pollutions and contaminations being a prime example of such a
contingency.
Therefore, in many instances the humanitarian response and restitution of the area to
the state close to the pre-disaster is a joint effort with multiple international actors
involved – ranging from militaries (national and organization-led, such as EU or UN),
civil responders, volunteers, state agencies to non-governmental/international
organizations (i.e., International Red Cross) and others. Those actors have different
organizational structures, different goals, different resources, communication tools,
data management standards and other differing local specifications – with sometimes
the most glaring one being a different language spoken [3]. The status quo is not
satisfactory – most of the joint decisions are made on physical meetings, which require
the actors to be present at the same location which is obviously impractical given the
critical nature of the circumstances. Apart from those meetings and occasional
radio/telephone contact, the different organizations act relatively autonomously, without
continuous coordination, neither collaborative, nor top-down. Even the meetings that
are “digitalized” and occur through the Internet take at best forms of teleconferences
via Skype, GoToMeeting or similar software which does not allow for fluid data transfer
and graphical interfaces to be shown. Therefore, there is no commonly used advanced
platform-type software to support joint decision making and joint operation, in which the
information would be continuously updated and presented to the users.
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Figure 1: Operational process in the context of DESTRIERO (* post disaster needs
assessment, ** recovery and reconstruction planning).
A typical relief operation consists of stages (Fig. 1), as the process of governing
catastrophes has to be split into what happens before the relief actions, during and
after them. Preparedness to response is not an explicit part of this project, as it is
limited in scope to gathering baseline information crucial for building up resilience, but
reconceptualization of the other two stages is of key importance to the DESTRIERO
team and the objectives set before the project. Always, the first priority in response
during and post-catastrophe management will be the humanitarian effort to secure lives
and health of maximum number of inhabitants of the inflicted area. Affected citizens are
to be rapidly secured by any means possible and no expenses should be spared in this
effort. Efficient tactics and strategies need to be established and need to be as flexible
as possible. Data collection is of vital importance here, as defining who needs what
help where is a decision that can potentially save lives if correct. Data regarding the
situation, especially the humanitarian situation, has to be constantly updated and
analyzed for both the operation leaders and the responders on the ground to know
exactly what they are dealing with and what conditions the responders will have to
withstand and what challenges they will face. This data also pertains the concerns of
the local population and has to outline their needs, capacities and resources
possessed and moreover, needs to take into consideration the state of the local
infrastructure and general socio-economic conditions in a given location. Every aspect
of the relief stages presented above should be interoperable to the fullest possible
(desired) extent, so that every important user gets the full operational context of the
actions, partaken both jointly by many actors of individually. Single access point to the
relevant data should be enabled.
To effectively manage the incoming data and all of the other conflicting issues and
potential problems with the harmony of the relief effort, a joint software platform would
be a perfect tool. However, this is simply not the case as of right now – no advanced
tools can provide sufficient management capabilities for the whole palette of disaster
threats and for all the possible actors in the relief effort. No coordination is possible
without quality information [4], however. Lack of an information platform that can be
updated in real-time, shared between any actors through multiple channels, from
handheld devices to operations centers, lack of adequate recovery progress monitoring
tools and recovery benchmarking systems is extremely dangerous.

3

UNDERLYING ARCHITECTURE OF DESTRIERO1

This is the palette of needs that DESTRIERO responds to. It will be a state-of-the-art
damage and post-crisis assessment tool for reconstruction and recovery coordination
and planning. Its net-centric structure will enhance its management potential and will
enable multiple actors to fully contribute their relief potential to the recovery operation.
In the following article, the basic architecture of DESTRIERO will be presented and it
will be demonstrated how it responds innovatively to the ever-more threatening
challenges that stand in before crisis management institutions today. Crisis situation
1

DESTRIERO – A DEcision Support Tool for Reconstruction and recovery and for the IntEroperability of international
Relief units in case Of complex crises situations, including CBRN contamination risks.
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creating a need for a rapid, organized response for civil services will be always present
in our world. Multiple innovative solutions built into DESTRIERO will help make those
responses quicker and better organized. DESTRIERO’s architecture (Fig. 2) will
support continuous damage and contamination assessment, monitoring and updating,
with data coming in from different integrated sources.

Figure 2: DESTRIERO building blocks and software suite.
The data that will come into the system will be easily shared between different actors in
the relief process. Data will be visualized to create an enhanced, immersive operational
picture. Visualized data allows for a better and smarter decision making and
prioritization, both key factors in the success of the relief operation. Finally,
management of information will be centralized, paradoxically allowing for some
organized decentralization in the process on the ground. On top of the data and the
recovery priorities set up by the decision makers, an evaluation model will be applied –
the MYRIAD2 [6]. It will provide the users with graphical and textual explanations of the
data, such as evaluation of the data, asset analysis, and potential flaws in the solution
and will generate recommendations based on input data. It will be fully integrated into
the DESTRIERO toolbox, therefore helping prioritization in the decision making
process in real-time without managing two tools at the same time.

4

DESTRIERO GOALS

DESTRIERO aims to alleviate the harms of the current situation by introducing a
platform that is designed to fulfill four main, overarching objectives, in accordance to
the key internationally agreed methodologies, procedures and standards. The goals
have been crafted with the end-users’ best interest in mind – it is fundamental to
provide an understanding and an overview of the collaborative working needs of
national and international relief units during recovery and reconstruction.

2

•

Faster and better damage assessment for planning and monitoring of the
progress of recovery. DESTRIERO will integrate different data sources like
satellite data, aerial photos and mobile devices inputs into a coherent
information management tool. It will enable the users to access important data
in real-time.

•

Facilitate fast and intuitive access for distributed users to visualize the dynamic
“common operational picture”, during the planning and reconstruction period.
A state-of-the-art visualization technique will enable the users both on-the-field
access to view data, including damage reports, pictures and remote control
data in real-time during the on-going recovery phase.

MYRIAD – multi-criteria decision analysis tool and methodology from THALES Research and Technology.
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•

Better collaborative decision making during the planning and reconstruction
phase by increasing the interoperability of different information systems from
the stakeholders and standardizing data both leading to better prioritization,
resource allocation and joint decision making.

•

Improve management information in relation to PDNA and RRP. An access
point and a library with PDNA and RRP frameworks will be provided to increase
overview levels. Accountability of humanitarian agencies and inconsistencies
will be increased through higher accountability.

The above goals reflect a realistic approach to what can be done with a current stateof-the-art technology to improve the efficiency and success of the processes in relief
operations. They also respond to needs and requirements that have been thoroughly
identified as valid and urgent by sector-specific end-users. Several innovations will
have to be implemented to achieve the goals outlined here, as represented in the next
chapter. DESTRIERO will enable the end-users to access a lot of information through a
single comprehensive system. All of the information that will be included into the
system is relevant to the relief process. The data can be some or all of the following,
which management the system enables:
•

The “humanitarian dashboard” (humanitarian data center and current/future
needs assessment).

•

Situational overview with data on organizations taking part in the emergency
operation.

•

Documents regarding joint decisions by actors.

•

Progress reports.

•

Administrative information.

•

Mapping of the PDNA and RRP processes.

•

Relevant maps of the area, highlighting critical infrastructures.

•

Remote sensing data about CBRN contamination.

All of the points above reflect specific spaces in which coordination between relief units
should happen and is needed. This coordination helps to align parallel activity streams,
such as coordinating mechanisms, assessments, strategic planning and funding
mechanisms in time, order and space. Inside the activity streams, stakeholders must
be organized to ensure effective allocation of limited resources, avoid both effort
duplication and gaps. Moreover, key issues for data management have been identified
in humanitarian effort coordination and they will be treated as a basic layer of system
requirements: standardization, capacity building (technological and human) and
information availability. All those factors together will contribute to the improvement in
information management between actors.

5

METHODS USED IN DESTRIERO

One of the staples of DESTRIERO design is using a multitude of complimentary
methods to improve on the current status of disaster relief interoperability and
hastening the responses. While some tools may use one or two of those methods, it is
their juxtaposition that creates the synergic effect that we expect to induce. Therefore,
DESTRIERO will use state-of-the-art technologies to achieve its desired goals,
including several prototype tools developed by the consortium partners [5], using their
experience in other research projects and by adapting some existing solutions. Due to
the nature of the project, key innovations will be integrated into the scheme in the
following areas:
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Data collection in surveillance for PDNA and RRP
a.

Earth observation and aerial imagery data: Integration of satellite data and
aerial remote sensing capabilities as a key technology will be a vital part
of DESTRIERO surveillance assisting module. Georeferenced to standard
map projections, incoming data can be integrated into different systems,
like GPS position, on-field sensor data and other mobile assets. Using
those tools will allow the decision makers and responders alike to access
data such as the extent of affected areas and the extent of damages.

b.

On-field visual inspection: A complementary method of damage analysis
will be accessible for the system operators, as data from this source will
be adaptable as well. It will be an extension of the SMS technology by
SAADIAN. Multiple platforms (e.g., iOS, Android, BB, Symbian, Windows)
will be fit for information exchange.

c.

Sensing, remote sensing and CBRN data collection: Information about the
CBRN contamination will be available thanks to geo-spatial tools,
providing relevant information about the location and the scale of the
disaster, with dynamic dispersion and situation prediction tools.

Improving presentation of information – multi-layer GIS information visualization
Experiences from multiple FP6 and FP7 projects that many of the
consortium partners have will be used to facilitate construction of an
integrated web-based data access points through a WebGIS View
application and on-field through mobile devices.

III.

Joint decision making – multi-criteria decision-aiding tool
A multi-criteria decision support tool, called MYRIAD and developed by
THALES Research and Technology, will be used in DESTRIERO and
integrated fully as a part of the decision support system.

IV.

Interoperability of services – event-driven service-oriented architecture
Combining event-driven solutions with service-oriented architectures
inherits features of both – the web services address the interoperability
issues in systems, and event-driven systems enable asynchronous
interactions.

Those innovative solutions and their novel combinations will lead to DESTRIERO being
an improvement over the current state of the art in disaster relief management. Those
main, basic methods are not all of them – for example, DESTRIERO will use the DaLA
(Damage and Loss Assessment) methodology to assess the magnitude of the damage,
losses taken and secondary effects of the event. It has been developed in the 1970s by
the Economic Commission for Latin America (ECLAC) to provide basic guidelines for
damage evaluation. DaLA, in combination with PDNA (alias the accepted standards by
EU, UN and other international organizations involved in needs assessment), will be
built upon to create improved capabilities for relief efforts and operational
interoperability will be increased. Each of the methods will be complimentary with the
others to create a synergic effect, for example, merging multiple data inputs from
different data gathering sources will create a much better understanding of the
environment that the operation is taking place in and will allow this data to be accessed
remotely through a multitude of platforms and by many actors at the same time.

Session 13: Crisis Management 2

411

Future Security 2014

6

Berlin, September 16 –18, 2014

CONCLUSIONS

Dangerous disasters are going nowhere – they are here to stay for as long as
humankind is alive. The better we can manage those crises, the faster we can repair
the damages caused by humans or by nature, the better our lives will be. Postcatastrophe operations are getting better and more sophisticated every year due to
improving technology and better predictions. However, we see relief operations and
their characteristics as still lacking and in need of improvement. The DESTRIERO
project will assemble key innovations into a comprehensive disaster relief assistance
package, which aims at alleviating some of the gravest threats to the post-catastrophe
operations and respond to some of the most glaring needs by the involved end-users.
Adequately coordinated needs assessment, reconstruction and recovery planning can
contribute significantly to mitigate the humanitarian and economic impact of crisis
situations and speed up the restoration of the area to the status quo ante. The
importance of key dependencies between different actors and their methods of
collaboration (and improving on these methods) are all the highlights of DESTRIERO. It
is their cooperation that ultimately decides on the efficiency of the relief operation and it
is an area of concern as of now, due to severe fragmentation and lack of
interoperability by the actors in the operation. Coordinated assessment of post-disaster
needs and sharing of vital data, identifying cross-cutting needs related to recovery
capacities are going to be significantly improved as a result of the DESTRIERO’s
progress beyond current state of the art. The effects will be, depending on the
observers’ perspective, either unspectacular, or stunning. We choose to believe the
latter – that if our system contributes to any number, however small, of lives saved,
livestock spared from the disaster, possessions preserved, homes rebuilt even
marginally faster and assistance delivered just a bit quicker, DESTRIERO has fulfilled
its end goal – and it has great potential to do so.
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Abstract
For the last decades, it has been shown that the analysis and the detection of cyber
and electromagnetic attacks against critical infrastructures have become challenging
issues. While in computer and network security malicious activities can be detected
thanks to heuristic methods based on software solutions (e.g., antivirus), IEMI-attack
detection devices are additional systems located in the critical infrastructure. The key
idea of this contribution is to consider commercial off-the-shelf computers hardware
and software interfaces as a set of sensors reporting to the operating system abnormal
electromagnetic activity. Some relevant sensors were identified to provide information
about the electromagnetic environment and the internal state of the target. The test
results show that the instrumented sensors provide synchronous symptomatic
responses to electromagnetic stimuli. A proper correlation of these symptoms leads to
a built-in low-cost IEMI-attack early detection software agent.
Keywords: IEMI-attacks, IEMI-detector, in-depth security.

1

INTRODUCTION

In the field of computer and information security (INFOSEC), risks management relies
on the three main principles: confidentiality, availability and integrity. The goal is to
prevent the access, the use, the disclosure and the modification of sensitive
information by unauthorized third parties while still providing authorized entities with
these services.
The electromagnetic compatibility (EMC) focuses on the emanations [1], [2] and the
susceptibility of electronic devices [3–5]. The main goal is to ensure the operation and
robustness of electronic devices regarding their electromagnetic (EM) activity by
limiting a device’s EM radiation and defining its adequate tolerance to its EM
environment. When taken into account for a risk analysis, EMC challenges can be
taken into account for INFOSEC enhancement, as shown in Fig. 1.
Intentional Electromagnetic Interferences (IEMI) attacks consist in using high-power
EM sources to cause either disruption or physical damage on the targeted electronic
devices. This type of attacks is naturally part of the offensive threats considered in
INFOSEC. The effects of IEMI on electronic devices have been reported and analyzed
at a coarse grain level [5] and some classifications [5], [6] of the effects have been
proposed. These effects can vary from mouse pointer deflection to peripheral
component damage or physical damage of the targeted device. However, no fine grain
analysis of the local effects on the device has been performed.
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The nature and severity of the potential effects of IEMI attacks against electronic
devices raises the need of the detection and the post-mortem determination of such
attacks. Existing detection solutions are mainly consisting of additional hardware
devices inserted in the infrastructure [5], [7]. The main drawbacks of such solutions are
their cost and the difficulty to deploy them in a large infrastructure.

Figure 1: Relationship between INFOSEC and EMC threats.
In INFOSEC, forensic analysis is the art of analyzing previously gathered information
after an attack to determine the cause of the compromise. In [5], the application of this
concept to IEMI-attacks against computers and networks has been investigated. The
exploitation of the operating system logs as a source of forensic evidence has been
suggested. Unfortunately, the considered operating system was a Microsoft Windows
XP and the system events log files did not record enough data related to the EM
stimuli.
The main contribution of this paper is threefold: In Section 2, a set of built-in sensors
commonly available in commercial off-the-shelf (COTS) computers which can be a
reliable source of evidence for IEMI-attacks detection are described. In Section 3,
experimental tests demonstrate that a proper correlation of the sensors’ symptoms
leads to the design of a built-in low cost IEMI-attacks detection system which can be
easily deployed in large infrastructures. Some limitations and outcomes are provided.

2

SENSORS IDENTIFICATION

An information system, such as a computer, is mainly composed of three sub-systems:
a communication sub-system comprising wired and wireless communication interfaces,
a software sub-system (e.g., operating system, device and peripheral’s drivers) and a
hardware sub-system (e.g., memory circuits, processors and temperature sensors).
Modern COTS computers enclose several hardware components which are used to
provide new performance features, such as power consumption or temperature
regulation. The number of communication interfaces, both wired and wireless, is
increasing. These components can be polled by the operating system via software
application programming interfaces (API), or directly through low level hardware
communication buses (I2C, SPI...), in order to retrieve information that can be useful
for observing potential effects induced by EM activity.
This section briefly presents the general architecture of modern computers in order to
understand the interaction between the hardware components and the operating
system. Then, two sets of sensors, called “external sensors” and “internal sensors”,
which can provide the operating system with information about the external EM
environment and the internal state of the target computer, respectively, are presented.
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System architecture

The equipment under test (EUT) is an Intel Pentium IV computer running a Debian 7.4
Linux operating system. Modern computers can be seen as a multilayer architecture
representing the way the applications and the operating system interact with the
hardware components (schematized in Fig. 2).

Figure 2: Computer architecture.
The hardware components notify the microprocessor (CPU) they have information to
share through special signals called interrupts. These interrupts are relayed to the
operating system through low-level software interrupts which are caught by the kernel.
The device drivers are then in charge of the communication protocol adapted to the
device, and can be seen as an intermediate layer between devices and kernel and user
space upper layers. If an application wants to interact with a device, this is done
through the device driver. Hardware peripherals (keyboard, mouse…) are often
physically connected to controller devices. Controller devices handle the physical
communication protocol with the device and expose low-level hardware interfaces to
the CPU. Controller devices can be seen as the computer’s physical front-end for the
peripherals.

2.2

External sensors

“External sensors” represent the sensors that provide the operating system with
information about the external EM environment of the targeted computer. Such
information is useful to report and detect abnormal EM activity around the EUT.
Wireless communication interfaces, acting as front-door coupling interfaces, provide
data concerning the EM spectrum, the signal to noise ratio (SNR), the noise floor (NF)
or the received power (RP) when available. The wired PLC communication modems
allow a low level monitoring of the PLC line. Performance of wired communication
interfaces (Ethernet, PLC) can be considered as relevant evidence of IEMI. Previous
works [3–5] have focused on the analysis of effects induced by electromagnetic
interference on network equipment (e.g., routers, switches). It has been shown that the
susceptibility of the equipment to IEMI results in effects on the data rate of the
communication link. This information can be accessed in real time through the APIs of
the system. In addition, the wireless communication interfaces (e.g., 2G/3G modem
and Wi-Fi card) provide direct access to their related wireless communication
interfaces [8] can be used to measure and monitor the noise floor and the signal-tonoise ratio in the electromagnetic environment of the target. Furthermore, the rate of
data transfer and its integrity can be registered.
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Internal sensors

“Internal sensors” represent the sensors which provide the operating system with
information about the EUT’s or its peripherals’ internal state. There are mainly two
subsets of internal sensors: hardware sensors which can be accessed directly via lowlevel APIs or hardware busses, and data that can be consulted in the log files. Most
modern computers enclose a set of hardware sensors in order to provide enhanced
features and quality of service. The EUT encloses a CPU temperature sensor and a
hard drive temperature sensor, which can be polled over the ISA bus and the SelfMonitoring Analysis and Reporting Technology (S.M.A.R.T.) protocol, respectively [9],
a widespread hard drive health monitoring system. Other information about the system
and its peripherals is commonly available to the operating system. The CPU load and
the internal random access memory faults provide precise information about the
system’s health status. Input/output errors on storage components (hard drive, external
storage peripherals) also give insight about abnormal behavior of the system or the
peripherals.
Information about errors concerning peripherals depends on the controllers and on the
drivers. Their verbosity about errors defines the amount of data that can be accessed
by the operating system. Usually, the reported errors about peripherals are relayed by
the controllers or the drivers to the kernel, which in turn can record them in the system
log files. The communication interfaces (both wired and wireless) generally provide the
operating system with statistics about the network link. It is possible to obtain
information about the link speed, the number of protocol errors, the number of
malformed packets or the number of packets that have been lost during a
communication session. All these information sources represent interesting sensors for
monitoring the health status of the system.
Finally, the system log files provide a lot of information containing the aforementioned
information about peripherals. Internal hardware busses malfunction, internal
components disruption, abnormal reboots or shutdowns, kernel and user land software
crashes are reported and can be monitored. In the next section, we propose to show
how these logs appear and how they can be handled for the design of software-based
IEMI-attacks detection system.

3

SENSORS RESPONSES DURING EM PARASITIC EXPOSURE

Once the sensors are identified, their reactions to EM stimuli have been tested and
analyzed. Commercial jammers have been tested in order to have a clue on the
communication loss that may appear on 2G/3G and the Wi-Fi links. Among other tests,
a continuous wave source (CW) (100 MHz to 1 GHz) with a 100 % amplitude
modulation pulsed between 1 Hz and 20 kHz (50 % duty cycle) has been used to
illuminate the EUT. The following subsections present the symptoms observed on
some relevant external and internal sensors during the experiments.

3.1

Symptoms from internal sensors

A set of internal sensors were instrumented and their response to EM stimuli was
recorded and analyzed in real time. This section sums up some symptoms observed on
the most reliable and the most verbose sensors.
3.1.1

Temperature

Two temperature sensors are available on the target. The motherboard encloses a
temperature sensor which can be accessed by polling a Super I/O chip on the ISA bus.
The hard drive encloses a local temperature sensor which can be polled directly using
the S.M.A.R.T. protocol. The test results, depicted in Fig. 3 show that the CPU
temperature sensor is highly reactive to IEMI. The temperature is subject to very fast
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and intense variations which are very unlikely in case of a normal use. According to the
pulse frequency characterizing the EM disturbance, the almost instantaneous increase
in the measured temperature (shown in Fig. 3) cannot result from an actual increase in
temperature, but is linked to a perturbation induced in the temperature sensor. As soon
as the excitation is stopped, the temperature provided by the sensor goes down to the
real value of 45 °C. The specific behavior of these observables can be used to detect
abnormal electromagnetic interferences.

Figure 3: Evolution of the CPU temperature during IEMI exposure.
3.1.2

PS/2 and USB

The EUT has been connected to a pair of keyboards and mice, both on the PS/2 and
the USB ports. During the tests, no physical interaction was performed with these
peripherals. The PS/2 peripherals are connected to a unique controller in charge of the
physical communication protocol for both mice and keyboards. The data is then
handled by the PS/2 keyboard and mouse driver. When errors occur, the driver uses
system logs to report the anomalies to the operating system. In this case, the kernel log
file (/var/log/kern.log) showed several entries while under EM perturbations. The USB
peripherals are connected to internal root hubs in charge of the physical
communication protocol. Both tested peripherals are USB1.1-powered HID devices.
The adequate drivers (HID keyboard and HID mouse) handle the upper layer
communication protocols. Again, abnormal behavior, resulting in log entries in the
kernel log file, has been observed. Tab. 1 summarizes the symptoms on these sensors
when the EUT is illuminated.
Perturbations on the PS/2 port reveal that some EM stimuli induce signal on the cables
that is interpreted by the controller. This results in a loss of integrity of the transmitted
data. In some cases, the received data is malformed and therefore discarded, but
sometimes it is still well interpreted and thus has an impact at the operating system
level. This explains some of the symptoms discussed in [5]: The mouse pointer position
packets, random clicks, keyboard key presses can result in the reported mouse pointer
deflection and the triggering of popup menus, program closures, programs moved.
During the tests, valid key presses were obtained under illumination.
Perturbations on the USB port also reveal that EM stimuli induce USB signals on the
cable. The USB protocol, in contrary to the PS/2 keyboard/mouse protocol, is far more
complex and comprises integrity checks (cyclic redundancy checks). Furthermore, the
USB protocol is based on two differential data wires (called D+ and D-). During data
transmission, D+ and D- have not the same electrical state. When D+ and D- have the
same electrical state, the signal is interpreted as an “End of Packet” signal, a
“disconnect” signal or a “reset” signal. As the EM perturbation induces the same signal
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on D+ and D-, the symptoms correspond either to reset or disconnect signals received
by the hub or the device, or to “End of Packet” signals resulting in regular packet
truncation. As the USB protocol is host-based, the root controller is supposed to initiate
all the communications. When it receives packets it did not ask for, it is considered as
suspicious and a log entry suggesting EMI appears in the logs file: “port 1 disabled by
hub (EMI?)”.

Interface

Symptom

PS/2

Corrupted data received
Unknown key code received
Modified device identifier received
Valid packet injection

USB

Device disabled by the hub
Device disconnected
Corrupted descriptors received
Several disconnect/reconnect/enumeration sequences

Table 1: Detected events on PS/2 and USB links during IEMI exposure.
As the physical signal frequencies of the PS/2 (between 10 MHz and 16 MHz) and
USB 1.1 (12 MHz) are very close, the symptoms on both sensors occur synchronously.
This important remark provides a confirmation that the symptoms are consequent to
EM perturbations and allow to consider that a simultaneous reaction on both sensors is
a reliable indicator for IEMI-attacks.
3.1.3

Ethernet

The susceptibility of the Ethernet link against IEMI has already been proved in several
studies [3–5]. However, monitoring the quality of the communication to detect EM
perturbations has never been considered.

Figure 4: Evolution of Ethernet packet errors during IEMI exposure.
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For testing purposes, common built-in network information tools have been used to
gather data about errors on the Ethernet interfaces during illumination. Results are
shown in Fig. 4. The tests show that when the EUT is targeted by EM sources, the
errors on the Ethernet link increase drastically. Moreover, when illumination stops, the
amount of errors stagnates. A link loss correlated with a health status monitor of
subsidiary connected IT network equipment can be also considered as a clear
indication of IEMI-attacks.

3.2

External environment observation

This subsection presents the observed symptoms on several external sensors during
an EM illumination.
3.2.1

Wi-Fi interface

A PCI TP LINK TL-WN751ND 802.11n network card has been instrumented by slightly
modifying an open source driver in order to retrieve information about the received
signal power on the 2.4 GHz to 2.5 GHz frequency band. An external 802.11 access
point has been set up and activated in order to generate activity on the Wi-Fi link.

Figure 5: Received power on the Wi-Fi interface (a) and Waterfall of the audio card
noise floor (b) during IEMI exposure.
The EUT has then been illuminated with the aforementioned EM pulse. Fig. 5(a) shows
the EM activity recorded on this interface during a jamming attack. It appears that the
EM stimuli have an impact on the monitored EM spectrum. Tests show that if the
frequency of the EM stimuli is within the Wi-Fi frequency band, the sensor reacts to the
stimuli. Moreover, due to the bad characteristics of the WI-FI antenna, it has been
observed that noise generated at several frequencies with higher power (PX > 0 dBm)
can interrupt the communication. Therefore, this sensor is very reliable and allows
detecting IEMI-attacks of several frequencies. It is shown that we have the possibility to
discriminate the cause of a network loss of connection. Equivalent information has
been gathered from 2G/3G modem [8]. Other optional wireless interfaces (e.g.,
Bluetooth, NFC) and power-line communication (PLC) interfaces can also be involved
in the software-based IEMI-attacks detectors.
3.2.2

Audio interface

During experimental tests, the coupling of parasitic signals to the computer sound card
components has been detected. These interferences were re-emitted as spurious
sound signals on an integrated “buzzer” (normally used to inform the user of the
computer start and stop), even if no microphone was connected to the EUT. By
combining the computer sound card and the GNURadio open source signal processing
software, the noise floor has been analyzed. The tested computer is composed of a
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built-in soundcard (Intel 82801BA/BAM AC’97 Audio controller). The sound card, even
without any microphone plugged in, is prone to parasitic signal coupling. As shown in
Fig. 5(b), thanks to a spectral representation of the sound card noise floor, spurious
voltages and currents induced by parasitic field can be observed.

4

CONCLUSION

In this article, we introduce the possibility for electronic equipment to detect any
abnormal activity due to electromagnetic attack considering its own resources as
sensors. An effective set of sensors has been identified and it has been shown that
these sensors are sensitive to electromagnetic disturbances. The internal and external
sensors can be combined and analyzed either in real-time or offline to estimate the
cause of troubles that may occur on a COTS computer running a Linux operating
system. Recently, it has been observed that the equivalent logs can be found in the
Windows operating system. The software-based IEMI-attacks detector is therefore
currently under implementation for the last operating system. In our future work, we
seek to deploy such a detector to monitor a complex IT network.
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Abstract
In case of emergencies involving ionizing radiation, first responders will have to rely on
robust measurement equipment for accurate risk assessment. Furthermore, radiation
meters enable efficient control of illicit radionuclide traffic as well as effective radiation
protection schemes in industrial environments. An increasingly relevant threat to
routine operation of electronics consists in high-power microwave (HPM) radiation.
Technological progress as well as information proliferation has brought a wide array of
manageable equipment within reach of individuals. In order to assess the susceptibility
of personal radiation detectors, i.e., the risk of faulty measurements or even damage
being induced, several representative devices have been exposed to pulsed HPM. A
variety of effects over frequencies ranging from 0.3 GHz to 3.4 GHz has been
observed, their possible impact on typical usage scenarios will be analyzed in our
study. The most severe effects include wrong readings of the radiation dose rate
exceeding natural background by three orders of magnitude.
Keywords: IEMI, HPEM, HPM, rf, radiation detector, critical infrastructure.

1

INTRODUCTION

In recent years, the development of affordable technology as well as the availability of
detailed knowledge in the World Wide Web regarding generation of high-power
microwaves have reduced barriers for interested individuals or groups to perpetrate
acts generally subsumed as intentional electromagnetic interference (IEMI). By
irradiating electronic devices with continuous or pulsed radio frequency (rf) signals,
routine operation may be temporarily hampered, sometimes requiring operator
intervention, or even lasting damage may be induced. While there are quite a few
cases already documented [1], the ever increasing reliance on complex electronics will
aggravate the vulnerability of critical infrastructures in the future.
In the past, many efforts have been made to identify essential system components and
to devise appropriate test procedures in order to assess thresholds of function failures
up to damage symptoms regarding high-power microwaves (HPM) [2]. In addition, the
impact of specific effects on single or composite systems in an operational context has
been investigated, thus establishing a vulnerability assessment and mitigation
strategies [3], [4].
In the context of our present work, we are focusing on sensitive measurement
equipment used by authorities, law enforcement personnel and first responders. In
such areas where reliable measurement devices are the only means to provide
information about essential environmental factors not accessible to human perception,
maintaining standard functionality is critical.

Session 14: Directed Energy Research

421

Future Security 2014

Berlin, September 16 –18, 2014

This holds especially true when considering radiation detectors: They are the only
means to assess an invisible, but possibly life-threatening agent. Depending on the
level of experience of the operating staff involved, an additional psychological hurdle of
increased risk perception often related to ionizing radiation may exacerbate the
unsettling effect of malfunctions such as gross misreadings of radiation levels. The
latter may be even more difficult to judge if operators lack experience with signature
readings of real radionuclide material.
Such highly elevated radiation readings could be observed during our test campaign,
conducted within the project “Protection of Critical Infrastructures against High Power
Microwave Threats” (HIPOW) [5], [6] which is part of the EU Seventh Framework
Research Programme. It comprises a whole series of investigations regarding the
vulnerability of electronic devices as part of critical infrastructures. In our tests, we
submitted customary radiation detectors to high-power rf exposure. Measurements
were performed at the facilities of the Fraunhofer Institute for Technological Trend
Analysis INT (Euskirchen, Germany). There, HPM tests on diverse electronic devices
used in critical infrastructure systems are performed on a regular basis in order to keep
an overview of susceptibilities against IEMI and the respective failure patterns of each
device category. Potential consequences in the wider system context are analyzed as
well.
We will detail in the following the selection of test devices in Chapter 2, followed by a
brief description of the test facility including the setup conceived for this campaign in
Chapter 3. Specifics will be given regarding the irradiation scheme with microwave
pulses, as well as an overview of test object surveillance. Based on the established
susceptibility thresholds, possible consequences of device failure in various usage
scenarios will be analyzed in Chapter 4. Essential malfunctions observed include
wrong radiation measurements highly exceeding natural background.

2

SELECTION OF TEST OBJECTS

When narrowing down a selection of suitable test objects, their proliferation in
organizations typically tasked with radiation measurements in their day-to-day
operations has been taken into consideration. We concluded to investigate the
following devices, all being widely used in various official contexts.

2.1

Characteristics of device No. 1

Device No. 1 is a small, battery-powered personal radiation meter of roughly cuboid
shape and weighing below 200 g, the casing dimensions not exceeding 10 cm in any
direction. It features a liquid crystal display (LCD) allowing for the actual gamma dose
rate to be read off, in units of µSv/h. In addition, it includes a top-mounted LED
indicating special instrument states, complemented by an acoustic alarm.
The device is used for detection and finding of radiation sources, predominantly during
first responder operations. Other intended usage scenarios comprise border controls,
customs or law enforcement activities. Technically speaking, it features a NaI(Tl)
scintillation detector, complemented with a small-size photo-multiplier. By design, it
allows for dose rates of a few hundredths of µSv/h to be captured. For our tests, we
had two specimen of the same type at our disposal.

2.2

Characteristics of device No. 2

The second device is a personal electronic dosimeter of compact dimensions and
cuboid shape, in total weighing below 60 g. The long side measures roughly 90 mm,
the shorter end of about 50 mm width features an LC display allowing for the
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accumulated dose to be shown. Next to the display, a warning LED is installed for the
indication of alarm states.
The device is designed to be worn on person by staff of nuclear facilities or particle
accelerators in the context of radiation protection regulations. Its sensitivity allows for
dose rate levels from 0.1 µSv/h up to 10 Sv/h to be registered.

2.3

Characteristics of device No. 3

Finally, we submitted a portable radionuclide identifier to our test procedure. Device
No. 3 weighs roughly 650 g and features an LC display covering the large flat surface
of its oblong cuboid, but slightly tapered form. Since said LCD is mainly foreseen for
complex user interaction including display of nuclide information in case of a detection
event, a smaller always-on display is integrated into the front part of the device’s
tapered end. It allows for appraisal of the measured dose rates when the device is
worn in a holster. By acoustic alarm signals and flashing display, operator awareness
of special readings can be ensured. The device measures about 15 cm in length and
slightly below 10 cm in width.
Typical application areas comprise border control checkpoints where the ability to
actually identify radionuclides can complement information gained from fixed portal
detectors which can only report certain thresholds being breached. The radiation
detection technology employed is based on CZT semiconductor detectors.

3
3.1

TEST SETUP
The rf test site

In order to assess the vulnerability of the radiation meters over a frequency range of
260 MHz up to 3.4 GHz, we made use of the tapered open TEM waveguide at
Fraunhofer INT [7] as shown in Fig. 1. It features the shape of an oblong, hollow
pyramid turned on its side by 90 degrees and missing the left and right walls. The
upper and lower sides consist of metal sheets sandwiching the so-called septum, a
third triangular conducting plane close to the upper conductor. During tests, rf signals
are injected at the entry point at the pyramids’ tip, then propagating in good
approximation as plane waves between the grounded lower conductor and the septum.
At the pyramid’s base of approximately 3 m x 3 m surface area, an absorber wall
prevents potentially disturbing reflected waves propagating in reverse direction. In
Fig. 2, a schematic overview of the setup is given.

Figure 1: Open TEM waveguide at Fraunhofer INT.
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TEM Waveguide in Shielded Enclosure:
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Figure 2: Schematic of the waveguide, including example test points.
Pyramid in the middle of its
Over the waveguide’s length of roughly 10 m, an ever widening area
Absorbers
transversal cross section features a suitably homogeneous vertical electric field. Thus,
the device under test (DUT) can be submitted to well-defined exposure conditions.
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where the field characteristics are known to satisfy the standard criteria.

3.2

850 cm
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Surveillance of the test objects

For ensuring awareness of any failure states or dysfunction induced at the DUTs, we
Wooden framework
employed an rf-shielded camera system located on a tripod next to the waveguide
structure. Its signals are transmitted via optical fiber to the control room outside the
experimental hall. By observing the test device displays on a standard definition
monitor, deviations from routine operation can be registered. The internal microphone
of the camera allows for transmission of any sound alerts emitted by the devices.
Top view

3.3

94 cm

298 cm

332 cm
1150 cm

313 cm

113 cm

Setup of the devices under test

During tests, the radiation meters have been propped up on a wedged Styrodur
platform of a few centimeters thickness, located at the center of the lower waveguide
conductor at about 3 m distance from the injection point. At this well-defined
measurement position, calibrated field values collected during previous validation can
be linked to the measured forward power of the rf amplifier. The setup is shown in
Fig. 3; the colored camera casing on its tripod mount can be seen on the left.

Figure 3: Setup of the devices under test in the waveguide.
Four specimens of three different device types have been placed on the platform:
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•

Two personal radiation detectors (device No. 1), one standing vertically, one
turned sideways by 90 degrees (thus aligning different internal structures with
the applied vertical electric field).

•

One personal electronic dosimeter (device No. 2), propped up on its narrow
side with the display visible from the camera vantage point.

•

One radionuclide identifier (device No. 3), the main display directed towards the
impinging wave fronts. Since said LCD is powered down in absence of unusual
events, a second, constantly active display is installed on the upper side of the
device. In order to enable the observation camera to capture its content, a small
dentist’s mirror has been attached to the radiation detector’s backside.

Target irradiation scheme

The rf system provides rectangular rf pulses of 1 µs length and a repetition rate of
1 kHz during routine operation. In order for the intended frequency range to be
covered, a dozen plug-in modules can be operated in the rf generator main frame
providing the high voltage required for operation. These inserts cover a bandwidth of
200 MHz to 400 MHz each, the available output power varying between 10 kW and
35 kW, depending on the frequency.
The measurement range from 260 MHz to 3400 MHz is sampled in steps of 10 MHz
until reaching 1900 MHz, then continuing in 20 MHz steps. For a single measurement,
the respective plug-in is tuned to the intended frequency and a power ramp of 10 s is
started. Beginning at a minimum value of stable generator operation, the resulting field
strength the DUT is exposed to rises in a roughly linear fashion. Fig. 4 illustrates the
power ramp scheme.
rf power
Pmax

Pmin

tramp

t

Figure 4: Rf power ramp for DUT failure threshold evaluation.
With such a scheme, the field threshold values for system disturbance can be
evaluated at each of the test frequencies. As soon as device behavior as inspected via
the camera system deviates from standard operation, the diode voltage generated by
the signal power at injection is written down for later evaluation, together with a brief
identifier of the respective failure state. Depending on the type of effect having
occurred, a waiting period ensues if necessary, allowing the DUTs to return to their
nominal state. During our tests of the radiation detectors, no obvious permanent
damage has been observed, all devices returned to their normal state of behavior.
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EFFECT ANALYSIS
Quantitative data preparation
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During measurement, a voltage representing the rf forward power at injection is
recorded at failure thresholds. After the test campaign, respective field values are
attributed to said voltages, taking the exact properties of the whole measurement
system into account. An overview of the resulting effect thresholds can be seen in
Fig. 5, they are indicated by dark red circles.
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Figure 5: Failure thresholds of the devices under test, including dose rate readings if
recorded. Dark red circles indicate the threshold for elevated dose rate readings. In
subplots (a) and (b), bright red color coding of the markers reveals additional effects
occurring during the ramp.
For device No. 1, the actual dose rate display was legible on the surveillance monitor
and was included in the subplots (a) and (b). In the same plots, threshold values linked
to particular occurrences like the LED flashing or an overload state being displayed are
colored bright red. When the main display on device No. 3 switched on after initial
alarm (secondary display flashing, acoustic signal), a second threshold value was
recorded, indicated by bright red diamond symbols in subplot (d).

4.2

Behavior of the devices

Generally speaking, all DUT investigated have been observed to display elevated
radiation levels at certain frequencies. We will detail the effects device by device.
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Effects observed with device No. 1

Over most parts of the frequency range investigated, the device in question has shown
elevated dose rates when exposed to pulsed rf fields above a certain threshold. The
measured values scaled by at least one order of magnitude when compared to the
natural background reading as observed in the lab. Between 1000 MHz and 1200 MHz,
1400 MHz and 1600 MHz and above 2200 MHz, the observed maximum dose rate
even settled in at roughly 25 µSv/h, an increase of almost three orders of magnitude.
These abnormalities hold true in roughly the same way for the second specimen, tilted
by 90 degrees.
According to the data, susceptibility rises with the applied frequency. Above 800 MHz
in vertical orientation and 1400 MHz in horizontal orientation, both specimens begin
showing more and more abnormal readings already at comparatively small field values.
Outlier values disappear altogether above 2200 MHz and 2400 MHz, respectively,
while the elevated dose rate readings settle in at high values. This is in agreement with
a general geometric consideration roughly matching critical wavelengths with device
dimensions, both lying at a few centimeters in the present case.
4.2.2

Effects observed with device No. 2

The personal radiation meter has proven to be immune to the rf exposure over most
frequencies. Any potential susceptibility threshold at these frequencies and pulse
modulation parameters could thus be proven to lie at least higher than the maximum
field strength obtainable from the rf equipment. Nonetheless, one notable exception
became apparent between 2000 MHz and 2200 MHz. Within the regular 10 s of rf
exposure, the dosimeter has shown increments of a few µSv in accumulated dose
which would require days to register in a normal environment. In one case, an
additional dose of about 60 µSv was recorded which typically would take about three
months to accumulate.
4.2.3

Effects observed with device No. 3

Since, independently of rf exposure, problems arose regarding device operation which
could not be resolved in time for meeting the measurement schedule, this detector only
took part in measurements up to 1090 MHz. In that frequency range, it could be
observed to react very early with acoustic alarm signals after starting the rf power
ramp, regardless of the particular frequency chosen. Bright red circles in Fig. 5 (d)
show field threshold values at which the main display was activated as well, showing
additional warnings. Data analysis suggests that below roughly 800 MHz the
susceptibility threshold is consistently lower when compared to the other DUTs.
Considering these results obtained from the regular test procedure, we did investigate
whether the comparatively low-power rf emission of mobile wireless devices would
suffice to hamper normal operation. We indeed could verify that when a regular mobile
phone was placed close to the detector, an alarm could be set off when building up a
connection. During that phase, the phone starts emitting with maximum power to
reliably establish a link with the next base station.

4.3
4.3.1

Consequences for regular usage scenarios
Implications for device No. 1 operation

With regard to the border crossing and customs usage scenario device No. 1 fits in,
artificial radiation dose rate readings induced by covert rf sources may well induce
large delays in handling goods or travelers. A suitably compact rf source could be used
to simulate ionizing radiation, prompting control personnel to pursue a time-consuming
and ultimately fruitless search for illicit radioactive materials.
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Apart from the caused delays themselves which may prove to be sufficient to further
other goals of a prospective perpetrator, the above situation could prove especially
problematic if the local personnel in charge decide to moderate normally stringent
security protocols in order to cope with the accumulated workload. Trust into the
reliability of the available measurement equipment may suffer considerable damage as
well. In both cases, radioactive material may pass controls unimpeded afterwards.
In one of the other major use cases for the device, first responders may be trying to
assess hazards at a disaster site potentially involving radioactive materials. If critical
radiation levels are simulated via rf sources, incident command might revert to an
overly cautious course of action, thus stalling de-escalation measures and foregoing
chances of averting even larger damage.
4.3.2

Implications for device No. 2 operation

Personal radiation dosimeters are usually worn by employees known to be exposed to
some additional level of radiation at their workplace, exceeding the general
background. The operations of such a facility could be greatly slowed down or even
come to a halt if operating personnel registers potentially hazardous radiation dose
values during routine control. Due to the covert nature of an rf attack, the perpetrator
may even be able to sustain the IEMI activities over a long period of time, thus
undermining trust of company staff into protection measures in place. A sound feeling
of being well-protected has been shown to be an important factor in guiding risk
perception of experienced personnel [9]. If confidence declines, considerable economic
damage could be the consequence.
4.3.3

Implications for device No. 3 operation

While the device has not been probed over the full intended frequency range, it has
proven to feature quite a bit lower susceptibility thresholds when compared to the other
devices under test. Especially the almost immediate reaction at the lower end of the
power ramp could make the device a target for IEMI. Depending on the respective
usage, scenarios as mentioned in connection with device No. 1 apply. In addition,
when inadvertently worn on person next to a cell phone, false alarms may be confusing
the operator.

5

CONCLUSION

All three devices under test could be led to abnormal function not easily appreciable as
such for the respective operator. On the personal radiation meter, display of a dose
rate elevated by up to three orders of magnitude could be induced. The electronic
dosimeter was led to accumulate dose values over a few seconds which normally take
months to register. At frequencies below 800 MHz, the radionuclide identifier has been
observed to be especially susceptible in comparison with these two devices.
Rf field levels sufficient to provoke the above effects roughly range one order of
magnitude above those of regular electromagnetic compatibility (EMC) immunity
testing. With moderate HPM source design effort, these levels could be easily
generated at a distance of several tens of meters.
The effects described could delay handling processes in customs and border control,
possibly hampering security measures due to work overload. Essential first responder
activities may be slowed down or even aborted due to exaggerated, rf-induced
radiation measurement values, thus passing up the chance to timely de-escalate
evolving disaster scenarios. Workers in elevated radiation environments could be led to
distrust official risk assessment and safety control, critical workflow thus being
compromised.
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We deem it desirable that the above devices be ruggedized against IEMI by taking
appropriate design measures, such entailing the potential benefits of a more robust and
reliable operation. Possible countermeasures might include filtering and metal
shielding, the thickness of the latter brought in line with the required device sensitivity.
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Abstract
Intentional electromagnetic interference (IEMI) has risen to a serious threat for
operators of critical infrastructures (CI). In this context, the European Union has funded
three projects which deal with this problem. Passport control systems on airports are
potential targets for such attacks. As part of cooperation between the EU projects
HIPOW and FASTPASS, it was possible to start a test campaign for exposing
electronic passport readers to high-power electromagnetic (HPEM) signals to find
susceptibilities in these systems. The campaign had shown that it is possible to disturb
such document readers with signals from powerful generators at various frequencies.
Keywords: IEMI, electromagnetic threats, protection of critical infrastructure, aviation
security.

1

INTRODUCTION

The level of electromagnetic attacks for terroristic or criminal purpose has increased in
the last decades to a non-negligible level. The societal dependence on electronic
equipment such as telecommunication systems, IT networks, wireless communication,
etc. increases steadily. These systems are commonly vulnerable to signals from IEMI
sources. If electronic equipment is exposed intentionally to such signals, the term
intentional electromagnetic interference (IEMI) has to be taken into account. Only a few
examples of attacks by IEMI sources are documented in the open literature because of
security and partially economic reasons. Attacks against ICT- and alarm systems were
documented several times, e.g., the use of communication jammers to deactivate
alarm systems of cars but also attempts on shops such as jewelry stores or banking
networks were reported. Furthermore, large-scale attacks on telephone networks with
up to several 100,000 affected persons took place [1]. To face up the problem of IEMI,
the European Union has funded three projects in this topic under the 7th Framework
Programme.
The project HIPOW [2] has the main goal to develop detection and protection concepts
for critical infrastructures against electromagnetic threats. STRUCTURES [3] has the
aim to analyze possible effects of electromagnetic attacks against critical
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infrastructures. The third project is SECRET [4] which has the aim to assess the risks
and consequences of electromagnetic attacks on the rail infrastructure, to identify
preventive and recovery measures and to develop protection solutions to ensure the
security of the rail network. The project FASTPASS [5] is also funded by the European
Union under the 7th Framework Programme. The main goal of the project is to develop
and establish a harmonized, modular reference system for all automated border
crossing points by a user-centric approach and eventually serves as an industry
standard for the implementation of automated border control (ABC) systems. Due to a
coincidence of several objectives in HIPOW and FASTPASS, the idea was born to
investigate the vulnerability of document readers used at airports or other areas where
border crossings take place against HPEM signals.

2

BACKGROUND – IMPACT OF IEMI SOURCES ON AUTOMATED
BORDER CONTROL SYSTEMS

Several infrastructures were embarrassed in their operation due to electromagnetic
attacks in the past. Unclassified publications have so far not reported IEMI attacks on
border control systems, but this does not exclude at all that such attacks did not
already take place or may occur in the future. Motivation of criminals or terrorists to
choose the critical infrastructure (CI) airport as potential target could be:
(1) Criminals want to blackmail providers of critical infrastructures and/or
governmental institutions.
(2) Attackers want to bypass security zones by disturbing border control systems.
(3) Terrorists want to immobilize the critical infrastructure airport.
(4) Curiosity, some individuals in the society want to create chaos and so they see
distortion of electronic components at an airport as a challenge.
Why should the attacker use an IEMI source?
•
•
•
•

Easy access to airport gates with small- to medium-sized IEMI sources.
Multiple attacks as well as attacks in parallel at different locations are easily
achievable (e.g., various communication jammers combined with an HPEM
suitcase).
Low level of knowledge and budget necessary to obtain and handle IEMI
sources (at least for low- to medium-power sources).
Vulnerability of electronic components to field levels higher than common EMC
levels is given.

To estimate the impact of electromagnetic attacks on ABC systems and in particular
electronic passport readers, a risk analysis such as STRIDE and DREAD can be
implemented. A relevant input for this risk analysis is the classification of the threat
level of IEMI sources. Depending on costs, size and know-how of the attacker, a
classification scheme of IEMI sources ranging from Low Tech to High Tech is shown in
Tab. 1:
Low-Tech
Costs: < 1000$
Size: suitcase
Easy to obtain and
construct

Medium-Tech

High-Tech

Costs: 1000–100,000 $

Costs: > 100,000 $

Size: suitcase

Size: van or truck

Experienced engineer

Research groups

Table 1: Classification of IEMI sources by technological challenge.
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The harming level and the related costs due to an electromagnetic attack depend on
the applied IEMI source, the number of attacks, the duration of the disturbance or
destruction, the redundancy of the border control system and the criticality of the
attacked components. Consequences could vary from temporal distortions to enduring
malfunctions of one or multiple components of infrastructures. The results from the test
campaign could be used in a risk analysis.

3

TEST METHOD AND MEASUREMENT SETUP

The hereby described HPEM test methods conducted by the Fraunhofer Institute for
Technological Trend Analysis INT are not conventional EMC test methods for
commercial products. The applied tests should simulate two IEMI environments and
include:
•

Pulsed high-power microwave (HPM) signals in the frequency range from
150 MHz to 3425 GHz with a pulse width of 1 µs and a pulse repetition rate of
1 kHz

•

CW and pulsed signals at a frequency of 13.56 MHz (RFID chip operating
frequency of electronic passport readers).

The signals are generated by powerful sources and are fed into a TEM waveguide
shown in Fig. 1 in which the test objects were placed. In this campaign, the devices
under test (DUT) were two document readers from different manufacturers. The
readers are designed as compact-sized plastic boxes with no moving internal parts.
Components of the electronic passport readers are, e.g., an RFID reader or diverse
LEDs for reading biometric and personal data from various media such as passports,
driving licenses or identification cards.

Figure 1: Fraunhofer INT TEM waveguide with its physical dimensions.
The tests were performed using a standard notebook, the Passport Reader Demo
Application Software, the original power supply and a test passport and gave
information about the performance of the equipment during exposure to IEMI signals.
Fig. 2 shows the measurement setup at Fraunhofer INT. The power supply cables of
the document readers and the data connection cables from the notebook to the
document readers were shielded with copper foil to avoid backdoor coupling failures.
Exposure of the document readers was performed at several points in the TEM
waveguide to get a large range of electrical field strength. Thus, the test from small to
high peak values was possible.
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Figure 2: Document reader in the TEM waveguide at Fraunhofer INT.

4

ERROR DIAGNOSIS

A classification of errors arising due to HPEM exposure of the DUT is given in Tab. 2
going from no effect (Type A error) to damage (Type D error). Several errors were
observed during the test campaign which mainly depended on the applied field strength
as well as frequency in the waveguide also shown in Tab. 2.
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Error
Diagnosis

Effect

Type A

No effect

Description

Effects during exposure

System can fulfil its work
without disturbances
- No picture

Type B

Interference

Effect during exposure, if
exposure is removed the
system works correctly
again

- Failure in image
recognition
- No machine-readable
zone (MRZ)
- No RFID

Type C

Type D

Upset

Damage

Effect during exposure,
human interaction is
required to set the system
in the initial state (e.g.
resetting), afterwards the
system works correctly
again

- USB connection is
disconnected
- RFID could not be
read out
- Software error
(crash)

Parts of the hardware are
damaged or
reprogramming occurred,
device is unable to restart

Table 2: Classification of occurred errors on document readers due to HPEM signals.
Fig. 3 gives an example of a correct optical readout of the used fake passport and a
failed readout during exposure with HPEM signals.

Figure 3: Comparison of a correct readout (left) and a failed readout (right) during
HPEM exposure.
Often, a reset (Type C) of the document readers was necessary to set the devices in
the initial state. Total damage (Type D) was not observed during the tests. With small
electrical field strength levels, there also often was no effect (Type A) to be observed.
But mainly Type B errors occurred. In Fig. 4, it is easy to realize that failures were
found in the whole tested frequency range.
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Figure 4: Failures of two different document readers during exposure with HPEM
signals.
After testing two different document readers, an additional test with another polarization
of the electromagnetic field was applied to one of the devices. Only a small frequency
band around 1 GHz was chosen for this test. Similar results to the previous applied
polarization of the electromagnetic waves were observed.

Figure 5: Failures of one of the two investigated document reader with two field
polarizations.
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Also, the tests at a frequency of 13.56 MHz showed failures during the readout of the
passport. In particular, only the RFID readout showed failure behavior at this
frequency.
The results from the test campaign are EU-restricted and are subjected to disclosing
agreements, so far no detailed information about the applied electrical field strengths
could be provided.

5

DISCUSSION

Critical infrastructures such as airports are potential targets for criminals and terrorists.
The use of low-tech (or medium-tech) IEMI sources to harm such infrastructures is not
unlikely to occur both due to the easy acquisition and low costs of IEMI sources and
the easy access to airport gates. In the course of potential electromagnetic attacks,
electronic document readers installed on electronic gates are one of the possible
targets. The test campaign described in this paper investigated the vulnerabilities of
document readers against HPEM signals and is dedicated to help hardening border
control systems against electromagnetic attacks. Results of the campaign will be
presented at the Future Security 2014 in Berlin.
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Abstract
The neutralization of improvised explosive devices (IEDs) in a civilian environment can
pose a serious danger to clearing forces and the population. Therefore, the
development of new neutralization techniques with improved safety is an ongoing field
of research. One example of current research activities is the FP7 project
ENCOUNTER, which aims at the development of innovative, novel neutralization
techniques and the rating of their safety and reliability for the application in an urban
environment in comparison to established, existing neutralization techniques.
In this paper, we introduce the FP7 project ENCOUNTER with a special focus on the
neutralization of IEDs by high-power lasers. The working principle of laser
neutralization is explained, and the setup of a laboratory test environment is presented
that allows for a detailed study of the processes involved when IEDs are irradiated by a
high-power laser. Examples of the observations that were obtained from generic IED
models under laser irradiation are presented, and an outlook on further work is given.
Keywords: Laser, neutralization, safety, explosive, IED, disposal, detonation,
deflagration, burning, X-ray, high speed diagnostics.

1

INTRODUCTION

The FP7 project ENCOUNTER (“Explosive Neutralisation and Mitigation
Countermeasures for IEDs in Urban/Civil Environment”) addresses the safe
neutralization of improvised explosive devices (IEDs) in a civilian environment [1].
ENCOUNTER is a collaboration between the coordinator FOI (Sweden), Fraunhofer
EMI (Germany), Blastech (UK), University of Sheffield (UK), Tamar (Israel), Isdefe
(Spain), and the University of Freiburg (Germany). In addition, the consortium is
supported by a thematic user group consisting of end users from different European
countries. The ENCOUNTER project started in September 2012 and is planned for a
duration of three years.
A central part of the project is the improvement of existing and the development of new
neutralization techniques with the goal of increasing the safety of the population and
clearing forces. This includes the neutralization of IEDs by clearing charges, highpower lasers, high-power microwaves, and barrel disruptors. These neutralization
techniques are distinct in terms of the physical and chemical processes used for
neutralization, stand-off capabilities, technical implementation and maturity level for
application towards IED neutralization. In addition, the project includes the
development of mitigation techniques and a risk analysis tool. The major elements of
ENCOUNTER and their relation to each other, including the pursued neutralization and
mitigation techniques as well as the risk analysis tool, are illustrated in Fig. 1.
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In this paper, we are focusing on the neutralization mechanism of IEDs by high-power
lasers. High-power lasers offer a high potential to increase the safety and flexibility of
IED neutralization since they can be applied at large stand-off distances of more than
100 m. The application of high-power lasers for IED neutralization has already been
demonstrated in a military context in the past. However, important safety aspects
including the risk of high-order reactions, blast wave generation and fragment formation
remain to be investigated for the safe application of this technology in an urban
environment. Therefore, the setup of a laboratory test environment to investigate the
time scales and processes involved in the neutralization of IEDs by laser irradiation is a
central part of work in ENCOUNTER.
High-power lasers with an output power in the kilowatt range became commercially
available with high compactness and efficiency in the recent years and are widely
being used for industrial applications such as, e.g., cutting and welding. As an
example, the single-mode fiber laser is characterized by high compactness,
robustness, and efficiency in combination with an excellent beam quality and is
therefore well-suited for the application in IED neutralization in mobile systems.
Equipped with suitable optics, the laser beam can be focused over large distances of
more than 100 m.

Figure 1: Image giving an overview of topics covered in the project ENCOUNTER. The
project’s objectives include the development and evaluation of various innovative
mitigation and neutralization techniques for IEDs found in a civil environment. The
project is funded by the Seventh Framework Programme of the European Commission.

2

WORKING PRINCIPLE OF LASER NEUTRALIZATION

For the application of a high-power laser for IED neutralization, different strategies are
possible. If individual parts of the explosive device such as, e.g., power supply or
release mechanism can be identified, they can potentially be disabled by intense laser
irradiation. Here, we consider an approach which is based on the thermal initiation of a
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non-detonative reaction of the IED’s explosive charge by intense laser irradiation. For
an illustration of this process, Fig. 2 shows a high-speed video sequence from a
laboratory experiment where an unconfined explosive sample was irradiated by a highpower laser. The laser irradiation leads to a temperature increase of the explosive
material and finally to a low-order burning reaction of the sample.
For an application towards IED neutralization, it is important to mention that the
reaction speed of the explosive material depends on several factors. The irradiation of
unconfined explosives as shown in Fig. 2 typically does not result in a strong pressure
increase, and consequently, a slow reaction burning of the explosive material is
expected. In contrast, the detonation is a progress which takes place on a very short
time scale and is accompanied by a strong, rapid pressure increase. The detonation is
characterized by a thin reaction front that propagates through the explosive material at
supersonic velocity. In addition, there are reactions on intermediate time scales like
cook-off processes or deflagration. Cook-off is a generic term for processes in
explosives that are heated by an external energy source [2]. Deflagration is a process
where a reaction front propagates through the explosive material with a velocity below
the speed of sound and is a typical result when cooking-off a confined explosive
sample. An illustration of these reaction processes including a comparison of the
different time- and pressure scales is shown in Fig. 3.
0.1 s

0.5 s

4.5 s (after laser off)

Figure. 2: High-speed video record of an unconfined explosive foil shows perforation as
well as burning reaction during and after high-power laser irradiation.

Figure 3: Scheme of reaction processes distinguished by increasing pressure and
reaction speed. For IED neutralization with the high-power laser, a low-order reaction
of the explosive charge is intended.
For the application towards IED neutralization, a low-order deflagration or burning
reaction of the explosive material is intended in order to achieve a slow reaction with a
small pressure buildup and thus to minimize the risk of damage in the IED’s
environment. In the ENCOUNTER project, important safety aspects including the risk
of high-order reactions, blast wave generation and fragment formation have to be
investigated for the safe and reliable application of this technology in an urban
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environment. For the systematic study of theses phenomena, a laboratory test
environment has been set up and is described in the following chapter.

3

TEST ENVIRONMENT FOR LASER NEUTRALIZATION

For the experiments, a continuous-wave (cw) 10 kW Ytterbium multi-mode fiber laser at
a wavelength of 1070 nm is available at Fraunhofer EMI. The installation of the laser in
a ballistics laboratory allows the safe operation of the laser for the neutralization of
explosive devices. The setup of the test environment is illustrated in Fig. 4. The beam
path is as follows: The laser light is directed through an optical fiber that is connected
to a collimator. The collimator produces a low-divergence laser beam with a diameter
of about 24 mm. After leaving the collimator, the laser beam is transmitted through a
fused silica window into a sealed tank and is directed onto the sample by a steering
mirror. The sample is located in a bunker shown on the left side of Fig. 4. The steering
mirror can be controlled electronically, allowing a precise alignment of the aiming point
of the laser. The area behind the sample and the steering mirror is additionally
protected by beam dumps.
For the investigation of the processes during irradiation of the sample, a broad
spectrum of high-speed diagnostics is available at EMI. For the experiments shown
here, a high-speed video camera in combination with a flash X-ray setup is used. The
photograph in Fig. 5 shows the sample in the viewing direction of the high-speed video
camera. The X-ray setup consists of two flash X-ray tubes and an X-ray film cassette
located behind the sample. The geometry is chosen such that each X-ray tube
produces an individual image on the X-ray film that is spatially well separated from the
image produced by the other tube. While the X-ray setup allows the investigation of
possible fragment formation, the high-speed video camera helps to interpret the X-ray
images and reveals additional information regarding the behavior of the sample during
laser irradiation and the time scales of the reaction of the explosive material.

4

EXAMPLES OF LABORATORY EXPERIMENTS

For the demonstration of the potential of the laboratory setup, first experiments with
model IEDs were carried out. The model IEDs consisted of a cylindrical steel body that
was filled with an explosive and sealed with end caps. The sample design is shown in
the CAD drawing on the right side of Fig. 5. The sample was either irradiated axially on
the cap or laterally on the mantle. In the following section, examples of experimental
data obtained from samples filled with ANFO and Composition B are presented.
Fig. 6 shows a sequence of images from the high-speed video camera that was
recorded during the irradiation of an ANFO filled sample. In the sequence, the
formation of a hole in the mantle due to laser irradiation is observed, followed by a slow
burning reaction of the ANFO filling. Burning of the explosive also leads to a throw-out
of material in the perforated area. No fragments were generated in the case of the
ANFO sample.
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Figure 4: Schematic top view of test environment showing the laser as well as the
beam path to the sample inside a reinforced chamber.

Design of sample

Figure 5: Left: Photographic side view of the sample from the perspective of the highspeed video camera. The laser is incident from the right side through a prepared hole
in the frontal trigger foil. Right: Sample design for the test of the experimental setup.
A different behavior was observed for the samples filled with Composition B. In the
example shown in the image sequence in Fig. 7, the reaction takes place on a shorter
time scale, and the rupture of the shell occurs due to the pressure that is built up inside
the sample and is accompanied by a bright flash and the formation of a small number
of fragments. From the last frame in Fig. 7, it is evident that the reaction does not
consume the entire explosive. Instead, two large fragments of unreacted Composition
B can be identified between the sample and the frontal trigger foil. This leads to the
assessment that the reaction was a deflagration.
Fig. 8 shows photographs of two samples filled with ANFO and Composition B,
respectively, after laser irradiation. The high-speed videos and the condition of the
shells after laser irradiation indicate that the reaction type was non-detonative in all
preparatory tests.
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32.5 s (laser on at t = 0)

33.0 s

33.5 s

Figure 6: Sequence of images from a high-speed video showing the reaction of an
ANFO filled sample irradiated with a laser power of 1 kW. The sequence shows the
perforation of the mantle and burning of the explosive material without fragment
formation.
-0.25 ms (start of rupture)

0 (cap contacts trigger foil)

0.25 ms

0.50 ms (rotating cap)

1.00 ms

4.25 ms (unreacted expl.)

Figure 7: Sequence of images from a high-speed video showing the reaction of a
Composition B filled sample irradiated with a laser power of 3 kW. The reaction takes
place on a shorter time scale, but is still non-detonative. The sample fails at the laser
irradiated cap on the right and a bright flash emerges.
ANFO

Composition B

Figure 8: Photographs of ANFO and Composition B samples after lateral laser
irradiation with laser power of 1 kW. The ANFO sample was perforated by the laser,
whereas the mantle of the Composition B sample was ruptured by the pressure inside
the sample. The explosive filling could be completely removed by the laser irradiation.
For a more quantitative analysis of the reaction strength in the Composition B samples,
the fragment velocities were determined from the flash X-ray measurement. As an
example, Fig. 9 shows two X-ray images that were obtained during laser irradiation of a
Composition B sample with a delay of 100 µs. The positions of two fragments are
clearly visible in each image, demonstrating that the X-ray setup is well-suited for this
type of measurements, since the image quality is not affected by dust particles or by
the bright flash originating from the reacting explosive. In the example shown, the
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measured velocity of the highlighted fragment is 196 m/s. For the interpretation of the
experiments, the measured fragment velocities are compared to the Gurney velocity of
Composition B of about 2 km/s which can be regarded as an expected fragment
velocity in the case of a detonative reaction [3]. For all investigated samples, the
observed fragment velocities were less than 10 % of the Gurney velocity which
supports the interpretation of a non-detonative reaction in the laser irradiated IED
models.

5

COMPUTER SIMULATIONS OF THERMAL EFFECTS

The experimental work is supported by numerical simulations that are intended for
predicting the response of the explosive sample to high-power laser irradiation. The
foundation was laid by simulating the transport of the laser-induced heat from the
confinement into the explosive filling. An example of a simulated sequence of images
showing the temperature distribution in a model IED irradiated with a laser power of
1 kW is displayed in Fig. 10. It is apparent that the heat conductivity of the explosive is
several orders of magnitude lower compared to the steel shell and leads to a strong
temperature gradient at the steel-explosive interface. In combination with experimental
measurements of the temperature and pressure evolution inside the laser irradiated
samples, important information of the time scales of the thermal processes and the
reaction kinetics of the explosive material can be obtained [4].

Image of first exposure

Image of second exposure

Figure 9: Double X-ray image of a laterally irradiated Composition B sample mounted
on a vertical pillar. The image on the right side is generated with a predefined time
delay of 100 µs with respect to the left image. The small fragment triggering the first
flash X-ray tube is highlighted by a circle with enhanced contrast. In addition, the
formation of a second fragment is visible on the images.
Mesh of geometry

1s

2s

4s

T [K]

Figure 10: Mesh of sample design from Fig. 5 with additional mount (green) and
simulation results showing the temperature distribution resulting from a 1 kW laser
beam incident onto a Composition B sample from the left for different points of time.
For a clear arrangement, only the left part of the sample including the left cap is shown.

Session 14: Directed Energy Research

443

Future Security 2014

6

Berlin, September 16 –18, 2014

SUMMARY AND OUTLOOK

A laboratory environment for systematic, quantitative studies of the neutralization of
IEDs by irradiation with a high-power laser is presented. The laboratory is equipped
with high-speed measuring technique including high-speed video cameras and flash Xray imaging. For the demonstration of the potential of the laboratory setup, samples
consisting of a cylindrical steel tubes filled with different explosive materials were
irradiated with laser powers in the kilowatt range. It could be shown that the
implemented diagnostics is well-suited for the characterization of the occurring
phenomena during laser irradiation and for the investigation of important safety
aspects. For all irradiated samples, a non-detonative reaction was observed, and the
samples were in a safe state after a cooling phase.
The presented work is part of the FP7 project ENCOUNTER that started in September
2012 and is planned for a duration of three years until August 2015. In the next stage of
the project, a test matrix will be defined and the developed neutralization techniques
including the high-power laser will be evaluated in terms of safety and reliability for
specific scenarios. On the basis of these investigations, it will be possible to give
recommendations for the application of the novel neutralization techniques to end
users.
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Abstract
In this paper, we present a data sharing approach, which allows sharing data in
pseudonymous form featuring controlled linkability. This is achieved utilizing a
pseudonymization policy and a workflow, which describes how this policy is to be used
by each actor within our proposed scheme. Requirements to a pseudonymization
policy are defined and its lifecycle is laid out. MonIKA, a cooperative monitoring
framework for anomaly detection, facilitates our presented approach and provides an
example for real-life application. This paper concludes with a discussion of achieved
functionality and a short outlook on future developments regarding policy-based
pseudonymization schemes.
Keywords: Pseudonymization, privacy by design, cooperative monitoring, information
sharing, MonIKA.

1

INTRODUCTION

In most scenarios for cooperative analysis, such as security monitoring, preserving
privacy through anonymization is not only a challenging task, it might not even be
applicable. Pseudonymization is often the only feasible step for allowing the generation
of preprocessed data fit for just the purpose in question. Pseudonymizing data, rather
than anonymizing it, may preserve different kinds of linkability inside the data. Keeping
specific relations inside data is often essential for the analysis task at hand, e.g., if a
communication partner cannot be recognized as the same, his actions during a trace of
a communication cannot be linked together by the fact that they were taken with the
same partner. Further, there might be cases where revocation of pseudonymity has to
be handled. It has to be specified how revocable pseudonyms should be generated.
Specifying all necessary relations that need to be preserved inside the data, so that the
data will be sufficiently rich on information for a given task, currently has to be done by
hand individually for every single scenario.
Building a pseudonymization scheme that reflects these requirements is even more
challenging. This specific scheme has then to be approved by all people responsible in
order for data to be shared. This whole procedure is naturally done on a case-by-case
basis from the legal perspective, but quite often from the technical perspective, too.
Using a policy to define the pseudonymization scheme reduces the work that needs to
be put into every new data sharing scenario immensely and allows better handling of
the result of a requirement analysis conducted in a previous scenario. Policy-driven
pseudonymization allows reuse of a given configuration and even sharing of the policy
between partners that would like to participate in a joint data analysis. In contrast to
other techniques for preservation of confidentiality in joint analysis scenarios,
pseudonymization presents itself more comprehensible for the chief privacy officers
(CPO) who are ultimately accountable.
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The remainder of the paper is organized as follows. In Section 2, a formal introduction
to pseudonyms is given. Section 3 describes related work Sections 4 and 5 introduce
the scenario and outline the design and application within the scenario. In Section 6,
the implementation of policy-driven pseudonymization within a use-case of cooperative
monitoring is evaluated. This paper concludes with an outlook to future work.

2

PSEUDONYMS

Pseudonyms are often used to preserve privacy of individuals in data collections or
data sharing scenarios. Therefore, a lot of techniques exist that generate pseudonyms
[3], [5], [10]. We would like to abstract from the specific technique and state that every
pseudonym p is generated by a pseudonym generating function (pgf) P given a
parameter set params, in the form that Pparams(o1) = p1, where o1 is the datum to be
represented. This parameter set usually divides into two kinds of parameters,
parameters that influence pseudonym generation semantically (e.g., the parameter d in
Kerschbaum’s pseudonymization technique [4]) and tokens like key material, pepper
for cryptographic hash functions or shared random numbers which are related to
technical security. Pseudonyms may have different characteristics when it comes to
linkability and revocability.
Pseudonyms are called linkable to each other if there exists a function L, with
Lparams (p1,p2) = l, the result, l might be the distance between o1 and o2 if P is
Kerschbaum’s pseudonymization technique [4]. If the pfg is a cryptographic hash
function, l might be Boolean, a simple test whether o1 = o2. This feature allows a third
party to conduct predefined operation on data without knowing the actual datum that is
represented by the pseudonym. It needs to be noted that pseudonyms are always
linkable to its representee. If the parameter set and a plaintext is known to any given
party, it is possible to compute Pparams(ox)= py and test for px = py where it is assumed
that ox is represented by px.
The second important aspect of pseudonyms is revocability. It means that a function
P-1 exists, such as P-1params(px) = ox. In other words, any party in possession of the
parameter set is able to obtain the representee of the pseudonym and therefore revoke
pseudonymity. The simplest forms of revocable pseudonyms are cyphertexts,
generated by a cryptographic encryption function. There are only a few more elaborate
techniques (e.g., [2]) known.

3

RELATED WORK

As far as the usage of pseudonyms by policy is concerned, the only work done is the
FLAIM framework [9], the focus of which lies entirely on netflow data and it does not
employ state-of-the-art pseudonymization techniques like Kerschbaum’s pseudonyms.
Further, it does not support handling of revocable pseudonyms.
When it comes to relating techniques, which are capable to preserve privacy in a
cooperative analysis scenario, two fairly researched ones come to mind. The first one
is k-anonymity [13]. This technique creates anonymity sets [7] of the minimal size of k
inside any result of a query on the database. While discussion of effectiveness of this
technique is out of scope, we have to acknowledge the fact that the result set has to be
computed somewhere. In contrast to this, pseudonymization sets in before data is
gathered in one place. The second technique that was already implemented in similar
scenarios is secure multiparty computation [11]. Again, not evaluating effectiveness,
secure multiparty computation is not easily comprehensible for the CPOs accountable.
These observations outline the benefits of an approach based on pseudonymization.
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THE SCENARIO

At first, the scenario presents itself with two types of participants, namely the
contributor and the linker (see Fig. 1). The former may be any kind of organization, and
as such it implements a structure that includes two generic roles, concerned when it
comes to any security-related information-sharing scenario: the chief security officer
(CSO) who seeks to provide the best security possible and the chief privacy officer
(CPO) entrusted with the preservation of the organization members’ privacy and
maintenance of sensitive information’s confidentiality. Seeking a balance between
these efforts, it is safe to assume that the organization is willing to contribute to a
cooperative monitoring process if it has reason to believe that they share only the data
necessary to generate a specific result. This is achieved by contribution of data that
contains the minimal amount of linkability, namely pseudonymized data.
The linker correlates pseudonymized data and generates an analysis result. His
interest lies with the result. The linker has not contributed any data to the process, but
has spent computing power and made the analysis algorithm available. A full
discussion of a viable business model is out of scope, but a contractual relationship
between the linker and the contributors is conceivable. To allow linkage of pseudonyms
of different contributors, they have to fit into a global data scheme and therefore to be
generated the same way. This can be easily achieved by utilization of cryptographic
based pseudonymization techniques [2], [4], [10]. Parameters necessary for generation
are provided by the policy.
A trusted third party (TTP) should be involved for numerous reasons. The main reason
is to provide confidentiality of the tokens towards the linker. As stated above, any
involved party in possession of these tokens may attack pseudonymity by enumerating
all possible data values that might be represented by a pseudonym [6]. This is to be
avoided. Therefore, the TTP authenticates the contributors and proves this
authentication by signature of the contributor’s certificate. Further, the TTP needs to
authenticate the linker to ensure that he does not pose as a contributor. As prove of
authentication, the linker is provided with a signature on his certificate and policy. This
way, the TTP is able to distribute tokens in a controlled fashion.

Figure 1: Schematic representation of the information-sharing scenario.
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THE POLICY

In this chapter, the basic structure of a policy is introduced and the whole lifecycle of
the policy within the information-sharing scenario is laid out.

5.1

STRUCTURE

The policy is basically a description of a data transformation. To be processable,
every policy has to have an identifying name and a retention time, which specifies
for how long certain parameters used by pseudonymization techniques listed in a
policy have to be kept valid. To be formally validated, a given policy has to have a
proper signature. This resembles a technique similar to validating and signing
e-mail messages and enables all actors to recognize proper approval and origin.
Besides this metadata, which respectively every policy holds, a policy document has a
rule set which then describes certain use-case-specific properties in separated rules.
Each rule within a policy can be identified by its id. This enables matching certain
externally generated parameters, e.g., tokens generated by the TTP, to the rule that
describes the pseudonymization algorithm. Every rule has to select data which shall be
sent to the linker for analysis. This is done by a selector. Such selectors exist for
almost every structured data. There is XPath for XML data [3], row structured data like
CSV or database tables may be addressed using SQL, etc. Further, the pseudonym
generating function P and its parameter set have to be specified. Finally, the target in
the resulting data scheme has to be given. Consequently, every rule has the following
form:
rule = {id, selector, P, params, target}.
Every data field that is not addressed by a rule should not be transferred out of its
origin domain. An example, which was used in a policy within the MonIKA project, is
given with Kerschbaum’s pseudonymization technique [4]:
rule = { id = 5 , selector = “accesviolation / timestamp”,
P = kerschbaum, params = { d = 604800 },
target = “accesviolation / timestamp”}.
Tokens used by Kerschbaum’s pseudonymization technique are s, a salt value for the
cryptographic hash functions used, and r, a random number that shifts all timestamps.
These tokens are generated by the TTP and shared to all contributors but kept secret
from the linker. Data will be inserted in a new dataset. If all rules are processed, the
original dataset will be discarded. If the location addressed by the target does not exist
in the new dataset, it will be created. If it does exist, data will be appended. This
ensures consistence on which subsequent functions can rely on.

5.2

LIFECYCLE

A policy is defined by the linker, who generates it according to his idea of the minimal
linkability required within the data needed to computer a specific result. His definition of
a policy includes all parameters needed by the TTP to generate all tokens necessary. A
policy signed by the TTP indicates that all tokens for processing of this policy are ready
to be handed out to participating contributors and that it originates from an
authenticated linker. Contributors may then request required tokens to fully participate
in a single instance of such an information-sharing scenario. In contrast, a linker may
never be handed any tokens. Furthermore, each contributor’s CPO checks a policy,
which he signs if he acknowledges its use within his domain. A contributor is now fully
able to share data specified by his acknowledged policy through the pseudonymization
tool.
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Pseudonymized data is only shared with an authenticated linker who then, if requested
and approved, revokes pseudonymity. This can be done as described by Biskup and
Flegel, in which case it only allows revocation based on a given threshold, defined
within this instance of policy and rule [2]. Results, which are generated by the linker
based on provided data from the contributors, are then shareable with every
contributor. These results only include revocable pseudonyms, which may be
processed by the contributors. Linkable pseudonyms are only generated for result
computation. A contributor himself can, if designed by the policy, revoke
pseudonymization on result data provided by his domain or data from this single
instance of the information-sharing scenario.

6

EVALUATION

The outlined techniques were used in the software framework of the MonIKA project
[5], [3], [9]. This software framework was implemented in two parts; an agent for the
contributors, implementing all technical parts regarding reception of results,
contributing data, the interface for the CSO and CPO and a cluster as a central
instance. The latter receives and provides an analysis plugin with the contributed data.
This plugin reflects the linker in the scenario outlined above. The cluster and its
operator posed as the TTP.
Our implementation supports currently six different pseudonym generating functions,
mostly variations of the techniques mentioned in Chapter 2:
•

id: Reflects unaltered sharing for the specified datum. This data is linkable to
auxiliary data and therefore eases depseudonymization by fingerprinting attacks
[6], which is a serious threat when it comes to pseudonymization [1].

•

null: A special pseudonym which may be generated in a distributed fashion
and has a very low probability of collision [13]. Pseudonyms generated by this
pgf are not linkable against each other. They can be used by the contributor to
link a datum of their own linking locally.

•

hash: Computes a cryptographic hash function. These pseudonyms are
linkable regarding equality of the represented datum.

•

ipp & prefix: This pgf generates prefix-preserving pseudonyms, i.e., if the
input data shares the same prefix, so will the resulting pseudonyms [10]. While
ipp is for IPv4 addresses in dot-decimal notation, the prefix pfg is a
generalization of the same principle. It allows any string as input, separating its
parts by either a chosen delimiter or to chunks of equal size. Generation may
be inverted to allow suffix preservation.

•

time & kerschbaum: Kerschbaum’s pfg [4] for formatted and general
numeric data. This pfg preserves the distance between two points and allows its
computation within a predefined threshold.

•

pgpenc [single | group]: Provides revocable pseudonyms by encryption
with GnuPG. While single means revocability only by the pseudonym generator
(keys are handles by the contributor locally), the group key is generated and
shared by the TTP.

Within the MonIKA project, a proof of concept was designed. A setting where multiple
companies employ the software framework to detect an attack in its reconnaissance
phase was chosen [5]. In this phase, an attacker probes different servers of the
companies for the same characteristic. If a given number of similar requests can be
observed at multiple MonIKA participants, originating from a specific set of IP
addresses, it is safe to assume that an attacker is probing this group of companies. For
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the detection algorithm, eight data fields from a security information and event
management system (SIEM) notification are used.
Tab. 1 summarizes the pseudonymization policy used. It lists the data field of the
source document that the correlation algorithm needs to operate on. The requirement
describes in which way the data is intended to be used by the correlation algorithm.
Finally, the pseudonym generating functions are listed, which characteristically satisfy
the outlined requirement.
Results generated by an analysis algorithm provide further use to all participating
contributors. A result includes all source IP addresses, known to be part of an attacking
scheme, given a common target, resource, protocol or protocol method within a certain
timespan. Not yet attacked and already affected contributors alike are now able to react
on the observed and jointly analyzed information before the actual attack takes place.
With help of the MonIKA software framework, we managed to implement an earlywarning system on entirely pseudonymous data.

Data Field

Requirement

PGF

sourceip

The source IP has to be reidentifiable and is
to be reported for potential counter measures.

hash, pgpenc
(group)

destinationip

The algorithm has to be able to recognize that
the violation has appeared on multiple hosts.

Hash

target

Reflects the target of the probe.

hash, pgpenc
(group)

timestamp

Related observations have to be
chronologically close to each other.

Time

resource

The resource (e.g., path/to/something) needs
to be distinguishable but has to respect a
recursive structure when reoccurring. This
pattern is common in observations of path
traversal attacks.

Prefix

protocol

The protocol requested (e.g., HTTP, HTTPS)
form the destination host might be a defining
characteristic of the probe.

Hash

protocol
method

The protocol method of the request (e.g.,
GET, POST) might also be a defining
characteristic of the probe.

Hash

reason

The protocol requested from the destination
host helps to match similar probes.

hash

Table 1: Data used in the proof of concept of the MonIKA project.
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CONCLUSION AND FUTURE WORK

We presented policy-driven pseudonymization; a tool and the workflows which build a
foundation for sharing of pseudonymized data. It supports preservation of different
kinds of linkability inside the data; even revocability to various extents can be
controlled.
Using policy-driven pseudonymization throughout a project eases data sharing as
standardized processes can be established. Policies might even be shared between
partners and reused in later instances. Accountable CPOs are provided with a
documented and comprehensible pseudonymization scheme, which enables them to
decide whether it complies with present regulations in their domain.
There are yet unaddressed issues, such as epoch change which might be needed to
mitigate the risk of a successful attack [2]. An epoch is defined by the time period a set
of tokens is valid. Their exchange marks the beginning of a new epoch. As
pseudonymized information is shared, an attacker will only gain more insight over time,
an exchange of newly generated tokens will render his so far accumulated insight
useless for unintended analysis. However, exchanging tokens breaks intended
linkability. This is especially disastrous when the linker injects data. This can be done
by creation of a very unique dataset, observable by possible contributors, which share
this data for anomaly detection. The linker then fingerprints the shared data for
observation of the caused event and therefore depseudonymizes the contributor. Since
the linker has a viable business model, like selling his algorithms in form of a plugin for
a MonIKA instance, we consider the risk for a data injection attack by the linker
reasonably low.
A paper, which discusses the particularities that occur when the presented technique is
applied to XML data, is currently in preparation. It explains how this markup language
can be handled, given the possibility that the tag used for the data structure itself is
considered confidential. Further, it will explain how linkability of pseudonyms can be
controlled in a more fine-grained fashion.
We are currently also working on ways to access the degree of privacy preservation
achieved by different policies, in terms of a differential assessment. This will enable
any CPO to access the investment for described results in terms of loss of privacy or
confidentiality.
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Abstract
Interconnected networks face a broad variety of threats, some – especially when
targeting valuable enterprise networks – highly specialized and sophisticated. To
counter those threats, enterprise network operators rely on security equipment to
monitor network traffic for anomalies that may indicate attacks or other security
violations. However, as new kinds of threats emerge continuously, keeping the
network’s line of defense up-to-date requires increasing amounts of both technical and
human resources, as these new threats often defy existing monitoring capabilities. In
this paper, we present our approach for distributed and cooperative threat monitoring
based on monitoring equipment available in corporate networks, with detection
capabilities far beyond the scopes of the utilized monitoring equipment. We discuss the
suitability of our approach even for the detection of fast-evolving threats and how the
seamless integration into and a more efficient use of existing security infrastructures
helps increasing the protection level at low operational costs.
Keywords: Distributed security monitoring, information sharing, threat intelligence,
anomaly detection, botnet detection.

1

INTRODUCTION

Protective measures for IT systems and networks are a necessity that poses an everincreasing challenge to enterprises of any size. Attacks, such as denial of service,
exploitation of software vulnerabilities or the infiltration of IT systems with malware, aim
to disrupt an enterprise’s daily operation or to steal sensitive and valuable business
information. With professionally performed and technically sophisticated attacks
against specific entities, so-called advanced persistent threats (APT) [9], security
professionals face a new class of attack that challenges even elaborate security
measures. The most challenging factor here is the rapid evolution of cyber threats:
Attackers adapt their procedures increasingly faster to security measures that emerge
in response to discovered attacks. Keeping pace with this development requires
enormous and ongoing investments in both IT security infrastructure and training.
One strategy to face this development is the automated or semi-automated exchange
of threat information. Threat information description schemes such as STIX [5] or
OpenIOC [7] enable the exchange of structured information about attacks and
vulnerabilities between security experts in order to curtail the impact of emerging
threats. While those mechanisms provide a mechanism to share valuable security
information within the affected community, both correlation of information from different
sources and automatic processing are usually considered less. Another challenge
when sharing security-relevant data is the protection of sensitive information contained
in the data to be exchanged: While being willing to provide to attack data to others in
order to receive information about relevant threats in exchange, an enterprise might
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want to avoid sharing information about infrastructure and internal business processes.
Moreover, as those kinds of information might contain data of customers or employees,
legal data protection requirements [10] are to be respected, especially for businesses
operating in Germany.
The key to a secure IT infrastructure is the ability to prepare for attacks before this
happens. As most IT security equipment is only able to detect already known attacks,
knowledge about the discovery of attacks and the timely establishment of appropriate
counter-measures is a critical aspect in protecting an enterprise’s IT assets.
Preparation for newly emerging cyber threats often requires large-scale upgrades of IT
security infrastructure or even the rollout of completely new equipment, as existing
security devices’ anomaly detection logic often is insufficient to recognize these new
attacks or is even specifically circumvented. In this paper, we present an approach that
enables the use of general-purpose security monitoring facilities in distributed and
collaborative monitoring of newly emerging cyber threats. Even if the security
infrastructure used to gather monitoring data is in itself incapable to detect a threat,
intelligence at a central point in the monitoring network will be able to classify
anomalies contained in this information and derive appropriate counter-measures from
the findings. This centralized detection engine makes the approach more flexible and
faster responding in the light of newly emerging and evolving threats, since the
detection and correlation procedures of network monitoring equipment does not need
to be touched in order to adapt to these new threats.
The work presented here is part of the project “MonIKA – Monitoring durch
Informationsfusion und Klassifikation zur Anomalieerkennung” (monitoring by means of
information fusion and classification for the detection of anomalies), funded by the
German Federal Ministry for Education and Research. The presented approach makes
heavy use of the MonIKA software framework (described in Section 3), which provides
the basis for involving network monitoring equipment and setting up a central instance
running detection and classification procedures on the provided information.
Additionally, the software framework provides pseudonymization facilities to support
the fulfillment of requirements of data protection laws and secrecy interests. To
illustrate our approach by example, the detection of botnets by monitoring spam
campaign emails and other potential bot activities will serve as a suitable use-case.
The approach presented here displays a possible application of the MonIKA software
framework. A different application, which, in contrast to our approach, relies on
specialized monitoring equipment and is targeted at the detection of anomalies in
Internet routing using the Border Gateway Protocol, is described in [8].
The paper is structured as follows: Section 2 will give an overview of work related to
our approach. Section 3 will describe the MonIKA software framework, which provides
the technical basis for the implementation of our approach. The approach itself is given
in Section 4. Section 5 presents a use-case for our approach, which is intended to give
a better understanding of how the approach works. Section 6 finishes with conclusion
and future work.

2

RELATED WORK

Exchange of cyber security information is a central feature of our approach. In this
domain, a couple of proposals do already exist.
STIX [5] has been designed as a structural language with the goal of enabling the
exchange of said cyber security information. As an approach to utilize STIX, TAXII [6]
defines services and message exchanges based on STIX. TAXII does not yet seem to
be supported by a software tool. Furthermore, data protection concerns do not seem to
be addressed. As the data format describing monitoring data within MonIKA framework
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messages is to be freely chosen by the plugin developer, a language such as STIX
may be utilized for our approach as well. Another framework providing capabilities for
threat information exchange is OpenIOC [7], which has originally been developed by IT
security vendor MANDIANT for their products and been release as an open framework.
Again, OpenIOC does not address any concerns regarding the protection of sensitive
data.
Note that, in contrast to our approach, all of the broadly accepted cyber security
information sharing approaches mentioned here focus on the encoding and sharing of
security-relevant information and do not include any mechanisms or recommendations
of how such information can be correlated with regard to certain aspects in order to
uncover hidden threat contexts.

3

SOFTWARE FRAMEWORK

The technical implementations accompanying the approach presented here makes
heavy use of the capabilities of the MonIKA software framework for distributed,
cooperative monitoring. In order to better understand how some technical procedures
that are part of our approach are supposed to be realized, the MonIKA software
framework has been designed to support distributed, cooperative security monitoring
by providing a platform containing the necessary basic functionality for information
sharing and processing of distributedly collected data. This functionality includes:
•

Authenticated and encrypted connections between components to ensure
secure transport of data.

•

Pseudonymization facilities provide means to protect sensitive data using
different pseudonymization schemes and to handle this data transparently.

•

Modular software components that easily allow the deployment of data
acquisition and pre-processing functionality as well as classification and
detection algorithms.

The software framework consists of two basic components, the service cluster and the
agent. The software framework does not, by itself, provide monitoring capabilities and
relies on external monitoring equipment as a source of data to work with. This external
monitoring equipment is referred to as sensors. Since these sensors are usually
located within protected networks and not directly accessible, the MonIKA software
framework provides the agent component as a solution. An instance of the agent is
located within the same network as the sensors and performs the task of receiving or
polling data from the sensors in their distinct data format. The agent transforms this
data into a common, XML-based format used between agents and service cluster for
pseudonymization and processing purposes. The agents do also receive result
responses from the service cluster. The service cluster hosts the classification and
detection algorithms and distributes the results of the processing of the delivered data
back to the agents. Connections between agents and service cluster are securely
encrypted and all components mutually authenticate by means of certificates before
exchanging data.
The goal of the MonIKA software framework is to simplify the deployment of innovative
detection procedures. To this end, such procedures can be implemented for the
MonIKA software framework as plugins, which only need to cover the functionality that
is specific to the procedure. On the agent side, the plugin receives data originating from
a certain type of sensor and is expected to deliver this data pre-processed and
formatted back to the agent. The agent-side plugin also contains a pseudonymization
policy, which is used by the agent’s pseudonymization module to pseudonymize all
outgoing data according to the requirements (see [2] for details). On the service cluster
side, the plugin receives all data collected by agents and prepared by the
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corresponding agent plugins and is expected to deliver results back to the service
cluster. Fig. 1 schematically shows the role of the plugins within the software
framework.

4

APPROACH

Cyber threats are a global phenomenon which do often, on the one hand, show up in
different locations at the same time but, on the other hand, only in specifically selected
networks or systems. In order to obtain a broad overview on this kind of attacks, we will
classify information of as much security monitoring equipment as possible. To reach
this goal, and to avoid the need to roll out specific-purpose monitoring infrastructure for
every new kind of attack we try to detect, we will rely on monitoring facilities that are
commonly found in networks of enterprises or other organizations which are deploying
IT security infrastructure to protect their assets. We refer to these monitoring facilities
as sensors as their main purpose in the context of our approach is the delivery of data.
Examples are firewalls, intrusion detection systems, anti-virus scanners, honeypots,
etc.

Figure 1: Use of plugins in the MonIKA software framework.
Our approach profits from a number of organizationally independent networks, which
join forces and exchange security monitoring data with each other in order to gain
better threat classification results from the combined information than from their distinct
monitoring efforts alone. We call this consortium of collaborating networks a monitoring
consortium. The organizations running those networks and contributing data to the joint
monitoring effort are referred to as data providers. Those providers deliver data to the
service cluster, which is in charge of processing these data and classifying the
information contained in order to detect anomaly and attacks. Fig. 2 gives an overview
of the architecture used by our approach.
Using the software framework, we can design algorithms that work on the information
collected by a vast number of sensors of different kind. This provides our algorithms
with data collected from different points of view and with varying detection intentions,
therefore potentially carrying information about different aspects of the same anomaly.
This enables detection algorithms to detect anomalies using the data of sensors that do
not focus on the detection of such kind of anomaly.
Data sets describing events as observed by sensors are correlated by generic criteria
such as equality of network source or used protocol, patterns contained in payloads,
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occurrence within the same time frame, etc., which are easily extracted from network or
application level monitoring data. Relevant criteria are chosen depending on the type of
threat targeted. Different pseudonymization schemes built into the MonIKA software
framework already support the necessary kinds of comparison.
Data sets found to be related are examined for anomaly-specific criteria. The
information taken from a sufficient number of data sets collected by different types of
sensors and selected by carefully chosen criteria resemble a specific event occurring
observably in different networks at that time. The analysis algorithms used to examine
this information carry the knowledge about the targeted threat and what traces it leaves
in the network and on host systems. Since those analysis algorithms, deployed at the
central service cluster, are the only location where this specific knowledge is needed,
changes in the procedure of attacks that aim to evade detection can be reacted upon
rather quickly.

Figure 2: Distributed monitoring using the MonIKA software framework.
Since the sensors providing the data used to detect a specific threat do not have this
threat in focus when observing events on the network, is it likely that, even after
evasion techniques have been applied to a threat, effects resulting from this threat in
action will still be observable to some sensors. Therefore, by relying on “dumb” sensors
instead of specialized monitoring equipment, threat detection algorithms deployed in
the service cluster will still be provided with data to work on and need to adapt to
different types of sensors and events at most.
The analysis results returned from the service cluster to the agents contain all
information about the detected threat that are available from the provided event data,
as well as additional information potentially taken from external sources. These results
provide the security officer of the participating data provider with the information
necessary to tackle a cyber threat that would otherwise have stayed undetected. Using
carefully tailored pseudonymization policies, this information can be provided, while at
the same time, no sensible information becomes available to other participants of the
monitoring consortium.

5

USE-CASE: BOTNET MONITORING

The approach outlined in this work has been implemented within a use-case to verify
whether it is suitable for the intended purpose. This use-case is the monitoring of
botnets using both generic characteristics of botnets and occurrences only observable
in specific botnets.
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A botnet is defined as a loosely connected network of computer systems, which have
been infected with malware in order to be controllable over the Internet using a hidden
control channel. These controllable computer systems are called bots. The control
channel is established by the malware and used by a bot master to have the malware
perform commands on his behalf. The property of being connected through the same
command and control channel and under control of the same bot master links a certain
number of computer systems as a distinct botnet.
The nature of a botnet is expressible with a lifecycle, which generically applies to every
botnet (compare [3]): To find suitable targets, potential victims are first scanned by
already infected systems over the network. If evaluated suitable, the malware is
transferred to the victim. As this malware is usually only a core part of the complete bot
software, modules with additional functionality is downloaded from servers or other
bots afterwards. Having completely set up the bot, the malware will next establish the
command and control channel in order to receive commands from the bot master. The
reception of such commands results in the bot beginning its malicious activities and
additionally, the scanning for further infectable systems, which again initializes the
lifecycle for the next victim.
All those activities are detectable by common IT security equipment: Intrusion detection
systems will be able to detect both scanning activities and the transmission of malware
payloads. Even firewalls will usually record network or host scans. Malware can
additionally and more sophisticatedly be detected by network-based or host-based antivirus software. The actual malicious activity performed by the bot does, depending on
the kind of activity, potentially ring alarms by multiple IT security facilities: Spam emails
will be detected by spam filters on mail servers or clients; denial of service (DoS)
attacks become visible to intrusion detection systems or rate-limiting firewalls;
information leakage may be observable by malware-scanners, and so on.
While all those activities can occur outside of botnet contexts as well, they can be
linked by temporal and spatial correlation when observed in their entirety. When
correlated by means of network source or destination, temporal factors can be the
occurrence of multiple events within the same timeframe, as, for example, with
coordinated actions like attacks performed upon command or download of updated
malware modules. It can also be events occurring in certain sequences, for example,
when bot request, bot master response, start of attack. Such a correlation of events is
possible to perform on events observed at a single network location alone and
therefore, such threats would be impossible to detect for a single data provider without
specialized monitoring equipment and specific knowledge.
As an example sensor, we have implemented a plugin for the integration of spam filters
for the use of botnet activity correlation using the MonIKA software framework. As
about three quarter of spam emails worldwide originate from botnets (see [4]), tracking
spam delivering computer systems on the Internet is a promising approach for
detecting botnets. A key property used for the distributed monitoring of spam emails
originating from botnets is the affiliation of such emails to spam campaigns: Single bots
within a botnet send out spam emails on command of the bot master. Part of this
command is a message template, from which the bots draw the final message to be
included in the spam email. Therefore, while messages from different bots may vary, all
message from the same botnet share common characteristics as they are all prepared
from the same template. This can be used to tell if different spam emails, observed
independently from each other at different locations on the Internet, carrying different
senders and recipients, belong to the same botnet or not.
To detect spam campaigns, spam emails are collected from spam filters at mail servers
and analyzed at the service cluster. Not that, in accordance to our general approach
described earlier, the actual anomaly detection (i.e., the classification of emails into
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spam and ham) is not performed within the MonIKA software framework, but left to the
sensor (the mail server’s spam filter). For data protection measures, spam emails are
preprocessed before delivery to the service cluster in order to convert the contained
messages into statistical representations. These statistical representations express the
messages in numerical terms such as character count, word count, mean length of
words and sentences, number and type of line breaks, and so on, which still allows
finding similarities between messages while abstracting from their content. Using
means provided by the MonIKA software framework, email header information is
pseudonymized.
Similarity analysis in the service cluster groups spam emails by the (possible)
campaign they belong to. A group of spam emails is treated as campaign if their total
number of messages and the number of involved sending host systems is sufficiently
large. The advantage of message analysis at a central service cluster is that message
from many different mail providers can be cumulated for a more complete data basis.
Since the numbers of messages is a crucial factor for the classification of spam
campaigns, especially smaller campaigns would bypass detection as false negatives
when analyzed on the data basis of single providers only.
The results of such an analysis are twofold: By grouping messages consisting of
statistical values, a set of values representing all those messages can be calculated.
This representative set can serve as a kind of “signature” of the messages distributed
with this spam campaign and therefore enable signature-based detection of spam
emails belonging to this campaign. For the sake of botnet detection, from each spam
email collected we obtain one host system participating in this spam campaign as
sender. We therefore conclude that this computer systems are infected with the same
bot, making them part of the same botnet. As a direct result from this finding, the
message group enables us to create a list of members of a (not yet further specified)
botnet. A direct use of this result would be the deployment of measures to mitigate
potential threats originating from the addresses on such a list. Furthermore, this bot
address list poses the point of contact for the correlation of spam email information with
data delivered by other kinds of sensors.
Additional sensors that can give insights into the operation and structure of a botnet are
manifold. Coming from a list of addresses of potential bots, correlation opportunities
exist for example with all network security facilities that detect anomalies in connection
with their network source: Intrusion detection systems may monitor illegitimate access
attempts to computer systems. In correlation with the information gained from the
analysis of a spam campaign, this can be identified as an attempt by a bot connected
to a certain botnet to propagate the controlling malware and thereby, provide the bot
master with control over the targeted destination system. Similar correlations are
possible with events generated by firewalls in term of port scanning or DoS activities.
Furthermore, a successful attempt (e.g., infection of a honeypot) may not only be linked
to the newly discovered botnet, but does also provide the data basis with a sample of
the malware used, which in turn provides the connection for correlation with data from
again additional sensors like anti-virus software. Following this scheme, every type of
sensor included in the correlation of events leads to results with attributes that again
provide the opportunity for the addition of further sensors, leading to a more and more
comprehensive understanding of the observed threat and possible counter-measures.

6

CONCLUSION AND FUTURE WORK

We have presented an approach for detecting newly emerging cyber threats in a
cooperative, distributed manner using existing, non-threat-specific IT security facilities.
Technical means for the implementation of this approach are provided by a software
framework, with capabilities for securely sharing security-related information in real-
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time, including pseudonymization facilities to support the protection of sensible data.
Since the approach relies on existing IT security infrastructure as source of securityrelated events and deploys threat-specific analysis intelligence at a central point only, it
is flexible and quickly adaptable to changes in the relevant threat landscape and can
be implemented at low operational costs.
As mentioned before, the work presented here has been performed as part of the
project MonIKA. Within the project, the software framework briefly described in
Section 3 has been validated using several real-world use-cases, one of which has
been described in this paper. Additionally, the integration of the framework in the
operational environment of organizations has been prepared by creating a process
framework, described in detail in [1].
Future work will be the further technical implementation of the intended use-cases as
well as the development of additional relevant use-cases for cooperative, distributed IT
security monitoring and their realization using the MonIKA software framework.
Furthermore, together with the developed MonIKA process framework, integration of
several use-cases in the operational IT security environment of participating
organizations will be evaluated and implemented.
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Abstract
The MonIKA research project focused on privacy-preserving sharing and analysis of
security-relevant information with applications in distributed collaborative monitoring
and anomaly detection, aiming at the development of a generalized framework for data
sharing. The framework consists of technical, organizational and legal parts.
Development was guided by three use cases also being employed for framework
validation. The use case of enterprise monitoring was driven to an extended proof-ofconcept using a supply-chain collaboration scenario, showing the technical viability of
the MonIKA approach. It is concerned with security monitoring as typically operated in
mid- to large-sized enterprises. The core of the supply chain scenario is a
manufacturer/supplier collaboration to exchange security monitoring data with the aim
of an improved capability of early-warning against potential cyber security threats such
as advanced persistent threats for sabotage or espionage. This paper presents the
enterprise monitoring use case along with the test system and validation results.
Keywords: Network monitoring, privacy, information sharing, anomaly-detection, earlywarning, pseudonymization.

1

INTRODUCTION

Recently, public awareness of the vulnerability of cyberspace has dramatically
increased, pushing the issue of cyber security onto the agenda of most European
political and private stakeholders. At strategic level, cross-organizational collaboration
and sharing of cyber-security-relevant information are seen as imperatives for timely
taking effective cyber security measures. While non-real-time sharing of cyber security
information is more or less state-of-the-art [1], an active defense against the increasing
level of cyber threats requires new approaches for privacy-preserving real-time sharing
of cyber security data amongst a multitude of collaborating organizations.
The BMBF-funded research project MonIKA focused on some of the most essential
problems to be solved for effective privacy-preserving real-time sharing of securityrelevant data, especially the possibilities for application of pseudonymization methods
and the embedding of information sharing processes as part of IT services in
organizations. In the project, a framework was developed, that combines solutions in
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three complementary views: technical, organizational, and legal/regulatory. In contrast
to other approaches [2], [3], MonIKA applies strict pseudonymization of all the data
provided. Even if not necessary but due to legal/regulatory aspects regarded in the
project, a trusted third party is chosen to run the anomaly detection and classification
environment. Additionally, pseudonymization of sent data generally obsoletes the
necessity to trust a third party.
In order to guide the development of the views as well as to test viability of the MonIKA
solutions, three different use cases have been defined and followed in the project:
monitoring of BGP routing anomalies [4], botnet monitoring [5], and enterprise
monitoring. From the three use cases, enterprise monitoring was chosen to be
extended to a full-scale proof-of-concept of the MonIKA solutions. The essence of this
use case is the collaboration of partner organizations by performing real-time
exchanges of network, system, and application monitoring data with the goal of
improved early-warning and attack-detection capabilities. In the MonIKA proof-ofconcept, this general setting was elaborated to a specific supply-chain scenario and a
detailed attack scenario. Alongside the other use cases, this was employed to guide
the development of the MonIKA views.
To test the validity of the technical view, the most important elements in the supplychain scenario for enterprise monitoring were implemented in a virtual test system
running in the Airbus Defence and Space CyberSecurity labs located in Ottobrunn. This
system was subsequently used for testing and improvement of the MonIKA software
framework and application-specific modules. After completion of the project, the test
system is available to provide live demonstrations of the MonIKA solution. It will also be
used as a basis for further development and application of the MonIKA approaches.
This paper gives an overview of the enterprise monitoring use case and introduces the
MonIKA test system with its test cases and thus also illustrates the MonIKA concepts in
a realistic setting. Oral presentations accompanying this paper will include live
demonstrations of the test system. Separate companion papers will focus on the use
cases BGP monitoring[4] [4] and botnet monitoring [5], the MonIKA pseudonymization
approach [6] [6]as well as the MonIKA service framework [7].

2

THE MONIKA ENTERPRISE MONITORING USE CASE

Today, private enterprises and other organizations typically do not have sufficient
capabilities for the detection of and response to sophisticated cyber threats. This is due
to the significant costs and skills required here. The most feasible solution that is
conceived in this context is the improvement of cross-organizational collaboration in
monitoring and detection capabilities. Despite the potential of this approach, it is not
widely used in practice due to the challenges with respect to data privacy and
confidentiality issues, among other reasons [8]. The MonIKA project improves this
situation by providing a framework with technical, organizational and legal parts to
lower the barrier of cross-organizational real-time information sharing for collaborative
distributed security monitoring. Significant advantages are expected by the
employment of collaborative security monitoring using the MonIKA sharing framework,
such as: improved prioritization of anomalies by automated comparison of shared data;
reduced amount of time for providing a basis for decisions; lower effort through more
effective anomaly assessment and classification; better detection of crossorganizational attacks.

2.1

General use case

The use case is centered on the operation of security monitoring facilities for the
protection of the assets of various organizations. This includes the collection,
correlation and analysis of general-purpose logs (system and application logs) and
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data from security systems (e.g., firewalls, intrusion detection systems). We do assume
that each involved organization has an instance of a security operations center (SOC)
[9], representing the detection and analysis capabilities of that organization. In practice,
there are varying levels of sophistication of a SOC, ranging from an administrator
scanning server and client logs for breach indications manually at irregular intervals up
to a fully integrated and largely automated SIEM (security information and event
management) [10] system.
Besides the technical implementation of a SOC, a significant characteristic of its
operation is the related set of processes, representing the services offered by the SOC.
When considering a collaborative monitoring approach of multiple organizations, this
has significant impact both on the technical facilities for information sharing as well as
the related processes. This is supplemented by the legal aspects of monitoring, where
data privacy is a significant issue even in isolated monitoring systems, and even more
so in conjunction with a collaborative approach. Moreover, in the latter case, also
contractual and liability issues have to be considered.
From the wide range of possible types of security-relevant data that could be shared,
the enterprise monitoring use case is focused on data relevant for the detection of
anomalies as well as the assessment and classification of detected anomalies. In the
former case, more detailed data (e.g., raw data from sensors) is required with nearreal-time constraints. In the latter case, pre-processed and/or aggregated data will
typically be exchanged with less strict time requirements. Of course, the data sharing
requirements will strongly depend on the types of threats to be coped with. In general,
three different classes of threats can be considered: cyber espionage, cyber sabotage,
and cyber fraud/crime. For most organizations, significant risk is connected with cyber
espionage and sabotage – less so with cyber fraud/crime. Although cybercrime is
currently almost omnipresent, consequences for enterprises of a breach are supposed
to be less severe in comparison to the other threat classes. For this reason, the
enterprise monitoring use case does not consider classical cybercrime threats such as
banking Trojans, identity theft, or ransomware.

2.2

Supply-chain scenario

For testing and demonstration activities in the context of the MonIKA proof-of-concept,
a more specific scenario has been derived from the general enterprise monitoring use
case. In this scenario, an original equipment manufacturer (OEM) collaborates with
three of its most vital suppliers (suppliers A, B, and C) in the security monitoring area
(see Fig. 1). We assume that each enterprise is operating a security monitoring system
(represented by SOC OEM, SOC A, SOC B, and SOC C, respectively). The intention is
to follow a collaborative approach by sharing relevant parts of the monitoring data
across organizations. Besides the data privacy issues that have to be solved here, it is
also necessary to cope with the potentially sensitive nature of the data (e.g., part of it
could be company confidential). In a supply-chain setting, the realization of a
reasonable amount of data sharing should be feasible due to the already existing
business relationships and the related trust between entities.
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Figure 1: Manufacturer/supplier network.
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Figure 2: Collaborative monitoring.
To realize a collaborative monitoring approach, various data sharing models are
conceivable. The organizationally simplest solution is peer-to-peer sharing between
organizations, which could be based on bilateral sharing contracts with individual
agreements on amount and type of shared data. However, this solution also has the
least potential to improve detection and analysis capabilities. Therefore, in the supplychain scenario, we assume that organizations follow a centralized approach as in
Fig. 2. The core of the collaborative monitoring approach is the introduction of a
centralized SOC (Common SOC – CSOC) operated by an independent entity TrustME,
that is receiving data from the enterprise SOCs (SOC OEM, SOC A, SOC, B, SOC C).
The collected data is automatically correlated and processed to find anomalies leading
to events sent to the CSOC operators. The operators perform an initial assessment of
each event, dismissing it in case of a false alarm or forwarding it to a CSOC analyst for
further assessment. In the case that an anomaly is identified as a potential incident for
any of the partners, a warning or alarm is raised and sent back to the enterprise SOC
operators.
To satisfy company-internal confidentiality requirements as well as data privacy
regulations, the amount and detail of data sent to the CSOC needs to be minimized
without compromising the functionality and efficiency of detection and assessment
capabilities. On the technical side, filtering and anonymization methods [6] are used to
remove unnecessary data items. Where the identity of potentially sensitive data items
needs to be preserved for satisfying the requirements of an analysis method,
pseudonymization approaches are applied, as stated above. If both of these technical
approaches cannot be followed, organizational and legal approaches will be employed,
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e.g., with proper non-disclosure clauses in the data sharing agreements alongside with
organizational requirements when handling the data.
In the supply-chain scenario, the technical measures mentioned above are
implemented using the MonIKA software framework. The framework provides basic
capabilities of data communication between the enterprise SOCs and the CSOC,
alongside an infrastructure for data filtering and pseudonymization on the one hand, as
well as methods for correlation and analysis of filtered and pseudonymized data on the
other hand. A more detailed view of the scenario is given in Fig. 3 (for conciseness,
only one supplier is shown).
The networks of the collaborating enterprises are connected to the Common SOC
through the Internet using an encrypted channel. Security monitoring is implemented
by centrally collecting system, application, and network logs (in the example in Fig. 3,
these are the web server and firewall logs) and correlating those in a SIEM (security
information and event MANAGEMENT) located in a protected subnet. A MonIKA agent
component is connected to each of the SIEMs, performing pre-processing, filtering and
pseudonymization tasks according to a mutually agreed sharing policy.
Web Server

OEM

DMZ

SOC OEM

Agent

Common SOC

SIEM

MonIKA
Service
Cluster

Internet
Web Server

Supplier B

DMZ

Agent

SOC B

SIEM

Figure 3: Technical view of the supply-chain scenario.
Agents are securely connected to the MonIKA service cluster, which is the central part
of the MonIKA framework where correlation and analysis of data is performed. More
details on the MonIKA software framework can be found in [5]. Organizational
requirements are met by implementation of proper service processes based on the
MonIKA service framework [7]. Finally, the MonIKA legal framework is a basis for
crafting suitable data sharing and collaboration agreements between partners [11],
[12].

2.3

Attack scenario and analysis approaches

To enable technical testing, a specific attack scenario was developed and suitable
analysis methods for the detection and assessment of these attacks were derived. The
attack scenario is centered on a hacktivist group that wants to draw attention to some
dubious business practices of the OEM. This is to be achieved by cyber attacks on the
OEM itself and/or some of its most crucial suppliers. The aim is to disrupt the supply
chain through sabotage of one or more ERP (enterprise resource planning) [13]
systems, specifically the supply chain management systems.
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Sabotage actions could be malicious manipulations of ERP system configurations and
data or denial-of-service attacks. We assume that the hacktivists have no insider
knowledge of the targeted IT systems, only relying on publicly available information as
starting point of their actions. Following a common attack lifecycle, to identify target
ERP systems together with their vulnerabilities and weaknesses, the hacktivists
perform information gathering, in particular address and port scans followed by ERPsystem-specific vulnerability scanning. In the case that sufficient information about
target systems can be collected, the hacktivists will launch the actual attacks.
The main purpose of the collaborative monitoring approach in the supply-chain
scenario lies in providing early-warning and actionable intelligence to the collaborating
partners. Considering the attack scenario described above, early-warning can be
provided on the basis of the information gathering actions of the hacktivist group. Thus,
in the following, we concentrate on the information gathering part of the attack scenario
and the related sharing and analysis actions on the defender side.
Guided by the attack scenario, we can identify sensor points and analysis methods to
enable the detection of the corresponding anomalies to provide early-warning to the
collaborating partners. One example of this is the detection of vulnerability scanning of
a single web server to check whether this is an ERP web frontend and if so, to
determine its server version and configuration details. On the one hand, if legitimate
URLs are used in the positive case (if the web server is indeed an ERP frontend), this
is almost impossible to detect as an anomaly. On the other hand, in organizations not
possessing a corresponding ERP system, such a web server access can easily be
found and classified as an anomaly, but with little significance if the organization is
isolated. This is an excellent example, where cross-organizational correlation of such
anomalies is helpful: The anomaly detected in the network of one partner might serve
as an excellent early-warning for the other partners, especially in cases, where the
same type of anomaly occurs with more than one partner.

3

TESTING AND VALIDATION

For the purposes of technical testing and validation of the MonIKA approaches, the
technical parts of the supply-chain scenario were implemented in a test system, which
is completely virtualized, i.e., all parts are implemented on virtual machines running in a
single VMware ESXi server instance. The virtual test system is illustrated in Fig. 4.
A single virtual router is used to simulate the Internet. Thus, the enterprise networks of
each collaborating party and the common SOC network are connected through the
central router. In addition, the simulated Internet comprises a DNS server, a time
server, the machines utilized by the attacker for its malicious actions, as well as a
generator system for simulating background traffic to and from the enterprise networks.
For purposes of testing, the enterprise networks are simplified to omit the dedicated
SOC networks and related components (such as the firewall between an enterprise
DMZ and a SOC network). Focus in the tests is on the functionality of the MonIKA
components – most notably the MonIKA agent with its pre-processing of data from the
SIEM as well as the MonIKA service cluster with the implementation of applicationspecific analysis modules. The pre-processing in the agent consists in the first step of a
transformation of source-specific data (in our case, the data provided by the SIEM
system) to a MonIKA-internal data format.
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Figure 4: Virtual test system.
The second step is the pseudonymization of the data according to a pseudonymization
policy [6]. In the test system, the source data consists of information on blocked data
packets from the firewall logs (dropped packets) and on erroneous web server access
(HTTP 400 and 500 response codes). This is forwarded by the SIEM to the MonIKA
agent, which performs pseudonymization on all sensitive data items before passing the
data on to the MonIKA service cluster.
On the cluster side, incoming data is forwarded to an application-specific analysis
module. In case of this test system, this module performs a correlation of the web
server and firewall log entries to find patterns: Dropped packets carrying of the same
OSI layer 4 protocol with the same destination ports are correlated across different
enterprise networks to find port scans that could be performed, e.g., to determine the
existence of web servers that might host an ESP server. The port scans are correlated
based on their source IP address, with failed access attempts to web servers that
comprise the second stage of information gathering. An identified port scan, followed
by (failed) access attempts can be classified as information gathering and generate an
early-warning.
Based on the system, integration testing and validation of the technical MonIKA
components were performed by going through different variants of the attack scenarios
briefly introduced in Section 2.3. The concept and prototypical implementation of the
MonIKA framework showed to be qualitatively well-suited to the tasks in the supplychain scenario (quantitative evaluation was out of scope of the testing activities).
However, validation activities led to the following findings about future improvements of
the MonIKA concept. For practical applications in realistic environments, more focus
has to be given to robustness and/or fault-tolerance. Furthermore, the MonIKA
software framework is currently designed with a centralized architecture. It could be
worthwhile to extend the framework for alternative architectural patterns (e.g., peer-topeer data sharing).
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Considering the requirements originating from the organizational processes for
information sharing, the software framework is well-suited. However, some gaps exist
that need to be closed in future versions of the framework, e.g., logging functionalities
to enable proper audit measures for data privacy officers and other similar roles. The
usability of the auditor user interfaces was not tested in the MonIKA project, so it
remains an open question, whether usability is given or not. Another interesting
question is the support of incident response activities. The MonIKA project was clearly
focused on the detection and analysis of anomalies related to malicious activities.
Thus, questions about the proper initiation of response actions consistent over the
collaborating parties were only touched. Especially, considering data privacy issues
involved when providing advice on incident reaction over organizational boundaries,
there still is a lot of work to be done.

4

CONCLUSIONS

Privacy-preserving sharing of cyber-security-relevant information is a significant
challenge. It is necessary to balance privacy and confidentiality requirements with
functional requirements for anomaly detection and analysis capabilities. Technical
measures, like application of pseudonymization to sensitive data, can help finding this
balance, but will never solve the problem alone. The MonIKA project developed a
holistic view on this problem by combining technical, organizational and legal
viewpoints to generate an overarching sharing framework. The MonIKA concept
development was guided by three use cases. One of those, the enterprise monitoring
use case, was presented in this paper alongside the specific supply-chain scenario.
Based on this scenario, a test system was implemented and used for validation of the
MonIKA concepts. It was shown, that the technical framework can be applied for
distributed collaborative monitoring employing a centralized sharing model in
combination with specific pseudonymization and analysis methods. Validation also led
to the identification of several issues that need to be solved in future work.
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Abstract
The Internet as basis for everyday communication for business and private activities is
considered critical infrastructure according to the German Federal Ministry of the
Interior. Contrary to the common perception, the Internet is no single functional and
stable entity, indeed it is highly fragile and error-prone. It is in fact an interconnection of
networks, one called an autonomous system (AS). The Border Gateway Protocol
(BGP) is used to exchange routing and reachability information between neighbor ASs.
Although approaches exist to cryptographically sign routing information and, thus,
secure Internet routing, anomalies still occur regularly due to implicit trust in the
correctness of exchanged routes between ASs. To improve the detection of inter-AS
routing anomalies, our approach is based on the cooperative monitoring framework,
invented by the MonIKA project. Based on network traces collected by participants,
actual routing information is collected and centrally investigated. As no approach exists
to resolve anomalies, we propose a solution to keep communication secure.
Keywords: Internet, routing, anomaly detection,
traceroutes, MonIKA, cooperative monitoring.
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INTRODUCTION

The dependence on the Internet has massively increased over the last two decades. It
is the basis of everyday communication of the modern society in business and private
activities as well. Therefore, it is considered critical infrastructure according to the
German Federal Ministry of the Interior. Contrary to the common perception of the
Internet as a single and stable entity, it is indeed highly fragile and error-prone. The
Internet is no more than just the interconnection of networks; one such is called an
autonomous system (AS), connected to each other in order to exchange network
traffic.
The Border Gateway Protocol (BGP) is used to exchange Internet Protocol (IP)
reachability information, information about neighbor relationship between ASs and
resulting routing opportunities. IP prefixes owned and provided by an origin AS and the
corresponding preferred path, i.e., the networks between a source and destination AS,
are announced to presently connected neighbors of an AS. Based on this routing
information, packets are forwarded towards their destination. When new connections
between networks are created or already established connections fail, updated
reachability information has to traverse the whole Internet to ensure connectivity of
affected IP prefixes. Due to implicit trust in the correctness of exchanged routing
information between interconnected autonomous systems, the routing state is very
fragile. Currently, no effective protection is in sight, neither to achieve reliable
authentication of ASs nor to mitigate ongoing attacks or anomalies caused by
misconfiguration.
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To improve the detection of anomalies based on inherent BGP routing information, the
approach of this paper is based on the cooperative monitoring framework, invented by
the MonIKA [1] project. The framework is designed with respect to adaptive business
processes as well as German law and privacy issues. A service cluster as a central
part of the framework collects distributed monitoring information and analyzes it to
detect anomalies. In the discussed use case, MonIKA participants (also called agents)
collect AS paths for already established connections of them using the traceroute tool.
Analogously to existing routing archives, where historic routing announcements are
collected, recently used paths are taken into account to improve detection and
classification of routing anomalies within the central service cluster of the MonIKA
project. A feature of the software framework is to send classification results of detected
anomalies directly to affected participants. Although no solution exists to resolve
detected anomalies, participants still have options to react on them. A possible reaction
is the suppression of affected communication. The mentioned use case is exemplarily
implemented as one of the proofs-of-concept of the MonIKA framework.
The remainder of this paper describes backgrounds on Internet routing and
corresponding anomalies in Section 2 followed by their detection in related work in
Section 3. Section 4 provides a brief introduction into the used MonIKA software
framework and the integration of the anomaly detection within. The handling of network
traces and their utilization to detect network anomalies is described in Section 5, and
its implementation as MonIKA use case is evaluated in Section 6. The final Chapter 7
concludes and presents future work.

2

INTERNET ROUTING ANOMALIES

Since the first days of the Internet, BGP [2] has been used to exchange routing
information between autonomous systems (ASs). When two ASs agree to build peering
connections to each other, irrespective of eventual cash flow, they establish a BGP
session between physically connected BGP routers. A router that is connected to
another AS’s router is named border router. IP prefixes owned by a single AS as well
as reachability information derived by neighbors are announced to all connected
routers of neighbor ASs. This mechanism ensures the spread of IP prefix reachability
information through the whole Internet. Fig. 1 shows an excerpt of the Internet’s routing
layer.

Figure 1: Internet routing.
Based on exchanged routing information, each router maintains its own routing table
with one entry per announced IP prefix owned by foreign ASs. AS paths provided
inside BGP announcements are used to determine the next hop of a packet; while hop
is in terms of ASs, not routers in this case. This routing decision is made by every AS
on the way from a packet’s source to its destination. The next routing decision is no
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more controlled nor influenced by the sending AS, in fact, it depends only on the
routing information stored in the deciding AS’s routing tables.
As described above, mutual trust between ASs is needed and implicitly assumed by
the design of BGP. This trust is also in place when IP prefix announcements are
concerned, as there is virtually no reliable way to gain evidence of an announcement’s
genuineness. With these flaws in mind, one could see that Internet routing is highly
dynamic and not failsafe. Thus, routing anomalies are likely to happen.
Internet routing anomalies occur regularly and mostly without being noticed by endusers. Few routing incidents made it to global attention, such as the youtube.com
takedown by Pakistan Telecom [3] or the rerouting of large parts of traffic destined to
the United States through China [4]. Routing anomalies are divided into two kinds:
prefix hijacking, which is also called Multiple Origin AS (MOAS) conflicts, and path
spoofing, which is Topological Disorder in our understanding.

Figure 2: Routing anomalies: prefix hijacking and topology disorder.

2.1

Multiple origin AS

Autonomous systems own IP prefixes they got assigned by their responsible regional
Internet registry (RIR). Assigned IP prefixes have to be announced by the owning AS
afterwards, in order to allow traffic destined to the specific subnet being routed
correctly. If another AS starts announcing the same IP prefix as the legitimate owner,
as illustrated in Fig. 2, routing is no more deterministic concerning this specific IP
prefix. Due to the routing selection process described in BGP, ASs start delivering
packets to the wrong AS when the newly announced AS path is shorter than the one
that was previously announced.
There are several reasons for occurring MOAS conflicts: misconfiguration of routers,
prefix hijacking by an adversary and load balancing agreements between ASs. As the
administrators of an autonomous system have to manually enter the necessary prefix
information, misconfigurations caused by typos or wrong filters are very common [5].
Prefix hijacking as an attack is the intended announcement of IP prefixes in order to
blackhole traffic or impersonate another AS’s services. To achieve load balancing, two
or more ASs announce the same IP prefix to provide shorter paths to specific services,
as used by the Domain Name System (DNS) root server operators nowadays.
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A valid mitigation strategy on MOAS conflicts is to announce larger IP prefixes, i.e., to
divide a subnet into many smaller ones, as an adversary because the longest prefix will
be preferred. The longest prefix routed in the Internet is 24 bits long, which means that
if an attacker also announces longer prefixes such a race is dead-ended in another
MOAS conflict state for the 24 bit prefixes.

2.2

Topological disorder

Topology disorder happens when at least one hop of an announced AS path has no
physical equivalent. The spoofed path should attract other ASs to change the selected
path for a number of IP prefixes inside their routing tables and to announce this path to
their neighbor ASs accordingly. In contrast to MOAS conflicts, topology disorder is not
caused by misconfiguration because they are dynamically generated through
prepending the own AS number before forwarding an announcement. Thus, active
manipulation is needed to change this path, and we regard such anomalies as intended
attacks. As shown in Fig. 2, topology disorder allows an adversary to reroute traffic in
order to impersonate services, force man-in-the-middle attack opportunities or simply
blackhole the traffic destined for the victim AS.
Due to a limited view on the Internet and on actual inter-AS routing capabilities,
anomalies caused by path spoofing are much more difficult to detect than MOAS
conflicts. It would be necessary to know all peering connections established between
ASs.

3

RELATED WORK

In the last two decades, a lot of research has been done to understand routing stability
and the detection of routing anomalies. There are several approaches trying to face
MOAS conflicts through cryptography or through hindering the distribution of bogus
origin information [6, 7]. The cryptographic-based approaches have one common
shortcoming: Backbone routers have a lack of cryptographically usable resources.
Although preventive or policy-driven approaches could work, they are not implemented
on a global scale and thus ineffective.
We adopted proposed techniques to detect routing anomalies to be used within the
MonIKA service cluster. We first of all need to collect information about the Internet
routing state given by routing archives such as RIPE RIS [8] or the RouteViews project
[9]. This is the assumed ground truth used to identify MOAS conflicts [10, 11] and to
get an indicator of the peering stability between ASs. This information is enriched
through the utilization of other sources such as Looking Glass and websites of Internet
exchange points [12, 13]. These provide additional indicators and evidence of AS
peering links that are not yet announced to any neighbor and thus, not yet seen by any
other AS or the route collectors of the named archives.
In contrast to [14], we do not try to get routing layer evidence through gathered AS
traces, but the traces are used as another indicator of the routing state present
influencing participants of MonIKA and their actually used routes. The Paris
tracerouting approach [15] could increase the accuracy regarding AS internal routing
decisions. As long as we only extract AS numbers from those traces, intra-AS routing is
interpolated so that this improvement is not necessary for our approach.

4

MONIKA SOFTWARE FRAMEWORK

The MonIKA project provides distributed cooperative IT security monitoring under some
special constraints, such as the German law and privacy law and the opportunity for
competing enterprises to cooperate without the fear of losing trade secrets to rival
companies. The MonIKA framework is designed to be small and easy to handle. It
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consists of two parts, the service cluster on the server side, used to fetch the
distributed collected data, correlate it and to generate corresponding reports, and the
agent on the client side, installed inside each participant’s network to collect securityrelated log data from ordinary sources such as system or network monitoring logs. The
connection between service cluster and agents is encrypted, and the mutual
authentication is realized with PKI certificates as usual.
The framework itself provides the ability to handle several use-case-specific plugins.
Additionally, it provides access to configuration websites for administrators and a
special view for privacy officers in order to control the privacy/pseudonymization
policies of plugins [16] and allow or disallow the participation. Each plugin represents
an own use case. As part of the MonIKA project, three use cases were evaluated:
besides routing anomaly detection, described in this paper, botnet monitoring [17] and
enterprise monitoring [18] have been practically applied and tested to demonstrate the
usability of the MonIKA framework.
The basic idea behind the framework is the utilization of already existing network
monitoring infrastructure as well as system logs, etc. Before being sent, the data will be
pseudonymized so that accidental leakage of sensitive information is very unlikely. The
pseudonymization policy has to be acknowledged by a privacy officer of the
participating company. The correlation and classification algorithms run inside the
service cluster and are specially adopted to work on the submitted pseudonymized
data. If necessary, results can be sent back to the agents containing information
related to incidents or previously created pseudonyms in order to reveal the clear text.
This allows keeping the pseudonym creation and revelation at a single place: the
legitimate holder of the data. To set up the MonIKA framework to be used to improve
routing anomaly detection, the following steps are necessary.

4.1

Service cluster

As a service cluster administrator, the corresponding BGP plugin has to be installed
according to the MonIKA manual. Additionally, there are some more steps to set up the
routing analysis and classification tool we developed which is especially needed for this
scenario. It provides a database containing routing information gathered from publicly
available routing archives. Optionally, another tool providing further information about
peering opportunities for ASs participating in Internet exchange points [13] could be
installed. With respect to the huge amount of routing updates, enough disk space
needs to be reserved for the database, even if the number of regarded viewpoints and
the time window of updates are configurable.
The service cluster plugins access the database while evaluating AS paths sent by
participants in order to find bogus AS links or routes that are not traceable. Since the
routing database already classifies AS links referred within BGP announcements, the
reliability indicator is only approximated. It is primarily based on the duration of the
overall appearance of the AS link in routing archives in addition to the number of
appearances in participant provided traces. If this value is less than a configurable
threshold, a warning shall be generated and sent to the participant that has reported
the suspicious route. At this point, no action is recommended by the service cluster
operator to any of the participants.

4.2

Agent

In contrast to the service cluster setup, the effort for a participant, i.e., the agent
installation and configuration, is easier. The software is installed on a *nix-based
system as described in the MonIKA manual. After an administrator created the AS-path
socket for the BGP use case plugin, a privacy officer has to sign the pseudonymization
policy and thus legitimate outgoing data respecting this policy.
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Right after the approval by the privacy officer, AS paths can be sent directly to the
UNIX socket and will be forwarded to the service cluster for evaluation. There are
several opportunities for a participant to collect traces. One way is a cronjob that
frequently invocates the traceroute tool for a specific set of destinations. Another one is
based on a packet filter or special proxy service that makes it possible to create traces
for destinations that have been recently used or still active connections.
When an alert is raised for a provided AS path, several actions could be taken on a
participant’s side. First, the end-user can be informed of the detected anomaly/the
suspicious path [19] or, secondly, the packet filter or proxy could block current and
future connections until the anomaly disappears.

5

NETWORK TRACES TO IMPROVE ANOMALY DETECTION

Detection of MOAS conflicts is based on historical and recent announcements provided
by routing archives. For each active IP prefix, the number of announcing origin ASs is
monitored, when computing the archived routing information. Our implementation
imports the archived data into an own database and while importing new
announcements, historic origins and the validity of their announcements are checked.
When two or more ASs actively provide reachability of the same IP prefix, all
corresponding announcements are marked as MOAS participants for this IP prefix.
In order to detect topology disorder, different sources are used. Hops provided by
historically and recently used AS paths are taken into account as well as information
gathered from Looking Glass and IXP websites [13]. Resulting AS links are stored into
a separate database with an indicator used to rate the evidence of each AS link
accordingly. The more an AS link is used in BGP announcements and the more likely a
peering relationship between the two ASs is, the higher is the evidence indicator.
Additionally, a link is more comprehensive when supported by independent sources.
Depending on the use case, a valuable threshold must be chosen when an AS link
should be considered valid.
Distributed collected traces are not very valuable when no other source is regarded.
Hence, traces can only support AS links as additional source if it already exists in the
database. When an AS link already has a higher indicator level which is still below the
threshold, frequent existence in traces can cause the indicator reaching the configured
threshold and change the status of the link. On the other hand, when a hop appears
the first time, its indicator will be negative, as long as at least one other source gives
hints about the real existence of a physical equivalence.
The common tool to collect traces for Internet packets is traceroute. As already
mentioned, this method is error-prone when AS internal routing optimization takes
place but gives valuable information when no internal information besides the AS
number is needed. The traces collected by MonIKA agents are transmitted to the
service cluster and evaluated regarding the reliability and stability of each given hop in
the AS path as described above. Additionally, the occurrence of AS links in Internet
routing situations in addition to the announced and recognized routing structure of BGP
data collected at specialized archives named above is very valuable for the
classification of newly appearing AS links.

6

EVALUATION

To evaluate the usability of the MonIKA framework for improving routing surveillance
for end-users in special and routing anomaly detection in general, routes discovered for
the Alexa top 1000 websites [20] are evaluated. Once a day, traces to all of them are
collected from servers in different ASs, submitted to the locally installed agent and
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thus, sent to the MonIKA service cluster where the traces are evaluated against the
current knowledge of the routing state and historically submitted traces.
Results of the evaluation process are sent back to the agents if the target IP prefix or
an involved AS is part of a detected anomaly or if the AS link indicator is below the
necessary threshold. Result messages in this use case contain information about the
affected AS and/or IP prefix and can be automatically evaluated. One of the agents is
configured in a way, that the packet filter (iptables is used in this case) will be updated
to block outgoing connections targeting the affected AS or IP prefix. Blocking a whole
AS indeed is rather critical, as yet unaffected IP prefixes could be blocked. The
decision, whether to weaken this automatic mitigation behavior or not must be made by
the administrator of the agent in charge.
Until now, it is not possible to withdraw a warning result message. Agent operators
have to check this regularly and delete packet filters manually. At this time, this is a
responsibility shift from the service cluster operators to the MonIKA participants which
is necessary due to several legal circumstances [21].
The routes evaluated were collected between April and June 2014 to the recent top
1000 listed website IP addresses. Based on the routing archives data only, 65 % of the
traces could not be evaluated successfully and raise warnings. When the results of IXP
websites and Looking Glasses are additionally consulted, the warning rate decreases
down to 50 %, which is still very high. Based on the historically collected traces and the
derived stability of AS connections, the warning rate reached less than 5 % at the end
of the evaluation phase. Indeed, this still high value is caused by a very loose
assessment of an AS path’s stability for the time of the evaluation.
The agent system having the packet filter being automatically adjusted experienced
problems during the evaluation period, due to the fact that many (most probably
legitimate) AS paths cause warnings. Consequently, this causes very much workload
for the system administrators of this system as long as automatic reactions were in
place. The components of the MonIKA framework had some minor issues regarding
their memory consumption. Therefore, it is mandatory to restart the agent software on
a daily basis. As this is obviously caused by the underlying XML library, this could
possibly be solved by exchanging the library with a more performant one. Whether the
blocking of affected IP prefixes is suitable to increase security lies in the responsibility
of a participant’s administrator.

7

CONCLUSION AND FUTURE WORK

This paper described the utilization of traceroutes, collected and evaluated by tools
from the MonIKA framework, to improve the detection of routing anomalies. It provides
evidence of the usability of the MonIKA framework for the sketched use case. The
installation of the framework is fairly easy on the service cluster side and on the client
or agent side as well. The prerequisites for the large routing database and the fetching
of routing information from routing archives are by far the highest hurdle to cross.
Although traces collected with traceroute alone are futile to get evidence of routing
information, in addition to already existing approaches to detect and classify routing
anomalies, traces collected by MonIKA agents can be very valuable to support not yet
reflected AS links regarding their steadiness.
This paper presents only one of many possible use case scenarios for the MonIKA
framework. Due to its plugin-based architecture, nearly every extension is possible for
use cases in the field of cooperative distributed network monitoring. Due to some
shortcomings of the framework regarding memory consumption, as already stated in
the evaluation, some further improvements of the framework are necessary.
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In the field of routing anomaly detection, there is some additional research to do. It is
necessary, to improve the derivation of actually existing AS links from publicly available
information. Another possible use case for the MonIKA framework in this field can
provide participating ASs the capability to proactively report peering relationships
based on current BGP connections of their routers. Border routers can send logs to a
log server. These logs could be parsed and forwarded to the service cluster by MonIKA
agents.
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Abstract
Within the FP7-supported project “Evaluation of critical and emerging technologies for
the elaboration of a security research agenda” (ETCETERA, Oct. 2011 to Nov. 2013),
technologies that are critical for security functions in Europe were checked for
dependencies on extra-European sources. Furthermore, technologies that are now just
emerging and will reach maturity in 10 to 15 years were assessed concerning their
relevance for European security. In order to achieve these goals, a plethora of methods
was employed, including desktop research, scientometrics (e.g., bibliometrics and
patentometrics), a Weighted-Bit Assessment Method to aggregate expert opinion, an
adapted TEPID-OIL filtering methodology (ITIPOLITRE), parallel workshops applying
the World Café method, a dedicated Security Emerging Technology Assessment Game
(SETAG) and a complex scenario process. Some of these methods have been
specifically developed for the ETCTERA project and/or applied in the context of
security research planning for the first time. A comparative analysis of the methods
applied was performed, and recommendations for their employment in security
research planning were made. This will facilitate better choices concerning
methodology in future planning efforts.
Keywords: Research planning, methodology, bibliometrics, scientometrics, scenario
process, serious gaming, workshop organization.

1

BACKGROUND

Planning in European security research is traditionally based on a combination of
stakeholder consultations organized by the European Commission (e.g., the European
Security Research Advisory Board (ESRAB, 2005–06) and the European Security
Research and Innovation Forum (ESRIF, 2007–09)) and research projects that
contributed additional views to these processes (e.g., “Security Network for
Technological Research in Europe” (SeNTRE, 2004–06), “Stakeholders platform for
supply chain mapping, market condition analysis and technologies opportunities”
(STACCATO, 2007–08) and “Coordination action on risks, evolution of threats and
context assessment by an enlarged network for an r&d roadmap” (CRESCENDO,
2009–11).
The FP7-supported project “Evaluation of critical and emerging technologies for the
elaboration of a security research agenda” (ETCETERA, Oct. 2011 to Nov. 2013)
stands in the tradition of such research projects. Responding to a specific research call,
it encompassed two kinds of technology evaluation for research planning:
i.

Technologies that are critical for security functions in Europe were checked for
dependencies on extra-European sources (e.g., materials, knowhow, production
facilities, IPR).

ii. Technologies that are now just emerging and will reach maturity in 10 to 15
years were assessed concerning their relevance for European security, with a
focus on opportunities for enhanced security functions.
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To address these two temporally separated issues, the project was divided into two
research strands (Fig. 1). Research agendas were proposed to overcome critical
dependencies in the near future and to capitalize on the opportunities offered by
emerging technologies. Furthermore, new methodologies were developed and applied.
These activities were closely accompanied by work on ethical aspects, as decisions
about research funding should take into consideration all possible implications of novel
technologies on society [1].
This paper focusses on the methodological findings of the project and presents
recommendations concerning the application of the methods applied in (security)
research planning.

Figure 1: Workflow of the ETCETERA project.

2

METHODOLOGICAL FINDINGS AND RECOMMENDATIONS

In the course of the ETCETERA project, a plethora of methods were applied to identify
and prioritize Critical and Emerging Technologies with security implications:
•

Desktop research

•

Direct consultations with external experts

•

Scientometrics (e.g., bibliometrics and patentometrics)

•

Two Weighted-Bit Assessment Methods to aggregate expert opinion

•

Adapted TEPID-OIL filtering methodology – ITIPOLITRE

•

Parallel workshops applying the World Café method

•

A dedicated Security Emerging Technology Assessment Game (SETAG)

•

A complex scenario process

•

Multi-criteria decision analysis with several dimensions for economic modeling

•

An online survey to get additional information for the socio-economic
assessment

In the following, the findings and recommendations concerning these methods are
outlined:
Desktop research and in-house expert consultations proved to be a rather efficient
way of getting a first picture of the opportunities related to Emerging Technologies [2].
Nevertheless, an assessment based on the opinion of only a few experts might lead to
results biased by personal preferences.
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Recommendation 1: Non-participative methods should be used for initial prospective
studies on future technologies. Nevertheless, they need to be supplemented with
participative methods to get a solid basis for political decision making.
Direct consultations with external experts (e.g., through interviews or by asking for
written input) can broaden and consolidate the results gained by in-house desktop
research. They require a network of experts that can be involved on a case by case
basis. While setting up such a network might be time-consuming, it allows high
flexibility when responding to specific requests [2].
Recommendation 2: Building a network of highly qualified external experts is
demanding but may be a good extension of in-house expertise.
Scientometrics have been used at two points of the ETCETERA project: as a method
to identify Emerging Technologies (mainly bibliometrics, [2]) and for the assessment of
Critical Dependencies (patentometrics, [3]). In the context of Emerging Technologies,
their application has led to a set of results which also identified areas that are usually
not taken into consideration in the context of security research (e.g., financial security).
On the other hand, these sets of results needed careful evaluation as they contained a
high proportion of by-catch which was not useful for the completion of the task.
Assessing technology maturity proved to be very difficult with scientometrics.
Recommendation 3: Scientometrics should be applied if large sets of results need to be
generated in a “quick and dirty” approach or if a huge solutions space should be
explored in a broad manner. Nevertheless, the results should be checked by experts
before any conclusions are drawn.
Recommendation 4: Scientometrics should be used to validate the completeness of
expert-based technology assessment.
Weighted-Bit Assessment Methods (WBAM) represent knowledge as a set of yes/no
answers to carefully designed questions. If the items to be analyzed are listed vertically
and the questions horizontally, a matrix of evaluative answers is formed. These
answers can be weighted according to their relevance for certain applications to give
“scores” that provide a basis for the discussion of prioritizations [4]. In the ETCETERA
project, Weighted-Bit Assessment Methods were used at two points to aggregate
expert opinion: for prioritizing Emerging Technologies for further analysis and for
aggregating all information available about Critical Dependencies [5]. In both cases,
this relatively simple method proved to be very useful.
Recommendation 5: Weighted-Bit Assessment Methods should be used if information
of different kinds and sources has to be evaluated. Great care has to be devoted to the
design of the “questions”.
Recommendation 6: Weighted-Bit Assessment Methods should be further explored as
to their potential as tools to enable interdisciplinary discussion.
The TEPID-OIL method was originally developed for analysis of military alternatives [6].
In order for the method to be applicable to the broader requirements of the
development of alternatives in a civilian context, the method was modified and
extended to include incitement/psychology and economy/markets, hence becoming
ITIPOLITRE [7]. The dimensions of the assessment of ITIPOLITRE are:
•

Incitements/psychology – Why is there a threat? Can the causes be addressed?

•

Technology/equipment – equipment and technology needed to perform some
action

•

Information/information systems – information or information systems that can
help in solving a task or mission

•

Personnel – number, capacity and competence of personnel
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•

Organization – partners/actors that are involved in completing the task and how
they interact

•

Logistics – providing the people, personnel and goods needed to perform a task

•

Infrastructure facilities – buildings, structures, land etc.

•

Training/education – knowledge, training and development of personnel and
others

•

Rules – laws and regulations

•

Economy – finance, economy and market mechanisms

The applicability of the improved method was demonstrated by searching for
alternatives to X-ray technologies applied in airport security as the starting point.
Recommendation 7: ITIPOLITRE should be explored further as a method to prospect
for technological and non-technological solutions for security problems.
The goal of conducting “parallel workshops” in different languages at different places,
but using the same methodology, was to involve stakeholders that are not willing to
travel across Europe to attend a workshop in English. This goal was met, even in the
limited sphere of the ETCETERA project: A total of 72 stakeholders took part in the five
workshops, many of whom had not been involved in European security research
before. End-users, representatives of industry, and scientists were equally represented
[8]. On the other hand, the effort of organizing five “parallel workshops” was
significantly higher than for organizing just one “central workshop”, even though the
methodology was only prepared once.
Recommendation 8: Organizing “parallel workshops” at different locations and in
different languages is worth the additional effort if grassroots input from European
stakeholders is sought.
The World Café method is based on free discussion in small and changing groups [9].
Participants are encouraged to document their thoughts by writing and sketching on
large pieces of paper placed on group tables [8]. Three main advantages of this
method were identified:
•

All participants have a chance to share their views and ideas, which is
sometimes difficult in large “conventional” workshops.

•

The World Café method is easily scalable: In the ETCETERA project, it was
applied to groups of 15 to 20 persons, but it can also be carried out with
significantly larger groups.

•

The participant response was very positive: Many stakeholders expressed that
they had enjoyed the workshops and would be willing to participate in such an
exercise again.

The World Café method is especially useful to generate ideas and to get to a common
picture. Consequently, it was not straightforward to integrate the results of the parallel
workshops, which applied this method, to the pre-determined workflow of the two
strands of the ETCETERA project.
Recommendation 9: The World Café method is well suited for stakeholder consultation
as it provides exceptional scalability. It is especially useful to generate ideas and to get
to a common picture, but should be used with care if concrete answers to specific
questions are needed.
A Security Emerging Technology Assessment Game (SETAG) was developed
based on the military Disruptive Technology Assessment Game (DTAG) [10, 11].
Profound changes had to be introduced, e.g., the “red force vs. blue force” approach
was replaced by a cooperative approach more suitable for civil security actors. SETAG
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proved to be a valuable tool for technology assessment. It was considered interesting
by the end-users involved. It was possible to feed some results back into the main work
stream of the project, but some valuable observations could not be sufficiently
integrated in consecutive work. Nevertheless, the preparation of the game, especially
the creation of the Idea-of-System cards, implied great effort, and solid foundations for
further development were laid [12].
Recommendation 10: The Security Emerging Technology Assessment Game (SETAG)
developed in the ETCETERA project should be used as a basis for future “serious
gaming” in the context of European security research planning.
The complex scenario process [13] conducted within the ETCETERA project led to a
very broad set of results, not only including drivers and barriers of technologies, but
also a multitude of societal perspectives: Emerging Technologies were discussed not
only concerning their technical feasibility, but also taking into consideration user
demands and social aspects, political and framework conditions, industrial systems and
infrastructures, the education and research system, and the interrelated dynamics of
these elements. On the one hand, this served as a source of information for the
development of a socio-economic model; on the other hand, it was difficult to reduce
the plethora of results back to plain information about technologies [14]. It should be
mentioned that carrying out the scenario process was the most expensive form of
external consultation used in the ETCETERA project as the process of preparing,
conducting, and evaluating the workshops was very labor-intensive.
Recommendation 11: Scenario processes should be used for the assessment of broad
conditions of technology development. The complexity of the process should be
carefully balanced with the size of the consultation exercise.
Recommendation 12: A scenario process should be conducted if broad stakeholder
involvement is sought and transparency is a key requirement.
Recommendation 13: A scenario workshop is especially suitable for assessing one
specific technology or technology area, as dealing with diverse technologies might
overstrain participants.
Online surveys were only used at selected points of the ETCETERA project, as they
have the inherent risk of receiving insufficient valid responses. On the other hand,
sufficient information was gathered when persons already interested in the project were
invited to share their views.
Recommendation 14: Open online surveys should be used if information on simple
matters shall be collected.
Recommendation 15: If complex information is to be collected through online surveys,
invitations to participate need to be highly targeted.

3

ALIGNEMENT OF METHODS AND PURPOSES

It is obvious that the choice of methods to be used depends on the purposes to be
achieved. Tab. 1 gives an overview of how well the methods applied within the
ETCETERA project align with different aspects in research planning [1]. Four groups of
purposes have been evaluated:
Generation of data and/or ideas:
•

Quick and easy generation of tentative results without much preparative efforts

•

Development of novel ideas, e.g., through stimulation of creativity

•

Inclusion of relevant stakeholder expertise, scaled to the size of the effort
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Evaluation/priorization:
•

Holistic assessment by looking at one item from a multitude of perspectives

•

Identification of complex dependencies

•

Priorization of options

•

Organizing (complex) data and presenting it in an easily understandable format

Validation of results:
•

Assuring completeness: Has anything been overlooked or neglected?

•

Reality-check regarding technological feasibility: Is the solution possible from a
technical perspective?

•

Reality-check regarding capability gaps: Is the solution useful for real-life
situations?

Other:
•

Dissemination effect: Will anybody take notice of the activity?

•

Fun factor/stakeholder (re-)motivation: Will stakeholders participate (again)?

•

Awareness raising and active engagement of stakeholders: “Winning hearts and
minds”

The correlation of this large number and variety of methods used within the
ETCETERA project with elements of (security) research planning may be used to
support the decision process of which method is best suited for a certain phase or task.
Overall, the ETCETERA project has thus provided valuable information on the
organization of security research processes.
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Table 1: Alignment of methods and purposes. Dark green fields indicate that a method
is well-suited for a purpose, light green fields indicate that a method is partially suited
for a purpose. Time and cost are assessed as low (light blue), medium (blue), and high
(dark blue).
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Abstract
Security is a highly systemic entity and successful innovation therefore requires
credible and comprehensive assessment of proposed novel solutions. We are in
charge of the central assessment activities in several FP7-SEC actions including two of
the five biggest projects in the program: mass transport security program SECUR-ED
and DRIVER, the main arena for system-of-systems experimentation in resilience and
crisis management. In this paper, we develop a typology for security research and
innovation and identify key specificities of civil security innovation relative to
technologically akin commercial and military innovation. Based on this, we outline an
approach to system-of-systems-oriented security capability development and a
scenario-based assessment methodology in support of it.
Keywords: Complexity, systems-of-systems, demo programs,
scenario-based assessment, innovation for societal challenges.

1
1.1

experimentation,

INTRODUCTION
Problem

In Horizon 2020 as well as in FP7, EU is investing significant funds into civil security
research. The motivation is not academic excellence. Instead, the security research
program from FP7 can be seen as the model for H2020 Societal Challenges – the
largest of the three main pillars of the Horizon program. The fact that Leadership in
Industrial Technologies is another, separate H2020 pillar underscores that European
industrial competitiveness is no longer the only game in town despite being the original
motivation for European framework research.
Not everyone agrees that FP7-SEC has been a success when it comes to turning
research into innovation, or in other words implemented security solutions. While it may
be a little early to pass a verdict on this – particularly considering that a big part of this
program still remains to be performed, for example, two of the program’s five big
demonstration projects started only in May 2014 – we share the concern.
Based on extensive program participation in general as well as more dedicated work in
the projects INNOSEC [1] and ongoing ETTIS [2] (cf. below), we contend that the
problems are mainly due to failure to realize the specificities of innovation in security –
and more or less also in the domains pertaining to other H2020 societal challenges like
climate change or health – in relation to “normal” industry and consumer goods and
services.

1.2

Our knowledge base

This paper is based on experience from assessing security solutions in several FP7SEC Integration Projects (IP), as well as in the soon finishing Demonstration Project
(DP) SECUR-ED [3]. FOI also has this role in the recently started DP DRIVER; there,
the focus is on building a sustainable infrastructure for test and assessment of crisis
management solutions. Another strand of work useful for this paper is a number of
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more generically methodology-oriented projects in the program, notably INNOSEC [1]
on innovation in security organizations (taken as independent organizations or
constituent parts specialized on security of other organizations) and ETTIS [2] on
foresight-based research and innovation (R&I) programming in civil security.
Previously, we have broad experience of defense long-term planning as well as
foresight-based planning activities in other sectors like transport infrastructure.

2

TYPES OF SECURITY RESEARCH AND INNOVATION

In the FP7-SEC project ETTIS [2], we are currently exploring the scope of R&I policy
for societal challenges by means of four case studies. In Fig. 1, they are grouped
according to the rate of change in the processes that potentially generate insecurity
and the mix between social and technical elements likely to be found in effective
solutions. The cases are:
• Professional security capabilities – PSC.
• Cyber civic resilience – CCR.
• Cyber defense systems – CDS.
• Climate-induced migration – CIM.
social	
  

technical	
  

fast	
  

Rate	
  of	
  change	
  

slow	
  

Figure 1: The four ETTIS cases.

In terms of these cases, this paper is focused on PSC, which represents the areas of
societal security most suited for a traditional industrial innovation model.
But before coming back to PSC, a few words on the even more difficult other three
cases, which we also see as representative of distinct innovation models.
Cyber civic resilience (CCR) is different from PSC by being only to a very limited
degree about technical systems. It can be usefully labeled as social innovation and
deals with how civil societies can mitigate threats and exploit opportunities of cyberrelated developments and, in particular, how research can usefully relate to and
perhaps facilitate such processes.
For Cyber defense systems (CDS), the constitutive characteristic compared to PSC is
the much higher frequency for launching new products and services. We call this model
fast and open innovation, and we learn on a daily basis that it is alive and kicking in the
commercial ICT sector. How well it works in the public sector, and perhaps also in civil
society, however, is less clear.
The final ETTIS case is about a specific aspect of climate change, viz. climate-induced
migration (CIM). The distinctive feature here is that the slow time scale allows a very
wide range of solutions being investigated and maybe implemented. But there are large
uncertainties both as to what the problems really will be like if and when they emerge
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and how solutions then will score on effectiveness and acceptability. Hence, even if
industrial type innovation in the (industrially) foreseeable future may sometimes be a
partial solution, say various types of flooding protection, more typically the problem
area is about creating and maintaining a body of knowledge useful for monitoring
developments and for defining and implementing appropriate solutions in due course.
In ETTIS, we call the model appropriate for this type of problem domain commonsoriented innovation.

2.1

Professional security capabilities (PSC)

A methodological note is that PSC, in contrast to the other cases, does not have one
distinct security domain in focus but draws upon the ETTIS partners’ experience from a
wide range of security areas. The reason for this is that we already in defining the
cases were sufficiently assured about the similarity between the cases we chose to
synthesize as PSC.
The European research programs came to societal challenges with a legacy of
fostering industrial competitiveness. Arguably, the areas where research most readily
can support this end are where ideas are sifted and elaborated in a multi-year and
multi-stage R&D process. The original ideas can have differing provenance but clearly
research is one possibility. Pharma is one obvious example of an industry displaying
this pattern. However, complex engineering industries – vehicles and equipment for
industry, infrastructures, medicine, etc. – are more akin to the largest traditional
security markets.
But even in the areas of societal security, most suited for a traditional industrial
innovation model geared to the complex product systems just alluded to, say maritime
surveillance, aviation security, supply chain security and crisis management, there are
complicating factors for this standard model. These will be elaborated in Section 3.
In what follows, we will discuss the development of security capabilities and in
particular the appropriate research support from the vantage point of PSC. The just
identified properties of PSC make the case also akin in many ways to military capability
development. In Section 3, we will distinguish between specificities shared between
PSC and the military and those where this is not the case.
Even though PSC is in focus, the analysis in what follows is relevant also for the other
problem types. However, the special conclusions for them will not be drawn, given the
features they possess in addition to the PSC features largely shared across civil
security areas.

3
3.1

UNDERSTANDING SECURITY SPECIFICITIES
Specificities shared with military capability development

A first property is that many types of task (often definable as threats) have to be
considered. In fact, security can be defined as the part of an organization in charge of
“everything else” after that a few high-frequency types of task have been assigned to
specialized entities. Due to this, it does normally not make sense focusing only on a
few high-impact/(relatively) high-probability threats, what could be referred to as the
threat matrix approach.
It is sometimes observed that US security research is more tangible in its approach
than its European counterpart; as we see it, this is because US homeland security is
focusing on a narrow range of threat scenarios to do with the “war on terror”. Hence,
this higher tangibility is derived from accepting assumptions that European decisionmakers would normally find too narrow.
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Threat events are rare – otherwise they would typically be taken care of in some other
way than via security organizations. Due to this, operational experience cannot be fully
trusted in assessing security solutions. Solutions must be possible to adapt to
emerging new threats. Preferably, the same should hold for insertion of new enabling
technologies, particularly in fast-moving areas like ICT.
At least, the three first-mentioned properties are also typical of safety problems. There
are many tendencies in today’s world driving complexity along the lines identified by
the normal accident concept of Perrow [4] – suffice it to mention economic and
technological globalization. Whether this decreases or increases security does not
have a ready answer. But at least the scope of insecurity – say the number of potential
problem situation types – is bound to grow with complexity.
And in particular, intentional and knowledgeable adversaries, which must always be
kept in mind in security in contrast to safety, may thrive on these complexities. This is
also the case for military security. In an adversarial situation, the difference between
emerging threats and enabling technologies is often hard to defend; adopting new
technologies is often a requirement for being able to take on the threats being enabled
by related technological developments.
The rareness of threating events distinguishes military from civil security in an
interesting way: At least traditionally, war is a situation where threat becomes normality
to the military. War also radically changes the situation for civil security. But with absent
war or state of emergency, civil security has to co-exist with the normal activities with
minimal disturbance of them.

3.2

Specificities not shared with military capability development

The just said suggests that civil security solutions must be possible to adapt to the
individual systems being protected and their normal operations.
Another feature typical of civil security is that responsibilities are fragmented; costs and
benefits often affect different stakeholder groups. This property – shared also with, e.g.,
many safety and environmental policy areas – means that a valid business model is a
crucial issue in security. This also puts stern requirements on assessment as, in the
end, assessment results may lead to companies being forced to buy certain equipment,
or at least realize certain functions.
Finally, solutions must be legally and ethically acceptable and should not have
unexpected counterproductive side effects. This is of course true of almost everything.
However, the risks of violating these requirements are in many ways particularly
pronounced for civil security.

4

SYSTEM-OF-SYSTEMS APPROACHES AS MANAGEMENT OF
UNCERTAINTY AND COMPLEXITY

In the light of Section 3, a key perspective on civil security is the management of
uncertainties. These can be of two main types: technical uncertainty is uncertainty
about the effectiveness and cost for a not yet proven solution idea in relation to a given
task; somewhat counterintuitively, this would here also include risks for side effects like
ethical acceptance problems as discussed in Section 3.2; and task uncertainty –
uncertainty regarding what security tasks will be important to solve in the future. In
addition, the large number of real and potential tasks creates great complexity.
For managing these uncertainties, two main strategies are available: static robustness,
meaning that one tries to design a portfolio of resources – or a single, multi-competent
resource – capable of absorbing all these uncertainties; and adaptive robustness
meaning that decision-making is made step by step as more information becomes
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available. This means that in addition to real resources investment in real options may
be of value. Here, a real option is defined as something that enables the realization of a
real resource being performed at lower cost, lead-time, or risk of failure than otherwise
[5].
At a more technical level, given the task complexity, the only reasonable way of
achieving either static or adaptive robustness is a system-of-systems approach, which
by virtue of its loose coupling among constituent systems allows ready re-configuration
to meet new types of challenges [6], [7].
Another important perspective in common with military capability development is the
need to handle multiple lines of development; not only equipment but, e.g., also
doctrine, organization, and training. In addition to the military lists like TEPID-OIL [8],
e.g., business model or funding principles need to be considered in the civil security
case.

5

ASSESSMENT METHODOLOGY

In practical terms, the most central element of our approach to assessment are expert
workshops where results from experiments are interpreted and new questions
identified; “experiment” is here taken to include all mixtures between experiments
under fully real-life conditions, in dedicated premises, and utilizing model-based
simulation. Historical data should of course also be exploited. In DRIVER, this type of
concerted and adaptive series of knowledge-enhancing activities is defined as an
experimentation campaign.
However, more technical tools are important assistants, in particular utilizing
morphological analysis and the IT tool scenario diversity analysis (SDA) as a
systematic approach to constructing and navigating scenario spaces. In the overall
solutions assessment, a comprehensive set of challenge scenarios, constructed by
more or less formalized SDA, serves to identify solution gaps and duplications, where
the former are important for identifying research needs [9].
While this scenario-based analysis is the most innovative part of our approach, other
important elements are an acceptability screening in terms of operational, legal, and
ethical aspects, as well as an experimentation-based cost/effectiveness analysis.
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Abstract
The combination of ever-changing challenges and continuous evolution of technology
calls for adaptations and improvements in the provision of Emergency Services to
Citizens. In two years of work, the EC-funded FP7 project ESENet (Emergency
Services Europe Network) has identified and recommended several actions for tackling
the interoperability needs emerging from the society and for embracing the recent
technologies nowadays available for the public and not yet adopted by Emergency
Services. The work was organized in three cycles of discussion with experts about the
communication needs from citizens to authorities (C2A), between authorities (A2A) and
from authorities to citizens (A2C). The resulting recommendations are further classified
according to the kind of suggested action and intended actor.
Keywords: Emergency services, communication interoperability, citizen to authority
communication, authority to authority communication, authority to citizen
communication, coordination and support action.

1

INTRODUCTION

As a matter of course, national authorities operate systems and processes for ensuring
public protection and disaster relief according to the available regulations [1], [2], [3], [4]
and standards [5], [6], [7], and yet gaps often need to be addressed for covering
important parts of the full chain of interaction with citizens and interoperability between
stakeholders.
In nearly two years of work, the EC-funded FP7 project ESENet (Emergency Services
Europe Network) [8] has set up a network of some 60 experts from different fields of
expertise across Europe. They are individuals coming both from the emergency
services and public authorities and from industries promoting products and services in
the emergency management domains. They have been chosen in order to guarantee a
good coverage on four criteria: organization, specialization, geography and gender.
The network identified several recommendations for tackling the identified
interoperability needs emerging from the society and for embracing the recent
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technologies nowadays available for the public and not yet adopted by emergency
services.
Fundamental concepts like accessibility, IP-based emergency systems, data
interoperability, emergency radio communication, use of social media for emergency
management and control room robustness, have been analyzed and discussed, aiming
at both improving the current systems towards a common European vision of
emergency services and providing an outlook on what the next generation of
emergency services should be able to offer to our society.
A complete coverage of the different phases of communication during an emergency
(from citizens to authorities, between authorities and from authorities to citizens) has
led to the definition of a set of recommendations offered to the European Commission,
the member states and the emergency services for implementing a number of actions
in the areas of legal provisions, standardization efforts, further research,
implementation and monitoring.
The large corpus of results has been conveniently organized around the different layers
in which interoperability between agencies and stakeholders can be structured (see
Section 2.1), thus allowing for an efficient use of the knowledge base. This structure
also allows for an effective analysis of what the experts from public authorities,
emergency services and industries have identified as the next challenges for the
establishment of a safer and more secure Europe.
Along with the definitions and the classification of the different areas of investigation
covered by the project, this paper presents and discusses an overview of the results
and of the impact that the implementation of the recommended actions would have for
citizens and the society at large.

2

ADOPTED METHODOLOGY

The project consisted of eight webinars and four workshops, and the primary topic
discussed has been communication interoperability at all levels (from the technical
level to the organizational level) and in all types of safety and security missions
(daily/ordinary and/or large-scale missions as well as local or cross-border missions).
Activities were arranged in four cycles, the first three of which focused on the C2A, A2A
and A2C, respectively, and the fourth aiming at the consolidation of the
recommendations. For each cycle, two webinars and one workshop have been
executed.
The project has organized its process for identifying existing interoperability gaps in the
emergency communication chain along two main axis: (i) the level in the interoperability
stack on which the gap impacts and (ii) the part of the communication cycle between
citizens and authorities.
For each primary topic of discussion in a discussion cycle, the project partners
prepared a list of supporting documents (including definitions where appropriate), a
comprehensive introductory text and a preliminary allocation of the sub-topics on the
interoperability layers. During the webinars, each topic was introduced and discussed
to get early feedbacks and comments from the experts. These inputs were then used
for completing the supporting documents to the face-to-face workshops, during which
each sub-topic was discussed thoroughly until recommendations were identified,
classified per kind of action and allocated to the intended actors.

2.1

Interoperability layers

The word “interoperability” can be found more and more often when discussing the
complexity of making systems work [9], [10], [11]. It is quite a difficult word and hides
inside it a large number of concepts. Basically, it means “make different systems able
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to operate together”. Indeed, in emergency management it can be seen as the primary
need at all levels for taking decisions and managing operations.
To help the understanding of the organizational processes in emergency situations, the
SECRICOM project [12] introduced a useful structure based on “interoperability layers”
[13], [14], thus giving a synthetic form to all the needed components for realizing a full
and effective cooperation between emergency organizations. Such a scheme, shown
below in Fig. 1, is more representative of the challenges of interoperating in
emergencies than the simpler model proposed by the European Interoperability
Framework [15], that is limited to four layers (legal, organizational, semantic and
technical). The adopted “interoperability stack” shows how the crucial challenge of
ensuring interoperability and communication between emergency organizations
requires the implementation of several levels of interoperability, ranging from the basic
physical interoperability of devices to the agreement of political objectives of the
organizations. For the purposes of the project, it gave also more flexibility for the
identification of gaps and recommendations than the “interoperability continuum”
defined by the SAFECOM program of the U.S. Department of Homeland Security [16],
that defined a roadmap to an optimal level of interoperability defined in five layers
(governance, standard operating procedures, technology, training & exercises and
usage).
The organization of the sections is bottom-up (i.e., from the technical layers up to the
organizational ones) and the central layer (“knowledge/awareness”) is where both
technical and organizational strands tend to: It represents the ultimate goal of the
whole concept of interoperability in emergency management.
All discussions within the ESENet meetings about relevant topics have been started by
allocating them to the appropriate layer(s).

Figure 1: Layers of interoperability (derived from the SECRICOM project [12]).

2.2

Communication cycles

ESENet has targeted emergency communication between two main categories of
actors: (i) citizens and (ii) authorities. Their needs for communicating have been
investigated during three phases:
•
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Citizen to authority (C2A): This includes all kind of communication initiated by
citizens in need for help by any kind of organization or agency responsible for
providing emergency services and rescue; we have adopted for them the term
“authority”.
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•

Authority to authority (A2A): This type of communication happens between
authorities in need for exchanging information and resources about an incident;
it may stay within one authority or involve different authorities from one or more
countries.

•

Authority to citizens (A2C): This covers all the needs for authorities when
communicating back to citizens and informing them about an evolving situation.

The project did not investigate communication from citizens to citizens (C2C) because
this cycle does not involve authorities and emergency services. It is understood by the
project that this may leave out part of the recent trends in the use of social media (i.e.,
crowd sourcing), which are, however, covered by other projects funded by the
European Commission (e.g., EMERGENT [17], COSMIC [18], ATHENA [19] and
iSAR+ [20]).

Figure 2: Phases of communication.

3

CLASSIFICATION OF THE PROJECT RESULTS

Discussions with the experts was aimed at identifying not only the major topics of
interest for them (i.e., the gaps in the interoperability chain that need to be addressed),
but mainly to discuss and agree on which kind of action would be more appropriate to
tackle the challenge and which actor should be requested to take the initiatives. During
the first webinars, the feedbacks received by the experts allowed the project partners to
identify the most effective classifications of actions and actors for covering the received
recommendations. Such classification, detailed in the following, has not been proposed
previously in other projects and proved very efficient throughout the project.

3.1

Possible actions

Four major possible actions, mainly related to the maturity of the intended solution,
were proposed to the experts during the workshops:
•

Legal (LEG): The topic is still in need for a legal framework to be established.
Without such a framework, fragmented or uncoordinated implementations may
be deployed at different levels. Moreover, without clear provisions, in some
cases funds may not be allocated for the implementation of existing solutions.

•

Research (RTD): Even with a set of regulations in place, the technical solutions
available on the market are not up to the point and additional research and
development (R&D) is called for. For the purpose of ESENet, such R&D actions
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cover the full range of research (basic or applied) where private funds from
industries may not be enough or may lead to un-needed proprietary solutions.
•

Standards (STD): Technology is available and ready to be used for concrete
solutions, but a common standard (or set of standards) is missing or
incomplete. This may lead to uncoordinated solutions and even to incompatible
systems deployed across Europe, creating additional barriers to full
interoperability. Activities by standardization bodies or the setting up of
mandates and ad hoc groups is called for.

•

Implementation and monitoring (I&M): The scene is fully set up. The legal
framework is defined, technology is available, and standard and technical
guidelines are defined. Solutions must be now implemented, and a monitoring
activity by control bodies is required to actually achieve the intended goal.

Of course, experts had the freedom to suggest any combination of the above four
actions.

3.2

Possible actors

Three possible levels of actors were suggested to the experts, aiming at covering the
entire range of responsibilities along the emergency management domain:
•

European Commission (EC): This actor level encompasses all bodies and
committees at European level, including the parliament, the commission and its
directorates, the agencies and standardization bodies. Experts were invited to
pinpoint what body would be the most appropriate to act.

•

Member states (MS): Again, this level includes any decision level in member
states, including multi-lateral agreements or transnational initiatives outside of
the “European” initiatives.

•

Emergency services (ES): At this level, actions are manageable by
emergency services, which should be required to set different priorities or act
together with their authorities for acting.

Again, experts had the possibility to suggest any combination of the above actors.

4

TOPICS COVERED IN THE PROJECT

The project and the network of experts have discussed a large number of topics, very
briefly summarized in the following. The selection of the topics was firstly inspired by
the activities of the Operation Committee of EENA [21] and validated by the ESENet
experts. More details are available in the project deliverables [22], available at the
project website [8].

4.1

Citizens to authorities
•

Access to public safety answering point (PSAP)

•

Voice and data communication

•

PSAP equipment

This part of the communication cycle touches specifically on the way citizens can reach
authorities, therefore includes the use of several devices and networks, as well as
accessibility by citizens with disabilities. Moreover, it covered the equipment, facilities
and tools available at the PSAP side for managing the calls from citizens in an
appropriate and efficient way.
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Authorities to authorities
•

Interoperability with and between responders

•

Next-generation 112

•

Interoperability between control rooms

•

Interoperability beyond capacity of PSAPs

•

Contingency management

This cycle of communication was very much focused on radio communication and data
interoperability, with an important discussion opened on the management of situations
depending on the level of crisis faced. For this reason, the project needed to adopt
specific definitions:
“Within the emergency services (ES), further to receiving an alert (from citizens or
automatic systems) at the public safety answering point (PSAP), the control room
(CR) begins the dispatching of resources and the overall management of the situation.”
Depending on the organizational model of the ES, the functions of the PSAP and the
CR may be distinct, partly overlapped or fully overlapped. It is to be noted that different
ES may or may not share the PSAP or the CR functionalities, depending on their
organizational model. Examples of that are PSAP-level 1 (that serve several ES) and
shared control rooms (where, for instance, emergency medical services and fire
brigades are accommodated).
For the purposes of the discussions, the following definitions were adopted for the
different scales of interoperability:
Geographical scale
It is defined as “local scale” or “cross-border scale”, where:
•

“local” includes all situations happening within the boundaries of a member
state and

•

“cross-border” describes situations where the incident spans across a border
between member states (“neighbor states”).

It should be stressed that “local scale” does not exclude the need for cooperation
between different CRs operating in different jurisdictions for different agencies within a
member state.
Impact scale
It is defined as “limited scale” or “large scale”, where:
•

“limited scale” refers to situations where the expected evolution is limited and
the risks involved are considered low, while

•

“large scale” refers to incidents with the potential to escalate in scale or involve
medium-high risk for the population.

Capacity scale
It addresses both the “CR capacity scale” and the “PSAP capacity scale”, where:
•

“CR capacity scale” can be defined as “within CR capacity” or “beyond CR
capacity”, where those terms refer to the capacity of the involved CR to cope
with the situation with the available resources and capabilities.

•

“PSAP capacity scale” can be defined as “within PSAP capacity” or “beyond
PSAP capacity”, where those terms refer to the capacity of the involved PSAP
to take calls in a specific situation with the available resources and capabilities.
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Situation “beyond CR capacity” and “beyond PSAP capacity” are not mutually exclusive
and may both occur for an incident, regardless of the specific organizational model
adopted by the ES.

4.3

Authorities to citizens
•

Communication channels

•

Next-generation channels

•

Agency coordination for citizens warning

This portion of communication includes the many different ways that an authority may
adopt for communicating with citizens, ranging from sirens to radio, from websites to
dedicated Apps for smartphones and social media. All of them imply ethical issues and
liabilities that cannot be dismissed or underestimated.

5

PRELIMINARY ANALYSIS OF THE RESULTS

The results from each cycle of discussion have been classified and analyzed according
to the explained methodology, allowing a preliminary assessment of the areas
identified by the experts as more in need for actions. That large number of identified
recommendations (approximately 100 per communication cycle) forms a large corpus
of knowledge that for each cycle of discussion can be represented in a threedimensional space, with the three axes being (i) the interoperability layers, (ii) the
identified actions and (iii) the suggested actors.
Details on the received recommendations can be browsed using a dedicated web-tool
offered by the project and available at [23]. An example of the recommendations
identified for all interoperability layers under the A2A cycle (represented as “actions vs.
actors” table) is shown in Fig. 4.
At the time of the writing of this paper, the project has completed the collection of
inputs and recommendations from the experts and the preparation of a final report with
their consolidated analysis is being carried on. Some results have been already
identified anyway.

Figure 3: ESENet interactive web-tool for browsing the results.
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In the C2A cycle, legal and research actions are mainly suggested to be led by the
European Commission, while the responsibility for standardization and implementation
actions is preferably assigned to member states.

Figure 4: Analysis of recommendations from C2A (actions vs. actors).
In the A2A cycle, the legal and standardization actions are mainly suggested to be led
by both the European Commission and the member states, while the responsibility for
implementation actions is clearly assigned to member states.

Figure 5: Analysis of recommendations from A2A (actions vs. actors).
It is not a surprise to point at social media as a very trendy topic during the last years,
but there are many other areas that need further attention by the European institutions,
the member states and emergency Services. They range, for instance, from the still
limited availability of the accurate location of the caller or to the neglected problem of
calls from private network, to the limited accessibility of PSAPs by disabled people; or
from the availability of radio systems interoperable in different member states to the
adoption by PSAPs of the so-called next-generation 112 architecture, that is very much
needed given the ever increasing demand for IP-based communication.
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CONCLUSIONS

The ESENet project has discussed and collected recommendations from approximately
60 experts in the field of emergency services and public safety about the gaps and
needs in interoperable communications for emergency management. The results have
been organized in three communication cycles (citizen to authority, authority to
authority and authority to citizen) and classified according to three features: (i) the layer
of the interoperability stack they refer to, (ii) the suggested action to be undertaken and
(iii) the intended actor that should take the initiative. During the discussions, it became
clear that such a project has demonstrably proven that there are many interoperability
gaps across the emergency service chain. In many respects, this was first occasion
where such gaps were identified, interactively analyzed and potentially resolved by way
of the recommendations and results made.
The results will be presented at the project final workshop, planned for October 14 to
16, 2014, in Brussels. They will be organized in the form of a paper report, where the
key findings of the project (in terms of priorities and relevance) will be highlighted and
made available to the reader. Each major topic will be presented with a structured
approach (context, identified gap and relevance, suggested action/actor), so that the
reader will be able to understand both the reason why the ESENet experts consider it
relevant for improving communication during the emergency service provision and how
the different stakeholders may follow up and tackle the identified challenges. In addition
to the paper-based report, the results will be available on the project website, where
the interactive web-tool developed by the project will allow a thematic browsing of the
topics and of the recommendations.
It is expected that the final report from the project will represent a major instrument for
establishing a common ground for discussion between the stakeholders and for
identifying priorities in allocating efforts, budgets and resources in the years to come.

7
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Abstract
“Security” is a complex and somewhat nebulous concept that is prone to multiple
interpretations both across and within different societies and cultures, institutions,
domains of human activity, etc. Within the FP7 project “The evolving concept of
security: A critical evaluation across four dimensions” (EvoCS), the concept and
perceptions of security are analyzed for the EU and some of its neighbors. The
analysis is carried out based on four conceptual dimensions: A) Core values, e.g.,
political stability. B) Perceptions of security, e.g., companies or individuals. C) Areas of
security, e.g., different regions of Europe. D) Time: How does the concept of security
evolve? Case studies form the core of this project: 1. West-Mediterranean EU (e.g.,
Italy; challenged, e.g., by maritime border control), 2. Eastern EU border (e.g., Baltic
states; challenged, e.g., by an unstable neighborhood, 3. North-Western Europe (e.g.,
Germany; challenged, e.g., by flooding), 4. South-Eastern Europe (e.g., former
Yugoslavia; challenged, e.g., by aftermaths of civil war).
Keywords: Concept of security, evolution, European regions, security politics,
perception of security, core values, areas of security, stability and security, regions of
Europe.

1

INTRODUCTION

The project deals with the evolving concept of security and has a focus on the
European Union and some of its close neighbors. EvoCS is but the most recent of a
number of projects that dealt with similar questions, like [1], [2] and [3]. “Security” is a
complex and somewhat nebulous concept that is prone to multiple interpretations both
across and within different societies and cultures, institutions, domains of human
activity, academic disciplines, eras, etc., as clearly demonstrated, for example, in [4].
To some, the term conjures up associations with the national security of states mainly
buttressed by military power; to others, it is inextricably tied up with notions of the
safety of individuals grounded in the fulfillment of basic Maslowian needs, and for yet
others, human values and fundamental rights issues are crucial elements of security. It
is interpreted differently by different stakeholders: For example, construction
professionals may see security as “business as usual” [5], [6], policy makers may see it
as an integral part of a “resilience agenda” [7] and so on. The project “The evolving

1

The consortium consists of the following institutions: Fraunhofer INT (Coordinator), Tecnalia, Istituto Affari
Internazionali (IAI), Polski Instytut Spraw Miedzynarodowych (PISM), Den Haag Centrum Voor Strategische Studies
B.B. (HCSS), Loughborough University, Universita Cattolica Del Sacro Cuore (UCSC), Prokon OOD, Scuola Superiore
Di Studi Universitari e di Perfezionamento Sant’Anna (SSSUP).
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concept of security: A critical evaluation across four dimensions” (EvoCS)” aims at
providing a holistic view on the subject. It commenced June 1, 20142.

2

METHODS

The means by which EvoCS aims at achieving its tasks is by first basing its evaluation
upon four security dimensions:
1. Core values: What aspects of security are taken into account? (E.g.: physical
safety and security or territorial integrity and security) [8].
2. Perceptions of security: From whose perspective is security being considered?
What are the threats that influence this perception and what are the measures
taken to address them? (E.g.: How does the perception of security of states
differ to that of companies or individuals?)
3. Areas of security: How is security perceived in various regions of Europe?
4. Time: How does the concept of security evolve?
On the regional axis (dimension C in Fig. 1), the project anticipates that different
perceptions of security exist in different member states of the European Union because
of, amongst others, the geographical situation, history, culture and societal conditions.
We will focus our attention on four European regions that we expect to be sufficiently
different from each other and yet in their whole representative for the European Union.
These regions will be analyzed in depth within four case studies:
1. West-Mediterranean EU: A cluster of countries like Spain, Italy [9], and (the
south of) France. Most pressing security issues include: earthquakes, maritime
border control, forest fires, draught, economic instability, political distrust, and
separatism.
2. Eastern EU Border: A cluster of countries like Finland, the Baltic States,
Poland, Romania, and Bulgaria. Most pressing security issues include: land
border control, classic inter-state conflicts, energy security, organized crime,
and corruption.
3. North-Western EU: A cluster of countries like the Netherlands, Germany, the
UK, and France. Most pressing security issues include: terrorism, crime,
flooding, cyber threats, and inappropriate urban planning (particularly of critical
infrastructure).
4. South-Eastern Europe: A cluster of countries like Greece, Albania, Bulgaria,
and the states of former Yugoslavia. Most pressing security issues include:
aftermaths of civil war, remains of political division, and displacement and
migration.
All of these analyses will take the dynamic evolvement of the concept of security into
account.

2

See www.evocsproject.eu or www.evolvingsecurity.eu. The project website will be available in August 2014.
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Figure 1: Three security dimensions of the EvoCS framework (“time” is not
represented).
The two dimensions of core values versus the four regions presented in Fig. 1 will form
the basic coordinate system of this project. Within this coordinate system, the different
perceptions of security and the evolution of the concept will be analyzed.

3

EXPECTED IMPACT

If we consider the fact that “security” is a complex concept that touches everyone at
some point in life, the impacts of the EvoCS project will be just as complex. As
described in the section on “methods”, the EvoCS concept of the security framework is
made up of different core values like physical safety, economic prosperity or social
stability. The perceptions of security and the measures (to be selected, created and
introduced during the project) are closely linked to these core values, since the former
interact with them in a bi-directional way and the latter seek to protect them. The
results of EvoCS will thus have an impact on this perception of threats and the
measures that are taken to address these threats. Also, the EvoCS project aims to
foster the understanding of the fact that different security perceptions exist in Europe
and that some of these perceptions are mutually neglected or ignored. For example, an
Eastern European member will have a different perception of security from a SouthWestern EU member. The South-Western EU member faces very different threats to
security compared to the Eastern European one. This might lead to both EU members
ignoring each other's specific threat perceptions and only focusing on their own. EvoCS
aims to have an impact on the understanding that specific threats need mutual
understanding and that common European threats (which are part of a common
European evolving concept of security) also exist, even if they differ in their potential
when moving across the EU.
The goal of the EvoCS project is to study the various European concepts of security
which differ depending on place and time and to analyze similarities and differences
between them. To achieve this, the project will bring together all relevant European
stakeholders to discuss core values, the threats to them and counter measures to be
taken. These discussions are complemented by desktop research, which takes into
account European and national projects and literature (both scientific and popular),
which address similar topics. The results of these discussions and analyses are

504

Session 16: Future Research Needs

Future Security 2014

Berlin, September 16 –18, 2014

compared to each other and clustered into thematic groups. The recommendations that
will come out of EvoCS will be based on these studies and take into account, e.g., each
studied region’s unique environment. Europe is comprised of many different national
states and regions on the one hand and many international threats on the other hand.
This is the reason why a project like EvoCS is only efficient on a European level. A
national approach to the topic addressed in this project would stop at national borders,
quite in contrast to many threats that transcend such borders easily.
The recommendations compiled by this project will have an impact on the working
parameters of various types of security end-users (and security stakeholders in
general) and will serve as guidelines for policy makers who are responsible for
formulating measures that influence an evolving shared European concept of security.

4

EXPECTED FIRST RESULTS

By September 2014 the development of the analytical framework for EvoCS will be
underway and a first concept paper finished, the details of which will be presented
during the oral presentation at the Future Security Conference 2014. The concept
paper will include a report on already existing analytical frameworks on security and
literature reviews identifying elements of the framework, its methodology and format
and an analysis of different perceptions of core values and ethical aspects.
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Abstract
For European defense ministries, responding to current defense and security issues
with innovative technological solutions is a challenge in the face of shrinking budgets.
This trend has reinforced a wider shift of the innovation center of gravity from defense
to the civilian sector.
In this context, in January 2013 RAND Europe was commissioned by the UK Ministry
of Defence (MOD) to conduct a study on the future landscape of defense technology
development. The focus of the study was to help the UK MOD assess and harness
wider investment in relevant technology areas [1].
Our findings show that research and innovation are crucial to defense, and defense
actors need to think creatively about improving engagement with the wider innovation
ecosystem. Opportunities and challenges for engagement will vary by technology area,
making it important for national defense actors to leverage commercial technologies, to
improve networks with non-defense actors, and to invest strategically.
Keywords: Defense, technology, technology development, innovation, R&D, R&T,
future trends, defense ministries, UK.

1

EUROPEAN DEFENSE MINISTRIES FACE A CHANGING CONTEXT
FOR DEFENSE INNOVATION AND TECHNOLOGY DEVELOPMENT

Innovation and technology development are critical to ensure operational supremacy
as well as the sustainability and competitiveness of the defense industry in the
international market. However, the technology development context for European
defense ministries has changed rapidly in recent years in two major ways: research,
technology and development (R/T&D) budgets have declined significantly due to
austerity measures; and innovation foci have shifted from defense to the civil sector.
Across Europe, recent years of budget cuts in a struggling economic climate have led
to a trend of declining trend of defense R&D. As shown in Fig. 1, the share of national
R&D allocated to defense objectives has declined for most major European actors (and
the US) over the past decade.
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Figure 1: Share of government budget appropriations or outlays for R&D (GBAORD)
allocated to defense objectives (source: [4]).
The trend of declining defense R&D is seen not only in Europe but also in the US, with
potential consequences for the global balance of defense spending. Fig. 2 illustrates
R&D spending forecasts for the US, BRIC states (Brazil, Russia, India and China) and
France, Germany and the UK combined, which represent 90 percent of European R&D
spending [3]. It shows that not only is the absolute level of R&D spending in the EU and
the US declining, but also the relative difference in comparison to emerging actors is
getting smaller.

Figure 2: EU (France, Germany and UK), US and BRIC R&D spending forecast to
2015 (2012 bn£) (source: [2]).
These changes have reinforced a wider trend in recent decades: the shift of the
innovation center of gravity from defense to the civilian sector. The UK illustrates the
vast divergence of civil and defense R&D spending, as shown in Fig. 3. Leveraging civil
investment – and ensuring that defense investment is targeted in areas where it can
most add value – will be critical for European defense ministries to maintain their
operational capability in the years to come.
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Figure 3: Expenditure on civil and defense R&D in the UK, 1989 to 2011 8source: [5]).

2

OUR UK STUDY HIGHLIGHTS THE POTENTIAL FOR PRODUCTIVE
CIVIL-DEFENSE SYNERGIES IN TECHNOLOGY DEVELOPMENT

In this shifting environment of defense innovation funding, RAND Europe was
commissioned by the Defence Science and Technology Laboratory (Dstl) in January
2013 to conduct a study on the future landscape of defense technology development.
The primary focus of the study was to help the UK Ministry of Defence (MOD) assess
and harness wider investment in relevant UK technology areas. The specific objectives
of the study were to:
•

Identify where MOD and non-MOD investments in R&T are likely to shape
future UK technology capability of relevance to defense.

•

Explore enablers and barriers for the MOD in maximizing the impact of its
increasingly limited R&T budget.

We employed a structured methodology involving a range of qualitative and
quantitative approaches.
•

The first phase of the project focused on understanding the wider context and
gathering evidence on factors with the potential to influence future defense
technology landscapes. This stage was conducted primarily through key
stakeholder interviews and a systematic review of publications related to
emerging technologies. The study team engaged with relevant stakeholders
from across the defense and civil spheres to gain general insights on the UK
landscape of innovation and technology development. In parallel, we used a
structured literature review process to survey recent academic and gray
literature on UK technology development. Using an inductive approach, we
used the literature to identify 16 cross-sector technology areas with salience in
both the defense and civil spheres. Bibliometric analysis was applied to
publication numbers in each of these technology areas to establish a broad
measurement of the scale and balance of defense-civil interest.

•

The second phase of the study was designed to analyze the defense
technology landscape and enable the selection of two in-depth case studies. It
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aimed to narrow the scope of research and was composed of two parallel tasks:
an initial exploration of five technology areas, and an analysis of the UK
innovation and technology development landscape. Short case studies were
conducted through desk research on five of our 16 technology areas of
particular interest to the MOD: additive manufacturing, advanced materials,
cybersecurity, small-scale energy storage and synthetic environments. The
research team also conducted targeted research into the activities and annual
reports of key UK technology actors to get a better sense of the roles and
relationships in the national innovation landscape.
•

The third phase of the study focused on the two in-depth case studies, additive
manufacturing and synthetic environments, which were selected for further
exploration by the MOD project sponsor. Research was conducted through
additional literature review and over 30 interviews with expert stakeholders
across defense, academia, industry and Government. After the case studies
were completed, the research team engaged with different defense and
government stakeholders to help refine and test findings and recommendations.

Findings were drawn from each phase of the study and validated through internal
workshops and road-testing with MOD stakeholders.

3
3.1

DEFENCE SHOULD ADAPT ITS INNOVATION APPROACH TO
ENGAGE MORE WIDELY AND CREATIVELY WITH OTHER ACTORS
Effective exploitation of emerging technologies requires the creation
of suitable pathways, relationships and synergies

Innovation does not occur in isolation but relies on interactions between a range of
actors within a complex “ecosystem” comprising dynamic links between actors and
rapid knowledge exchange. Our analysis suggests that there are six overarching roles
performed by key actors within the UK’s technology and innovation landscape:
developing policy and strategy; procuring research and technology; training
researchers and entrepreneurs in relevant skills and expertise; funding and investing in
R&D; connecting key actors by facilitating collaboration and cooperation; and
performing research and technology development. While all of these roles are
important and necessary, it is not their mere presence but their robust interaction which
helps enable a healthy landscape of innovative technology development.
The UK is generally perceived to be strong at early stage R&D but to have more limited
capabilities in commercializing technology. Despite a strong presence of university
research centers, there is a lack of “pull through” of innovative ideas from their initial
invention to their productive and profitable application. Public sector organizations such
as the MOD play a key role in shaping and supporting the wider innovation ecosystem,
using both supply-side and demand-side mechanisms to stimulate innovation. It is
important that the MOD understands the role that it plays in this regard and the
consequences that its actions have. Our analysis suggests that small- and mediumsized enterprises (SMEs) find it very difficult to plug into MOD processes or lack the
know-how and resources to enter competitive and uncertain procurement procedures.
The importance of active engagement from the MOD in stimulating, shaping and
translating future technology was highlighted by all interviewees as critical in fostering
an ecosystem conducive for defense innovation. Several initiatives were mentioned
that contributed towards effective coordination – including the Centre for Defence
Enterprise – but there were mixed views on their success to date. An overarching
theme from our interviews was that the MOD has become increasingly insular in recent
years.
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MOD’s concept of technology innovation is relatively narrow, with a
primary focus on new “things” and a linear model for tech
investment

One major theme that emerged throughout our study is the emphasis that the MOD
has tended to place on developing new “things” as a result of its research spending.
Our respondents highlighted the importance of other aspects of the technology
landscape such as the ability of technology to help improve processes; logistics,
maintenance and support; new modes of training and testing; and in particular the
opportunity for technology and innovation to deliver efficiency benefits as well as
improved effectiveness.
In addition, the MOD typically utilizes a focused – but somewhat linear – approach to
research investment, with priority given to “solving problems” through research
spending and the use of road-mapping to target relatively short-term research
objectives. The rationale was to maximize the outputs from UK defense research
spending and focus efforts on those areas of capability in which it was most important
to develop or retain an operational advantage.
The interviews and analysis we have conducted suggest that this linear approach is
likely to be an inefficient way for the MOD to maximize returns on its investments in
terms of future military capability. Not only has the MOD’s investment in R&T declined
substantially in recent years but other changes have occurred too. The development
cycle for new military capabilities has decreased to reflect changes in threats; there is
greater application of civilian technologies to defense; and the defense enterprise is
becoming increasingly internationalized – on both supply and demand sides.

4
4.1

TECHNOLOGY AREAS VARY WIDELY IN THEIR DEVELOPMENT
PATHWAYS, WITH A RANGE OF IMPLICATIONS FOR DEFENSE
The relationship between civil and defense interests in emerging
technologies varies significantly by technology area

Based on an assessment of over 84 recent publications, we identified 16 emerging
cross-sector technologies with particular relevance for defense; these are detailed
below in Fig. 4 which also shows the total publication activity by technology area and
the split between overall hits and defense-specific hits. Nanotechnology, radar and
cyber warfare were the most prominent technology areas in terms of publication
activity, accounting for approximately 70 percent of the sources we identified.
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Figure 4: Publication activity in salient technology areas (source: RAND Europe
analysis.

4.2

Technology areas differ significantly from one another in terms of
potential, profile and transformative impact

The team performed two in-depth case studies on additive manufacturing (AM) and
synthetic environments (SE), using a combination of interviews and analysis of the
publicly available evidence base. Those two technology areas were selected due to
their relevance to the study objectives, the strength of the UK R&D base and the
stakeholder interest.
Additive manufacturing has the potential to have a number of transformative effects.
For example: increased customization of goods, localized production, added
functionality and more intricate design. However, how this impact will materialize is
uncertain. Therefore, the MOD can do a lot to prepare for the uptake of AM as well as
working to understand what this technology means for its business. There are four
main aspects for which the MOD should prepare as AM technology matures, namely:
•

It is important for the MOD to continue to develop an understanding of the ways
in which AM will be most relevant.

•

Although the MOD has some clear areas of interest and overlap with AM, it
currently has no role in shaping and helping the advancement of AM research.

•

It is also essential for the MOD to actively engage with its supply chain in order
to understand the uptake of AM and its potential consequences.

•

Finally, the MOD should assess how such facilitated manufacturing will impact
on long-term capacity planning.

By contrast, not only does MOD currently use synthetic environments, it was also an
early adopter and indeed pioneered the use of video game technologies within its
training program. However, it seems that following this early push, not only has the
MOD lost part of this momentum – especially in comparison with other countries – but it
also has been more reluctant to explore and adopt additional possibilities offered by
SE. Moreover, in addition to not making full use of SE products, the MOD has also not
embraced the organization-wide changes and efficiencies that SE can facilitate.
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This can be explained by the fact that MOD’s structure, processes and culture are not
adapted to leveraging SE innovation or to influencing the technology area. The MOD’s
structure and culture limit the adoption of an SE-enabled environment due to the high
level of centralization. Moreover, current MOD processes are inadequate to take full
advantage of SE’s potential. For instance, SE is a fragmented, fast-changing
landscape with a multitude of very innovative SMEs, which seek to sell their products
quickly and update them on a regular basis. The MOD’s current procurement
processes include lengthy lead times and a large bureaucratic burden, making it
difficult for SMEs to engage.
However, AM and SE have in common a transformative impact on the MOD’s
environment. Although it is uncertain to what extent the transformative potential of AM
will be realized, it is predicted that the technology will have a rippling effect throughout
society. For instance, AM was identified as one technology that could partly reverse
globalization by allowing more localized production which could slow or reverse the
trend for offshoring. In parallel, the democratization of manufacturing through AM could
affect the nature of conflict and the profiles of adversaries. For defense, AM has a
disruptive potential in that it is likely to diffuse the threat, as individuals will be able to
produce weapons from blueprints.
Similarly, there are a range of emerging societal trends that have been both enabled
and reinforced by SE. These include gamification – the use of games principles outside
of a gaming context – and the wider use of serious gaming as a methodology applied
to a range of outcomes. More generally, other demographic trends will also have a
wide-ranging impact, such as the changing proportion of “digital natives” to “digital
migrants”, which present a risk to the MOD: If it does not adapt internally to a more
digitally enabled culture, the gap between its structure and processes and its staff’s
habits and expectations will widen. On the operational side, the easier and wider use of
SE technologies can have a disruptive impact on current MOD doctrines and
operations. For instance, the increasing use of machines is likely to change the
character of conflicts and the way in which troops position themselves as part of wider
capabilities.

5

OUR STUDY HIGHLIGHTS THREE KEY RECOMMENDATIONS FOR
EUROPEAN DEFENSE MINISTRIES

5.1

European defense ministries should adopt some good practices from
the commercial world to leverage commercial technologies

In the future R&D environment, European defense ministries will largely be minority
actors while the driving forces for innovation will be increasingly found in the
commercial sector. Civilian organizations and investment dominate innovation and
technology development, a situation reflected in the proportion of civilian and defense
involvement in our technology case studies in the UK context.
Although defense ministries have different priorities and drivers than commercial
organizations, there are similarities when thinking about research, technology and
innovation. We found that the current culture of defense ministries make them illequipped to interact with and navigate the current commercial environment to their best
advantage. In order to leverage commercial technology, defense ministries should
adopt commercial ways of working and thinking, in particular:
•

A greater willingness to take considered risks as part of a portfolio of decisions.
This is especially relevant in an age when technology development relies
increasingly on international developments and the civil sector, and in which
greater information fluidity and considered risk-taking is essential.
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•

Identifying key parts of the value chain and innovating/investing there. It is
questionable whether defense should seek to “pick winners” in terms of the
future commercial potential of technology investments. However, European
defense ministries should have an appreciation of trends in future technology
markets – and in the part of the value chain in which defense would seek to
benefit by investment.

•

Adopting the language of the technology area. Defense is a jargon-rich
environment with a unique lexicon. Many of our stakeholder interviews stressed
the importance of tailoring language and terminology to the community
involved.

•

Transitioning to a networked, decentralized structure that encourages and
enables innovation where it is needed. Open innovation and crowd sourcing are
increasingly used across sectors to solve tightly defined problems. In the world
of the app, accessing the power of wide networks is crucial.

5.2

European defense ministries should facilitate connections and
culture as key enabling factors

Most interviewees mentioned either directly or indirectly the importance of personal
relationships and experience in technology development. When prompted on the
factors required to identify promising technologies or market gaps, interviewees
stressed the importance of personal interaction to improve understanding of future
requirements.
However, in practice this coordination could be more effective. There is significant
scope for European defense ministries to develop a more sophisticated and strategic
understanding of the impact of their actions on the technology landscape. However,
defense culture may inhibit rather than enable due to its instinctive insularity and a
tendency to emphasize the uniqueness of the defense context rather than seeking
areas of commonality.

European defense ministries should assess how they currently
prioritize their investments

5.3

The innovations taking place in the commercial sector are seen in products, concepts
and processes. European defense ministries should assess how they currently
prioritize their investment in emerging technologies:
•

Defense ministries should envisage adopting a more probabilistic approach to
technology development to better account for the risks inherent to science and
technology (S&T).

•

Defense ministries need to think about how best to preserve an option to play in
some technology areas and through which avenues they can best influence
potential outcomes – by helping shape a high-level strategy for the technology
area, by funding research jointly with a wider government funder, or procuring
research directly.

•

It is currently unclear how defence ministries prioritise between small-scale
investments with large transformative potential and large investments with more
niche impact.

In the current technology development landscape, European defense industries may
only have a small role to play in the maturing of a specific technology area. In the UK
context, for instance, this is the case for additive manufacturing, where market forces
and interest from a large number of players ensure sufficient investment for maturation.
In such cases, although the best strategy may be to “wait and see”, defense ministries
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should invest in the in-house competences to be intelligent customers when a
technology becomes both relevant and economically interesting.
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Abstract
This paper outlines the methodology of developing scenarios in the context of security
that can be used as a base for meeting societal challenges today. These challenges
are seen in handling of threats that might occur in the future which is described in
alternative scenarios. These scenarios represent different combinations of alternative
developments and trends in politics, economics, technology and society. Handling
threats that might affect the society implies finding solutions. The usual way in foresight
activities and technology assessment, in particular in the field of security, lies in
outlining solution-oriented options and recommendations for arising challenges. For the
project ETTIS (European Trends and Threats in Society), this approach was modified
by integrating the need-perspective. This need-oriented approach for deriving solutions
ought to address the actual needs of the society in order to find the appropriate
solutions and can be seen as an intermediate step between the identification of threats
and solutions. The analysis to date has shown that the involved experts have very
different perceptions of threats as well as security needs: (i) There is a difficulty to
define what is the difference between needs and solutions. (ii) There are conflicts and
cross influences between needs. (iii) Finally, despite the different framework conditions
in scenarios, the resulting needs do not vary significantly in different scenarios,
however the impact differs between them and is significantly higher or lower.
Keywords: Scenarios, security, needs, threats, society, research project, cyber,
nuclear, environment.

1

INTRODUCTION

Within the project ETTIS (European Trends and Threats in Society), alternative future
scenarios were developed, taking into account the interactions between threats and
societal security needs [7], [8]. For the identified needs, in the next step security
solutions should be proposed. These results should finally support the setting of
security research priorities based on security-related needs arising in society. The
proposed approach does not only take into consideration the usual driving question
which solutions are possible for meeting a special threat, but rather focuses on
security-related needs in society that might arise in different threat scenarios [8]. The
developed scenarios describe different future situations based on combinations of
security-related developments and trends in politics, economics, new technologies and
society.
In general, the scenario methodology complements and extends conventional methods
of forecasting. As a planning tool, it is particularly useful when strategic decisions need
to be made within the context of specific societal, economic or political framework
conditions and when developments in these spheres cannot be predicted over a
lengthy period of time. Even though it is not possible to predict the future precisely, the
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scenario methodology can be used to develop plausible visions of the future,
commonly referred to as scenarios [6].
The process of creating threat scenarios in ETTIS considered on the one hand
contextual factors which have a high relevance for the field of security (e.g., EU
security policy or policies, demography, trends and drivers in security technology) as
well as the identification of emerging trends and global developments. On the other
hand, threat-related factors and further relevant aspects were included which describe
the most important threats in three focus areas: cyber infrastructure, nuclear and
environment. They apply only to a particular area (e.g., global safety norms for dealing
with nuclear material, malware economics or environmental awareness and education
in society).
This paper outlines the theories of human needs which were investigated for the needs
of the project (Chapter 2) as well as the methodology of developing threat scenarios
based on different contextual scenarios (Chapter 3). Furthermore, Chapter 3 presents
some exemplary results of the threat and need identification. The main results referring
to the process on the whole are presented in Chapter 4. The conclusions are dedicated
to the discussion about the concepts of needs in theory and praxis (Chapter 5).

2

APPLYING THEORIES OF NEEDS TO THE PROJECT

Theories of needs offer various, in part conflicting definitions and concepts of needs.
They range from psychological, to philosophical, political and social science definitions
[1], [3], [5], [10], [11], [13]. Despite their differences, a common point of most of the
theories is the attempt to classify and structure needs in order to offer an objective and
transferable needs-framework. One of the oldest but also best-known approaches is
Abraham Maslow’s theory of individual needs “A theory of human motivation” (1943)
[10]. Maslow distinguishes five different types of needs: physiological, safety, love,
esteem, and self-actualization. Starting with physiological needs as a basis for staying
alive, when this is fulfilled, the following needs arise subsequently. Maslow presumes
that a human being does not aim at fulfilling the higher-level needs until the lower-level
needs are satisfied. Therefore, this hierarchical concept is also represented by a
pyramidal illustration. Maslow’s theory has a strong intention to be motivating as it
focuses the self-realization of a person.
Although being a psychological inquiry, Maslow’s hierarchical theory of needs has had
a major influence on organizational behavior studies. Having a major success as a
managerial theory, Maslow adjusted his theory himself in 1960 by addressing growth
motivations. Nevertheless, a critical point in this model is that it is not applicable to all
societies and civilizations. Although the level of physiological needs is essential for all
human beings, the weight of the other needs may differ [1]. In the following decades,
several critiques, but also modified and refined concepts on theory of needs enriched
the discourse. For example, adopting Maslow, but rejecting the strict order, in the
E.R.G. theory, Alderfer reduces the needs of a human being to a set of three: “[…]
obtaining his material existence needs, maintaining his interpersonal relatedness with
significant other people, and seeking opportunities for his unique personal development
and growth” [1]. Accordingly, the abbreviation E.R.G. stands for the words “existence”,
“relatedness” and “growth”.
More recent theories outline the impact of individual versus societal needs. E.g., Doyal
and Gaugh outline that human needs are subjective and therefore have to be regarded
on an individual and a societal level [5]. They propose their own categorization, but
reduce it to simply two levels: individual needs and societal needs. They argue that
“basic individual needs”, to which they count survival/health and autonomy/learning,
are “[…] those goals which must be achieved if any individual is to achieve any other
goal […]” [5]. At the same time, they claim that humans as “social animals” have social
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needs which also have to be satisfied in order to meet the basic individual needs. This
level describes the abstract universal needs on an individual and societal level and
may be considered as basic conditions for maintaining individual and social life.
Building on that, Doyal and Gaugh extend the structure “[…] by linking the notion of
historical progress with the optimisation of basic individual needs […]”, claiming that
their system is then able to cope with “[…] contemporary debates about social policy
and human welfare” [5] Again, “the optimisation of universal needs through history”
may be seen as an approach, which does not correspond to their general position, that
needs are subjective states. But the basic structure of “abstract universal needs” is
quite useful to show that, firstly, there are interdependencies between the needs of the
individual and the society and, secondly, that they make an objective classification very
difficult as they depend on the specific societal context.
With this orientation to different spheres where needs may arise or collide, Doyal and
Gaugh’s theory is also similar to Bradshaw’s theory of need categories, of which
Bradshaw mentions four: He distinguishes between (i) “normative needs” defined by
experts setting specific standards, (ii) “felt needs” which individuals define themselves,
(iii) “expressed needs” that occur when “felt needs” are expressed in terms of a
demand of a specific service and the (iv) “comparative needs” which emerge when
comparing one group with another, which have the same characteristics but different
deficiencies [3]. An essential point for Bradshaw is the manner in which needs may
occur or be expressed. Additionally, there is a difference between individual and
societal needs, and consequently between needs in different societies, too. Bradshaw’s
taxonomy highlights another challenge in finding an appropriate definition: There are
needs on different levels that are not expressed in the same way, or even not
expressed at all. As a consequence, there might be needs which are not being
recognized.
Still, it is possible to get an insight into the needs that are generally conceivable. When
concentrating on needs emerging in a society, a closer look at the capability approach,
which has been firstly introduced by Amartya Sen and experienced main contributions
by Martha Nussbaum, is useful [11]. In the capability approach, the question about
human needs is converted to the question what the real capabilities of a human being
are, that means “[…] what people are actually able to do and be” [11]. Here,
Bradshaw’s “felt needs” for example are upstaged – the main point is the definition of
capabilities that are assigned to each human being 1, followed by the needs for meeting
the capabilities.
A crucial difference to Maslow or theories based on E.R.G. is that the capability
approach rejects economic growth as an indicator of quality of life. Nussbaum
proposes an “open-ended” list of central human capabilities, including (1.) life, (2.)
bodily health, (3.) bodily integrity, (4.) senses, imagination, and thought, (5.) emotions,
(6.) practical reason, (7.) affiliation, (8.) other species, (9.) play and (10.) control over
one’s environment in political and material terms [11]. The idea is that people should be
able to maintain all these capabilities. Nussbaum also emphasizes that this list is
meant to take into consideration cultural differences and is therefore in an open-ended
structure. In addition, the items are specific rather than abstract and general, so that
they may be adjusted within their framework by citizens or their legislatures [11].
At the same time, Nussbaum’s list of human capabilities indicates on the one hand that
there are corresponding needs for maintaining the capabilities, and on the other hand
that these needs and capabilities may differ in their significance in different societies.
Needs are met by satisfiers and sometimes also challenged by threats. According to
Nussbaum, the crucial insight is that needs emerge in different contexts with different
1

According to Nussbaum, the capability approach is strongly connected to the idea of human rights [8]. For the
relationship between needs and human rights, see also [9].
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weights. One may also say that different scenarios are like different contexts in which
the ability to maintain capabilities may be tested.
What can be taken into account from the human need theories for setting up a need
definition for a project dealing with security trends threats in society? Although there is
no standardized theory of needs to start from, the aspect of security is considered in
almost every need theory, e.g., Maslow’s “safety need” [10], Nussbaum’s need for
maintaining the capability of “control over one’s environment” [11], safety and security
needs in organizations in the E.R.G. theory [1], Streeten’s identification of security and
safety needs as a right [12], etc. Regarding the whole concept in which they are set,
the weight of security aspects as a source of needs is not always the same. This
makes it impossible to adopt one of these theories as a working definition for the ETTIS
project.
The following reasons show that the different definitions of security needs that can be
found in literature do not cover all aspects of security that are addressed in the ETTIS
project. Regarding threats and consequences that emerge from new technologies,
focusing the uprising needs with a need-theory mainly based on self-realization is too
far-fetched as these are set individually and can hardly be unified to general needs.
The explicit focus on the growth factor in Maslow’s and the E.R.G. theory is also too
one-sided in regard of security issues. Furthermore, needs covering basic
requirements of human survival, which are discussed in every need theory, are too
basic to be considered in a foresight process.
At least, Doyal and Gough show that one may set a frame of “abstract universal
needs” – which may also be an abstract universal need for security – by considering
the interdependencies between individual and social needs as well as the historical
framework where they arise. In this sense, in order to derive security needs, there is a
theoretic opportunity, e.g., by using future scenarios instead of a historical framework
for deriving security needs in specific contexts. A first step may be done by defining
security needs as societal needs. For example, by an examining survey on societal
needs and subjective well-being of people in 195 states, Tay and Diener came to the
conclusion, that security needs are also societal needs [13]. Therefore, the society as a
whole should be focused for identifying security needs and needs emerging in
societies, respectively, e.g., as described by Bradshaw or Tay and Diener [3], [13].
Besides the definition of a need per se, for identifying needs it is helpful to know the
threats on the one hand and the satisfiers of needs on the other hand. The satisfiers in
ETTIS may also have the character of a solution2. Thus, a first step remained the
identification of possible threats as a basis for deriving needs. To be more precise, it is
also essential to refer to security, e.g., by naming the needs “societal security needs”.

3

METHODOLOGICAL APPROACH

The aim of the scenario development was to describe alternative future worlds in three
focus areas cyber infrastructure, nuclear and environment to identify possible threats.
The scenarios were used to analyze how different threats might affect society across
different plausible futures described in the threats scenarios. They enabled the
discussion about different inter-linkages between threats and needs in relation to
societal, political, technological and economic issues.
The research work was generally divided in three parts [7]: (i) The first consists of
interviews with key stakeholders, (ii) the second of information mining using IT tools
and (iii) the third of analysis of future studies in relevant fields and expert workshops to
enable the direct exchange between the different end-users. All these activities were
used to prepare and validate the development of scenarios in each focus area;
2

To identify in the further steps in the ETTIS project.
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however, each task delivered various inputs: The interviews brought insights about
threats and needs as well as first ideas of solutions, the information mining about
threats and the analysis of future studies and expert workshops about future
developments (trends), threats and societal security needs.
The interviews with key stakeholders [7] provided an input regarding current and future
threats and societal security needs. These stakeholders were conventional security
research end-users (e.g., police, technical relief teams), public institutions and research
organizations (e.g., ministries of the interior) as well as representatives from public and
civil society organizations addressing societal needs on a general level (e.g., religious
communities, NGOs).
IT-based weak signal scanning [7] was used in particular to explore emerging threats
based on sources from the Internet. The weak signal scanning delivered all sorts of
information about weak signals being early signs to events, which point to future
threats, needs or wild cards and across the focused fields, e.g., “sensors and tracking”
or “surprising side effects of genetic engineering”, within. In that way, it was helpful in
specifying the thematic focus within the areas of investigation. However, the results
needed to be interpreted by human experts to verify the automatically generated
classification.
The analysis of future studies and expert workshops delivered input to the identification
of trends, threats and security-related needs. The workshops created an added value
by enabling the deeper understanding of the global security field as a context for the
focused areas. The target group of the workshops was the user group, which
encompasses most relevant stakeholders from the different security-related
organizations, civil society organizations, the public and researchers, high-level policymakers in the field of security as well as other stakeholders.
The workshops made a significant contribution to the identification and structuring of all
relevant factors with a high influence on the fields cyber infrastructure, nuclear and
environment today and in the future, to the identification and discussion of threats
arising across the scenarios and finally to the need identification and validation of the
results from the scenario development process [7], [8]. Three different types of expert
workshops were conducted: (i) the focus group workshops to gain expert opinions
about the most relevant aspects in the focus areas and about their future development,
(ii) the consistency workshops to build scenario drafts and discuss them with end-users
as well as (iii) the scenario validation workshops to discuss scenarios, threats, while
identifying societal security needs which are the basis for the development of scenarios
dependent solutions.
Four different context scenarios were developed, each making different assumptions
for the future global powers, economical arrangement, security industry, security
understanding and concerns in society, attitude towards security technologies,
European R&D infrastructure and further driving forces (Fig. 1).
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Figure 1: Characteristics of the context scenarios in overview [7].
Each scenario sets the basis for one chosen threat scenario in each focused area:
cyber infrastructure, nuclear and environment (Fig. 2). The scenarios refer to a period
of 10 to 15 years. For the domain cyber infrastructure, a shorter time horizon has been
set (5 to 10 years).

Figure 2: Four context scenarios as the basis for threat scenarios in each area [7].
In addition, threats relevant for each area were identified and discussed. The prioritized
threats were described in detail. This was a necessary step to handle the large number
of identified threats by structuring them and finding a common level of a threat
description. The prioritizing was based on criteria, such as future relevance, possible
impacts (who, where, what), “likelihood” (including factors that influence it), societal
relevance/impacts as well as the resulting societal security needs. Furthermore, only
threats with high impact were considered. In total, more than 60 threats were discussed
and the related needs in society identified (see examples in Tab. 1).
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Given the point that threats not necessarily need to be intended, but can also evolve as
unintended effects of other activities, we decided to frame as: (i) threats related to
criminal activities, (ii) threats related to business activities, (iii) threats related to
governmental activities, (iv) threats related to consumer activities and (v) systemic
threats: a set of threats that were not caused as an intended or unintended
consequence of activities, but more as threats related to the organization, technological
development and structure of the relevant system itself. The threats find themselves
caught between policy and economic developments with many interdependencies
between these fields [7].
Additional insights were gained about the nature of threats which is twofold: There are
threats with a procedural character, e.g., lack of safety requirements for handling
nuclear material, instable economic situation or lack of human resources in R&D for
security, and threats with an event character, e.g., terroristic attack, natural disaster. As
the scenarios included threats with mostly procedural character, threats with event
character were additionally listed and described in order to investigate what security
needs might arise when a specific threat (event) occurs in different scenarios (Tab. 1).
Scenarios with
the main
characteristics

“Regulating sustainability”:

“Awareness without action”:

 Regulation on the EU-level in favor
of the environment
 Measures for environmental
protection on the EU-level
 Higher environmental awareness
due to the measures and education
 Higher importance of naturecompatible economics

 Gradually responsibility of
companies for environmental
problems
 Slightly increased environmental
awareness in society
 Less implementation of the EU
strategies for environment protection
 Solutions for environmental
challenges on the local or regional
level

Extreme weather
conditions due to
climate change

Societal needs:
 Efficient common international
mitigation policy and agreements
 Identification with the same goals
and actions
 Stable climate
 Support the adaptation to climate
change

Societal needs:
 Efficient common international
mitigation policy and agreements
 Identification with the same goals
and actions
 No reduction of the human life
quality*
 Stable climate
 Spreading the knowledge about
climate change and its
consequences in society*
 Support the adaptation to climate
change

Food fraud and
food terrorism

Societal needs:
 International agreements referring
to resource distribution
 Maintaining the access to
resources, supporting economic
growth
 Being adequately nourished
(variety of nutrition)
 Self-prevention and personal
responsibility

Societal needs:
 International agreements referring to
resource distribution
 Prevention against social
polarization, radicalization and
segregation*
 Maintaining the access to resources,
supporting economic growth
 Being able to have good health*
 Being adequately nourished (variety
of nutrition)
 Self-prevention and personal
responsibility
 Fighting against the corruption*

Possible
threats with
event character

*Additional needs identified in scenario “Awareness without action”

Table 1: Need identification based on threats occurring in scenarios – examples of
scenarios and threats in the focus area environment [8].
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RESULTS

To summarize the results of the threat discussion, following insights should be pointed
out [7]:
•

Firstly, the exercise and all the related discussions have clearly shown key
problems in the identification of emerging threats. This is mainly due to the
following: Many threats are often variations of existing ones carried with
different (technical) means, for example, identity theft (capture of online
identities instead of forging passports, etc.)

•

Secondly, though they are already well-known, existing threats may change the
way how they are carried out in many other ways, like change of target groups
or combination with other threats. On the one hand, this underlines that “old”
threats can very easily and fast become “new” threats and, on the other hand,
that this may lead to different impacts and consequently different needs.

•

Thirdly, emerging threats often arise from an unforeseen combination of
technologies, motives and possibilities.

•

Finally, all threats which are assigned to the same or even similar threat
sources have the same effects on societal security needs. Further, it was
argued that the threats are probable in each of the four scenarios. The only
difference is that some threats are more likely to happen and have a higher
impact in some scenarios than in other ones.

The discussion about societal security needs and the additional analysis of theories of
human needs were extremely useful to identify these needs which were mentioned
more frequently across all focused areas. Due to the fact that different threats may
have similar or the same impact, like different types of accidents or attacks, similar or
the same needs result from these threats. To demonstrate the variety of the identified
needs, a consolidated list of needs was developed.
Deducted from the theory of needs, a catalogue with needs was developed. It based on
15 different approaches, included 12 different dimensions of needs, e.g., life and health
(contains needs describing aspects related to human health, such as clothes, rest, cure
or health insurance), politics and rights (contains political aspects, often also expressed
in the form of rights like autonomy, freedom, justice and independence) or education
(related to gaining and increasing our knowledge and competences, being curious and
understanding and solving problems, and of course the education itself). One further
important category was the security and protection related, e.g., to the security against
violence, living in a safe area or even defense. The needs and need categories
identified in the theory corresponded strongly to the needs identified in the project (see
examples below). However, in the second case, some specific needs were additionally
identified, e.g., international cooperation or risk management, which were not listed
explicit in the theory.
The following security-related needs deducted from the project built the cut set across
for cyber infrastructure, nuclear and environment: protection (e.g., of people, goods or
immaterial goods); trust building and reducing fear as well as building safety culture
and responsibility (e.g., trust in government or own responsibility); transparency of
information during and after an incident (e.g., public communication about risks and
measures); education and training (e.g., maintaining a skilled, knowledgeable
workforce, educated society); regulation (e.g., implementation, improvement) and
international cooperation (e.g., regulation, agreements, enforcement) as well as risk
management (e.g., impact planning; simulation; modeling).
To summarize the results of the identification and discussion of security-related needs
in society, following challenges should be highlighted [7], [8]:
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§

The needs stay either at a more abstract level describing issues like the need
for protection which is strongly oriented towards the basic needs described in
the theory, or they easily end up at a level close to describing solutions, like
specific types of training measures or technical solutions. In the first case,
needs did not vary in the specific context of the focused areas cyber
infrastructure, nuclear or environment. Furthermore, due to the variety of need
types in the theory as well in the project praxis (e.g., societal vs. individual or
related to security or not), the boundary between needs and solutions becomes
increasingly blurry.

§

Conflicting needs are in the security area strongly represented, e.g., the basic
question security or “freedom”. This is made evident by the need-based
approach chosen in ETTIS. This controversy might be illustrated by the
question of identity in the Internet: While in many cases like disproportion, but
also in cases like data trails the protection of anonymity would be seen as an
advantage, many other cases show the need for clear identification like
vigilantism or cyber mobbing. This underlines the need for new approaches in
security research that go beyond the classical approach of changing security for
freedom with all its potentials for abuse.

§

The difference in the perception of threats, i.e., the question if a threat is
resolvable and how, leads to the diversity of appropriate solutions. Solutions
strongly depend on understanding the threat. The answer results in the different
level of impact in each scenario.

§

Finally, there was the challenge to determine different needs for the different
scenarios. Although the developed scenarios cover a very broad spectrum of
future possibilities due to the consideration of a wide security context as well as
three different thematic fields, in most cases two, three or even four scenarios
showed similar patterns for each domain. In those cases, it was hard to derive
different needs. Only in some cases, it was clear that one or two scenarios vary
strongly due to the different framework conditions in these scenarios. However,
the impact differs between scenarios and is significantly higher or lower. Based
on that assumption, the resulting needs will not vary so much in-between the
scenarios (see example in Tab. 1).

Despite some similarities in the consequence, different solutions should be proposed in
different scenarios depending on the need intensity.

5

CONCLUSIONS

The scenario approach is useful for analyzing how different threats impact the society
across different plausible futures. They enable the discussion of different inter-linkages
between threats and needs in relation to societal, political, technological and economic
issues. These results were used to evaluate what kind of solutions could be suggested
or should be developed to meet these needs in the future. Moreover, scenarios provide
a framework for prioritizing the solutions. For the identified needs, solutions of both a
technological and non-technological nature may be proposed. The first ideas of
solutions could be generated while making the needs concrete. For example, a need
for a qualified workforce is more concrete, when specific training packages will be
suggested – which might be a possible solution for this need [7], [8]. The ongoing
research uses in particular the cut-down set of needs across all focused areas for this
purpose.
The research of the literature on the theory of needs (human needs) contained defining
terms, stock-taking and structuring the existing classifications of needs as well as the
transfer of these results to the field of security, in particular to cyber infrastructure,
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nuclear and environment. This analysis brought significant insights into the project: (i)
consolidation of the different human need classifications in a catalogue of human
needs, (ii) identification of societal security needs and (iii) the identification which needs
found in the theoretical approaches emerge in project praxis and under which
circumstances.
Due to the complex tries of numerous authors to give a scientific concentrate of human
needs, the scientific discourse does not provide a tailored framework for integrating the
need-perspective in foresight. The stock-taking and comparison of the different
approaches was therefore an important task. All the investigated need classifications
include similar dimensions or categories which can be expressed as needs, for
example, knowledge, relationships or security.
The discussion on societal security needs in the project showed some difficulties
related to this task. Analogous problems arose while investigating the theories of
needs:
•

The first problem was that the terming of societal needs and societal security
needs, respectively, differed strongly among the experts involved in the project.
The underlying problem was twofold: One point is that security needs and
societal needs, respectively, have different meanings in the different groups, so
results and conclusions might vary. The second point is the challenge to distinct
between needs related to the society and to an individual as well as the
differences between the European societies which are communities living in
different countries or regions including institutions, companies and politics.

•

The second difficulty was the differentiation between societal needs and
resulting solutions. The main difference was either the focus on societal security
and related solutions, such as “traceability of actors” or more societal needs
such as “trust or confidence”. In many cases, the experts’ suggestions
combined needs and solutions like in the case of artificial intelligence
safeguards, where trust builds through regulation of the process (i.e.,
requirement of human action for critical decisions). All in all, the discussions led
to the questions how societal security needs can be specified and to what
extend it is possible to separate needs from solutions during such a process of
identification. Moreover, the expert groups also identified security itself as a
societal need, where further detailing would lead to problems.

Deriving needs within the ETTIS project remains challenging due to the difficulty to find
a balance between the need formulation on a very abstract level (especially if they
should apply to all thematic areas) and the use of more concrete formulations which
make it difficult to separate the needs and satisfiers (solutions).
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Abstract
Domain Name System (DNS) Security, DNSSEC, was proposed more than 15 years
ago but its (correct) adoption is still very limited. This is frustrating, especially in face of
recent publication of several new (off-path) DNS cache poisoning attacks, and of widescale MitM attacks, both motivating adoption of DNSSEC. We discuss the state of
adoption of DNSSEC, including significant challenges and pitfalls, resulting in severely
limited deployment, which is furthermore often incorrect (and hence vulnerable). We
hope that our discussion, outlined problems and directions for improvement and further
research will help facilitate correct and wide-spread adoption of DNSSEC.
Keywords: DNS, DNS security, DNSSEC, cache poisoning, DNSSEC implementation
challenges, DNSSEC adoption.

1

INTRODUCTION

Domain Name System (DNS), [23], [24], is a widely-deployed, critical part of the
Internet infrastructure; as such, it is an obvious target to different attacks and abuses.
Unfortunately, DNS design focused on performance, availability, reliability and
simplicity; security mechanisms were only designed and added afterwards, as
attackers exploited DNS insecurity in different ways. In fact, security is not even
mentioned in the original DNS RFC documents [23], [24]. Furthermore, while significant
efforts were spent on security improvements to the original DNS system, significant
issues still remain open.
In this extended abstract, we identify security threats and requirements for DNS,
discuss the evolution of DNS security, from its insecure beginning to its present form
with many security mechanisms – and yet, many vulnerabilities. And finally, we discuss
challenges and directions for the future of the security of naming services. Specifically,
in this work we discuss the three most important issues with the current state of DNS
security, in our opinion, namely: (1) DNS poisoning and lack of adoption of DNSSEC,
(2) DNS-amplification DoS attacks and (3) privacy exposure.
DNS poisoning and lack of adoption of DNSSEC: DNS provides critical services to
almost all Internet applications, for distribution of mapping between domain names and
Internet Protocol (IP) addresses, as well as for distribution of other name-value
mappings. For efficiency considerations, DNS resolution involves extensive use of
caching, in both clients’ computers (local cache) and in caching DNS resolving-servers.
In a DNS cache poisoning attack, the attacker causes insertion of incorrect mappings
into these caches. Caching spoofed records facilitates attacks for long periods of time
and affects all users of the cache. As a result of caching spoofed records, instead of
reaching the legitimate hosts, clients are redirected to incorrect machines. Attackers
can leverage cache poisoning to circumvent many defense mechanisms based on
DNS, such as same-origin policy (SOP), domain blacklists and domain-policies, e.g.,
sender policy framework (SPF), [25], domain keys identified mail (DKIM), [26] and
other email security mechanisms, see [1]), exposing to a range of attacks, such as
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phishing, credentials-theft, and more. For instance, by injecting a spoofed SPF record
into the victim’s caching resolver, the attacker can impersonate some other Internet
network and send spam email to the victim’s email server.
The original design of DNS did not try to prevent poisoning; security mechanisms were
added later, but only against the relatively-weak off-path attacker, and not against the
more powerful man-in-the-middle (MitM) attacker. However, several recent works have
shown that many widely deployed DNS systems are still vulnerable, even to mere offpath attackers; see discussion in Section 2 below, and [2] for survey of these and other
off-path attacks.
Currently, there is already a wide consent that to properly protect DNS from poisoning
attacks, not only by off-path attackers but also by MitM attackers, it is essential to
adopt strong cryptographic authentication, such as defined by the DNSSEC standard;
see [3], [4], and Section 3 below, where we explain DNSSEC and discuss some of its
shortcomings and adoption pitfalls, as well as possible extensions and improvements.
DNS-amplification DoS attacks: DNS transactions are (usually) performed over User
Datagram Protocol UDP [27], which is a connectionless protocol; this allows an off-path
attacker to send a short query, and cause the generation and transmission of a long
response, specifying a fake requesting client IP address, usually belonging to a victim
(who receives all these long responses). There are, of course, other protocols and
mechanisms that attackers can abuse for similar amplification DoS attacks, however,
DNS is one of the most effective amplification vectors, allowing high amplification
factors, e.g., 50 or even more; such attacks are indeed widely deployed, and in fact,
most of the largest DoS attacks involved such abuse of DNS. We discuss DNSamplification attacks and defenses in Section 4 below.
Privacy concerns: Privacy was not one of the goals in a design of DNS, and not
supported by current DNS: Queries are not encrypted, and hence are visible to
eavesdroppers, as well as to the resolvers. The lack of confidentiality may be
reasonable, for the “classical” setup where the DNS resolver is part of the services
provided by the local network, operated by a trusted organization (e.g., the customer’s
internet service provider (ISP)), which is anyway aware of the actual communication
performed by the client. However, currently and in the future, customers are very
mobile, hence often cannot trust the operator of the network; also, for performance and
other reasons, many customers use third-party “open” resolver services. We discuss
these concerns and possible solutions in Section 5.

2

OFF-PATH DNS POISONING ATTACKS

The Domain Name System (DNS) is a widely used, crucial infrastructure of the
Internet, utilized by almost every Internet application. Clients facilitate DNS to locate
services, networks and peers. DNS name servers maintain the mappings for services
in the domains for which they are authoritative, and DNS resolvers are agents used by
clients to retrieve the mappings from the name servers. Resolvers send requests to
name servers and receive responses; see the sample DNS resolution process and the
involved entities in Fig. 1 below.
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Figure 1: DNS resolution process.
The validity of DNS mappings is critical for Internet security. Prior to accepting and
caching the responses, they are validated. Initially, the validation was merely by
verifying that responses contain the same (16-bit) identification field, which the client
attached to the corresponding request. However, already in 1990, Bellovin warned that
this is not a sufficient defense, and presented critical attacks on clients and servers due
to the lack of sufficient security mechanisms in DNS, allowing easy DNS poisoning
(injecting wrong mapping to the cache of resolver). Since the vulnerabilities were so
significant and impacted essentially all Internet services, Bellovin delayed publication
until 1995 [5], when popular DNS resolvers, in particular Bind [22], finally adopted
bailiwick rules, which limit responses from a name server only to records for
subdomains of that name server’s domain.
Bellovin, and others, also argued that challenge-response mechanisms are insufficient,
and in particular he pointed out that such mechanisms do not prevent poisoning by
MitM attackers. To better protect DNS, the Internet Engineering Task Force (IETF)
defined the DNSSEC extension [3], using cryptography (signatures and hashing) to
protect against poisoning by MitM attackers. In spite of these warnings, following the
introduction of the bailiwick defense, many practitioners believed that DNS cache
poisoning attacks became impractical and extinct. Evidently, the belief was that MitM
attacks were rare, and that DNS was secure against off-path attacks. However, several
effective off-path DNS poisoning techniques, published in the recent years, show that
current DNS is not even secure against off-path attacks; together with the growing
awareness to the feasibility of MitM attacks (e.g., via wireless networks or via Border
Gateway Protocol (BGP) prefix hijacking), this motivates the adoption of cryptographic
defenses such as DNSSEC. In the remainder of this section, we briefly discuss these
off-path attacks, and in the next section we discuss DNSSEC.
The first major off-path attack-technique was by Kaminsky ([6], 2008); the
countermeasure was a relatively simple “patch” applied to DNS resolvers, mainly, via
the use of a random source port as an additional challenge in the DNS request; see [7].
As before, many practitioners believed that these defenses suffice to prevent DNS
poisoning. However, from 2012 to 2014, Herzberg, Shulman and Waidner, in a series
of papers [8], [9], [10], [11], [12], presented a number of different techniques that allow
to circumvent the popular defenses, in particular, source-port randomization, against
poisoning by off-path attackers in common network settings. Most of the attacks use
different “side channels” to identify the source port; the attacks of [8] abuses the IPfragmentation mechanism, to inject fake (“poisonous”) records into a DNS response,
retaining all the “challenge” fields in the response. The techniques in [9], [11], [12] use
different side channels allowing to infer the source port efficiently. Finally, [10] shows
that hiding does not provide a good measure of security, and attackers can often find
the resolver, even if it never queries the name servers in the Internet directly.

Session 17: IT Security

529

Future Security 2014

3

Berlin, September 16 –18, 2014

DNSSEC: CRYPTOGRAPHIC SECURITY FOR DNS

Although DNS is used by almost any application with Internet access, the original
design of the DNS did not include security against attacks. The importance of correct
functionality of DNS, in tandem with a long history of attacks, yielded significant efforts
to improve DNS security. Following recently discovered new vulnerabilities, allowing
cache poisoning with off-path adversaries, [6], [9], [10], [8], the motivation to deploy
cryptographic defenses, most notably DNSSEC [3], [13], has increased.
DNSSEC is a standard cryptographic protection for DNS that authenticates records via
digital signatures, thereby allowing detection of modification of responses, even by a
MitM adversary. DNSSEC is based on the existing hierarchy of DNS, with the root
zone at the top. When requesting a resource in a signed zone, the resolver validates
the signatures over the DNS records using the public verification key of the target
zone. The verification key of the target zone is authenticated by establishing a chain-oftrust from the public key of the root to the public key of the target zone; the public key
of the root zone is configured in all DNSSEC resolvers.
Although proposed and standardized already in 1997, DNSSEC is still not widely
deployed: Most zones are not signed and most resolvers do not validate DNSSECsigned responses. Indeed, one reason for the slow adoption may be the “chicken and
egg” problem: DNSSEC is effective only if adopted by both DNS zones and resolvers.
Furthermore, DNSSEC may also fail due to some incompatible intermediate device
such as firewall or an intermediate DNS resolver.
The adoption of DNSSEC is also not “for free”; in addition to the costs of deployment,
there are also operational costs. Namely, the use of DNSSEC results in large DNS
responses, mainly due to the inclusion of (multiple) records containing cryptographic
keys and/or signatures. There are two potential abuses of such “oversized”, large
responses. The first abuse is for the amplification of denial-of-service (DoS) attacks,
see Section 4. The second abuse is, paradoxically, to manipulate responses, and in
particular, for cache-poisoning – in the common case where DNSSEC validation is not
properly enforced.

4

DNS-AMPLIFICATION DOS ATTACKS

In a DNS-amplification DoS attack, the attacker sends to one or more DNS servers
many requests with a spoofed (fake) source IP address of the victim. Name servers
respond to such requests by sending (much larger) responses to the IP address that
originated the DNS request. The amplification factor is the ratio between the number of
response bytes sent by the amplifying (benign) DNS server and the number of request
bytes sent by hosts controlled by the attacker in the corresponding requests. When
responses are signed with DNSSEC, the ratio can be as high as a hundred. Indeed,
while DNSSEC deployment is still very limited, it has already been abused in the
largest DoS attacks in the recent years, with reported bandwidths of 100 Gbps in 2010,
60 Gbps in 2011 and 2012 (Arbor Networks Report) and 300 Gbps (launched in 2013
against Spamhaus and Cloudflare).
Sometimes, the victim of the DNS-amplification attack is the amplifying DNS server
itself, which wastes computation and network resources by sending the (amplified)
response packets; however, more often, the victim is a network or host, which receives
the responses. DNS servers use various mechanisms to prevent their abuse as vectors
in amplification attacks, in particular, to avoid wasting their own resources due to such
attacks.
The basic defense against amplification is by rate limiting. Rate limiting may be applied
to simply limit the overall response rate, i.e., some of the requests are (randomly)
discarded if the volume of requests exceeds a predefined threshold. Of course, this
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mechanism harms the legitimate users of the name server as well as the attackers.
More commonly, DNS servers impose a maximal quota for queries from the same
source IP address, [28]. This defense may help against attacks on a remote host or
network, using the same (or related) IP addresses, but not against attacks on the
amplifying server itself, where the source IP address is not important. Furthermore, this
defense fails if there are many spoofed IP addresses, such that responses to them
cause the congestion desired by the attacker. Attackers may also spread their requests
among many different “amplifying” servers, in particular, abusing the huge number of
open DNS resolvers currently in the Internet, which resolve and respond to requests
from any client. Finally, DNS request quotas are prone to false-positives, i.e.,
identification of a benign sending resolver as an attacker, or dropping of legitimate
requests.
Challenge-response mechanisms provide better defense against DNS-amplification
attacks, however, these mechanisms are not yet widely deployed. Challenge-response
mechanisms are mostly based on redirection of the request to another domain name,
where the new domain name includes a random challenge (“nonce”). A response with
a correct challenge ensures that the request does not contain a spoofed IP address.
Existing designs, e.g., [14], [15] do not support DNSSEC validation, however, we
believe that future mechanisms will support DNSSEC validation.

5

DNS PRIVACY EXPOSURE AND SOLUTIONS

DNS was designed to return the same responses to all clients (for identical queries),
and hence, responses were not encrypted (considered “public”) [3]; namely, privacy
was explicitly not a design goal. Indeed, in the “classical” architecture for provision of
DNS services, clients send requests to a caching DNS resolver, located in their
“network” and operated by the network operator (ISP, company or organization); and
the classical DNS query is a resolution of domain names to IP addresses used by
clients to contact servers. Since the network operator is anyway aware of the IP
addresses contacted by the client, hiding the DNS query and response seems to
provide very limited privacy. Furthermore, an attacker observing the outgoing
communication by the resolving DNS servers may learn significant information merely
by the identity of the authoritative name servers contacted by the resolver.
However, with the changes in the use of the Internet and of DNS in particular, privacy
is increasingly seen as an additional desired property – and indeed, a goal which may
be challenging to achieve [16]. These changes, motivating support for privacy for DNS
queries and responses, include:
•

Increasing adoption of third-party DNS caching-resolver services, often using
“open” resolvers such as OpenDNS.

•

Increased use of DNS for distribution of additional name-value mappings,
beyond domain name to IP address, e.g., for blacklists. These mappings may
expose sensitive information, which may not be exposed to the network
operator via the connections made by the client (in contrast to the “classical”
mapping to IP address, which network operators can observe by monitoring the
connections made by the client).

•

Mobile users, which use different providers and access networks. This
introduces three concerns. First, this increases the exposure discussed above
for the “additional” name-value mappings (exposing more than the servers’ IP
address). Secondly, many mobile users use DNS to list their IP address
whenever moving to a new network (and receiving new IP address), e.g., to
facilitate the use of the File Transfer Protocol (FTP), thereby exposing their
location, see [17]. Thirdly, the requests made by a specific client may provide
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an identifying “fingerprint” of that client, allowing its identification and tracing by
the network operator as well as by remote, third-party providers such as
OpenDNS, and by any party able to eavesdrop on the communication to/from
these remote DNS resolvers. Queries may leak user activity, provide useful
information about the software and applications installed on the end-host, and
can even be used by malicious entities as a side channel, e.g., to learn if an
attack was successful.
•

DNS requests may be stored over a long period of time for research, security
analysis or surveillance. This may allow their eventual exposure to third parties.

•

Optimization mechanisms such as DNS prefetching, which performs DNS
resolution of links in a webpage even before the user “clicks” on any of the
links, can significantly increase the privacy exposure to the resolver (or
eavesdropper), by providing additional information about the contents of
webpages, see [18].

•

It is relatively easy to protect privacy against an eavesdropper, located between
the client and the caching-resolver, by using a secure connection to the resolver
(e.g., using TLS [19]), or encrypting messages (e.g., using DNSCrypt [20]).
However, this does not prevent other exposures, e.g., exposure to the cachingresolver itself. There have been suggestions to improve privacy against a
snoopy resolver, mostly by resolving additional domains in order to “hide” the
domains required by the application (or webpage), however, existing proposals
seem to offer weak security, and these weaknesses may be rather inherent in
the mechanism, see [21]. Additional approaches may improve privacy (with
acceptable overhead), e.g., spreading queries among multiple resolvers, [31],
or using Private Information Retrieval (PIR), [30], to hide the details of DNS
queries.

6

CONCLUSIONS AND THE FUTURE OF DNS

DNS provides core services for efficient distribution of name-value mappings to
Internet applications, most significantly, mapping from domain names to IP addresses.
We discussed the history of DNS security, from early DNS designs where security
requirements were mostly ignored to the present state where there is significant
awareness of DNS vulnerabilities and extensive efforts to protect it, and to the adoption
of improved security mechanisms such as DNSSEC, as well as future mechanisms,
e.g., to protect privacy.
The number of applications and systems utilizing the DNS infrastructure is constantly
increasing. Indeed, the basic premise of DNS is far beyond its original goal of mapping
domain names to IP addresses: DNS provides a mechanism for efficient, distributed
caching of arbitrary objects, together with a hierarchical, decentralized model for
“ownership” of resources/keys (domain names).
Caching is critical to improve response time, and in particular, minimize latency; both
independent of increase in bandwidth. Currently, DNS caching is restricted to small
objects, with very limited cache-management (essentially, just cache expiration using
the time-to-live (TTL) field of resource records), without support for privacy, and using
only a hierarchical (“tree”) distribution model. In particular, DNS caching is orthogonal
to hypertext transfer protocol (HTTP) caching, used to cache web-objects. In the future,
it may make sense to generalize and improve DNS caching, and use it also for large
objects (possibly eliminating the need for separate, application-specific, HTTP
caching).
The first step towards these goals would be to significantly improve DNS security, in
particular, by adopting DNSSEC. A secure DNS would facilitate secure routing
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mechanisms, such as ROVER, [32], and proposals for key distribution, such as DANE,
[33]. But, most notably, secure DNS would facilitate secure content distribution.
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Abstract
The need for safety and security is deeply anchored in our society. Both subsume a
state of by being protected against any type of danger or harm. They are differentiated
by the source of danger. Safety: by random or unpredictable events, i.e., by accident,
and security: by willful actions, i.e., by intrusion or sabotage. Both terms have identical
goals and use comparable methods and techniques. But when it comes to detailed,
quantitative analyses, transfer of methods and knowledge is limited. However, with
concepts like industry4.0 or technologies like M2M-communication IT-security is
becoming an integral part of general safety assessments. The human factor, the user,
is also considered to be a core element of the total system: Human health and
wellbeing are the main motivation, and users may also be a factor for failure. As
systems are getting ever more integrated, a more comprehensive approach connecting
security and safety must be adopted.
Keywords: Safety, IT-security, human factors, risk assessment methods, IT concept
development.

1

INTRODUCTION

The prevention of dangers, hazards or harm is one of the basic needs of humans. The
right to life and physical integrity is one of the human rights and addressed in many
fundamental laws [1]. Reaching a maximum degree of safety and security has been an
integral attempt ever since. Consequently, there are many standards and regulations
addressing safety and security issues in diverse occupational and leisure environments
[2], [3], [4]. Today’s complex technical systems come along with a high risk of accidents
or catastrophes. E.g., the evolvement of nuclear power industry and related hazards
had a tremendous effect on the general understanding of safety in the society and,
thus, led to enhanced activities in systematic safety management [5]. In general, safety
and security are differentiated by source of danger and not by its effects. Safety is
caused by random or unpredictable harmful events, i.e., by accidents, and security is
caused by willful actions, i.e., by intrusion or sabotage [6], [7]. Broad knowledge and
sophisticated methods to analyze and optimize safety and security are available [7], [8].
Because they seem to be so similar, it is often assumed that both terms are synonyms
with fully-transferable knowledge and methods. This impression might be intensified by
the fact that some languages use the same expression for both meanings. E.g., in the
German language, Sicherheit is colloquially used for both security as well as safety.
The definitions of most of the terms as, e.g., safety, danger, damage, and risk match
well. The same is true for methods like risk analysis and risk reduction, which can be
modified to match with security and IT-security requirements. But when it comes to
detailed, quantitative measures of reliability or probability of failure, transfer of
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knowledge and methods is limited. One reason for this is often missing quantitative
data for IT-security. This limits IT-security analyses to qualitative estimations.
But the connection between safety and IT-security is getting closer nowadays. The
reason is that modern concepts of, e.g., industry4.0, cyber-physical systems and M2Mcommunications involve complex machinery and networked systems. They can be
connected to public services as the Internet and, thus, targets of espionage, intrusion,
and sabotage. Today, IT-security issues can lead to severe accidents and
catastrophes. The Stuxnet case [22] is a well-known example of a cyber-attack where
an attack directed to industrial control systems caused significant implications in the
real world. Stuxnet has to be regarded as an operation with a cyber-weapon, intended
to sabotage technical equipment. Similar attacks are highly probable and feasible. It is
concluded that IT-security has grown from quality assurance to an essential part of
safety assessments nowadays.
But many organizations still separate the two, safety and IT-security, from each other.
This paper shows by the example of redundancy that this may lead to wrong risk
assessments. Redundancy usually provides technical functionality if a system
component fails. But it may also lead to higher risk of intrusion in terms of IT-security.
Therefore, the overall risk may increase and not decrease, as expected. System
analysis and design require a thoroughly consideration of both safety and IT-security
for optimal results.

2

SAFETY

The term safety is generally understood as the absence of danger or a state of being
protected against all types of hazards and potential damages [9]. But a state of total
safety cannot be reached and an alternative, feasible definition is required. According
to jurisdiction, safety describes the state in which the risk is smaller than a technically
achievable and, thus, acceptable risk [5], [7], [8], [10]. It is important to notice that an
element of risk still remains even in so-called “safe” situations.

2.1

Causal nexus between danger, hazard and damage

A closer insight is required to analyze the causal nexus between danger and damage
[11]. The sequence is shown in Fig. 1.

Figure 1: Causal nexus between danger and damage (comp. [11]).
In general, dangers are always around. Danger stands for a general potential for
damage. It is rather vague and not specific. When danger becomes more specific and
connected to special places, objects, tasks or situations, it turns into hazard. If there is
a temporal and spatial coincidence between hazard and object, an event (accident)
happens. A consequence of the accident is degradation or damage of different extent.
Damage can be divided into personal injury and damage (including material, property
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or financial damage). The extent may vary from, e.g., bagatelle to accident and
catastrophe. It has to be considered that damage can affect objects/persons as well as
the functions of a system. Both effects have to be well considered.
There are different ways to interrupt this nexus: by reducing hazards, by preventing the
temporal and spatial coincidence of hazard and object, by limiting the extent of danger
by technical or organizational means. For a decision about the adequateness and
effectiveness of alternatives, it is often not feasible to rely on subjective opinions and
estimations only. One way for quantifying potential danger is risk. This requires a
qualitative and/or quantitative risk assessment for enhance the degree of safety.

2.2

Risk and risk assessment

In general, risk describes the likelihood of negative effects. Risk (rE) is used to quantify
the effect of potential damage. It is defined as the product of likelihood of an event (pE)
and costs or extent of damage (dE) [7], [8], [10].
rE = p E x d E
The resulting dimension of risk is [costs/time]. Risk allows for comparing different
alternatives for reducing hazards. There are different methods for a risk assessment. In
terms of occupational safety, EN 12100 defines the following steps of a risk
assessment [8]:

Figure 2: General steps of risk assessment according to EN 12100 [8].
Reducing risk (last step) should follow the sequence:
(1) Removing the hazard.
(2) Constructive means to reduce the risk.
(3) By additional protection.
(4) By redefining the limits of the machinery.
Standards for other domains, e.g., machinery, electronic devices, general products
follow a similar approach [12], [13].
One common way for a systematic risk assessment is a failure mode and effects
analysis (FMEA) [14]. The analysis follows the idea of inductive failure prevention
(forward logic) rather than a succeeding failure identification and repair. The overall
goal is to identify potential failures or hazards of products, processes or services, to
classify them and to prevent them by adequate means. FMEA provides a detailed
procedure for the analysis of a technical system, potential failures, their causes and
their effect on the total system behavior. The term system relates to hardware,
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software, their interrelationship and/or processes and services. It is recommended to
carry it out early in the system design process to identify and prevent failures.
FMEA requires a hierarchical structure and segmentation of the system (i.e., hardware
and software) into its basic elements [15]. The analysis starts at the lowest level. The
effects of failures on that level serve as causes of failure for the next higher level.
FMEA can be extended by further methods and techniques allowing detailed,
quantitative estimation, such as fault tree analysis FTA [16]. FTA focuses on the logic
of simultaneous, sequential or alternative events which can cause failures. The fault
tree itself is a graphical illustration of the logical connections between different system
states (compare Fig. 3). This allows for a detailed quantitative analysis of element, subsystem, system performance and probability of failure. This way it is also possible to
evaluate design alternatives and their effects on system failure. FTA can be used at
higher levels of the system in early design stages, while FMEA is suitable for a detailed
design of lower levels of the system.

3

IT-SECURITY

In contrast to safety, security deals with unauthorized and intentional activities. ITsecurity typically handles the protection of computers and networks against attackers.
Here, the term computer is meant in the broadest sense and includes, e.g., PCs,
mobile devices like smart phones, sensor nodes, and all sorts of control systems.
Different definitions exist and different expressions are used for this domain, including,
e.g., computer security, cyber security, network security, information security. Some of
these expressions are used interchangeably (e.g., computer security and IT security),
others are partly focusing on specific aspects. Network security for example focuses on
the threats of transmitting data over wired or wireless communication links. Some
authors use the expressions cyber security and IT-security as synonyms, while others
stress the fact that cyber security deals with the challenges of a cyber-physical world
where virtual and real worlds are merging, e.g., in the (remote) control of industrial
facilities or critical infrastructures.
In some (e.g., military) environments abbreviations like COMSEC or TRANSEC are
used; the first is defined as communication security, covering unauthorized access to
communication links while the latter means transmission security as a subset of
communication security, which covers technical methods to protect against detection,
jamming, or interception of transmissions.
In general, different protocol layers have to be considered to secure the processing and
transmission of data.
Information security (or INFOSEC) covers the protection of information against different
threats. A key principle of information security is to gain authorized users access to
untampered information whenever they need it. This is often referred to as CIA
principle. C stands for confidentiality, ensuring that only authorized users shall have
access to information. I means integrity, ensuring that information was not altered
during transport (including the sender identification, often referred to as authenticity of
a sender). A means availability. The first two of these basic security building blocks are
often ensured by cryptographic means. CIA building blocks of information security are
often complemented by additional blocks like non-repudiation or accountability.
Computer security often includes additional tasks: Incident response means knowing
how to react when security incidents occur. This may include business continuity, being
able to continue to work in case of attacks or other disruptions. Following IT-related
laws and regulations (governance) is another important task in the area of (IT security)
management. Standards like ISO 27001 [17] or the standards 100-x of the German BSI
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[18–21] contain requirements, recommendations and best practices for information
security and corresponding management systems.

4

REDUNDANCY AND SHORTCOMINGS

The security as well as the safety community has developed a set of tools which look
quite similar. The safety community uses fault trees to visualize and analyze situations
leading to system fails. Fig. 3 shows a simplified example of a fault tree describing
potential faults in a cooling system, e.g., in a power plant.

Figure 3: Fault tree.
The security community uses attack tress to analyze situations potentially causing
security breaches. Fig. 4 shows an example for this.

Figure 4: Attack tree.
At first sight, the overall structure is similar. The root of the tree represents a specific
unwanted situation. In a fault tree, this might, e.g., be a failure of a component of a
system, potentially causing an accident. In an attack tree, the root might, e.g.,
represent a security breach. The leaves and inner nodes of the trees represent
conditions or prerequisites. Either one of the conditions (or-node) or all of the
conditions (and-node) have to be fulfilled to be able to achieve a parent node.
In the safety domain, it is possible to provide probabilities of special conditions with a
reasonable accuracy. These values might come from simulations, experiments, or from
real-life experiences. A reasonable estimation for the probability of the event given in
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the root of the failure tree can easily be calculated based on the values of the other
nodes and on their connection. In the security domain, giving accurate values is almost
impossible for a lot of situations. Newly discovered security flaws might change the
probability of an event from almost impossible to most likely. Thus, calculated values in
such an attack tree come with a high degree of uncertainty.
Concepts of increasing the safety of a system might decrease the level of security in
the same system. The following setup in Fig. 5 serves as an example for a situation:

Figure 5: Safety vs. security.
In order to ensure that a valve opens with high probability, a second system can be
installed in parallel to the existing one. Even in case of a malfunction of one of the
valves, the probability is high that the other valve still works without a fault. Thus, the
safety of the system is not affected. Using two different types of valves even decreases
the probability of simultaneous failures, e.g., due to design flaws or to disadvantageous
environmental conditions. In a cyber-physical system, where two different devices are
used in parallel to increase the overall safety, an attacker has a higher probability for a
successful intrusion into one of these devices because of a larger attack surface.
Thus, the overall security is reduced by an increased safety.

5

HUMAN FACTORS AND HUMAN ERROR

It was explained before that safety refers to sudden, unintentional events, and security
to intentional events [6]. Intention and, thus, human factors is one of the main
differences between both. But even within safety, humans are considered in two ways.
Their health and wellbeing serves as basic motivation and humans are considered as
objects (i.e., preventing injuries is one of the main goals of safety engineering). On the
other hand, they act as (active) subjects (i.e., humans are causing accidents by
omitting actions, wrong actions, etc.). Therefore, human factors and ergonomics have
always been an important part of technical safety engineering.
Systematic scientific research in the field of “human error” started following larger
catastrophes like Three Mile Island (1977) or Chernobyl (1986) [7], [23]. Today, there is
a theoretical and methodical toolset for classification and analysis of human error. Error
has been defined as “a generic term to encompass all those occasions in which a
planned sequence of mental or physical activities fails to achieve its intended outcome,
and when these failures cannot be attributed to the intervention of some chance
agency” [23]. Human errors are divided into skill-based errors, rule-based mistakes and
knowledge-based mistakes.
These types of errors are applicable for IT-security as well: A user hits the wrong key
(error #1), uses simple, insecure passwords (error #2) or is not aware of hazards of
software downloads from strange webpages (error #3). Although there is no way for
optimal human behavior, human error can be reduced by changing the environmental
conditions: By reducing complexity of the task, reducing workload, improving
equipment design, preventing interruptions and distractions, and a “safety culture”.
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Human error still is random and addresses primarily users. This is different for security:
In this case, the attacker acts intentionally. A post-hoc analysis is difficult. One reason
is that a common method for accident analysis is by interview. It is obvious that
interviewing a cyber-attacker might not lead to reasonable results. An interview with
subject matter expert (SME) is still case-sensitive and transfer is limited.
Human factors and characteristics address both safety and security. It is important to
remember that each user will always commit errors. Insights in typical human kinds of
behaviors (e.g., simple passwords) help potential attackers significantly. Safety has
learned that human error cannot be prevented. This should also be considered in
security.

6

DISCUSSION AND CONCLUSIONS

This paper explains basic terms and general methods of safety and IT-security. It
shows that both share the same objective. But if safety and security are considered to
be identical, relevant aspects from one will not be considered appropriately for the
other. This could lead to serious problems and enhanced risks for damage.
Both require a thorough understanding of the system, of its components and its
structure as a basis for further analyses, e.g., FMEA or FTA. The difference is that
safety refers to random events as a cause for malfunction of a component, while
security refers to willful actions. Subsequent steps of FMEA, e.g., estimating potential
effects of the malfunction on the total system and proposing countermeasures, are
identical again. Therefore, security malfunctions can result into consequences for
safety and vice versa. As a consequence, safety and IT-security should be taken into
equal consideration. This requires that more aspects of a system have to be
considered within the description of the system and its components. It should include
relevant IT-security aspects, e.g., operating system, hardware drivers, etc., within the
safety and risk analysis as well. The sequence and priority of countermeasures or risk
reduction that has been well-defined for safety can be modified for IT-security as well.
The analyses require a common system model. In system or product design, it is
accomplished by means of different views. In this case, there is a safety and a security
view which consist of the same elements but different connections between the
elements. Research on a consistent transition between the different views is required.
Quantitative analysis is also a topic of future research. While there are many
descriptions of technical reliability, few or no data exists for IT-security. This limits
comprehensive quantitative analyses to SME estimations or few lessons-learned.
The human user is a key factor for safety and security. Human beings are involved as
(passive) objects that have to be protected as well as risky elements of the total system
and (active) subjects. With regards to security, attackers have a significant advantage
when they know about the involvement of users in an IT-system. Therefore, it is also
important that system designers and administrators are aware of the human factors
and characteristics of the users for both a safe and secure system.
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1

BACKGROUND

The convergence of web and mobile applications has created a number of security
concerns due to the fact that user mobility has become increasingly supported by
smart phones and Personal Digital Assistants (PDAs) [1]. New security challenges
imposed by these technological advancements can be identified through a number of
existing alternatives basing on different parameters. Application security challenges
can be identified by either focusing on resources and goals as assets of an
organization [2], use of graphical approach such as Unified Modeling Language [3], or
use of models such as STRIDE [4]. For the purposes of this paper, the STRIDE threat
model will be used to identify possible security threats for the anticipated Livestock
Data Center (LDC) system. The STRIDE threat model is used due to its high potential
of identifying security threats with a focus on attacker goals.
The STRIDE threat model provides a threats identification framework with six
parameters: spoofing, tampering, repudiation, information disclosure, denial of service
and elevation of privilege. The model works by classifying attacker goals rather than
system resources and goals (system’s assets). The experience in working with the tool
has shown that the STRIDE model can allow an analyst to look ahead of what can be
the goals of an attack to a system [5].
Identification of security threats posed by an application needs to have three major
steps: application decomposition, determination and ranking of threats, and
determination of countermeasure and mitigation [4]. The third step will not be
discussed further in this paper, but is mentioned as recommendation for future
research. Therefore, major goals of this paper are to produce possible security threats
rising from the convergence of web and mobile applications, and to document key
security requirements for the LDC system.
This paper presents a description of the LDC system, its decomposition (an integration
of both web application and mobile application features), and determination and
ranking of threats. This work is concluded by specification of security requirements for
the LDC system.

2

GOALS OF STUDY

This paper presents a methodology to guide development teams and security analysts
towards threats modeling and specification of security threats in specific mobile web
applications. This goal has been broken down into three modules which are: 1) to
identify security threats in converged web and mobile applications using the STRIDE
threat model; 2) to compare identified security threats in a converged web and mobile
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applications with existing security threats in traditional web and mobile applications; 3)
to specify the Livestock Data Center system security requirements.
Security threats in traditional web and mobile applications are determined and
mitigated in a clear context since we only deal with one type of computing platform.
When web and mobile applications come together to be used in one system, the
challenges raised will differ from those raised in traditional web and mobile
applications. Our aim here is to guide development teams in converged web and
mobile applications. We present an approach of determining security threats in
converged web and mobile applications by using the STRIDE threat model.
We aim to establish that with regard to security threats in converged web and mobile
applications when compared to security threats in traditional web and mobile
applications there are a number of prominent threats which need to be addressed for
secure development and functioning of such applications. We have used the LDC
system as a case of converged web and mobile applications to show how prominent
threats can be identified.
Our study also establishes security requirements for converged web and mobile
applications. By using the LDC system as a case study, requirements have been
determined and can be used when designing and developing applications of same
features as those of a LDC system.

3

METHODS

3.1.1

Selection of the STRIDE threat model

There are a number of methodologies for identifying security threats in information
systems. With relevance to the LDC system three among existing alternative
methodologies have been discussed and only one selected based on applicability,
efficiency and reliability.
An approach for security threats identification was followed as proposed in [3]. The
work contributed to threats identification by developing a graphical approach to support
the identification, communication and documentation of security threats and risks. The
approach through Unified Modeling Language (UML) allows system users, developers
and decision makers to practically engage in threats and risks identification regardless
of the fact that they have different backgrounds. Efficiency and reliability of this
methodology is questionable since information systems can be expanded from time to
time and threats identification should not depend on the previous status of the system.
Reference [5] describes threats modeling by using the STRIDE threat model for threats
identification under six parameters: spoofing, tampering, repudiation, information
disclosure, denial of service and elevation of privilege. The model works by classifying
attacker goals rather than system resources and assets. A descriptive study in [6]
concludes that the STRIDE threat model is effective and reliable for different types of
system models although it is time consuming.
Security threats identification as done in [2] was focused on resources and goals as
assets of an organization. The framework developed was an extension of SI*
framework by including a reasoning technique based on answer set programming
(ASP). The extended framework was only for threats which are caused by
inappropriate permissions assignments. By using an eHealth scenario, the framework
was illustrated and revealed a number of threats relating to confidentiality, integrity and
availability. The advantage of this framework is that it does not rely on the level of
expertise of the security analyst to detect threats. However, the reliability of the
framework to different types of system models is unknown.
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The selection of the STRIDE threat model was motivated by the fact that the model
works by classifying attacker goals rather than system resources and assets. Through
this approach, a security analyst or designer can predetermine the motive of an
attacker to the system and hence strengthen the most vulnerable points. Moreover, the
STRIDE threat model can be used for specific components of a system which, allows
for secure system expansion.

4

LDC APPLICATION DECOMPOSITION

The Livestock Data Center system has three primary components: user interface,
database and data analysis engine as Fig. 1 shows. The system is designed to have
separate interfaces for each category of users, livestock keepers, extension officers,
livestock researchers and veterinary doctors. Livestock keepers will be presented with
simple and supportive interfaces for daily data uploading, viewing periodical reports
and consulting veterinary doctors and extension officers. Other categories of users will
be able to view various reports and analyzed data in form of graphs or charts.
Furthermore, as a decision support tool, addition of some functionalities (such as
interpretation of data and graphs generated by the system) for livestock researchers,
veterinary doctors and extension officers will clearly be included in their interfaces for
them to perform their work in a more efficient manner.
http request

sql request
Apache server

http response
LDC-Web & mobile
app

analyzed data

response

row data

Analysis engine

databse

Figure 1: LDC system architectural layout.
Decomposition of the case study (Livestock Data Center system) is aimed at providing
a clear picture of how the application is intended to work and interact with users and
the identification of assets that attackers might be interested in. There are a number of
approaches for decomposing an application including use case diagrams, Unified
Modeling Language class diagrams, entity relationship diagrams and data flow
diagrams (DFD). Depending on the need of application decomposition, an approach
may be selected from among the mentioned and other existing alternatives.
For the case of LDC system security threats identification, we have considered a
decomposition that will clearly show all system’s processes, data flow, entities, and
data stores. Application decomposition by using data flow diagrams (DFD) allows an
analyst to identify all system assets, entry points, and entities before modeling the
threats [7].
The decomposition was done in two levels: DFD level 0 and DFD level 1. The data flow
diagrams were drawn only for key features of the Livestock Data Center system. For
this reason, features sharing common assets and users were not included. DFD level 0
is extended to produce a DFD level 1 which is presented in Fig. 2.
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Figure 2: LDC system DFD level 1.
Identified system resources and assets include data sources, processes, data flow,
and user interactions. Security breach in any of the identified resources and assets is
going to be modeled using the STRIDE threat model which depends on the goals of an
attacker.

5

DETERMINATION AND RANKING OF THREATS

Threats can now be determined by following the STRIDE threat model. From the data
flow diagrams, all system assets, entry points, and users have been highlighted. This
will help in identifying potential threat targets according to the STRIDE model. In
addition to DFD decomposition, a thorough description of STRIDE threats in LDC
system components is indicated in Fig. 3.

Figure 3: STRIDE threats in LDC system.
Decomposition of the LDC system in DFDs has enabled the realization of specific
threats in each component on the system as highlighted in Fig 3. Through this
approach, specific security threats in an application can be identified. In the LDC
system context, we have identified STRIDE threats originating or focused on mobile
application clients, web application clients, SQLite database, insecure network, LDC
system database, and analysis engine.
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RESULTS

Our study has produced specific security threats as identified by using the STRIDE
threat model as indicated in Tab. 1. Threats which can have a catastrophic impact on
confidentiality, integrity or availability are given a high impact. Catastrophic impacts
may refer to the system not being able to perform its primary functions, financial loss to
users of the system, and misleading information that may result into loss of life. On the
other hand, a breach to security services may have a moderate impact such as
reduction on effectiveness of the system to perform its primary functions. Therefore,
impact categorization has no defaults values but rather depends on the value of the
asset or resource in question, and sensitivity or criticality of such asset/resource.
Threats description

Threat category

Threat
impact

A malicious user may download the mobile
application codes from clients’ side, study
authentication functions and exploit the system.

Spoofing

High

From studying the application codes, a malicious
user may inject harmful queries to be executed.

Tampering with
data, information
disclosure, elevation
of privileges

High

A malicious user may tamper with authentication
data en route from the client to the server.

Spoofing, tampering
with data

High

A malicious user may tamper with data en route
from clients and leads to analysis of wrong data.

Information
disclosure,
tampering with data

High

An attacker may flood the server with requests
that may deny services to targeted users.

Denial of service

Moderate

A malicious user may obtain session ID and use it
to tamper with user profiles.

information
disclosure

Moderate

Malicious inputs may be used to authenticate and
allow attackers to change user privileges and
tamper with data.

Elevation of
privileges

High

Mobile application users may download untrusted
applications which through their devices may gain
access to the system’s server and data.

Tampering with
data, denial of
service

High

A malicious user may change or delete audit logs
to deny responsibility of sending or receiving data.

Repudiation

Moderate

A malicious user may redirect pages to make
clients agents of attacks to other systems.

Denial of service

Moderate

A malicious user may gain access to analyzed
data and delete or modify data which will result
into dissemination of wrong reports.

Tampering with data

High

A malicious user may change input validation
procedures.

Tampering with data

High

A malicious user may gain access to the log file
and access sensitive information that will result
into security breach.

Repudiation,
tampering with data

Moderate
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Threats description

Threat category

Threat
impact

A malicious user may intercept data on
transmission from the server to client.

Information
disclosure

Low

Through steganography an attacker may insert a
backdoor into a mobile client that will be able to
penetrate into the system data.

Information
disclosure,
tampering with data

High

Due to low capability of mobile browsers, session
and cookies can’t easily be tracked; this may lead
into exploitation of system processes and data.

Information
disclosure,
tampering with data,
elevation of
privileges

High

Not all mobile clients can be trained for secure
use of applications and safe browsing.

Spoofing,
information
disclosure,
tampering with data

High

Table 1: Security threats identification using the STRIDE threat model.
As depicted in Tab. 1, identified security threats in the Livestock Data Center are
assessed with respect to the use of web and mobile applications. This assessment is
aimed at providing an overview of the major changes from other lists of threats
documented, such as [8] and [9]. The use of mobile devices such as phones and
tablets raises the bar of security threats compared to the traditional web applications,
for instance, Fig. 4 and Fig. 5 show that sensitive data exposure is ranked lowly on
web applications, but, ranks top when we consider the use of mobile phones.

Figure 4: OWASP top 10 web application security risks occurrence in LDC system
security threats identification under the STRIDE threat model.
OWASP top 10, 2013: The ten most critical web applications security risks are: A1:
injection; A2: broken authentication and session management; A3: cross site scripting;
A4: insecure direct object reference; A5: security misconfiguration; A6: sensitive data
exposure; A7: missing function level access control; A8: cross site request forgery; A9:
using components with known vulnerabilities; A10: invalidated redirects and forwards.

Figure 5: OWASP top 10 mobile application security risks occurrence in LDC system
security threats identification under the STRIDE threat model.
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The OWASP top 10 2013 mobile application security risks are: M1: insecure data
storage; M2: weak server side controls; M3: insufficient transport layer protection; M4:
client side injection; M5: poor authorization and authentication; M6: improper session
handling; M7: security decision via untrusted inputs; M8: side channel data leakage;
M9: broken cryptography; M10: sensitive information disclosure.
Fig. 4 and Fig. 5 show the critical security threats in the Livestock Data Center system
from analysis made using the STRIDE threat model (Tab. 1). The variation from the
OWASP analysis is caused by the fact that when we consider web applications alone,
they have their own security threats which are critical; moreover, when we consider the
case of mobile applications alone, they have their own critical security threats too.
The convergence of web and mobile applications implies a convergence in the security
threats and formation of new threats which can be as a result of intertwined threats in
specific business logic and application context. From THE STRIDE threat modeling
results summarized in Tab. 1 and Fig. 4 and Fig. 5, the Livestock Data Center system
is highly vulnerable to four prominent security threats which are: sensitive data
exposure, weak server side controls, client side injection, and weak authentication and
authorization. Therefore, to use web and mobile applications in one system implies a
need of having a new security framework that will address security threats caused by
the convergence of web and mobile applications.
From these results, we deduced security requirements for converged web and mobile
applications which can be applied to any other system which is similar to the LDC
system.
1. All sensitive data such as passwords, profile information and production
analysis should be stored or transmitted in an encrypted format.
2. All sensitive data should not be stored in a client’s device.
3. Ensure the use of strong authentication functions which cannot be easily broken
or understood by malicious users. Authentication functions should never be
attached directly to the application codes but can be used as stored
procedures.
4. All forms collecting sensitive information should not have autocomplete options.
5. All functions in an application should have access control and server side
authentication and authorization procedures.
6. The use of redirects and forwards should be avoided unless if highly
demanded. If needed, ensure that the actual URL or portion of the URL is not
included in the parameters.
7. Session IDs should not be written in URL. Moreover, session IDs should time
out at a specific period and be rotated after a successful login.
8. Always, separation of user inputs from commands/SQL statements is a good
practice to avoid injection attacks. The use of bind variables is a good option to
separate untrusted data from commands and queries.
9. The applications should have modules which instruct the users about
recommended practices and secure use of the applications to access data
stored on central servers.
10. All user inputs should be validated, together with re-authentication procedures
to make sure that real system users are intending to submit such input.
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CONCLUSION AND RECOMMENDATION FOR FUTURE RESEARCH

The convergence of web and mobile applications demands a new framework on
security risks and controls in use. The assessment done in this paper has clearly
shown the difference in threats between the use of web and mobile applications
separately for specific functions as Fig. 4 and Fig. 5 show, and a combination of web
and mobile applications to deliver some specific services, as shown in Tab. 1. The
latter has shown that critical security concerns as security measures for web
applications could not satisfy the security of a converged web-mobile application
system and neither those for mobile applications.
These highlights have led into the specification of security requirements for the
Livestock Data Center system which are focused on protecting the said system from
security threats arising from the use of web-mobile applications. The documented
requirements are not strictly focused on the Livestock Data Center system; they can be
adopted for any system which is intended to be accessed through web and mobile
applications.
This paper is part of the design of a holistic security framework for the convergence of
web and mobile applications. Future anticipation of the output from this paper is to be
an input that will inform important issues that the design of a security framework should
entail. A live implementation of the system will be done to clearly identify all the
security flaws in web and mobile applications, and later design a holistic security
framework for that purpose. The framework will therefore contain knowledge obtained
from the implementation together with borrowing knowledge from existing frameworks
for web and mobile applications security.
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Abstract
Protecting highly critical infrastructure is often a well-defined trade-off between usability
and manageability on the one hand, and the implementation of the strongest security
features on the other hand. Of course, it is possible to combine any available solution
in order to reach the promised state-of-the-art security level, but will the resulting
scenario of appliances, scanners, detection systems, or artificial intelligence still be
manageable? This article tries to give an overview of best practices and must-haves
concerning the German and European energy sector with its requirements and
characteristics. It states the demand for an integrated IT-security management system
(ISMS) that should be fully supported by top-level management in order to enable
technical solutions to work properly. Therefore, we provide a detailed analysis of the
targeted objectives related to the legal framework and economic circumstances. The
essential key components of implementing information security will be introduced and
assessed with respect to the special needs. Furthermore, this paper can be seen as a
guideline on how to achieve compliance with standards like ISO27001, BSI Baseline
Security, or the IT-Security Catalogue of the German Federal Network Agency
(FNA/BNetzA).
Keywords: IT-security, ITSM, ISO27001, critical infrastructure, secure energy transport.

1

INTRODUCTION

1.1

Security goals

The following security requirements should clarify the context of this article and build up
a common understanding of the particular technical terms in conjunction with energy
transport business.
1.1.1

Availability

An often neglected but in this case the most decisive security requirement is availability
of all IT systems for controlling and ensuring the transport of energy. A commonly seen
reaction on security incidents is the prohibition of further communication on targeted
systems, e.g., by classical intrusion prevention systems (IPS). Thus, the defense
against cyber-attacks must be achieved with respect to the requirements of highavailable infrastructure.
1.1.2

Confidentiality

In general, any kind of information that is not public domain has to be handled and
transmitted appropriately. Using encryption is the main measure in order to realize this
objective. But keeping in mind the European laws and the scope of this article, the
majority of information about what is happening in the energy sector has to be
published by the companies in real-time anyway. Of course, there should be no
plaintext protocols for authentication, but in terms of confidential information, the
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energy-transporting sector has no additional requirements (like military research or
banking).
1.1.3

Integrity and authenticity

For some electronically delivered messages, it is important to ensure integrity as well
as authenticity at the same time. That is, because an integer message could also be
generated by an attacker that is not the desired communication partner. Also, an
authentic message could be altered during transmission and would then no longer be
integer. Both of the stated security objectives can, for example, be implemented by
using hash-based message authentication codes (HMACs). A use-case for this kind of
communication would be the network disposition with standardized protocols like AS2.
Also accountability and non-repudiation are closely related security goals that are
important in this context.

2

MODERN THREATS AND ATTACKS

Having defined the main security goals, this section gives an overview of actual threats
against IT infrastructure. Basic threats like viruses, spam, network penetration and
social engineering are assumed to be known and thus not focused. The reasons for
attacks are very clear and can be found behind any attack: theft of (confidential) data,
data contamination or infrastructure blocking, theft of money, interference or loss of
reputation, and financial damage.

2.1

Cyber-espionage

Famous cyber-espionage campaigns are called “Red October” or “NetTraveler” and
have been active for years until they were discovered. The main reason for this
problem is because they did not take any action on infected systems besides the main
task: collecting confidential information. Targeted victims are primarily industrial and
energy research institutes, governmental organizations, oil and gas companies and
military research from all over the world. Developed by a group of “cyber-soldiers”,
those espionage networks can generate lots of valuable information that can be sold to
the highest bidder.

2.2

Botnets

Botnets become more and more powerful while also the private Internet uplinks have a
steadily increasing performance. Compared to cyber-espionage tools, also infected
machines (“zombies”) are acting as usual and only contact their “command and control
servers” frequently in order to get software updates and receive orders to attack special
systems. Those attacks are called “distributed denial-of-service attacks” (DDoS) and
have the aim to affect the availability of services by exhausting resources (e.g.,
bandwidth, computing power, or memory). But also botnets can be used to collect
confidential information or distribute spam mails.

2.3

Ransomware

Ransomware directly tends to make money by intimidating end-users on various ways.
Thus, these tools really become active on client-machines and, for instance, generate
pop-ups with warnings about software piracy, child porn, or other illegal content. Paying
a certain amount of money via anonym payment providers can afterwards solve almost
any problem. “Cryptolocker” that encrypted the user’s whole hard disk uses a very
smart approach to make money. Either the victim pays for the right private key (RSA)
to decrypt the hard drive, or all encrypted data will be useless. Having this ransomware
in a company with writeable shared storage, big problems can arise if just one client
machine is infected. That states the demand for an elaborate backup concept.

552

Session 17: IT Security

Future Security 2014

2.4

Berlin, September 16 –18, 2014

Mobile malware

Many companies introducing smartphones nowadays, often without knowing the major
security concerns that can arise while providing access to the corporate network. In
2013, over 98 % of mobile malware was targeting the Android operating system
because of the very simple distribution mechanisms over non-secured app-stores [2].
Almost any confidential information that can be interesting for an attacker is available
on corporate smartphones (e.g., emails, calendars, contacts, login credentials, slides
and spreadsheets). This is the reason why extremely closed architectures with code
reviewing, sandboxing, per-App-VPN, and restricted app-store access (e.g., Apple iOS
devices) are very interesting for companies. Even the whole device can be erased
remotely if it gets lost.

2.5

Watering-hole-attacks

Combining two distribution approaches for malware, “drive-by-downloads” and classic
“spear-phishing”, makes it possible to bypass several security measures, like spam
filters or DNSSec. By infiltrating a previously identified and yet important website for
many employees of a certain company, victims are visiting the so-called “wateringhole” independently. This kind of attack is hard to overcome, since it is not possible to
identify such manipulations for all websites. A watering-hole-attack is well prepared and
focused on a special group of people. Since there is nothing wrong when visiting a
compromised (official) webpage, further security measures, like smart proxy servers for
web surfing and malware detection must be applied.

3

FUNDAMENTALS OF IT-SECURITY

Within this section, we want to give a short overview about the “must-have” and “niceto-have” controls in order to achieve sustainable information security with respect to the
previously identified security goals, first of all, availability.

3.1

Anti-virus-software/endpoint protection

The protection of client laptops, workstations and servers with anti-virus against
malware is quite natural and mandatory. Additionally, modern security suites for
endpoint protection offer some smart features that raise the security level decisively.
Cryptographic controls, patch management, system management and monitoring of
removable media and external hardware are just a few key features that can be
assessed by centralized management consoles (for enterprise-level endpoint
protection). Access to specific services can already be blocked at the client – if, for
instance, the virus definitions have not been updated over a longer period of time.

3.2

Firewalls

Firewalls are the key component of any IT infrastructure with strong security
requirements. Starting from standard filtering of IP-packets based on source- and
destination addresses as well as higher-layer port numbers, communication policies
and network separation can be enforced. A well-known concept for securing networks
is the cascaded creation of zones with different systems and security levels. An
exemplary high-level network topology is depicted in Fig. 1. Starting from public
Internet access, the first layer of firewalls is building up the demilitarized zone (DMZ)
followed by a second layer of firewalls in order to separate internal systems and clients
from public available machines (inside the DMZ). Any further firewalling behind the
second layer depends on the special requirements and risks of the respective
companies. The following figure implies also an approach for securing the core part of
critical infrastructure and preventing any kind of information from leaving the zone of
the highest security level (and vice versa). This can be achieved with so called “data
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diodes” that are often realized by technically cascading two or more firewalls and
proxies with a strictly limited communication kernel between them. Covert channels or
data leakage shall thereby be eliminated.
Internet

Firewall Cluster

Firewall Cluster

DMZ Networks
Web Servers
VPN Gateways

Internal Networks
Clients / Servers

Data Diode

High Security
Networks

Figure 1: Firewall zones and security levels: an example.
Having mentioned the classical firewalls, we also want to give an overview about
modern “layer-7-firewalls”, or also called “next-generation-firewalls”. The clue is in the
name: Those firewall appliances provide a lot more features that are mainly located in
the application layer. By merging many security-relevant features in single appliances,
customers get a very smart and clean infrastructure. Some of the most important
functions of next-generation-firewalls will be introduced in the following sections.

3.3

Web-application firewalls

On top of classic firewalls that can limit the communication to a webserver on (for
example) TCP ports 80 and 443, a web-application-firewall (WAF) can directly be
placed in front of the webserver, terminate the SSL/TLS connections and ensure that
the application-layer content inside the TCP stream is valid HTTP. This is a big
advantage when it comes to DoS-attacks or critical security bugs like the recent
openSSL vulnerability “Heartbleed”.

3.4

Anti-spam/anti-spyware solutions

In order to overcome big problems with spam, spyware or malware, modern appliances
also offer functions like a secure mail gateway. Customers can benefit from the
blacklists and anti-spam services of large providers with many clients. Therefore, it is
also possible for any operator to contribute and report threats and spamming hosts
directly to a central security research lab for further analysis.

3.5

Intelligent proxy-servers for web traffic

Direct client access to the Internet is often not allowed by the corporate security
policies. Thus, proxy servers with content filtering and malware protection deliver the
requested websites. Some state-of-the-art appliances already have two independent
scan engines to achieve a very high malware detection rate. A very smart approach is
to implement a third independent scan engine on the client machines. This solution
follows the “best-of-breed” security measure.

3.6

IDS/IPS solutions

Intrusion detection- and prevention systems (IDS/IPS) can easily be integrated in
centralized firewall clusters, because the appliances already have access to all
associated sub-networks. This saves a lot of expenses for IDS-sensors and enables
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even small companies to activate IDS/IPS functionality. Often, some complex and
flexible threats can only be identified by analyzing the network traffic between infected
systems. So-called advanced-persistent-threats (APTs) try to spread all over the
network by using different tactics that are not visible for classic client security suites on
endpoints. IDS/IPS can detect complex threats and, for example, isolate infected
clients in quarantine VLANs. At the moment, there are lots of research activities in the
IDS/IPS domain with steadily improving techniques and features.

3.7

Network access control

Without network-access-control (NAC), attackers can get access to a corporate
network by just connecting a networking device to an arbitrary LAN port inside a
building. NAC solutions can authenticate the devices previously and put any unknown
machine into a very restricted VLAN, or with higher security demands, shutdown the
switch port completely. The latter is not always the best solution, because it can lead to
a kind of DoS attack if an attacker can disable a huge amount of available ports.

3.8

Security information and event management systems (SIEM)

SIEM solutions are a smart approach for assessing any security-related event in an
automated fashion by information processing (see Fig. 2 for details). In large
environments, it is impossible to keep an overview of what is happening on all systems
in parallel. Therefore, SIEM solutions provide a clean and intelligent dashboard with
only the most important information. Also, they can do a further step of processing,
called event-correlation or log-correlation. Some single events might not be critical at
all, but correlated to other events, there may be a security breach.
SIEM: Analysis, Compliance, Reporting

Syslog, Agents, SNMP, SSH, Icinga, Netﬂow, ...

Servers

Endpoints

Firewalls

Switches

Routers

Databases

Storage

...

Figure 2: SIEM overview.
A further and very useful function is the reporting concerning different standards. By
having a full visibility of the infrastructure, SIEM solutions can generate all relevant
documents in order to be compliant against for example PCI-DSS, or ISO 27001. Any
changes and incidents are automatically documented and accessible for reviews and
audits.

3.9

IT-governance

IT-governance consists of management, organizational structures and processes in
order to ensure that the IT landscape supports the corporate strategy and objectives.
Head of IT-governance is the top-level management, represented by CEO and CIO.
Often, the management of IT-security is delegated to the Chief Information Security
Officer (CISO). The following subsections shall provide an overview of the basic
approaches for effective management of IT infrastructure.
3.9.1

Risk analysis and business continuity management

First of all, there must be the question about the company’s risks and about the main IT
threats that are to be defended. A well-acquired and profound risk analysis often
justifies many expenses like redundant networking, backup datacenters, or high
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security appliances. Within business continuity management, the risk assessment part
is called business impact analysis (BIA) as well as threat and risk analysis (TRA). The
outcome is a detailed corporate risk profile that builds the basis for designing the set of
security policies.
3.9.2

Security policies

Style and content of the security policies are not compulsory but should correspond to
the defined risk profile. Within these corporate guidelines, all processes and
procedures as well as responsibilities and duties are determined. Furthermore, the
management has to sign and communicate those policies to all employees and have to
provide the resources that are needed to implement and revise them.
3.9.3

Information security management systems (ISMS)

The aim of ISMS is to ensure the continuous improvement and effectiveness of all
controls in order to reach information security according to the defined policies.
Following the plan-do-check-act (PDCA) approach, it is not enough to develop
guidelines and just follow the rules. It is rather a conceptual consideration that puts any
activities in a well-defined process of revising and documenting every aspect of
information security.
A very important international standard for ISMS implementation is ISO 27001 [3]. It is
also the basis for the German IT-Security Catalogue that will be published by the
Federal Network Agency (FNA/BNetzA). This catalogue interprets §11(1a) of the
Energy Economy Law (EnWG) and is mandatory for energy network providers.
Against common concerns about high efforts to implement the requirements
technically, we claim that the realization of an ISMS according to ISO 27001 is not
really a technical problem. This is mainly because no detailed technical requirements
are defined within the standard. Instead, a clear and comprehensible framework for
managing information security should be introduced, starting from risk analysis and
performing with full commitment of top-level management.

4

APPROACHES FOR SMART IT-SECURITY

Within the following sections, we want to provide some reasonable and pragmatic
approaches for effective IT-security and economic use of resources.

4.1

KISS – keep IT secure and simple

Especially when it comes to the point of high availability and high security, too much
complexity and the impetuous combination of “clever” systems leads empirically to
misconfigured scenarios. Thus, IT specialists should spend more time to optimize
processes and redesign the running infrastructure with a focus on less complexity and
more visibility.

4.2

Retain control and knowledge

Driven by the belief that IT outsourcing can save costs, many companies also have a
fully outsourced IT-security infrastructure. This frightening approach leads to the
problem that there is often no transparency in costs and performance because of the
missing visibility. Furthermore, the awareness for corporate objectives is not really
present at outside firms and contractors. In order to prevent a situation of strong
dependencies, also the collaboration with external consultants should follow one main
principle: Never use external knowledge just for solving a single problem. Instead, try to
improve the internal personnel and reserve time for knowledge transfer. Otherwise, a
comparable task will always have to be solved by (expensive) external support.

556

Session 17: IT Security

Future Security 2014

4.3

Berlin, September 16 –18, 2014

Think paranoid and act appropriately

Complex attacks and threats with improving distribution strategies are very hard to
detect and to defend. Very often, there are only little security bugs that can be used to
compromise a system. In order to defend the own infrastructure, IT-security
professionals should know the present threats and how to exploit them the same way
that hackers do. A good security approach is to assume that any present security bug
will sometime be exploited.

5

CONCLUSION

Within this article, we presented an overview about state-of-the-art technology in the
domain of information security and the defense of critical infrastructure, especially the
transportation of energy. Therefore, the main security objectives have been stated with
respect to the special requirements of energy transport. The key components of
implementing sustainable IT-security have been discussed afterwards, followed by
some economic approaches for facing nowadays cyber-threats.
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Abstract
The rapid rate of change in technology and the increasing sophistication of cyber
attacks require any organization to maintain continuous preparation. However, the
resource- and time-intensive nature of cybersecurity education and training renders
traditional approaches highly inefficient. Simulators have attracted the attention in the
last years as a potential solution for cybersecurity training. However, in spite of the
advances achieved, there is still an urgent need to address some open challenges. In
this paper, we present a novel simulator that solves some these challenges. First, we
analyze the main properties that any cybersecurity training solution should comprise,
and evaluate to what extent training simulators can meet them. Next, we introduce the
functional architecture and innovative features of the simulator, of which a functional
prototype has already been released. Finally, we demonstrate how these capabilities
are put into practice in training courses already available in the simulator.
Keywords: Cybersecurity, cyber defense, education, training, simulation.

1

INTRODUCTION

The rapid rate of change in technology and the increasing sophistication of cyber
attacks require that any organization ensures continuous preparation and training of
their staff to effectively prevent, detect and respond to cyber threats. However,
specialized education and training are resource- and time-intensive as they must
consider the complexity of the problem faced, and may have undesirable impacts on
staff availability if extended over long periods of time.
The most common approach followed nowadays by organizations is to pursue industry
professional security certifications. However, these certifications usually mean
expensive fees for training and maintenance of the professional certificate. Contents
are not tailored to the organization’s needs, are not able to address the specific
problems and cyber threats applicable to the context. Besides, contents are quickly
outdated with respect to the state of the art of technology and latest trends in cyber
attacks. Some certifications do not include sufficient hands-on training in the curricula,
so they are hardly able to offer continuous uptake of technical expertise and perfection.
On the other hand, we find a large number of efforts towards solving the practical
aspects of cybersecurity training, mainly hands-on exercises, in either academic labs or
the industry. These labs provide a technological environment where the student can be
trained in defensive and offensive techniques, sometimes in a classroom-and-instructor
fashion, others accessing remotely with no human support. In general, they are good at
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dealing with the practical aspects of IT education and training, but still pose some
limitations, such as the inflexibility of the model and the resource constraints when
classroom approaches are mandatory. If not, the main limitation is that student
monitoring, guidance and problem resolution are hardly possible.
Tabletop exercises are also a relevant effort towards cybersecurity training and
awareness. A tabletop exercise is designed to test the theoretical ability of a group to
respond to a situation that changes in response to their actions. The exercise is usually
aimed at testing cooperation in addition to readiness to respond to crisis and
emergency situations [1]. A clear benefit of a tabletop exercise is the ability to put
people into hypothetical extreme situations without causing any real effect. However,
because of this it is unable to train and evaluate practical aspects or achieve immersive
realistic training in a way similar to that we find in the real world.
Another option that is gaining momentum is what is called a cyber defense exercise
(CDX) [2]. In CDX, several stakeholders are grouped together to collaborate (or
compete) in a single scenario where attacks and defenses take place, having to deal
technically with the incidents but also learning how to better prevent and react in
collaborative manner against grave situations. The benefits of CDX are varied. They
support highly complex exercises consisting of multiple stakeholders and a wide array
of possibilities for the underlying IT infrastructure. They enhance intra- and interorganizational coordination capabilities as well as competitive attitudes (role playing).
Also, the scenarios loaded are realistic, using real products and technologies and
generating manual attacks on existing networks.
On the contrary, this sort of exercises implies some significant disadvantages. They are
not designed to cover varied scenarios, so a holistic training is not possible. The
exercises are hardly reproducible without a tremendous effort. The exercises involve a
complex coordination, scheduling and execution, and the design, deployment and
configuration are resource consuming as well. They are not intended for individual or
flexible training. Student monitoring and adaptation to heterogeneous skills are hardly
achievable, and assessing the scoring in competitive scenarios is very complex without
the involvement of expert instructors and heavy out-of-band control mechanisms.
The need for having a cost-effective training environment to undertake continuous
improvement of technical skills and competences in evolving and challenging scenarios
is obvious. The next section reviews the concept of simulation for training, with a
special focus on cybersecurity. Some of the primary properties that any cybersecurity
training solution should comprise are enumerated, and we discuss to what extent
training simulators can meet them. Section 3 presents the solution that Indra is
currently developing. We analyze the main building blocks, the functional architecture
and some of its innovative features. Finally, some conclusions are given in Section 4.

2

SIMULATION FOR CYBERSECURITY TRAINING

Simulators have long been considered a key ally to support cost-effective training
programs in different civil and military contexts. A simulator can be defined as a
software/hardware tool that models the state and internal properties of the simulated
system, being able to produce observable effects and properties similar to those of the
real system (performance, interactivity, etc.).
The main advantages of simulation for training are:
•

Achieve complex pedagogical objectives supported by mature technology.

•

Offer high availability compared to that provided by the simulated systems.

•

Provide rich scenarios and situations for the student, even extreme situations that
would otherwise be risky and expensive.
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•

Lower TCO compared to using the simulated systems.

•

Timescale manipulation is possible, adjusting the synchrony and delay of actions
as a response to the student’s behavior.

•

Manipulation and control of the environmental effects and progress of the exercise
is possible.

According to the LVC (Live, Virtual, Constructive) classification for simulators [3], these
work on four dimensions (personnel, systems, commands and environment) as shown
in Fig. 1.

Figure 1: LVC classification.
Live simulators are those amongst the three that provide the maximum cognitive and
physical reliability. However, they also have the same disadvantages that we find in
any training platform based on the real, physical elements. Live simulators pose the
same risk for the student, do not reduce significantly the costs, and can hardly
implement mechanisms to control the exercise at will. In [4], a thorough survey and
classification of different simulators for security education, training and awareness is
provided. Most of the simulators reviewed would fall in the constructive and virtual
categories, whilst others would fall in the live category. For example, tools like
DETERlab or RADICL were designed to support CDX or experimentation activities.
Thanks to the nature of the cyberspace as well as the virtualization technology [5], we
observe that we can construct live simulators with an adequate cost-benefit balance,
making the most of live simulation (realism) at the time that the limitations of live
simulation are overcome. Fig. 2 summarizes the benefits obtained from live simulators
for cybersecurity training derived from each of the dimensions.

Figure 2: Benefits of live simulators.
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In general terms, a live simulator for cybersecurity training shall meet the following
properties:
•

Realism. The simulator shall provide exercises that use real information systems
and communication networks that reproduce real-world scenarios with real-time
feedback and operation. The student shall be able to learn from hands-on
experiences, using and managing multiple defensive/offensive security solutions.

•

Growth. The simulator shall have the capability of defining, creating and setting up
new training sessions and exercises with little or no technical nor procedural
constraints, and according to the evolution and changes in the technology and the
threat landscape.

•

Flexibility. The access to the simulator shall be as less restrictive as possible,
allowing the student the remote access with little or no technical limitation
regardless where and from when they access.

•

Role-oriented. The simulator shall have the capability of adapting the training
dynamics to the role of the student (strategic, tactical, operational).

•

Usability. The simulator HMI and functionality shall be easy to use.

•

Size. The simulator shall be capable of reproducing large networks and scenarios
with hundreds and even thousands of assets.

•

Security. The simulator shall offer a high level of security, such as isolation from
production environments, access control, use of secure software engineering for
product development, etc.

•

Reproducibility. The simulator shall allow the student to repeat, pause, resume
and restore the exercises at any time.

•

Richness. The simulator shall have the capability of incorporating a wide array of
scenarios, techniques, defensive and offensive tools, attackers’ profiles,
configurations, etc.

•

Pedagogical. The simulator shall embed a variety and effective learning processes
and pedagogical strategies, such as observational learning (play automated
exercises), trial and error approaches (active attitude, capability to undo actions
and take different courses of action, etc.), quantitative scoring system and
gamification mechanisms to encourage competitiveness and self-improvement.

•

Supervision. The simulator shall include the capability of supervising, monitoring
and assessing the student’s actions and performance, using either automated
means (preferably) or human-based mechanisms.

•

Adaptability. The simulator shall include the capability of adapting to the level of
difficulty of the training to the student’s skills and performance, including
dynamically.

•

Control. The simulator shall include the capability of automatically (preferably) or
manually controlling the execution of the exercise to unblock certain situations,
execute alternative paths, know the progress and state of the exercise, etc.

•

Guidance. The simulator shall include the capability of providing guidance and tips
to the student to help him during the training activity to enhance the learning
process.

•

Customizable. The simulator shall include the capability of easily adapting and
customizing the exercises to the student needs, without the need to stick to
predefined scenarios and exercises.
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Intelligence. This property relates to the overall artificial intelligence of the solution
that enhances many of the other features, such as having the capability to
automatically and dynamically propose new challenges to the student, reinforce
certain attitudes, improve the adversary skills for highly proficient students, etc.

3

THE ADVANCED SIMULATOR FOR CYBERSECURITY TRAINING

This section includes background information about the research and innovation
program to develop the Indra simulator, details about the simulator conceptual
architecture and building blocks, as well as some insights about its intelligent
automated attack capabilities.

3.1

Project background information and objectives

The Indra advanced simulator for cyber defense experimentation and training
(simulator from now on) has been conceived as a solution for the technological
experimentation and continuous training in cybersecurity, providing an advanced
environment for improving capacities and skills to detect, react and respond to cyber
attacks. The simulator is a solution under development within the framework of a
research and innovation program, and where two Spanish universities collaborate
(University Carlos III of Madrid and University of Malaga). The project started at the
end of 2011, and will finish at the end of 2014.
The Indra simulator has been designed to enhance five skills:
•

Prevention, including vulnerability assessment; enforcement, optimization and
system patching.

•

Detection and reaction, covering aspects such as network and system secure
configuration; monitoring and security management (SIEM, Firewall, IDS/IPS,
network probing …).

•

Forensics analysis, including hard disk (FAT, NTFS, ext2, ext3, ext4) and memory
analysis of both Windows and Linux O.S.; collection and centralized custody of
evidence; and report generation.

•

Attack, covering exploration and identification of targets, vulnerability analysis;
exploitation and consolidation.

The simulator will support four types of exercises, each of them specifically aimed at
training a particular set of skills. Forensic analysis, where the student has to undertake
a methodological forensic analysis of a certain attacked system; cyber defense, where
the student has to defend a target system from automated attacks launched by the
simulator; cyber attack, where the student has to achieve a set of predefined objectives
by implementing cyber attack techniques against a specific target system; cyber
warfare, which includes cooperative/competitive scenarios where two teams are
confronted, and each one has to defend their own system while attacking the
opposite’s one.
Indra has recently released a beta version of the simulator for demonstration purposes
and that includes several exercises in forensic analysis.

3.2

Functional architecture

In this section, we provide a brief overview of the functional architecture of the
simulator. In particular, the Fig. 3 depicts the conceptual architectures for the four types
of exercises supported. As can be seen, virtualization is used to load the target system,
i.e., the set of information systems and communication networks that have to be
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analyzed, defended or attacked, depending on the type of exercise, as well as any
other component needed, like the cyber attack platform.

Figure 3: Conceptual architectures.
The main building blocks of the simulator are shown in Fig. 4.

Figure 4: Building blocks of the simulator.
There are two large functional areas reflected in Fig. 4. The training management
comprises all components to create and manage training courses and exercises. It
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includes a vulnerability scanner developed ad hoc for the simulator, and which is
capable of performing in-depth vulnerability assessment of complex networks and
systems, analyzing not only published services but also internal services running in
each workstation and server. The attack scheduler will be explained in the next section.
The other relevant building block is the exercise execution, which includes three
components paramount for executing live simulations. The orchestration engine is the
heart of the simulation, as it controls the evolution of the exercise, detects whether the
objectives of the exercise are being fulfilled, monitors the performance of the student
and is able of producing recommendations and tips in the case that such a
performance decreases below a predefined threshold. On the other hand, the network
traffic generator is the component in charge of producing the legitimate traffic inside the
virtual network in a manner that makes a cyber defense or cyber attack exercise close
to real environments. The cyber attack platform will be explained in the next section.

3.3

Automating attacks in an intelligent manner

As part of the simulator’s architecture, a component for deploying controlled attacks
into a virtualized environment has been designed. It is focused on automating the
process of exploiting vulnerabilities or breaches in a virtualized network where students
have to learn how to react under an attack scenario. To facilitate the process of
modeling and executing attacks in a defensive environment, different modules have
been developed which provide functionality at three levels: assessment, management
and execution of attacks.
The cyber attack platform (CAP) provides a front-end component for executing attacks
without the need to know the low level implementation details. The exploit manager
implements a set of methods related to the management of modules used by the CAP.
The attack scheduler or expert system is in charge of analyzing and deciding the best
routes to compromise a host marked as an objective.
Fig. 5 shows the component-level architecture for the attack capabilities of the
simulator. The CAP consists of a web service that receives a set of actions to be
performed though a modified version of Metasploit1. Besides the execution of attacks,
the CAP also analyzes the result of these actions, providing an evaluation of the
successfulness of the attacks launched. The exploit manager is a service that is in
charge of adapting Metasploit modules for its use in the CAP. This process includes
the normalization of the different modules stored in the database of Metasploit and the
generation of CLIPS rules associated to these normalized modules.
In an attack scenario, where students take on the role of defenders, there are many
different kinds of attacks that can be launched in an automated way, but many of them
are not needed in order to reach the pedagogical objective of the exercise. Indeed,
attacks have to be orchestrated in such a way that each single action is selected with a
purpose. For example, compromise a system that will grant access to an isolated
network where the objective is located. This is the aim for which the expert system has
been designed. This module provides a set of attack paths that drives to the objective,
but the criteria for deciding which path is better for enhancing the learning experience
is left to the instructor during the definition and creation of the exercise.
The expert system uses a connectivity map (a representation of the reachability of
network hosts) and information regarding each host (platform, public vulnerabilities,
etc.) to generate attack paths that can be performed using the CAP to reach the goal
stated by the instructor. This component uses a representation in CLIPS of each

1

http://www.metasploit.com/.
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Metasploit module available in the exercise, the connectivity map and the information
related to each single host involved in the scenario.

Figure 5: Component-level architecture.

4

CONCLUSIONS

The evolution of the technology and the threat landscape require that any organization
ensures continuous preparation and training of their staff to effectively prevent, detect
and respond to cyber threats. However, current approaches lack the necessary
properties to ensure a continuous, intensive, effective and economically feasible
learning. To this end, simulators have proved to be a key ally for training and
experimentation. This paper has enumerated the set of properties that any training
simulator should comprise. In addition, we have presented the main features and
capacities of a novel simulator for cybersecurity training that Indra and its academic
partners are developing. The current beta version of the simulator is promising and has
attracted much attention from several stakeholders, so we expect to release new
versions with further functionalities in the near future this year.
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Abstract
Covert physical channels use physical means like optical emissions or acoustic wave
propagation to connect isolated operating system compartments within the same
computing system and independent devices that are physically separated by air gaps.
We extensively discuss the implications, the identification and the mitigation of these
covert physical channels. For the purpose of identifying covert physical channels during
the design and evaluation of the computing system, an adaption of Kemmerer’s shared
resource matrix, namely the physical environment matrix, is presented. The physical
environment matrix enables the computing system’s designers and evaluators to
systematically describe and classify physical environments and the associated covert
channels that might be possible between two specific devices or operating system
compartments. Through the specification of limited access to physical environments,
the presence or absence of a covert physical channel can be formally demonstrated
during the design and evaluation of the computing system.
Keywords: Malware,
communication.
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INTRODUCTION

Even in a security hardened computing system that might be running on top of a
formally verified micro kernel running on top of a formally verified hardware, and
utilizing a well-written security policy, we might be unable to preclude information leaks
over covert physical channels, unless these covert channels can be systematically
identified and mitigated. These covert physical channels could, for instance, be based
upon light emission or on acoustic wave propagation, and even molecular
communication [1] would be possible with potential multi-sensory computing systems
(e.g., future smartphones).
While the term covert in covert channel reflects the matter of fact that the computing
system’s designer did not actively construct the covert channel [2], the covert channel’s
degree of stealthiness is used in this article to describe the difficulty of detecting the
covert channel. Stealthiness is far from being an absolute property, as a covert channel
that might be hard to detect for a human observer might sometimes be easily
detectable for a specially prepared computing system.
Recently, covert physical channels have been discussed in the context of covert
networks that consist of malware-infected computers and enable attackers to bridge air
gaps [3]. In addition to this capability, these types of covert channels are equally
suggested to be capable of breaking domain separation in secure operating systems
[4]. In an operating system context, a covert physical channel uses the computing
system’s environment to transmit physical signals from one compartment to another
using resources for physical communication that have not been designed for
communication in the first place.
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Computing systems within high-security environments operate in a narrow field
between sharing and isolating resources. While we want to pool our computing
resources and reduce the number of devices used for processing different types of
sensitive data (e.g., in multilevel security), we have to be very careful with granting
access to shared resources and the shared environment, because any shared medium
could possibly be used to establish a covert channel that breaks the system’s isolation
policy. In this respect, the computer’s physical environment deserves attention as it is
necessarily shared by all operating system compartments and nearby computing
systems. Until now, the computer’s physical environment has not yet been
systematically treated as a resource to be considered for isolation in computing system
design.
Our contribution to the field consists of a systematic treatment of the implications, the
identification and the mitigation of covert physical channels. We extensively discuss the
threat model of different types of covert physical channels. Moreover, we present the
physical environment matrix that enables designers and evaluators of computing
systems to systematically identify and, by this, to mitigate these covert physical
channels.
The remainder of this article is structured as follows: In Section 2, we give an overview
about related work and how it differs from our work. In Section 3, we discuss the
implications and the threat models of different types of covert physical channels. In
Section 4, we demonstrate the systematic identification of covert physical channels
between devices and operating system compartments. In Section 5, we briefly describe
mitigation strategies against covert physical channels. In Section 6, we conclude the
article.

2

RELATED WORK

Side channels over electromagnetic emanations (van Eck phreaking [5]) have been
widely discussed in the past. Different types of emanations have been discussed in this
context. Information leakage from optical emanations is studied by Loughry and
Umphress [6], and acoustical side channels are discussed by Genkin, Shamir and
Tromer [7], and by LeMay and Tan [8]. In contrast to side channels, covert physical
channels are not the result of an unintended side effect in computing, but they are
actively initiated by attackers through the misuse of environmental sensory devices.
Hasan et al. [9] present different types of physical emanations for use in commandand-control messages of botnets. In a different context, Frankland [10] describes an
attack where keyboard LEDs are used to transmit a message, which is then recorded
by a camera. In contrast to these authors, we develop a general theory of covert
physical channels, where we target both covert physical channels for computer-tocomputer communication and operating system covert physical channels for
communication between separated compartments of the same computing system.
Kemmerer introduces the shared resource matrix that is designed to identify covert
storage and timing channels within operating systems [11]. The shared resource matrix
approach is very successful in identifying covert channels over shared resources.
However, as covert physical channels are not established over shared resources, but
over cooperating resources (see Section 4) that interact within a shared physical
environment, a different approach is needed for covert physical channels. The physical
environment matrix (as presented in Section 4) aims specifically at the identification of
covert physical channels. Both local operating system covert channels (on the same
device) and remote covert channels (between different devices) are targeted by the
physical environment matrix.
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IMPLICATIONS OF COVERT PHYSICAL CHANNELS

3

3.1

Infection methods

The attacker needs to infect a computing system over one of different ways in order to
exfiltrate data: The attacker might plant a backdoor within the target’s computing
system in order to enable the covert capabilities right from the start. Alternatively, he
might use removable media to spread the infection. Removable media have been
shown to bridge air gaps by successively connecting them to different separated
computers (as demonstrated with Stuxnet [12]). The attacker might strategically place
an infected removable medium in the physical or social environment of the computing
system, or he might infect the (previously trustworthy) removable medium over the
Internet when it is connected to a vulnerable Internet-connected computer.

3.2

Threat model: covert networks

In a high-security context, computing systems are regularly separated by air gaps.
Covert networks based on covert physical channels enable attackers to bridge these
air gaps between infected computers. Gathered data might be further spread when a
user carries infected mobile devices into different environments. These covert networks
might also be connected to the Internet if one of the nodes offers Internet access as a
service to the infected nodes. The attacker’s computer needs to be temporarily in
physical communication range to one of the nodes, or the covert network needs to be
connected to the Internet to enable data exfiltration or remote manipulation.
Attackers might utilize covert networks in the following scenarios:
1. In a targeted attack, an attacker desires access to a specific computing system
that is physically separated from other computers by air gaps. The covert
network would be operating in a stealthy state, i.e., only occasionally forwarding
data to other computers in order to avoid early detection.
2. In a botnet-related scenario, an attacker desires access to as many physically
separated computing systems as possible, but he does not necessarily target a
specific system (i.e., he does not know what information he might find where).
The covert network would regularly forward data to other computers in order to
maximize the impact of the network (leading to a less stealthy state).

3.3

Threat model: operating system covert channels

Traditional types of operating system covert channels have been extensively discussed
[13]. Covert physical channels can be fully utilized as a replacement method for the
prevailing applications of these types of covert channels.
An attacker with access to compartment pj (this terminology is also explained in [4])
can utilize an operating system covert channel to exfiltrate data from a separated
compartment pi on the same computer. The attacker might gain control to compartment
pi over the previously described infection methods (e.g., removable media). After the
takeover of the compartment pi, the attacker can exfiltrate data from pi at any time. If pj
is connected to any network (e.g., the Internet), data can first be exfiltrated over the
covert physical channel and then forwarded to the network. Additionally, an insider
attack can be conducted, where the attacker is granted access to the compartments,
but lacks a method of exfiltrating the data from one compartment. This threat is
especially relevant in high-security computing systems, where other types of covert
channels might already be mitigated (see also [14]).
However, the threat could also be applied to other security and privacy scenarios, for
instance, to connect isolated mobile phone apps. While it might not always be possible
to gain control over both compartments pi and pj, the operating system covert channel
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approach offers the advantage of a small and fixed distance between the sending and
receiving device in comparison to the covert network approach. Because of this, the
movements of the computing device are irrelevant to the availability of the covert
channel, and the devices are always in communication range. Furthermore, the smaller
distance between the devices can lead to a much higher channel performance as less
communication redundancies and error correction measures are necessary.
The covert physical channel might be implemented as a unidirectional or as a
bidirectional channel. In case of a bidirectional covert channel, bit errors could be
treated by a higher-layer protocol supporting acknowledgment and retransmission of
frames. In case of a unidirectional covert channel; bit errors could be treated with a
frame structure containing the file ID, the file pointer (denoting the byte position in the
file) and a CRC checksum (for detecting bit errors at the receiver side) in addition to
periodical retransmissions of the file contents.
Because of this, unidirectional implementations of a covert physical channel would be
most fitting to periodical transfer of small-sized text files containing critical information
(such as private encryption keys associated with one compartment) and to transfer of
larger files containing fault-tolerant data (e.g., some graphics formats). So, in respect to
the fields of application, the unidirectional covert physical channel is similar to side
channel attacks. However, in difference to side channel attacks, the covert physical
channel is actively triggered by malware and not a result of unintended side effects in
the computing system.
More advanced erasure codes like LT codes [15] might be utilized to further increase
the reliability of unidirectional covert physical channels. In contrast to unidirectional
implementations, bidirectional implementations of a covert physical channel would also
be appropriate for transfer of larger files (e.g., containing classified data).

3.4

Implications on multilevel security

In an attempt to break the mandatory access control policy of multilevel security
operating systems, an operating system covert physical channel could be used to
connect a SECRET classified and a CONFIDENTIAL classified compartment,
facilitating a data leak from SECRET to CONFIDENTIAL that would be prohibited by
the implemented access control policy under other conditions. Even in system setups
with equally classified compartments (e.g., SECRET and SECRET), directly connecting
two compartments in a pure isolation hypervisor (generally disallowing communication
between compartments, see also [16]) would lead to a violation of the mandatory
access control policy. The reason for implementing this type of policy can be explained
by the desire for need-to-know separation (i.e., access to classified data shall be
granted separably, even among equal classification levels).

3.5

Implications on undesired communication between users

If we are looking at communication between users that are associated with computers
or compartments, the precondition of malware infection dissolves. We consider a
scenario with two insiders that control their own computing resources and that are not
allowed to connect their computing resources. While both users lack established
communication methods, they might be able to communicate via a covert physical
channel.

4

IDENTIFICATION OF COVERT PHYSICAL CHANNELS

Countermeasures against covert channels generally include the limitation of resource
sharing. The shared resource matrix has been successfully used for covert channel
analyses of operating systems in the past [11]. The shared resource matrix is a
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methodology for the identification of shared resources, which could possibly be used
for establishing covert channels between the sharing compartments. For the
identification of a covert physical channel between remote or local compartments,
however, the shared resource matrix is not directly applicable, as it aims at shared
resources, while we are looking at covert physical channels that build upon a shared
physical environment with cooperating (but not necessarily shared) resources.
Cooperating resources are resources that are able to input or output a type of physical
emanation (e.g., optical or acoustical emanations). Only resources that have not yet
been established as a communication device are targeted by our analysis. Therefore,
communication over established types of network interfaces (e.g., WLAN or Bluetooth)
is not considered by this analysis. We present the physical environment matrix
(Tab. 1), which was created with the shared resource matrix’s philosophy of
systematically identifying possible covert channel means in mind.
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Table 1: The physical environment matrix is introduced as a systematic methodology to
analyze covert physical channels between isolated compartments.
The horizontal axis of the physical environment matrix features the accessible physical
environments and the correspondingly accessing devices of compartment pi, while the
vertical axis does the same for compartment pj. Both pi and pj are defined as distinct
compartments (e.g., virtual machines or isolated application containers) on a
computing system or on different computing systems. Cooperating devices are marked
with a C in any inner cell of the matrix, where both cooperating devices are actually
able to communicate unidirectionally or bidirectionally.
If a device is inaccessible by any compartment, the corresponding row or column could
be removed as there would be no devices marked as cooperating devices in the
appendant cells. To demonstrate the different capabilities of physical environment in
this example, we split up the physical environment sound into audible sound and
ultrasound. This allows us to represent devices that differ in their behavior regarding
audible sound and ultrasound such as a filtered sound device. To show another similar
application of the physical environment matrix, we introduce light as a physical
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environment, which can be accessed by a camera or a LED, as light has been shown
to be efficient in covert communications [10].
Regarding the types of devices, MIC is defined as a microphone, SPK is defined as a
speaker, CAM is defined as a camera and LED is simply an LED. Finally, SPK-F is
defined as a speaker with a filter that lets only audible sound frequencies pass through.
All accessible devices (this might, for instance, also include motion sensors and
temperature sensors) have to be considered in the physical environment matrix. This
also includes indirectly accessed device capabilities, e.g., the capability to manipulate
keyboard LEDs.
As it is shown in the physical environment matrix, MIC and SPK are always able to
cooperate in the audible sound frequency range. MIC and SPK should also be able to
speak to another distinct instance of MIC or SPK, respectively. This is because
microphones and speakers are commonly known to be designed by very similar
working principles, and a speaker might be wired to also act as a microphone and vice
versa. If a compartment pi claims control over both audio input and output devices
(e.g., in IP phone setups), pj might be able to access these devices as well by the
means of I/O virtualization (e.g., as supported by VirtualBox).
In the shared physical environment light, CAM and LED are able to cooperate, using a
unidirectional information flow in the form of CAM → LED (from left to right). Finally,
there is an important difference in the ultrasound frequency range, as SPK-F is not able
to cooperate with any other device, as the filtering effectively prevents ultrasonic
communications. Physical environment matrices are formally defined by Eq. (1) where
P is the set of compartments, D is the set of devices, and E is the set of environments.

Thus, every compartment p is associated with its own set of devices that are able to
output a physical emanation. Each of these devices d(p) is associated with a physical
environment e(d(p)). For each pair of these environment/device associations from two
different compartments, the devices might be able to cooperate or not to cooperate. As
shown, this procedure might be performed for every pair of compartments pi/pj from the
available compartments P.
To enrich the semantics of the physical environment matrix, each cell might also
contain the maximum performance of a potential covert physical channel. The
maximum performance for the cooperating capabilities C(pi, pj) of all potential covert
physical channels between two compartments pi and pj is given by Eq. (2), where
C(pi,pj,k) is the maximum performance of the sending or receiving device in row or
column k of the matrix.

C(pi, pj) is calculated by summing over all rows 1...R and columns 1...L of the physical
environment matrix for pi and pj. In each row and column combination, the maximum
performance of a potential covert physical channel equals the minimum of sending and
receiving performance.
The physical environment matrix is specifically designed to be used for the design and
evaluation of a computing system. During all parts of the product life cycle (i.e., before,
during and after systems development), the physical environment matrix might be
applied to identify the hidden communication capabilities of a computing system. The
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physical environment matrix is not specifically designed to identify capabilities that
might be added to a specific computing system during operation in the field (e.g.,
malicious hardware implants). Therefore, additional measures might be implemented to
ensure the integrity of the secured computing system, and the physical environment
matrix can only precisely describe the hidden communication capabilities of an integrity
state of the computing system.

5

MITIGATION OF COVERT PHYSICAL CHANNELS

5.1

Mitigation strategies

From looking at the physical environment matrix, covert physical channels might be
mitigated in the following ways:
1. Access to a physical environment might be completely prevented.
2. Access to a physical environment might be limited to humanly detectable
signals.
3. Access to a physical environment might be limited to non-steganographic
signals that are easily detectable with computer-aided detection methods.
4. If the presence of potential covert physical channels is accepted, further means
might be implemented to detect communication over the covert physical
channels.
To implement the approaches 2) and 3) within the physical environment matrix, each
physical environment might be split up into humanly detectable and non-detectable
environments (e.g., as demonstrated for audible sound and ultrasound in Tab. 1), and
into steganographic and non-steganographic environments. Regarding 3), steganographic communication might be implemented by attackers that do not only want to
hide communication from human users, but also from early detection by computeraided analysis. Regarding 4), an adaptive audio intrusion detection system is
presented in [17].

6

CONCLUSION

Potential attackers can utilize covert physical channels to establish communication
between distinct devices that are separated by air gaps and between separated
operating system compartments. Attackers might use optical emanations or other parts
of the electromagnetic spectrum to establish a covert physical channel. Attackers might
also use acoustic (e.g., ultrasonic communication) or even molecular communication
for the covert physical channel.
Covert physical channels can be identified by a systematic analysis of potentially
cooperating resources within the presented physical environment matrix. The physical
environment matrix is targeted at both local operating system and remote covert
channels. Designers and evaluators of computing systems might utilize the physical
environment matrix to reach a well-grounded decision regarding the absence or
presence of a covert physical channel. Finally, different strategies for the mitigation of
covert physical channels have been presented. Future work might include more
considerations on the application of the physical environment matrix and more details
on the mitigation strategies regarding covert physical channels.
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Abstract
Foods of animal origin brought illegally from third-party countries into the European
Community pose the risk of introducing exotic animal diseases. This can lead to animal
disease outbreaks with significant economic and social costs and subsequent severe
trade restrictions. Further, disease outbreaks in humans due to illegally imported foods
of animal origin have been described, yet, there are very few studies examining the
potential human health impact of such food items.
Passenger baggage is the most likely route by which illegal products enter a country.
Therefore, the volume and geographic origins of exotic foods of animal origin
introduced illegally into Germany via the Frankfurt International Airport and BerlinSchönefeld Airport by passenger luggage were characterized. Further, the occurrence
of foodborne zoonotic bacteria and third-generation cephalosporin-resistant pathogens
in the foods was analyzed and the public health implications discussed.
Keywords: Travel, illegal imports, airport customs, foodborne pathogens, Europe, food.

1

RESEARCH BACKGROUND AND GOALS

Despite an extensive regulatory framework, illegal animal products for human
consumption continue to enter the European Union (EU) undetected; either as imports
brought in by individuals for personal use or larger quantities indicating underlying
commercial motivations. One reason that illegal importation persists is that many exotic
foods are a traditional part of the diet of immigrants who live in the EU. Further, the
popularity of exotic foods has increased in the European population due to more
extensive traveling activities and globalization [1].
The introduction of illegal foods can lead to animal disease outbreaks with significant
economic and social costs and subsequent severe trade restrictions. Further, disease
outbreaks in humans due to illegally imported foods have been described [2].
To mitigate these risks, the commercial import of foodstuff is regulated on EU level by
(EC) No 882/2004, (EC) No 854/2004, and (EC) No 206/2009. Further, the
international trade of certain animal taxa (some are used as a food source, i.e.,
bushmeat) is prohibited or regulated for conservation reasons (Convention on
International Trade in Endangered Species of Wild Fauna and Flora (CITES) and (EC)
No 338/97).
To date, the amount, characteristics and hygienic status of exotic foods of animal origin
introduced illegally into Germany by passenger luggage has not been studied
extensively. Further, the impact of such products as a possible route for the spread of
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zoonotic pathogens and multi-drug-resistant (MDR) organisms (i.e., extended-spectrum
beta-lactamase (ESBL)) needs to be determined.
The purpose of our investigations, therefore, was to characterize the volume and
geographic origins of exotic foods and to gain an understanding of the potential human
health impact of these illegally introduced food items. These studies were part of the
BMBF-funded project SiLeBAT (Sicherstellung der Futter- und Lebensmittelwarenkette
bei bio- und agro-terroristischen (BAT)-Schadenslagen) [3] and the EU food safety
research project PROMISE (PROtection of consumers by MIcrobial risk mitigation
through combating SEgregation of expertise) [4, 5].

2

METHODOLOGY

During routine inspections between February 24 and May 23, 2013, at the Berlin
Schönefeld Airport (SXF), all food items confiscated by custom officers and
veterinarians were collected. At the Frankfurt Airport (FRA) ten days (August 30 and
31, 2012, December 10 to 13, 2012, and April, 23 to 26, 2013) of special controls were
performed. A risk-based selection of flights was performed based on the degree of
perceived risk of introduction of animal diseases into the EU searching following
databases: World Animal Health Information Database (OIE) [6], Rapid Alert System
for Food and Feed (EC) [7], ProMedMail [8], Eurosurveillance (ECDC) [9], Emergency
Prevention System (FAO) [10], European Animal Disease Notification System (EC)
[11].
The food items were tested for Salmonella spp., Listeria spp., Campylobacter spp.,
Yersinia spp. and Verocytotoxin-producing Escherichia coli (VTEC). All
microbiologically positive results were confirmed by polymerase chain reaction (PCR)
or, in the case of VTEC, by enzyme immunoassay [12–14]. For the diagnosis of
Brucella spp., the samples were first screened by molecular methods [15, 16] and
positive samples subsequently subjected to microbiological analysis [17]. To determine
the occurrence of third-generation cephalosporin-resistant pathogens, enrichment
cultures of food products were plated onto MacConkey agar containing 1 µg/ml
cefotaxime. For species identification and differentiation, resistant bacteria were
analyzed by matrix-assisted laser desorption/ionization time of flight mass spectrometry
(MALDI TOF MS) biotyper (Bruker Daltonics). For further characterization, antimicrobial
resistance profiles of preselected bacteria were determined by disk diffusion method
against a broad panel of antimicrobials[18].

3

RESULTS

Food items of 155 passengers were confiscated at SXF and of 141 passengers at
FRA. In total, 663 items of food were seized, which corresponds to an average of 2.2
confiscated food items per passenger. 367 kg meat and meat products, 328 kg milk
products and 4 kg eggs were confiscated in total. 58 % of all food items were classified
as bought at a retail shop, 29 % as homemade or bought at a market, 10 % as raw and
3 % were home-cooked.
The 296 passengers arrived in Germany from 35 different departure countries. In SXF,
the passengers originated from 15 different countries, in FRA from 28 countries.
27.7 % of all passengers arrived from Turkey, 25.7 % from Russia, 8.1 % from China,
followed by Egypt with 7.1 %. Overall, 204 kg food was seized on flights from Turkey,
180 kg from Russia, 92 kg from Egypt and 31 kg from flights departing from China.
There were clear differences in the types of food brought from the different departure
countries (Fig. 1). For example, 83 % of the confiscated food items from Turkey were
milk products and 52 % of the items were either homemade or raw. The products from
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Russia were mostly meat products such as sausages or bacon (65 %) and meat
(15 %); 35 % were homemade or raw. In contrast, the majority of Chinese products
were bought (96 %), and 67 % were meat (mostly marinated and/or dried).

Figure 1: Characterization of food items introduced into Germany. The five departure
countries with the largest number of confiscated food items are in dark blue, from the
light-blue-colored countries food items were introduced on a smaller scale. The number
of food items tested positive for a foodborne pathogen is depicted in the color-coded
squares within the countries. Detection and amount of antibiotic-resistant bacteria is
indicated by grey circles. The geographic data was provided by Natural Earth [19] and
maps created with ArcGIS 9.3.
Of 663 confiscated food products, 474 were subjected to microbiological analyses. The
count of aerobic mesophilic bacteria was used as an indicator for the contamination
with aerobic and facultative anaerobic germs. In this study, 25 % of the meat and meat
products revealed higher values than recommended by the German Society for
Hygiene and Microbiology.
23 food products were tested positive for at least one of the pathogens. From four meat
samples originating from Russia, Salmonella enterica strains were isolated. (two S.
Infantis, two S. Enteritidis). L. monocytogenes was detected in nine food samples; L.
innocua in eight samples and L. seeligeri/ L. innocua in one sample. Five from seven
(70 %) of the VTEC positive food samples were cheese, three originating from Turkey,
and one each from Egypt and Georgia. Only one Y. enterocolitica serogroup O:3
isolate was recovered from dried beef from China. Campylobacter was not detected in
any of the samples.
42 % of the microbiologically positive food items were commercial products, 29 % were
raw and 29 % homemade. The majority of the contaminated products were meat
(33 %) or meat products (42 %), followed by milk products (21 %). Foodborne
pathogens could be isolated from 5 % of the food items from Turkey (number of
confiscated food items (n = 132), from 10 % of the foods from Russia (n = 105), from
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2 % of the Egyptian foods (n = 55) and from 6 % of the confiscated foods from China
(n = 51) (Fig. 1). In total, in 5 % of the food items entering Germany via either FRA or
SXF foodborne pathogens could be detected.
17 food products were molecularly positive-tested for the Brucella-specific sequences
bcsp31 and IS711. However, isolation of the pathogen from these samples failed.
In 58 confiscated food items from 13 non-EU countries (Fig. 1), bacteria with a broad
spectrum of antibiotic resistance against monobactams, penicillins, cephalosporins of
first to fourth generation and carbapenems, including MDR organisms, were found.
Species differentiation revealed a total of 14 bacterial species belonging to the families
of Enterobacteriaceae (28 isolates), Moraxellaceae (22), Pseudomonadaceae (5) and
Enterococcaceae (3). The majority of MDR pathogens were isolated from cheese and
meat products of Egypt (17 isolates), Turkey (14), and Russia (12).

4

CONCLUSIONS

Based on data published by FraPort [20], the Hesse State Laboratory [21] and our own
results, we estimated that approximately 2800 tons of illegal food items are introduced
yearly into Germany through FRA alone. We could further show that autochthon
pathogens such as Salmonella spp. and Listeria spp. are brought into the country via
illegal passenger’s luggage. Although only identified at the DNA level, exotic pathogens
such as Brucella spp. can potentially be imported, resulting in increased risk for
German consumers. Microbiological results further indicate a broad occurrence and a
high diversity of antibiotic-resistant or MDR bacteria among confiscated food products
from travelers. Our data suggests that especially raw and minimally-processed food
products such as meat and cheese might have an impact on the transmission of
antibiotic-resistant organisms.
Since passengers from third countries traveling to Germany are only sporadically
controlled, illegal food imports seem to be a possible route for zoonotic pathogens and
MDR organisms to enter Germany. In the BMBF-funded study ZooGlow (Zoonosen
und Lebensmittelsicherheit entlang globaler Warenketten) [22], investigations will
focus on the seroprevalence of the described foodborne diseases in Germany and
associations with population groups at risk and their eating habits.
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Abstract
Terrorist actions often strike building and civil critical infrastructures of strategic
interest, such as government buildings, airports, harbors, bridges, head offices of large
corporations. The same buildings and critical infrastructure are often among the
facilities damaged in a natural disaster. During such events, the above facilities may
exceed their functional or structural limits and this can be visible. On the other hand,
they can also suffer enormous damage to their capacity without producing any
apparent visible signs. Such damage, for instance, in the case of an earthquake, can
render the facility incapable of surviving consecutive aftershocks. These aftershocks
take place within few hours of the earthquake and can have an intensity of up to 90 %
of the earthquake intensity.
The post-crisis damage assessment process for constructed facilities is based mainly
on on-site inspection by experienced engineers. When the visible signs of damage are
not of the kind that points to a definitive damage or non-damage state, further analysis
is necessary. The problem is compounded by the shortage of experienced inspectors
and the inevitable time delay caused by an in-depth structural analysis during which
time a conservative position has to be taken and the facility stays closed. This is
extremely painful in the case of critical facilities, such as, for instance, buildings
necessary for the planning and management of early and full recovery (e.g., the
Ministry of the Interior, or civil protection agencies), or hospitals, police and fire
stations, bridges and tunnels essential for the passage of emergency vehicles.
In case of large-scale events (e.g., an earthquake or regional conflict), recent advances
in information and communication technologies, including Earth Observation, can
shorten the time for an initial inspection to identify damaged constructed facilities. Still,
this is information that is based exclusively on what can be seen from outside the
facility and can replace a first, rapid inspection, to quickly screen out the obviously safe
and the obviously unsafe facilities. This usually takes some days, but it cannot replace
the detailed inspection that follows to provide a more reliable estimate of the structural
condition of the facility which takes some weeks.
Recent advances in accurate positioning inside constructed facilities, in smaller, less
expensive, lower power wireless sensors and in computation, present the opportunity
to combine these developments into the capability to estimate automatically, reliably, in
near real-time, the structural condition and damage of monitored building and civil
infrastructure following a hazardous event.
In this frame, RECONASS aims at providing a monitoring system for constructed
facilities that will provide a near real-time, reliable, and continuously updated
assessment of the structural condition of the monitored facilities after a natural or
manmade disaster (e.g., an earthquake or explosive devices), with enough detail to be
useful for early and full recovery planning. The above assessment will be seamlessly
integrated with automated, near real-time and continuously updated assessment of
physical damage, loss of functionality, direct economic loss and needs of the monitored
facilities and will provide the required input for the prioritization of their repair.
Still another aim of RECONASS is to provide seamless interoperability among
heterogeneous networks to secure that the required information from the monitored
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facility can reach, in near real-time, the base station even after difficult conditions, such
as post-crisis situations (e.g., in a post-earthquake situation).
The detailed monitoring provided in RECONASS is only economical for selected
facilities that are essential for response and recovery or facilities that have a high value
as a target for terrorist attacks. In case of spatially extended events, in order to assess
the physical damage in the whole affected area, the detailed assessment of damage in
the monitored facilities will be used for the speedy local calibration of satellite and
oblique aerial photography dramatically reducing the required time to inform the postdisaster/crisis needs assessment process and provide base data for reconstruction
efforts.
All of the above will be part of the RECONASS next-generation post-crisis needs
assessment tool in regards to construction damage and related needs. This tool will
enable fusion of external information, provide international interoperability between the
involved units for reconstruction and recovery planning and support the collaborative
work between these actors.
RECONASS will have significant social and economic consequences that include:
•

Relief organizations, insurers and banks can begin funding restoration efforts at
a much earlier date.

•

Reconstruction activities will start earlier.

•

It will be easier to obtain international financing soon after the disaster when the
disaster is still in the news.

•

Emergency response crews will be provided with critical and timely information
on damage in monitored facilities so that danger can be pinpointed and
emergency response directed with precision.

•

Disaster costs will be reduced by preventing monitored structures from
collapsing to limit damage to adjacent structures and additional loss of life when
explosive devices impact highly populated urban centers.

•

Disaster costs will also be reduced when providing shoring to weakened
monitored buildings to protect them from the aftershock sequence.

•

Safety will be promoted when dangerous monitored buildings or portions thereof
will be demolished.

•

Knowledge of the structural condition of monitored buildings will reduce likely
building-closure durations and consequently business interruption costs.

•

Identification of the safe monitored buildings for immediate use will help the
government find the physical infrastructure needed to provide essential
services.

•

Knowing the functionality of hospitals immediately after the disaster will help the
government direct injured victims to available hospital capacity.

•

RECONASS information to all major recovery stakeholders (in the form that
they need it) will help them acquire a common picture of the situation.

•

Use of the RECONASS system will provide better situational awareness in case
of any disastrous event helping to save lives, environment and culture.

•

Communication in case of disaster, such as guaranteed by the proposed
communication gateway, in addition to helping the recovery efforts, can save
lives.

•

Early, effective handling of the reconstruction and recovery process will have
long-term financial repercussions.

RECONASS is a project co-funded by the European Commission under FP7 that
launched its activities in December 2013.
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1

INTRODUCTION

The SEAK project (e.g., [1], [2]) is part of the topic “Securing Food and Food Supply
Chains” of the German security research program, initiated and financed by the
Federal Ministry of Education and Research (BMBF). Project partners are the
Karlsruhe Institute of Technology (KIT), the Technical University of Darmstadt, and the
4flow AG. The project started on January 1, 2013, and is laid out to end on December
31, 2015.
Nowadays, food supply chains (FSCs) are optimized systems that are operated on
high-performance levels. This makes them extremely time- and cost-effective, but also
more vulnerable to disruptions caused by extreme events. Disrupted FSCs may lead to
severe lack of food and drinking water. SEAK analyzes causes and effects of such food
shortages for an effective disaster management.

2

GOALS

SEAK’s major research aim is the improvement of the resilience and reliability of the
food supply in Germany, in particular in the case of disturbances. A decision support
framework shall be developed which enables (i) an increased understanding and
transparency of the food supply in Germany, (ii) the analysis of scenarios implying
disruptions of FSCs, and (iii) an improved crisis and risk management. Therefore,
logistical and transport simulation models, scenario techniques, and decision support
methods are combined.

3

PROJECT STATUS, METHODS, AND FIRST RESULTS

Historical events which led to food shortages or supply chain disruptions were
assembled from literature. Decision-makers in charge of managing such disruptions
and their consequences were identified. Experts from public authorities (e.g., federal
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agencies) and from the private sector (e.g., food logistics companies) were interviewed
to obtain information related to food supply shortages (scenario-relevant aspects,
decision-makers in charge, distribution of responsibilities, possible countermeasures,
etc.). Based on these findings, three relevant threat scenarios were identified that may
trigger disruptions in the FSC: (i) a drop out of manpower, (ii) a failure of the IT system,
and (iii) a heat wave. The selected scenarios in particular operate as cases for the
proposed decision support framework by describing consequences within the supply
networks, implications for the food supply, and the information needs of the involved
actors.
The connecting element between scenarios and decision support is a commodity flow
model. It combines impact factors of the scenarios and data on the German food
supply. Obtained information is then the basis for the actor-specific decision support.
The model consists of four tiers representing the supply chain (cf. Fig. 1): agricultural
production, processing, warehousing, and consumption.

Figure 1: Commodity flow model.
It covers both Germany –divided into its 402 NUTS3 regions– and exporting countries.
In these regions, the most important stakeholders are aggregated. These are food
producers, food retailers, and wholesalers as well as logistics service providers. Food
products are categorized into 51 groups including four different temperature ranges,
which represent the majority of the German food supply from agricultural raw products
like crops or raw milk to consumable foods like bread and pastries or cheese. Since
production, processing, warehousing, and consumption of food products are not
located in the very same regions, the products have to be transported between the
regions while passing all four tiers. To answer the question which region is supplier of
which region, a gravity model is applied for each food category.
By using the system dynamics approach, the time aspect is included. In our model, the
402 regions are represented by stocks; each stock has a specific inflow from and
outflow to every other stock. The observed period of one year is divided into blocks of
twelve hours. Time is considered for two reasons. Firstly, this enables to observe the
development of stocks in the regions. Secondly, the dynamic monitoring of stocks
allows assessing the risk of a food supply disruption.
Building the bridge between time of processing and time of consumption, the
warehousing level takes an important role in the whole food supply network. Many
distribution paths of food are possible. In Fig. 2, three different dimensions are
displayed: (i) segments, (ii) distribution channels, and (iii) retail companies.

582

Poster session: Extended abstracts

Future Security 2014

Berlin, September 16 –18, 2014

Figure 2: Distribution paths of food to consumers [3].
There are eight segments, two of them representing more than 60 % of all food
supplies in terms of monetary value: “not specialized stores” (47.0 %) and “specialized
stores” (14.2 %) adding up to “stationary retailing” (61.2 %). Hence, this sector is
analyzed and modeled in the first step. Each of the segments contains various
distribution channels which differ in their specialization regarding either specific food
groups or certain price politics. These channel-specific characteristics define the
allocation of the food groups to the distribution channels. Each channel is then being
dominated by different retail companies.
The three threat scenarios described at the beginning are processed in a twofold
manner (cf. Fig. 3). Firstly, the scenarios are used to investigate the performances in
the overall quantitative system under disruptions or states of failure. The objective is to
observe how the system behaves when various input parameters are scenariospecifically changed. Therefore, impact factors have been extracted for each scenario.
They are coupled with the quantitative system in order to ensure their compliance with
the input parameters of the system. This translation is currently finalized.

Figure 3: Illustration of the coupling between the project parts “scenario construction”,
“quantitative system modeling”, and “decision support”.
Secondly, various sub-scenarios (under the roof of the three threat scenarios) have
been developed and key hypotheses have been formulated to be evaluated in the
course of the project. The sub-scenarios specify concrete decision problems that may
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arise in companies and authorities, e.g., facility location or vehicle routing problems.
We believe that this twofold usage of scenarios – from a holistic and from specific
perspectives – offers two benefits: (i) the (overall) quantitative system is considered
under several states of failures to understand how robust and resilient the overall FSC
network reacts to disturbances and (ii) the definition of sub-scenarios allows the
investigation of independent use cases to demonstrate how a concrete decision
support could be implemented.

4

OUTLOOK

As one focus of our upcoming research, dynamic simulation models of the German
food supply will be developed including the modeling of freight transportation as well as
of inventory levels. The acquired data will be used for scenario simulations. A problemoriented concept for a decision support framework shall then be developed based on
the obtained results. One realization can be a how-to guideline or manual for decisionmakers. A more methodical, quantitative approach is, e.g., to apply a multi-criteria
decision analysis (MCDA) such as the multi-attribute value theory (MAVT) or the more
powerful analytic hierarchy process (AHP) (e.g., [4]). Fig. 4 illustrates the problem
structuring in AHP by a general attribute tree.
Criterion 1,1
Criterion 1
Overall Goal
Criterion 2

Alternative 1

Criterion 1,2
Criterion 2,1
Criterion 2,2

Alternative 2
Alternative 3

Figure 4: Attribute tree.
Our “overall goal” is the securing of food supply. The task will be to fill the tree by
concrete “criteria” (= “indicators”) and “alternatives” (= “measures”) depending on the
(sub-)scenario under investigation, i.e., the respective outcome of the system modeling
(cf. Fig. 3) and additional information if required. Generic criteria are, e.g., costs and
supply service level; weights of criteria are gained by, e.g., expert evaluation. Besides
criteria, identifying alternatives by, e.g., expert opinions will pose the challenge. Finally,
the realized decision support shall be tested and validated via a table-top exercise.
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Abstract
The all-hazard guide for transport infrastructure (AllTraIn) aims to contribute to the
development of a secure, effective and functional transport network across Europe by
identifying and assessing all relevant hazards to land-transport infrastructures. The
output of the project is a practicable and user-friendly guide which enables owners and
operators of land-transport infrastructure to identify which specific hazards might
potentially have a significant impact on their respective assets. In addition, it will
provide the identification of objects at risk that might be susceptible to specific hazards.
With the help of the all-hazard guide it will be possible to qualitatively assess road and
rail structures against all possible hazards to transport infrastructure, like intentional
and unintentional man-made hazards, extreme weather events and geo-hazards.
Keywords: Transport infrastructure, all-hazard guide, threat analysis, road and rail,
impact assessment, vulnerability, owners and operators.

1

BACKGROUND

The transport network in Europe is probably one of the most important systems for the
European economy and society. Trans-national transport routes play a vital role in the
traffic of goods and the supply of the population. Although most of the passenger and
freight transport in the EU takes place via land transport, no coherent approach for the
security of these transport modes has been developed. Any disturbance of these
structures could lead to negative consequences for the population of the affected
region and the economy as a whole.
To this date, many different approaches for the identification of specific hazards for
transport infrastructure exist or are currently under development (see, for instance, [1],
[2] for the railway sector, [3], [4] for the road sector). While most of these approaches
focus on single modes or specific hazards, no comprehensive and integrated
compilation of all kinds of hazards for multi-modal transport infrastructure in Europe
exists. Owners and operators of these infrastructures are faced with a large number of
different kinds of hazards and need to decide on the priorities for the allocation of funds
regarding measures increasing the availability and/or the security of their structures.
Ongoing and completed projects have identified the need for a common European
approach for the assessment of these hazards in a structured and comparable way
(e.g., [4], [5]). In particular, previous research projects have shown the need for a
comprehensive all-hazard catalogue for critical transport infrastructures based on an
integrative approach (see [4]).
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OBJECTIVES

The main objective of the AllTraIn project is to develop a practicable and user-friendly
all-hazard catalogue for land-transport infrastructures which allows for a structured
trans-national and holistic security-risk-management approach.
For that, the project aims to determine criteria for the identification of important
transport infrastructures and all relevant hazards for transport infrastructures in Europe.
Furthermore, criteria for the classification of transport infrastructure associated to
hazard vulnerability shall be developed.
By combining the information gained on hazard and infrastructure characteristics, a
methodological approach for the assessment of structures and impacts of hazards shall
be established. For that, AllTraIn aims to develop a qualitative assessment procedure
to evaluate the vulnerability of various different transport infrastructures with respect to
a set of different hazards.
In the end, the research results shall be summarized in a comprehensive and
structured all-hazard guide for critical transport infrastructures in Europe.

3

METHOD

The general objective of the AllTraIn methodology is to provide the user with a practical
tool to assess all types of land-transport infrastructures against relevant hazards to
European transport infrastructure.
Fig. 1 shows the components of the AllTraIn methodology. The project focuses on
human and natural hazards (all-hazard approach) and bridges, tunnels, embankments
and cuts as infrastructure assets. Thereby, it aims at a general approach to combine
both with each other in order to provide an assessment from a hazard perspective as
well as from an infrastructure perspective. An example for an asset could be a special
tunnel type (asset X). By using the assessment procedure, the owner or operator will
be able to identify all single hazards that are of relevance to this special tunnel type.
The other way round, starting from a hazard Y which could be flooding, for instance, he
will be able to identify the asset types that may be significantly damaged if the hazard
occurs in his network.

Figure 1: AllTraIn methodology.
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Hazard identification for transport infrastructure

Hazards are potential events which can compromise the security and/or availability of
traffic infrastructure assets. In this approach, human and natural hazards are
considered as relevant. These include intentional and unintentional man-made
hazards, extreme weather events and geo-hazards.
In identifying the relevant hazard for a specific asset, it is necessary to consider the
sequence of possible events (see Fig. 2).

Figure 2: Sequence chain.
Starting from an initial event (and possible subsequent steps), a local phenomenon can
evolve at the asset location. For example, within the group of natural hazards an
“earthquake” may be the initial event while the local phenomenon, which causes
damage to the asset, may be “rock fall”. The way in which a hazard acts against a
given asset is called “impact”. Thereby, four types of impacts were identified:
•

Mechanical force, defined as additional static/dynamic load on infrastructure.

•

Obstruction, defined as physical presence of volumes on the traffic crosssection.

•

Structural deterioration defined as reduced structural resistance.

•

Operational deterioration,
infrastructure equipment.

defined

as

reduced

functionality

of

traffic

According to the individual infrastructure properties, an impact can cause an unwanted
condition, i.e., a “local consequence”, expressed as disruption or physical damage
causing out-of-service time and/or repair and replacement costs.
Depending on the number of affected users and the network configuration, a disruption
or damage of a single infrastructure can have consequences from the perspective of
the owner, the operator and the society. These global consequences can be quantified
for example in terms of repair cost, loss of revenues and detour costs.

3.2

Infrastructure categorization

The focus of this project is on built land-transport infrastructures. Therefore, for road
and rail traffic, four types of infrastructures are going to be considered as relevant
assets, namely bridges, tunnels, embankments and cuts. In many countries, tunnels
and bridges are bottle-necks in their traffic network. These two infrastructure elements
are normally connected by open road/rail sections, which are either embankments or
cuts.
Each infrastructure type will be categorized according to the following three factors:
•

Natural factors, associated with the environment of the site where the
infrastructure is built.
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•

Structural factors, associated to the built infrastructure and its design
specifications.

•

Traffic factors, concerning traffic characteristics.

The sub-categories within these factors differ between the infrastructure types, i.e., a
bridge construction type has different structural factors criteria than an embankment.

3.3

Assessment matrix

The core part of the methodology is the assessment matrix which will combine the
defined hazards, on the one side, and the defined assets, on the other side. This tool
will allow the user to enter data from two perspectives, assisting the user in obtaining
knowledge on:
•

Which of their infrastructures in the network might potentially be susceptible to a
specific local phenomenon, and/or

•

Which specific hazard types (initial events, local phenomenon) might potentially
have a significant impact on their respective assets.

The compilation of an entire assessment matrix will provide every operator/owner of
road/rail infrastructures with a quick overview on the status of security of his
infrastructures on a specified corridor.

4

RESULTS AND CONCLUSION

The output of the AllTraIn project is a practicable and user-friendly guide which can be
used by public and private owners and operators of road and rail infrastructures in
Europe, as well as authorities responsible for the implementation of the regulatory
framework for the safety and/or security of transport infrastructures.
With the help of the all-hazard guide it will be possible to qualitatively assess road and
rail structures against all possible hazards to transport infrastructure, like intentional
and unintentional man-made hazards as well as natural hazards.
Hence, the protection of the user of the infrastructure and the preservation of the
infrastructure itself are enhanced. In a mid- and long term perspective, the project
contributes to a coordinated strategy of prevention, preparedness and consequence
management of terrorism and other security and safety related risks for critical road
infrastructures in Europe.
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Abstract
The estimation of prevalences is important in a number of fields, e.g., risk analysis.
Recently proposed Bayesian statistical approaches hold the potential to overcome
problems that arise from the interpretation of imperfect diagnostic tests. In the course
of this, information about prevalences and test sensitivity and specificity provided, e.g.,
by expert opinion or predecessor studies are integrated and updated by new data.
Here, we present an easy-to-use software tool which enables the application of these
complex statistical procedures to estimate true prevalences via a common internet
browser.
Keywords: Risk prediction, misclassification, Bayesian modeling, Markov Chain Monte
Carlo methods, web application.

1

INTRODUCTION

A reliable estimation of the true prevalence of agents often is pivotal to scientific
evaluation of health risks. Nonetheless, prevalence estimation faces certain limitations
due to uncertainty or misspecification caused by imperfect diagnostic tests. Additionally
in practice, due to economic as well as feasibility reasons, the estimation of individual
prevalence often is based on pooled samples instead of individual samples. This can
result in decreased sensitivity and specificity. Recently, Bayesian statistical approaches
have been proposed to overcome these problems by integrating a-priori assumptions
as well as expert knowledge into the estimation process [1], [2]. Thereby, previous
assumptions and expert information are converted to probability distributions of the
variables in question (see Fig. 2, left panel). These are then updated by new data thus
producing a-posteriori estimates of the distributions (see Fig. 1, right panel). Here, we
apply a Bayesian modeling framework to prevalence estimation under misclassification
based on Markov Chain Monte Carlo (MCMC) algorithms [3]. Furthermore, we present
an in-house open-source web application based on the statistical programming
language R [4]. Our approach offers a highly flexible tool for statistical analysis due to
the simultaneous updating of different statistics with regard to interactively entered
parameters and data. Additionally, convergence plots and diagnostics (see Fig. 3, right
panel) provide assistance in evaluating the quality of the a-posteriori estimates which
reflect true prevalence.
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SOFTWARE TOOL

We present an in-house software tool that combines state-of-the-art scientific
approaches and a comfortable user interface. It enables scientists as well as veterinary
practitioners to analyze their own data on the basis of a-priori information on the
sensitivity and specificity of the diagnostic test in a Bayesian modeling framework.
The tool is based on the free software packages R and JAGS [5], [6] and runs on a
server. It is planned that the application will be hosted by the Federal Institute for Risk
Assessment (BfR). The user interface is implemented via the R package shiny [7],
allowing the user to run the analysis in a standard Internet browser without installing
any additional software. Along with the actual modeling, we provide tools to validate the
quality of the analysis and to auto-generate detailed reports (see Fig. 2, right panel) of
the full analysis conducted in the browser accompanied by extensive background
information on the methods used. The figures below provide an overview of the user
Interface.
3

FIGURES

Figure 1: Browser interface. The left-hand side shows parts of the data entry mask. The
right-hand side gives a graphical overview of the resulting true prevalence and
misclassification parameters showing the values generated by the three MCMC chains
on the x-axis and the resulting a-posteriori probability distributions. Several tabs
provide detailed information on the modeling process assisting the user with the
validation of the analysis.
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Figure 2: Prior knowledge on the characteristics of the diagnostic test (sensitivity and
specificity) can be obtained from validation studies and/or expert opinion. This
information is translated into beta distributions for the Bayesian modeling framework
using the R package rriskDistributions developed at the BfR [8].

Figure 3: The left-hand side shows numerical output of the analysis equivalent to the
graphical output shown in Fig. 1. Mean and confidence intervals for the true prevalence
can be readily gathered. The right-hand side gives an example of one of the integrated
tools for validation and quality control. Assistance with interpreting the graphical output
is provided in explanatory texts.

4

CONCLUSION

In conclusion, our tool offers simple application of advanced methodology and ensures
maximal transparency and quality control. It can improve the yield of information
already available (such as misspecification information of the diagnostic test used) but
often neglected in analyses.
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MOBILE HIGH-ENERGY X-RAY INSPECTION OF CARGO
CONTAINERS WITH COMPLEX SCENARIOS: RESULTS OF THE
SEFLOG PROJECT
Sanjeevareddy Kolkoori1, Norma Wrobel2, Bernhard Redmer and Uwe Ewert
1

sanjeevareddy.kolkoori@bam.de, 2 norma.wrobel@bam.de
BAM Federal Institute for Materials Research and Testing, 12205 Berlin (Germany)

1 RESEARCH BACKGROUND
The research and development (R&D) in the field of safety and security of sea-freight
containers has gained more importance after the U.S. house resolution 1 (H.R.1) ([1],
[2], [3]). According to this law, all the freight containers which are transported from nonU.S. port of origin to U.S. ports should be inspected 100 % against explosive and
contraband materials using non-intrusive imaging equipment and radiation detectors.
As the port of Hamburg and Bremerhaven are the leading container ports in Europe
([4], [5]), it is essential to develop reliable and high-resolution detection technologies for
the non-destructive inspection of large sea-freight containers.
Although there exist several commercially available and stationary high-energy X-ray
inspection technologies ([6], [7]) where the line detectors with large pixel size (in the
range from 3 mm to 6 mm) were used, the spatial resolution of the image is
significantly limited to between 4 mm and 10 mm. In addition, the frequent false alarms
which are caused by the insufficient screening processes and also difficulties in
evaluating complex and low-resolution radiographic images will often lead to the
manual inspection of the whole container. Consequently, it not only increases the
inspection and evaluation time but also the cost of inspection. To resolve this problem,
German civil security research SEFLOG (Safe and Efficient Logistic processes), BAM
has developed a mobile, high-energy and high-resolution X-ray radiography technique
to detect the contraband and explosive materials in densely packed large containers
over a region of interest (ROI).
Keywords: High-energy X-ray imaging, digital detector arrays, container inspection,
contraband detection, image quality.

2 TEST SPECIMEN FOR CARGO-CONTAINER INSPECTION
In this work, a miniature steel container with a dimension of 60 cm × 30 cm × 40 cm was
constructed for the high-energy X-ray digital radiographic investigations. Fig. 1 shows
the schematic of the miniature steel container. The wall thickness of the steel (ST12
grade) container model is 3 mm which is same as the standard thickness of a shipping
container. Additionally, three shelves with a dimension of 14 cm × 9 cm × 0.3- cm were
fabricated within the container where the simulated threats like bottles filled with
different low Z-materials can be placed.

3 EXPERIMENTAL TECHNIQUE
The schematic of the developed mobile, high-energy X-ray technique for the reliable
inspection of sea-freight containers is shown in Fig. 2. The dimension of the inspected
sea-freight container was 5.9 m × 2.34 m × 2.4 m with a wall thickness of 3- mm. The
major components of the mobile X-ray transmission imaging device are the highenergy radiation source, primary beam collimator, and the high-resolution digital
detector array (DDA) and the data acquisition and image processing.
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A

Figure 1: Schematic of the constructed miniature steel container a) side view and (b)
top view of the test specimen. A: Arrangement of dangerous materials on the shelves.
A pulsed Betatron with 0.6 mm thick tantalum target was used to generate high-energy
X-rays with a maximum energy of 7.5 mega-electron volt (MeV) at a pulse repetition
frequency of 200 Hz. The observed Bremsstrahlung dose-rate in the laboratory
conditions was around 5.4 Roentgen/min (i.e., 47 mGy/min) at a distance of 1 m from
the target. In addition, the focal spot dimension of the radiation source is
0.3 mm × 3 mm, which improves the spatial resolution in the digital image.
In this study, the digital X-ray imaging was carried out using high-resolution digital
detector arrays (model: Perkin Elmer XRD 1622). The detection area of the matrix
detector is 40.96 cm × 40.96 cm and it consists of 2048 × 2048 pixels with a pixel size
of 200 µm. The signal-to-noise ratio (SNR) in the radiographic image can further be
improved by integrating the digital images over a time period and performing optimum
detector calibration. In order to protect the detector electronics from the high-energy Xray radiation, a shielding material made-up of 10 mm thick densimet (tungsten-nickeliron alloy) was used.

4 RESULTS AND DISCUSSION
The in-field high-energy X-ray experimental investigations on cargo-containers were
carried out at the “BAM Test Site Technical Safety (BAM-TTS)” situated at Horstwalde,
50 km south of Berlin, Germany. A section of this unique large-scale test site is
dedicated for testing and validation of novel non-destructive testing (NDT) methods.
20-feet Sea-Freight Container
Radiation Source
X-Ray Betatron (7.5 MeV)
HighResolution
Detector

Figure 2: Experimental setup used for the in-field non-destructive inspection of a 20feet sea-freight container with mock-up dangerous materials and contraband materials.
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4.1 In-field inspection of cargo-containers
Fig. 3(left-top) shows the photograph of the sea-freight container with typical cargo
materials such as structural steel and wooden products as well as simulated
contraband and mock-up explosive materials. The main aim of this experiment is to
detect the explosive simulants which are hidden in the reference test specimen. The
reference test specimen consists of different materials (including liquids, solids and
heavy metals) inside which have a density range between 0.78 g/cm3 and 11.34 g/cm3,
as explained in Section 2. Fig. 3 (right-top) shows the measured digital X-ray image of
the sea-freight container over the ROI, i.e., at the region of reference test specimen
within the container. The glass bottles filled with different low-Z materials are clearly
apparent. The complex structure of the highly attenuated steel engine block could be
identified using the present high-energy X-ray technique.
In the second experimental investigation, we increased the heterogeneity at the region
of reference test specimen consisting of different simulated mock-up dangerous
materials. Here, a 12.5 cm thick heterogeneous concrete structure and a 2 cm thick PE
(polyethylene) barrel were placed directly in front of the reference test specimen as
shown in Fig. 3 (left-bottom). The corresponding experimental X-ray image is shown in
Fig. 3 (right-bottom). The contours of the glass bottles are still identifiable even in the
presence of heavy shielding of thick heterogeneous materials. It can be seen that the
IED mock-up shielded by heterogeneous aluminum (Al) component within the miniature
steel container was clearly detected.
Test Specimen

Figure 3: Left: Photograph of the real cargo-container with different materials inside.
Right: Experimental X-ray image of a real sea-freight container over the region of
interest (ROI). The image was acquired using 7.5 MeV X-ray energy and 5.3 minutes of
exposure time.
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Figure 4: Left: Photograph of the container with contraband material: a large plastic bag
filled with tobacco bundles. Right: X-ray image of the container showing structural
properties of the contraband material. The image was acquired using 7.5 MeV and 1.3
minutes of exposure time.
In order to validate the mobile high-energy X-ray technique for the detection of
contraband materials, a large plastic bag filled with contraband material, in this case
tobacco bundles, was placed within the large container (see Fig. 4 (left)). The
measured X-ray image of the contraband filled plastic bag is shown in Fig. 4 (right). It
can be seen that the structure of the tobacco bundles can be clearly identified even
with large radiation beam travel paths (~1 m) in the contraband material. For a detailed
quantitative analysis, it is important to consider effects of beam hardening phenomena
and scattering from surrounding objects as well as image sensors in the digital detector
array.

5 CONCLUSIONS
In conclusion, a mobile high-energy X-ray radiography for the real-time in-field nondestructive inspection of cargo-containers has been developed. The novel combination
of high-energy X-ray Betatron and high-resolution digital detector array was utilized to
improve the detectability of the contraband materials by enhancing the digital X-ray
image quality. A signal-to-noise ratio (SNR) of ~400 and the image basic spatial
resolution 0.4 mm in the X-ray image was achieved. The potential advantages of the
mobile high-energy X-ray technique to the maritime security include: improved
detection of explosive and contraband materials over a suspected ROI in the denselypacked large containers and assisting the existing stationary and low-resolution 2D
high-energy X-ray methods by reducing the false alarm rates which results in a
reduced need for manual inspections. The developed new technology will be employed
as a second-level non-intrusive inspection method to clarify the suspected ROI that are
obtained from the current customs-used 2D X-ray equipment.
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REDUCTION OF INSPECTION TIMES WITH THREEDIMENSIONAL X-RAY TOMOGRAPHY OF SEA FREIGHT
CONTAINERS BY UTILIZATION OF COMPRESSED SENSING
RECONSTRUCTION METHODS
Frank Sukowski1, Tobias Schön2, Theobald Fuchs3, Jonas Dittmann4, Victoria
Heusinger5, Stefan Moser6
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Abstract
Inspection of sea freight containers in 3-D yields many advantages over state-of-the-art
2-D imaging. In most cases, it can be a real alternative to manual inspection to clarify
suspicious appearing or not identifiable regions from 2-D images. One drawback is that
many projections are needed for the 3-D volume reconstruction, including much scan
time and dose applied to freight. One solution to overcome such constraints is to use
sophisticated reconstruction algorithms such as compressed sensing that produce a
high image quality from relatively few projections.
Keywords: Computed tomography, container inspection, X-ray imaging, reconstruction.

1

METHODS FOR FAST 3-D CT OF SEA FREIGHT CONTAINERS

X-ray computed tomography (CT) imaging of sea cargo or other large freight containers
has many advantages. In particular, a three-dimensional (3-D) digital representation of
the contents of a container allows for a virtual unpacking of the freight, without even
touching the locks of the doors. Provided sufficient spatial resolution, the probability of
detection of illicit or dangerous pieces hidden inside possibly densely packed freight is
close to a manual search of the same (Fig. 1).
Thereby, the virtual unpacking based on X-ray CT is far less costly in terms of
personnel, search time and safety. Nevertheless, the X-ray CT inspection of such a
large object as a sea freight container today shows still potential of improvement.
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Figure 1: Comparison of a 2-D and a 3-D display, respectively, obtained from the same
sea freight container. It is obvious that recognizability of the freight is dramatically
improved by X-ray CT volume imaging.
On the one hand, such an X-ray system exhibits relatively large and complex
machinery to handle the container, the X-ray source and the imaging sensor. On the
other hand, it is always desirable to reduce the time needed for measurement in order
to save time and costs. In the past 12 months, we investigated the possibilities for
reducing costs and scan time by working with a greatly reduced number of projection
images needed to reconstruct a high-quality 3-D voxel representation of the whole
freight container. Thereby, the reduction of measured data is compensated by
sophisticated image reconstruction algorithms which emerged from a class of methods
called compressed sensing (CS) [1].

2

MEASUREMENTS AND RESULTS

Investigations were done in the high-energy test facility of the Fraunhofer X-ray
Development Center in Fürth, Germany. The following main pieces of equipment and
processes were used:
1. Real measurement data acquired with a high-energy CT system. Within a
rotational range of 180°, 250 projections of the full height of a 10-feet-container
were recorded.
2. As test objects, various kinds of household equipment were included as well as
a newly developed quality test pattern, the so-called EZRT star (Fig. 2).
3. Software package providing different types of reconstruction algorithms, i.e.,
conventional filtered back projection and a new approach, a total variation
minimization method for compressed sensing.

Figure 2: EZRT star.
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We reduced the number of angular directions given to the reconstruction program as
input data for volume image generation. Starting with 250 projections within a 180° half
circle, we kept the angular range unchanged but reduced the number of angular
positions. The number of views where the projection data are taken into account for
image reconstruction is successively set to 125, 50 and finally 25 positions.

Figure 3: Filtered back projection reconstruction (250, 125, 50 and 25 projections).

Figure 4: Compressed sensing reconstruction (250, 125, 50 and 25 projections).
Thereby we can show that the image quality achieved by the novel CS methods is still
excellent with largely reduced amount of data, either by the visual impression from the
images, as well as by quantitative measures.

3

OUTLOOK

Future work will deal predominantly with practical issues. Of course, an integration of
the newly developed methods in industrial systems is needed. Further, resulting image
quality in various realistic cases has to be evaluated. Additionally, statistical
estimations will be obtained for the probability of detection for the numerous targets the
customs and police forces are searching for.
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EMPIRICAL RISK ANALYSIS OF HUMANITARIAN DEMINING
FOR CHARCTERIZATION OF HAZARD SOURCES
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1

BACKGROUND AND OBJECTIVE

Even years after the end of armed conflicts, unexploded ordnance (UXO) poses a
serious threat to the civil population (e.g., [1]). Efficient humanitarian demining is a
prerequisite for the sustainable development of the affected regions (e.g., [2]). To this
end, the EU FP7-Security project “Demining toolbox for humanitarian clearing of large
scale area from anti-personnel landmines and cluster munitions (D-BOX)” [3] improves
and develops solutions for all phases of the humanitarian demining process.
The present paper aims at characterizing explosive hazard sources relevant for
humanitarian demining. Different types of landmines, submunitions and fuzes are
identified along with their associated frequency, damage and risk quantities.

2

METHODOLOGY

We focus on a database-driven analysis of hazard sources and their empirical risk
assessment. For this we spot, collect and categorize publicly available historicalempirical data on humanitarian demining accidents and on explosive hazard sources.
We identify hazard source attributes sufficient for empirical risk assessment. After preprocessing the collected data, we apply statistical methods and time series analyses.
First, we identify categories of hazard sources. To this end, we determine the absolute
and relative distributions of the number of damaging events with respect to hazard
source types. In a similar way, we determine the absolute and relative damage of
hazard source types in terms of the distributions of different consequence types
(injured and/or fatal casualties). With histograms, we compare hazard source types
using annual event frequency, different consequence types, and risks for the
consequence types.
Secondly, we further characterize the different hazard source types. We analyze the
time evolution of the frequency, damage and risk quantities of the hazard source types.
In few cases, we find decreasing risks, i.e., a kind of learning curve. We apply common
f-N and F-N curves using annual frequencies to assess the risks (e.g., [4], [5]) as well
as modified f-N and F-N curves using relative frequencies. Furthermore, we compare
the risks of different hazard sources and hazard source types with a 2D scatter chart
similar to an f-N plot in which each hazard source is represented by a point and its
location is determined by the severity of a consequence type and the annual event
frequency. These approaches are used to further refine the hazard source
characterization.
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DATA GATHERING AND ANALYSIS

In search of publicly available historical-empirical data on humanitarian demining
accidents and explosive hazard sources (especially landmines and submunitions), we
find data sources which provide either data on UXO or data on demining accidents.
The most comprehensive publicly available data sources for landmines and
submunitions are Jane’s Mines & EOD Operational Guide [6], the Collaborative
Ordnance Data Repository [7], the Cluster Munitions Identification Tool [8], the
Munitions Reference [9], the book Anti-Personnel Landmines [10], the private website
LEXPEV [11], and Wikipedia [12], [13]. Regarding humanitarian demining accidents,
the Database on Demining Accidents (DDAS) [14] is the only comprehensive data
source which is publicly available.
Analyzing the data sources, we identify publicly available attributes of hazard sources
required for the quantitative mine risk assessment, such as shape, dimensions, mass,
casing material, explosive type, and explosive mass. For instance, those attributes can
be used to quantify blast parameters with the help of simplified Kingery-Bulmash
polynomials according to Swisdak [15] and to estimate initial fragment launching
conditions using empirical-analytical methods, such as Gurney equations [16], Taylor
angle [17] and Mott distribution [18]. Furthermore, we identify publicly available
attributes of damaging events during humanitarian demining which suffice for an
empirical risk analysis of hazard sources, such as name and type of mine, year of
damaging event, number of victims (divided in injured and fatal casualties), country of
damaging event, type and cause of damaging event, type and severity of injuries, and
used protective equipment.
For an empirical risk analysis of humanitarian demining, the following categorization of
hazard sources proves sufficient: anti-personnel (AP) blast mines, AP bounding
fragmentation mines, AP fragmentation mines (including AP directional mines), antitank (AT) mines, submunitions, fuzes, and other UXO. The category other UXO
includes all other ordnance which is rarely involved in recorded demining accidents,
such as grenades, mortar bombs and improvised explosive devices. A pre-processing
of the worldwide data on demining accidents gathered from DDAS [14] is made
accordingly before conducting an empirical risk analysis.

4

RESULTS OF EMPIRICAL RISK ANALYSIS

Fig. 1 shows the relative distribution of the number of damaging events with respect to
hazard source types as well as the damage in terms of the distributions of the two
consequence types victims (i.e., injured and casualties) and casualties. Most recorded
demining accidents occur with AP blast mines since this is the most commonly used
type of landmine. However, AP bounding fragmentation mines cause the most damage
in terms of casualties since they spread lethal high-velocity fragments at a height of
0.5 m to 1.5 m above ground level in all directions leading to larger hazard areas.

Figure 1: Relative distributions of the numbers of accidents (left), victims (center) and
casualties (right) with respect to hazard source types.
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A comparison of hazard source types using absolute values of annual event frequency,
different consequence types (injured and/or casualties) and risks for the consequence
types confirms the above result: See histograms in Fig. 2 in the top left, top right and
middle left. The risk scatter chart of Fig. 2 in the middle right considers only hazard
sources which were involved at least in three recorded demining accidents. For some
hazard source types, we identify characteristic areas within the risk scatter chart. AP
blast mines usually show small consequences but can have high event frequencies. AT
mines are associated with high consequences and low frequencies. AP bounding
fragmentation mines hold a position in between. Similar results are obtained from the
common F-N curves in Fig. 2 in the bottom left. The modified F-N curves in the bottom
right give information on the distribution of the extent of damage in case of a damaging
event. AP bounding fragmentation mines and AT mines show the greatest damage
potential.

Figure 2: Comparison of hazard source types using frequency (top left), damage (top
right) and risk quantities (middle left) as well as a risk scatter chart (middle right),
common F-N curves (bottom left) and modified F-N curves (bottom right).
Analyzing the temporal evolutions of frequency, damage and risk quantities associated
with the single hazard source types, we identify decreasing risks for few types: for
example, for AT mines as illustrated in Fig. 3. The risk decrease for AT mines results
not from a reduction of the number of damaging events but from a considerably
mitigation of the extent of damage (i.e., the number of victims per accident).
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Figure 3: Temporal evolution of frequency (left), damage (center) and risk quantities
(right) of AT mines.
With the help of the empirical risk analysis, we are able to confirm hazard source types
as well as to identify those that pose the biggest threat for humanitarian demining: for
example, AP blast mines because of high event frequencies and AP bounding
fragmentation mines and AT mines because of high consequences. If enough data is
available, the above methods can be also applied to single hazard sources, countries,
etc. Regarding single hazard sources, we find that the AP mine PMN (e.g., [19]) poses
the biggest risk for humanitarian demining.

5

SUMMARY AND CONCLUSION

The present work focused on a database-driven analysis of hazard sources and their
empirical risk assessment. We listed the most comprehensive publicly available data
sources for landmines and submunitions and for humanitarian demining accidents. We
showed which hazard source attributes suffice for the empirical risk assessment and
how to categorize demining hazard sources. We provided examples how to apply
statistical methods and time series analyses to historical-empirical data in order to
assess different hazard sources or hazard source types. The empirical risk analysis
identified different types of landmines, submunitions and fuzes along with their
associated frequency, damage and risk quantities. Based on the analysis results, we
identified hazard source types that pose the biggest threat for humanitarian demining.
The findings allow us to define and implement an interactive online database structure
for explosive hazard sources which provides new attributes for the risk assessment and
methods for the empirical risk analysis of humanitarian demining. In this context, we
also presented publicly accessible attributes that will be used for a quantitative mine
risk assessment of the hazard sources. We believe that historical-empirically validated
quantitative risk assessment has the potential to further improve a risk-aware
humanitarian demining process.
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HIGH-FREQUENCY ELECTROMAGNETIC SIMULATION OF
WIND TURBINES IN REALISTIC SCENARIOS AND
APPROXIMATION TECHNIQUES FOR REDUCING THE
COMPLEXITY OF COMPUTATIONS
Frank Weinmann
frank.weinmann@fhr.fraunhofer.de
Dept. Antenna Technology and Electromagnetic Modelling AEM,
Fraunhofer Institute for High Frequency Physics and Radar Techniques FHR,
Fraunhoferstr. 20, 53343 Wachtberg (Germany)

Abstract
This paper reports current research on high-frequency electromagnetic (EM) modeling
of wind turbines using a ray tracing approach. The simulation method is well-suited for
modeling of full wind farms in realistic scenarios but requires considerable computation
time for generating accurate results. For this, the accuracy of approximate methods
such as analytical approaches or neglecting the coupling between the single turbines
within a wind farm is studied here.
Keywords: EM simulation, ray tracing, wind turbines.

1

INTRODUCTION

Due to the growing need of sustainable and clean energy, the number of wind turbines
is continuously increasing in many countries. Apart from the increasing number, also
the height of the turbines is increasing in order to provide higher power output. To
exploit the wind energy more efficiently, wind turbines are often grouped as wind farms,
which generally consist of up to 50 or even more single turbines. Current wind turbines
can reach total heights up to 200 m and the spacing between the turbines within a wind
park often equals several hundred meters.
Such scenarios may give rise to electromagnetic (EM) interference if wind turbines are
placed at short distances from sensitive radar systems, e.g., weather radars, airport
surveillance radars, or military surveillance radars [1]. As an example, false targets or
Doppler effects might be generated, or targets might disappear due to shadowing
effects. While some of the effects caused by wind turbines can be mitigated using
modern signal processing techniques, the shadow effects still remain because the
signal is lost in the background noise. Thus, the estimation of shadowing caused by
wind turbines is an important task when evaluating the compatibility of a wind turbine or
a wind farm with a radar system.
While the accurate EM modeling of a single turbine already can pose a problem, the
computational complexity of simulations in realistic environments including the terrain,
vegetation, and buildings is very large because the size of a scenario can exceed
several 100,000 wavelengths at relevant frequencies (example: at f = 3 GHz, 100,000
wavelengths is equal to 10 km). This is the reason why full-wave methods such as the
Method of Moments (MoM) can be applied only to single wind turbines in free space for
validation purposes. Contrary, high-frequency methods, such as ray tracing based on
Shooting-and-Bouncing-Rays (SBR) and Physical Optics (PO), can treat arbitrarily
large scenarios with reasonable memory requirements and include dielectric terrain
properties as well as multiple reflections between the wind turbines within a wind farm.
However, if accurate results are required, these methods still require immense
computational resources. Due to this reason, approximate methods, e.g., neglecting
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multiple reflections or based on simple macroscopic formulations, are studied in this
paper.

2

TEST GEOMETRY AND SIMULATION RESULTS

For the EM simulations in this paper, a generic model of a wind turbine with a total
height of 150 m and a rotor diameter of 96 m is used (Fig. 1). In the literature
concerning wind turbines EM simulation, most commonly the radar cross section
(RCS), which describes the amount of scattered power returned to the radar system, is
addressed. If the scattered fields are calculated over a series of time steps, these data
can also be used for Doppler analyses [2]. It should be noted that the RCS of such a
big target strongly depends on the aspect angle [3] and may change by more than
20 dB or even 30 dB within a few degrees of aspect angle. However, if shadowing by a
target is to be analyzed, the RCS is not a well-suited figure. Instead, the total field
strength (i.e., the superposition of the scattered and the incident fields), is studied in
the scope of this paper. It is noted that the calculation of large 2D field plots (i.e., a very
large number of observation points) takes considerable computation time, even when
only simplified scenarios are modeled [3]. Thus, the accuracy and limitations of two
approximate approaches are studied in the following subsections.

Figure 1: Generic wind turbine used in the simulations.

2.1

Fresnel approximation

Fresnel approximation [4] is a very simple analytical method of estimating the total field
strength in the shadow region of a scattering object. The formulation merely depends
on the distance Dto between the transmitter and the object, the distance Dor between
the object and the point of observation, and the lateral extent d of the object. The
relative field strength in the shadow zone behind the object can be approximated as:
Erel = 1 −

( Dto + Dor ) d 2
Dto Dor λ

,

where λ is the wavelength of the incident wave. It should be noted that the formulation
above assumes that the scattering object is extended infinitely in z-direction, which is
more or less true for the tower of a wind turbine. Assuming a target in the shadow zone
of the object, the reduction of the received power at the radar system is 40 log(Erel).
For a single wind turbine in free space, as shown in Fig. 1, the field strength along a
linear path from x = -10 km to x = +50 km, y = z = 0, and the wind turbine at
(x, y) = (0, 0) is calculated using both the full ray tracing simulation and the Fresnel
approximation. The results are plotted in Fig. 2.
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Figure 2: Simulation of field strength along a linear path.
It becomes obvious that the Fresnel approximation shows very good agreement to the
total field (i.e., scattered field plus free space field) in the shadow zone except at rather
small distances behind the wind turbine. The obvious benefit of this approach is the
instant calculation of field strengths even for a large number of observation points. The
main limitation, however, is the fact that this fast approximation is valid only in the
shadow zone of an obstacle and thus cannot accurately predict interference effects
caused by a group of wind turbines, which generally lead to rather complex field
patterns [3], [4]. Nevertheless, Fresnel approximation may be a good first estimate for
analyzing the effects caused by a wind turbine.

2.2

Coupling between multiple targets

Another method of simplification of a complex wind turbine scenario is neglecting the
coupling between the single turbines within a wind park. Thus, each wind turbine in the
scenario can be modeled separately, which may significantly reduce computational
efforts. Apart from that, an extension of an existing wind farm can be modeled by taking
the “old” results and simply adding the scattered fields’ contribution of the new wind
turbines. The question of validity of this approach is discussed in the following simple
example scenario.
Three wind turbines as shown in Fig. 1 are placed at (x, y) = (0, 0), (250 m, 25 m),
(-250 m, -25 m) and the total field strength relative to free space propagation (including
coupling between the wind turbines) is calculated in a narrow area behind this small
wind farm (Fig. 3). It is interesting to note that the “shadow zone” behind a turbine is
concentrated mainly to the geometrical shadow. Fig. 4 shows the same configuration
after calculating the scattered fields separately for each wind turbine and finally adding
the complex scattered fields from each turbine. Coupling between different wind
turbines is neglected in this second case.
From the results, it becomes obvious that neglecting the coupling between the single
turbines in a wind farm is a very good approximation, at least in this example of three
wind turbines. However, a closer analysis of the data indicates that this statement is
true only at distances larger than a few kilometers behind the wind farm. At short
distances behind the turbines and especially in between the turbines, considerable
deviations (in the range of several decibels) are observed. Further investigations are
yet to be carried out.
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Figure 3: Relative field distribution behind a group of three wind turbines (log. scale).

Figure 4: Same configuration, neglecting coupling between wind turbines.

3

CONCLUSION

Motivated upon the fact that the electromagnetic modeling of wind farms is
computationally very demanding, two approximate techniques are studied in this paper.
While the Fresnel approximation is a very simple analytical approach, the full ray
tracing is performed separately for each turbine in the second approach. Both
techniques are shown to produce accurate results at far distances behind the wind
turbines but have their limitations when coupling between the turbines is relevant (i.e.,
at observation points close to the turbines). Thus, current work includes both ray-based
modeling of full wind farms as well as further studies on approximate approaches.
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Abstract
In these times, we meet an increasing demand for security beyond traditional warfare
scenarios. The protection of borders including maritime borders, critical infrastructure
on land and offshore, the need for protection of sovereign rights and enforcement of
duties create demands also beyond the anti-terror scenarios which dominated the
discussion until now. The security market of today opens many opportunities which
need new and innovative solutions and concepts different from available product
portfolios.
Smart SIGINT should allow a broader view on the electromagnetic signal scenario.
Further sources beyond the traditional emissions from communication and radar
equipment open additional opportunities (proforma, instrumentation, telemetry).
Passive coherent localization (PCL) could be an additional option to detect, localize
and track objects by processing reflections from non-cooperative sources of
illumination in the environment.
A Smart SIGINT scenario, in addition, fuses the information from different sensors in a
unified and integrated way in order to get the most relevant information in time
correlating the different sensor information at the right point in time. Information fusion
can be performed at different stages in the analysis process.
Keywords: Radio reconnaissance, signals intelligence, communications intelligence,
information fusion, unified message.

1

DEFINITION OF SMART SIGINT

SIGINT is traditionally intelligence-gathering from the scenario of electromagnetic
waves by the collection, processing and analysis of signals from communication
(COMINT) and radar systems (ELINT). Relevant systems have been around for a
couple of decades. They have been often designed as standalone solutions, each
dedicated to a certain class of signals, an application or threat, a group of users or for
certain platforms. Customers’ requests led the community of suppliers to specific
developments fulfilling just current needs without any chance to apply an economic and
efficient upgrade program over the life cycle or to benefit from the integration of
commercially available products from the market.
The idea of connecting separate systems in a network-centric way or in combination
with a fusion system often fails as a result of missing suitable interfaces and data
models. Closed proprietary solutions do not allow the end-user to easily integrate
systems of different kind or from different suppliers into one integrated SIGINT system
offering the capabilities of flexible tasking, cross-cueing, and the fusion of data,
information or intelligence.
Open standards are needed so different systems can talk to each other more easily.
Open architectures should enable and accommodate different applications.
Configuration instead of programming should be the method of choice to adapt
standard products to the dedicated need of an intelligence office. The following figure
shows the architecture of a Smart SIGINT system.
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Figure 1: Smart SIGINT architecture.
The left side of Figure 1 shows possible sources of information. At the first level, the
information is processed and fused depending on the type of sensor.
Depending on the results of level 1, sensor management is performed. Further
processing leads to information and results at level 2 including tracking, fusion and
warning capabilities. The third level covers information fusion.
In level 3, information, requests and results are stored and retrieved with larger data
bases. The information of level 3 leads among others to intelligence reports.

2
2.1

INFORMATION FUSION
Information fusion traditionally

All information on level 3 covers the principles of the intelligence cycle [3]:
1. Requirement
2. Collection
3. Processing
4. Analysis
5. Reporting
6. Dissemination
(1) The requester initiates an intelligence request. Action is usually taken only on
request for governmental addressees with information demands. Planning and
direction map the request to instructions for the team to make best use of the
resources when replying to the request.
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(2) Collection gathers all data and information relevant to accomplish the request:
tasking of sensors for information acquisition with technical equipment, e.g., from
Smart SIGINT for collection of relevant information.
A consequence is the creation of a request-related data space from an archive
(universal collection-, event- and intelligence data base) in external databases and
other sources of the governmental environment.
(3) Processing and collation of raw information is used to add value to structured and
unstructured information step-by-step and, if possible, automatically.
(4) The analysis returns the answer to the request. The analyst connects the
information from the data space (archive, sensors, and external sources) with his
experience and his knowledge. Apart from the information to be processed, cognitive
abilities are of crucial importance.
(5), (6) Reporting and dissemination accomplish the production process of finished
intelligence with the focus on:
•

Situational awareness, prediction and prevention – to small extent to take
evidence.

•

Visualization of facts and events related to organizations, individuals, locations
and time.

•

Immediate situation reports (time, location, threat, request) as regularly
standard and special reports,

•

Collection and provision of long-term knowledge (archive) and specific doctrine
of the opponent (structures, arms, equipment, locations, methods,
communication, potential, goals and plans).

•

Quality management and reports about effectiveness, reliability (data, IT,
sources), efficiency (content, time, costs) and functionality (sensors, sources,
tools, technology).

In Smart SIGINT scenarios, all findings from the information fusion process have an
influence in the tasking and management of the sensors. For example, a sensor can
obtain a new task, also changing from ELINT to COMINT tasks.

2.2

Information fusion for Smart SIGINT

Besides the traditional roles, information fusion can now be done at the different levels
described in the previous sections.
Using the principle of cross-cueing, it is possible to use and fuse information from one
sensor or sensor group also for the tasking of other sensors.
This leads to the approach discussed here to information fusion on different levels:
•

Fusion at level 1 (sensors) – fusion of sensor information. This becomes
possible with the idea of unified data models: All sensors have the same types
of meta data and attributes. Information of one sensor can be fused already at
level 1 with information from other sensors.

•

Fusion at level 2: At the level of sensor management, information fusion is
performed having already some analysis done. The results of the fusion lead to
situational awareness and can be used also for tactical applications.

•

Fusion at level 3: This corresponds to information fusion, when all available
information and all results of analysis are available. The fusion process also
uses information available as background knowledge and information stored in
data bases (e.g., available from earlier missions).
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The big advantage of this Smart Intelligence Fusion is that information can be fused at
any time of the process. Results are available for both tactical and strategic
applications. Results of any fusion process can be used at other stages.
This leads to a complete picture of situational awareness and detailed highly
compressed intelligence reports – depending on the requested reaction time and
available background information.

3

CONCLUSION

The idea of Smart SIGINT using Intelligence Fusion at different levels leads to a
complete new philosophy of information fusion. According to the application (tactical or
strategic), the point in time for fusion can be determined and also the amount of
information to be fused.
In the future, this approach will be further refined in order to include knowledge from
the different levels and information types.
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Abstract
The reliability of energy supply has become strategically important in recent years. In
addition to political influences and technical defects, the risk to operational safety
through human error is a decisive factor. In this paper, we present a measurement
method for determining the probability of a functional failure occurring due to human
error. The goal is to capture real-measured values for the inclusion of human error in
risk management instead of the probabilistic assumptions normally used, thus
providing a reliable basis for further investigations in human reliability analysis and
human error probability. The accuracy of current methods is limited by the reliability of
the database. Precise knowledge of the probabilities surrounding human error is a
fundamental component of effective accident prevention and accident management in
safety-critical environments, such as those in the electricity industry.
Keywords: Technological impact assessment, man-machine interaction, human error
analysis, energy sector risk assessment.

1

INTRODUCTION

Representative studies to determine human error in practice such as the WASH-1400
study from 1975 only consider energy systems with conventional control, in which each
switch or button has only one function [1]. The increased integration of computer-based
systems has led to complex user interfaces with multiple uses for a single switch as
operating concept. The resulting probability for human error can no longer be reliably
predicted by standard methods, because methods such as event tree analysis cannot
represent cycles in the operation.
In a study with 18 participants carried out at the University of Siegen, a measurement
method was developed which maps human behavior onto a finite state machine using
a structural description language [2]. The participants were tasked with carrying out a
series of measurements independently. The complexity was limited to two digital
displays, three push buttons, three rotary switches and one range selector switch. The
participants underwent a prospective study and explicitly prepared for the
measurement. The aim was for all participants to be familiar with the measuring
arrangement. The prospective studies consisted of a questionnaire developed for this
experiment, with which the self-assessment of the participants and the stress factors
before and during the study were determined. In addition, several fault cases were
explained to the participants, and they had the opportunity to ask questions to get
instructions about how to troubleshoot. The participants were randomly selected to
capture as many different fault cases through measurements as possible. The
measurements were captured on film. The participants’ hands movements were
tracked [3] and the intervals between individual actions measured.
Personal interaction patterns were generated from the captured data and mapped to a
finite state machine. The quantification of the human factor was carried out by
determining the deviation from the ideal path. The measures of deviation were the
number of state transitions and the states reached compared to optimal or safe states.
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This measuring method offers many opportunities to integrate the human factor into
risk analysis, independent of the type of power plant.

2

IMPLEMENTATION

The aim of this study is the development of an application-specific method of human
error analysis. So far, it has been assumed that human error cannot be measured in
practice [4]. For this reason, there is often an absence of reliable risk analysis data
which integrate the chances of human error [5], [6], [7]. To solve this problem and to
develop an application-specific measurement method, an experimental setup was
chosen as a specific method (see Fig. 1). This setup reproduces all relevant aspects of
a standard system under laboratory conditions making it possible to combine high
realism with experimental control. The abstraction of reality is achieved by mapping all
relevant aspects of a system onto the experimental setup. This makes it possible to
generate repeatable conditions for comparisons between different participants, which
can be used for further analysis.

Figure 1: Test subject taking the measurements on the experimental setup.
The selected research methodology was implemented as follows: At the beginning of
the investigation, the subject was tasked with carrying out measurements on an
experimental setup (see Fig. 1). All subjects were previously trained in this
experimental setup. The subjects were therefore very familiar with the measurement
routine and knew the steps required to take a successful measurement. In addition, the
subjects were instructed about various error cases and documents were provided with
instructions on how to solve them. This method of practice was adopted to create
conditions which are standard in real systems. Some subjects also possessed
knowledge of engineering fundamentals and experience with which it should have been
possible to detect and classify errors. The knowledge that it was possible to select the
right solution strategy is a prerequisite for the conduct of the investigation. All subjects
should have the impression before the start of the measurement that they are in control
of the measurement routine and that basically nothing can go wrong. This is a
fundamental part of the investigation and creates conditions that would be expected
with an experienced staff.
The idea is that human error particularly occurs when people feel safe, because they
are unlikely to question the numbers on a familiar instrument display. The experimental
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setup had previously been manipulated so that at least one error would occur even
under correct measurement procedure. The evaluation is based on the video data that
recorded the complete measurement and communication. Hand movements and the
intervals between individual actions were also tracked.
The time from the introductory remarks to the discussion of the results was fully
recorded on video. The time required by subjects varied between 6 and 19 minutes.
The video data were then analyzed and divided according to the situations described
below. In the first situation, an artificially caused error occurred. The time before the
error was noticed was measured. It was also considered whether the test subject had
strictly executed the learned steps and carried out further measurements without
noticing or correcting the error.
In the second situation, the error was detected by the test participant, and had then to
be corrected. It was checked whether the subject had correctly detected which of the
possible errors had occurred. It was then investigated whether the participant had
correctly determined the instructions to apply to correct the error with the help of the
instruction document and whether this was carried out correctly.
In the third situation, no further measurements were possible because the defect could
not be corrected, or because the subject was overwhelmed by the task.
A quantitative evaluation of the data was carried out once all subjects had completed
the experimental setup [6]. The measured data was mapped to the finite state machine
to generate personal or group-specific interaction patterns. It could thus be analyzed
why some subjects were unable to discover and fix the error [8]. The most common
similarities in the activities and verbally expressed thoughts of the subjects were
grouped together and analyzed.

3

DISCUSSION

When commissioning a plant, there is usually no risk analysis taking into account the
human factor because it is not an extremely safety-critical system. Plants are typically
approved in accordance with the 13th BlmSchG [9]. The operator of an installation
subject to licensing the system must ensure that it is working correctly and smoothly.
As part of the approval process (BlmSchG), all conceivable risks are queried by the
licensing authority using standardized questionnaires and their avoidance is discussed.
This includes potential operator errors and employee deviance.
The problem is that first-time errors are not anchored in experience and thus cannot be
avoided through automatic system functions or checklists. Failure in technical systems
is always a direct or indirect result of human activities (e.g., thinking, planning, decision
making and action), and the cause of failure can be found in the management, planning
construction, operation or organization of the technical system. As well as the
susceptibility of the standard process to new-onset disorders, there is a further
weakness in the fact that the quality of preconceived action can only be assessed after
an accident because the checklists are based on theoretical measures or schedules.
As a result, the current schedules in highly labor-intensive processes, along with the
plant operators, become ingrained.
This explains the practical necessity of the research hypotheses presented in this
paper, which involve the abstraction of the human factor in order to simulate a runtime
error mapped to a finite state machine. This assumes one has a reliable experimental
dataset for precise quantitation of the human factor. The investigations carried out have
shown that the presented measurement method makes the generation of such a
reliable database possible. There is a clear need for the quantification of the
fundamental factors that influence human behavior and the subsequent impact on the
probabilistic assessment of structural reliability and risk.
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CONCLUSIONS

By including the human factor in risk analysis, checklists and useful routines can be
added, making plant operation safer. This allows for a high degree of independence in
process control systems, particularly in fully automated plants. It is now possible to
implement pure control-supervision and error routines. In the case of an unspecified
error, the plant can be automatically shut down if, for example, it is threatened by a
fatal deviation from permissible operating limits. Checklists augmented by the inclusion
of the human factor are currently the only method for a targeted intervention by the
operator to place the system into the desired state. Therefore, the minimum size and
staff requirements for plant operation are already stipulated in the approval process.
However, this is mostly based on estimates. Therefore, in the context of the existing
license process, a risk-based error rate will be determined in advance and accepted
instead of using reliable figures to determine the error rate of existing plants. It is
extremely difficult to determine where the boundary is located between calculated risk
and wanton destruction and danger to human life. This demonstrates the need to
develop an application-specific method for the methodical determination and analysis
of human error.
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SPICED – SECURING THE SPICES AND HERBS COMMODITY
CHAINS IN EUROPE AGAINST DELIBERATE, ACCIDENTAL OR
NATURAL BIOLOGICAL AND CHEMICAL CONTAMINATION
Anneluise Mader, Andrea Menrath, Hendrik Frentzel, Mai Dinh Thanh, Susanne
Esslinger, Carsten Fauhl-Hassek, Petra Hiller, Juliane Bräunig, and Bernd
Appel
spiced@bfr.bund.de
Federal Institute for Risk Assessment, Department Biological Safety, Max-Dohrnstraße
8–10, 10589 (Germany)

Abstract
Securing the food chains from primary production to consumer-ready food against
major deliberate, accidental or natural “chemical, biological, radiological and nuclear”
CBRN contaminations is a prerequisite for food safety.
Objectives of the EU project SPICED (full title is given in the headline) are (i) to
characterize the heterogeneous matrices of spices and herbs and their respective
production and supply chains in context with relevant biological and chemical hazards
that can lead to major natural, accidental or intentional contaminations in the food
supply chain, (ii) to improve the knowledge on biological hazard properties as well as
diagnostic methods for appropriate detection, (iii) to reduce (industrial) chemical
adulterations and to ensure authenticity of spices and herbs by evaluation and
improvement of non-targeted fingerprinting methods, and (iv) to improve alerting,
reporting and decontamination systems.
In general, the consortium has set its focus on investigations of the most important
types of spices and herbs (e.g., amount produced, amount consumed, number of
notifications in the Rapid Alert System for Food and Feed (RASFF) system) and on
agents that have shown to hold the potential to contaminate spices and herbs naturally,
accidentally and intentionally. Additionally, possible impact on human health and the
relevance for food terrorism are taken into account.
Spices and herbs are of specific interest for Europe, because the EU spice market is
one of the largest markets in the world. The main challenge working with the spices
and herbs is due to the very heterogeneous nature of the matrices. Furthermore,
potential points of contamination are numerous as the primary production and supply
chains are very complex since most of the condiments are imported from nonEuropean countries.
Keywords: Spices and herbs, contamination, food chain, food safety.

1

INTRODUCTION

Spices and herbs are of specific relevance, as they are natural products that can be
contaminated with several microorganisms, among them pathogenic species. Further,
spices and herbs are contained in almost every processed food, including ready-to-eat
products. Therefore, condiments can be a risk factor since consumers can be directly
exposed if no decontamination process, e.g., cooking, takes place after the spices and
herbs are added to the food. In addition, the identification of condiments as a cause of
a disease outbreak is difficult, as outbreak investigations at an early stage often focus
on major food ingredients instead of minor components, as seen during the
enterohemorrhagic Escherichia coli crisis in Germany in 2011 [6].

618

Poster session: Extended abstracts

Future Security 2014

Berlin, September 16 –18, 2014

In the following, a focus was set on microbial contaminations. They may not be the
reason for most of the alerts in RASFF, but nevertheless, the consequence of
contaminations with foodborne pathogens can lead to major outbreaks as seen in the
largest spiced-associated outbreak identified (Germany, 1993) [3].

2

MATERIALS AND METHODS

In a first approach, data of RASFF were evaluated to obtain an overview on food
issues related to the product category spices and herbs.
The reporting system portals interactive online database was further investigated to
gain knowledge on the numbers and types of microbiological contaminations in spices
and herbs (including data from 1979 to 2012; data corrected by Sudan red notifications
from 2006 to 2011).
Foodborne disease outbreaks related to microbial contaminations of spices and herbs
were collected and evaluated regarding their relevance for the consumer’s health.

3

RESULTS

The numerous alerts (fourth rank of all registered product categories) in RASFF within
the product category “herbs and spices” indicate the need of monitoring for this
commodity (Fig. 1).
Others
14%
Food additives
and flavourings
6%

Mycotoxins
34%

Pesticide
residues
15%

Microorganisms
31%

Figure 1: RASFF notifications in the product category “herbs and spices” differentiated
by the hazard categories (years from 1979 to 2012).
Contaminations, for example, with Salmonella spp., Escherichia coli, Bacillus spp.,
Clostridium spp., Staphylococcus aureus, Shigella spp., fungi, mold and yeasts were
notified in the RASFF hazard categories “microorganisms”. Most of the notifications
were related to Salmonella spp. (about 75 %). Comparison of RASFF data with
literature revealed that, in general, similar pathogens were found. In literature,
additionally contaminations with Cronobacter spp. were reported (e.g., [1], [2]). Overall,
the microbial contamination could reach up to 108 cfu/g, as shown for example by [3].
A comprehensive literature research revealed that at least 15 enteric disease
outbreaks due to spice and herb contaminations have occurred since 1979, the year of
the first spices and herbs notification in RASFF (e.g., [4], [5], [7]). The largest spicerelated outbreak occurred in Germany 1993: an estimated total of 1000 cases of
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salmonellosis. The majority of patients were 14 years old and younger. Various
Salmonella serotypes could be isolated from patient’s samples and implicated food [3].

4

CONCLUSION

Contaminations of spices and herbs can pose a risk to European consumer’s health
and can lead to economic losses for the industry and the society as a whole. By using
available (food safety) systems, first data on spices and herbs contaminations could be
obtained. It is important to keep in mind that also minor components hold major
potential to contaminate a wide range of products in a large-scale distribution area.

5

AMENDMENT

SPICED started in July 2013 for a period of three years and reflects the major players
of the European spices and herbs market from major importer (Germany) over major
re-exporter (Netherlands) to the main European paprika producing country (Hungary).
The authors express deep appreciation to all SPICED partners, namely Austrian
Agency for Food and Health, Austria, Institute of Food Safety, Animal Health and
Environment, Latvia, DLO foundation – RIKILT, the Netherlands, FUCHS Gewürze
GmbH, Germany, National Agricultural Research and Innovation Centre, Hungary,
RTD Services, Austria, University of Limerick, Ireland, Food Research Institute,
Slovakia, Bundeswehr Research Institute for Protective Technologies and NBC
Protection, Germany, Wageningen University – Laboratory of Food Microbiology
(FHM), the Netherlands, European Spices Association, Germany, Fachverband der
Gewürzindustrie, Germany, Van Hees GmbH, Germany, Kräuter Mix GmbH, Germany,
for participating in the project and contributing their expertise.
This research is mainly executed in the framework of the EU project SPICED (Grant
Agreement No. 312631) with the financial support from the 7th Framework Programme
of the European Commission – Directorate-General Enterprise and Industry. This
publication reflects the views only of the authors, and the European Commission
cannot be held responsible for any use, which may be made of the information
contained therein.
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ENHANCING URBAN SECURITY POLICY DESIGN – THE NEED
FOR AN EVIDENCE-BASED APPROACH
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Abstract
Designing effective urban security policies is a complex matter. By nature, policy
development and decision-making processes are characterized by the complex
interplay of problems, interests, political power struggles, and internal as well as
external constraints, especially when many different stakeholders are involved. When it
comes to the field of urban security, decision-making is further complicated because
the causes of crime and social tensions are often unclear and the effects of
interventions are difficult to trace. In this paper, we discuss three major ways by which
urban security decision-making can be improved: scientific substantiation, practicebased justification and data-driven validation. Additionally, we introduce the
BESECURE project (Best Practice Enhancers for Security in Urban Regions:
www.besecure-project.eu), that integrates all three aforementioned approaches into a
versatile and effective policy design platform.
Keywords: Urban security, policy design, decision-support system.

1

INTRODUCTION

Designing effective urban security policies is a complex matter. By nature, policy
development and decision-making processes are characterized by the complex
interplay of problems, interests, political power struggles, and internal as well as
external constraints, especially when many different stakeholders are involved (e.g.,
[1], [4]). Theories of bounded or situational rationality show that decision-making is
wrought with biases, public opinions, and subjective argumentation ([2], [3]).
Furthermore, when it comes to the field of urban security, decision-making is further
complicated because the causes of crime and social tensions are often unclear and the
effects of interventions are difficult to trace. There are so many influence-factors in any
urban environment that it is virtually impossible to isolate specific drivers for specific
changes. As a consequence, policies and interventions to improve urban security are
rarely chosen based on a properly constructed evidence-base, and commonly do not
reach their intended impact.

2

IMPROVING URBAN SECURITY DECISION-MAKING

There are different approaches that can be employed to improve the quality of urban
security decision-making. We briefly discuss three major approaches that are readily
recognizable as underpinning for many established support systems or vocational
training approaches: scientific substantiation, practice-based justification and datadriven validation.
Scientific substantiation refers to the use of academic knowledge to establish an
evidence-base. For typical urban security issues, such as anti-social behavior, youth
crime, vandalism, and domestic violence, there is a wealth of relevant scientific
literature in the social sciences domain, ranging from theoretical studies to empirical
analyses. However, the use of scientific sources by urban security practitioners is
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relatively limited. Scientific publications are typically written for scientific discourse and
not for use by practitioners. Adaptation of scientific knowledge to daily practice is
difficult, and requires academic skills that many practitioners lack.
Practice-based justification refers to the use of practices and experiences from different
urban areas to build up a rationale for a policy decision. There are many national and
international instances of practice collection, usually with the ambition to inform and
educate policy designers on effective policy design. However, the effectiveness of
practices is highly context-dependent. Most practice repositories only recount the
practice itself, and not the corresponding context, such as the social, economic or
demographic environment from which the practice originated.
Data-driven approaches take data as the primary source of evidence, and attempt to
build up a justification for action by analyzing data to identify causes and forecast
intervention effects. However, data analysis is complex and error-prone, and it takes
skill and proficiency to draw valid conclusions from data. Additionally, common data
analysis and visualization systems are difficult to master, and are too time-consuming
for most decision-makers. For these reasons, data analysis is usually put under
responsibility of specialized data intelligence teams, such as police data units. In
practice, this amounts to a very limited use of data by practitioners themselves, and a
high degree of dependency on external parties for understanding the data from their
own target environment.
Most urban security decision-makers will employ these strategies to some extent in
their work, but rarely to their fullest potential. We would like to argue that these
approaches should be combined to be able to significantly enhance the quality of urban
security policy making.

3

THE BESECURE PROJECT

As an exemplar of such an integrated approach, we introduce the BESECURE project
(Best Practice Enhancers for Security in Urban Regions: www.besecure-project.eu).
BESECURE is an EU-funded project that aims to innovate the way policy makers use
knowledge, experiences and data in their decision-making process by developing novel
tools that support the development of evidence-based policies for urban security. Its
primary instrument is a policy design platform that employs all three aforementioned
strategies in an integrated manner. The project revolves around the gathering of
proven practices from eight case study areas across Europe, and demonstrating that
these practices can be augmented with established knowledge sources and shared in
a meaningful way.
The platform consists of three interconnected parts: an inspirational platform, a policy
support platform and an urban data platform. The inspirational platform helps policy
makers to find relevant practices from other cities via an intuitive comparative matching
strategy that matches the user’s own context and issue at hand with stored practices
and associated contexts. Additionally, the inspirational platform suggests relevant
scientific literature as to further support the user in building up an evidence-base.
The urban data platform provides easy-to-use data visualization features, based on
relevant cause-effect patterns drawn from gathered practices and established scientific
work. The platform helps the user to select relevant datasets and visualizations as to
provide substantiation to assumptions about the cause, evolution or location of urban
security challenges.
The policy support platform guides the decision-makers and their team through a policy
design process in which each step revolves around the establishment of an evidence
base, and for which content from the repository is offered. By integrating evidencebuilding features from the other two platforms into a reflective design environment, the
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user is encouraged to construct a well-evidenced policy proposal. The environment
accentuates critical facets of the policy proposal in a structured manner, and thus helps
the user to avoid typical biases that are associated with policy design.
In this manner, the BESECURE platform facilitates scientific substantiation, practicebased justification and data-driven validation, and contributes to stronger, more
evidence-based policy designs.
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1

INTRODUCTION

The requirements on border control vary largely between the different stakeholder
groups involved in the process. While many stakeholders, e.g., border guards and
airport operators, differ in the prioritization of existing requirements, other stakeholders
might even introduce new conflicting requirements. For an overall measurement of
usability and acceptance, a lot of different criteria are to be analyzed based on the
available measuring means and processes.
To verify the identity of passengers, biometric properties, e.g., a picture of the face or
fingerprints, are used for the comparison between the really measured (and observed)
ones and the represented ones stored in the passenger’s travel document. To improve
the control process and to cope with the increasing number of travelers, Automated
Border Control (ABC) systems have been introduced at several airports and some
seaports in Europe. The FastPass project funded by the European Union has the
objectives to develop a reference system for automated border control, to harmonize
the usage of systems and processes, and to evaluate usability and acceptance by all
involved users and responsible authorities.
To consider all relevant stakeholder groups and to analyze their requirements on the
border control process, a stakeholder management system has been set up by
Fraunhofer IOSB within the FastPass project. Comparable to a customer relationship
system it stores and administers all partners as well as all performed interactions with
them.
The resulting set of constraints and requirements of all stakeholders cannot be fulfilled.
Using a metaphor, this is comparable to a ribbon model with restricted length and the
necessity to cover certain points of a path: Not every point can be reached, the
restricted length of the ribbon forces to compromise certain needs. In order to get a
suitable system, the fulfillment of the respective requirements has to be reduced to
realistic properties. In addition, the derived set of requirements on the different levels of
the control process is covered by the respective criteria and their corresponding set of
measurements which is possible inside the project.
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A layer model for the weighting and the dependent analysis steps has been defined.
For the analysis of the criteria and their fulfillment levels, a paradigmatic cycle has
been realized in order to define, analyze, visualize and interpret the results of the
criteria fulfillments. Possible optimizing measures can then be the progressive
development of the system components, the structure and parameterizing of the
criteria and the respective measurement procedures, or even the reconstruction of the
stakeholder needs together with the resulting requirement definitions.

2

THE FRAMEWORK FOR THE EVALUATION

The stakeholder groups and their respective main interests regarding Automated
Border Control are shown in Tab. 1:
Stakeholder group

Interests

Authorities

Security, quality, cost-effectiveness

Border guards

Usability, speed, effectiveness, reliability
Traveler experience, cost-effectiveness,

Facilities

space effectiveness, adaptability to infrastructure,
traveler flow (speed)

Manufacturers
Travelers

All interests of the others, product development and
manufacturing economics and design for “X” factors
Speed, convenience

Table 1: Classification of stakeholders and their interests.
Different interests and the respective requirements and their priorities have been
discussed and defined in a workshop with specialists from all areas in order to derive
an appointment, ranking and weighting for the requirements.
A physical model for the interaction between the fulfillment levels of the respective
requirements for the stakeholder groups is the ribbon model which provides gliders with
cable roles representing the fulfillment levels and a ribbon the length of which
represents the complete amount of available resources. In general, it is not possible to
fulfill all requirements to the complete acknowledged level. Thus, the resources for
every required property that shall be added have to be taken away from one of the
others if it shall not lead to increased costs, weight and space requirements.

Figure 1: Ribbon model for the fulfillment of stakeholder needs.
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Figure 2: The paradigmatic cycle.

3

EVALUATION LOOPS

In order to evaluate and compare different systems, scenarios or measuring
campaigns, there is the possibility to run through all requirements, criteria or measuring
results. The relations between requirements, criteria and measuring rules are: There
has to be at least one criterion for a requirement or more, there has to be at least one
measurement for each criterion. Each criterion may relate to more than one
requirement and each measurement may relate to more than one criterion.
Requirements and criteria are given weighting values representing the importance of
them. These values vary between the different stakeholder groups. That means that
the evaluation results may differ between the groups and also differ dependent on the
choice of the loop. Additionally, there are basic requirements (and criteria) which are
not weighted as they represent a MUST for the success. If one of them is not fulfilled,
the evaluation is finished with the result of zero.

Figure 3: Evaluation loops.
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DISCUSSION

The usability and functionality of ABC gates can only be measured by a complex set of
procedures for data acquisition combined with a comprehensive framework of
requirements, criteria and measurements. The different needs and interests of the
stakeholders vary in a wide range and have to be taken into account within the
evaluation framework. For the three scenarios within the FastPass project, at an air
border (Vienna Airport, Schwechat, Austria), sea border (Port of Mykonos, Greece) and
land border (Moraviţa, Romania), there will be several measuring campaigns,
observations, interviews and questionnaire actions. This will lead to a wide range of
evaluation loops which will enable the project team to compare the reference solution
with former solutions, the scenarios between each other, the evaluation results
between the respective stakeholder groups and – finally – an overall evaluation of the
FastPass system. The evaluation framework, the collected requirements, criteria and
the description of the measuring procedures will be presented at the Future Security
2014 in Berlin.
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Abstract
Biological agents have become an increasingly important potential threat for both
military and civilians. As they are relatively easy to produce and disperse, an early
warning of a spread of biological agents is indispensable and fundamental to establish
a timely defense and to maintain and support effective operability of security forces and
civil protection. Furthermore, it would enable them to take protection, reaction and
response measures, such as, for example, evacuation, decontamination or putting on
protective equipment. Additionally, stand-off bio detection would be a useful tool for
mapping of affected areas. The SoBID project, funded by EDA and conducted by
Fraunhofer INT in cooperation with Isdefe and Ibatech Tecnología, aimed at delivering
insights in potential future technological solutions for stand-off bio detection within a
timeframe of 10 to 20 years from now. The approach chosen for this study is based on
desktop research on the state-of-the-art of technologies and systems related to standoff bio detection, combined with an information exchange workshop. On this basis,
expert interviews were conducted. Based on this research, two distinct roadmaps were
elaborated, taking into account technological feasibility, operational requirements, cost
factors, and commercial availability of components.
Keywords: Stand-off detection, bio detection, laser, spectroscopy, horizon scanning,
technology forecast, technology roadmaps.

1

BACKGROUND

Biological agents have become a potential threat for both military and civilians. An early
warning of a dissemination of biological agents is indispensable and fundamental to
establish a timely defense, to maintain and support effective operability of security
forces, and to initiate civil protection measures.
The SoBID (Stand-off BIo Detection) project funded by the European Defence Agency
(EDA) aimed at delivering insights in potential future technological solutions for standoff bio detection within a timeframe of 10 to 20 years from now. To achieve this, the
project team checked the scientific plausibility of technological stand-off solutions
proposed in the context of bio detection. The approach chosen for this study by
Fraunhofer INT together with two Spanish partners, Isdefe and IBATECH Tecnología,
was based on desktop research on the state-of-the-art of technologies and systems
related to stand-off bio detection, combined with an information exchange workshop
and complementing expert input, e.g., through interviews.
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METHODOLOGY AND FINDINGS

At the beginning of the project, the technologies applicable for stand-off bio detection
were clustered on the basis of a desktop research technology scanning (see Fig. 1).
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Figure 1: Overview of stand-off detection methods (excerpt).
The selected technologies included
•

Laser-induced breakdown spectroscopy (LIBS).

•

Light detection and ranging (LIDAR),
Backscatter spectroscopy, differential absorption LIDAR (DIAL),
IR polarimetry/IR depolarization: wavelength normalized depolarization ratio
(WANDER),
Ultraviolet laser-induced fluorescence (UV-LIF),
Differential scattering (DISC).

•

(Passive) Infrared (IR) spectroscopy, Fourier-transform-infrared (FTIR).

•

Raman spectroscopy (including coherent anti-Stokes Raman spectroscopy
(CARS) and spatially offset Raman spectroscopy (SORS)).

•

Terahertz spectroscopy and mm wave spectroscopy.
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All of these technologies were characterized using a method data sheet template
defined in this project (see Fig. 2), describing the principle of the technologies,
considering assumptions of military needs and requirements, taking into account
different scenarios of application, and identifying relevant stakeholders and research
and development or research and technology programs, respectively.
For several reasons, it is likely that stand-off detection technologies need to be
complemented by additional tools. Remotely controlled point detection could offer such
an important complementary tool. Established methods from molecular biology,
biochemistry, genetics, etc., could be integrated in such a technological solution.
Therefore, the state of the art of selected methods was, too, summarized in method
data sheets.
1.
2.
3.
4.

Short description and definition of the technology
Connection between signal and biological agent properties
Concept: long distance or remotely controlled; passive or active sensors
State of maturity: technology readiness level, TRL and/or according to the following alternative scale to TRL:
I Conceptual stage
II Laboratory experimental stage
III Advanced stage with laboratory validation of components
IV Ready for laboratory demonstration (prototype)
Va Ready for civil market application
Vb Ready for integration in a military operational system
5. Range under optimal conditions (achieved today and potentially achievable)
6. Response time
7. Energy requirements
8. Sensitivity
9. Specificity: Distinction between pathogenic and non-pathogenic substances (e.g. for aerosol detection
interference of materials like natural background, man-made pollution, bio pesticides etc.)
10. Principal limitations (physical limitations), interfering factors (temperature, light, rain, dust, sandstorm) and
potential effects on sensitivity/specificity/range
11. Crucial parameters with regard to application (either general or specific for one technology)
12. If applicable: advantageous combinations with other technologies
13. If applicable: description of detection systems deploying this technology
14. Relevant stakeholders (researchers/research groups/institutions; industry)
15. Relevant past, current and planned R&D/R&T programmes (EDA pMS, EU, USA, selected further
countries)
16. Main drivers / synergies / market pull (other applications, industries, interests or reasons that (can) drive
technology development).
17. Technological limitations (e.g. lack of effective laser source) that may hamper technology/system
developments, and risks (critical issues):

Figure 2: Method data sheet categories.
Although no constraints concerning specific scenarios or missions were applied, the
study concentrated on situations where biological hazards appear as aerosols since in
other cases (e.g., surface, food or water contamination) a stand-off capability is less
crucial.
One difficulty encountered by real-time stand-off detection of biological threat agents is
the fact that once an aerosol has been released, its intensity can change significantly
due to environmental conditions such as rain, wind, etc., and its concentration may be
very low compared to the background. Furthermore, from today’s point of view, it
seems to be impossible to discriminate between pathogenic and non-pathogenic biomaterials without sampling, and there is no technology on the horizon to overcome this
shortcoming.
The SoBID team suggested a twofold solution to this severe limitation, both strands
can be realized independently:
•

A system of systems solution, combining two or more technologies.

•

A dual system capability: A stand-off warning system and a remotely controlled
biological point-detection system for identifying pathogens.
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Starting with the complete range of technologies taken into account for the state-of-theart description, a combination of the most promising technologies in terms of maturity
and operability were chosen to develop roadmaps. Two combinations of “real” stand-off
technologies and one example for remotely controlled biological point detection have
been selected for detailed roadmapping:
•

Stand-off demonstrators:
o UV LIF LIDAR with WANDER LIDAR with DISC.
o DIAL LIDAR with WANDER LIDAR with DISC.

•

Remotely controlled biological point detection demonstrator with sampler for
PCR (polymerase chain reaction).

Combining the technologies described in the stand-off demonstrator roadmap,
advancements in individual performance and complementarity make it possible to
expect a stand-off technology demonstrator that can provide a “detect to warn”
capability at stand-off ranges (5 km to 10 km) and some classification capabilities with
reasonable reliability and accuracy in a ten year perspective for both variants of standoff demonstrator.

3

OUTLOOK

However, additional actions, which are not strictly technological developments, need to
be undertaken in order to provide full operational capability. Firstly, detailed knowledge
on normal background, fluctuations and patterns is a prerequisite for stand-off bio
detection, as the amount of biological material posing a threat in relation to measurable
signals and signal-to-noise ratios is a principal limitation for stand-off bio detection
capabilities. Secondly, systematically defined and commonly shared testing conditions
should have high priority. This aspect includes the need to standardize and raises the
question of test facilities. Most relevant tests conducted so far have taken place outside
the EU.
Factors beyond the scope of this study determine the pros and cons for initiating
necessary additional actions (e.g., shared test and evaluation facilities), i.e., the
assumed type of missions, the financial framework, the perceived threats and risks with
respect to biological agents (including type, amount and distribution means), the
perceived threats and risks in relation to other threats and risks, and the resulting
operational needs and political decisions.
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Abstract
Regarding terrorists’ threats posed by explosives and improvised explosives devices,
there are needs for reliable, rapid, highly sensitive and selective detection measures.
Our approach is to develop molecularly imprinted polymers, MIPs, on the one hand as
particulate substance selective sample enrichment materials to trap and enrich
explosives traces from air. On the other hand, we want to use layered MIPs as
selective sensor coating layers to be combined with different low-cost sensor platforms
(e.g., QCM, SAW, Gas-FET, etc.) as portable, handheld sensor units or in fixed sensor
networks capable to detect explosives, taggents or precursors from air. A relatively new
work stream at ICT is also looking into the application of so-called MOFs, metal organic
frameworks, as selective adsorber materials. In the current presentation, a short
overview will be given about the studied synthesis and coating technologies, the used
characterization techniques as well as the already achieved results.
Keywords: Explosives detection, selective MIP, MOF, particulate adsorber, sensor
coatings.

1

INTRODUCTION AND OBJECTIVES

MIP and MOF adsorbers have a three-dimensional porous structure with high inner
surface values and high adsorption capacities for specific target substances. Ideally,
MIP trap and enrich the targeted explosives and do not adsorb any other background
substances typically present in the air (such as perfumes, fragrances, etc.), and these
adsorbers enable the detection of explosives plumes even if they are present in the
sub-ppb or lower.
MIPs are pure organic materials which are synthesized in the presence of the later
targeted explosive substance and like enzymes they possess substance-selective
adsorber sites after cleaning procedures have extracted the target molecules and the
residual reaction agents. The effectiveness of the particulate MIP adsorption properties
highly depend on the synthesis conditions (e.g., type of used monomers, organic
solvent as porogen, emulsifier, UV-starter and cross-linker as well as their relative
percentages in the formulation, temperature, time, stirrer conditions etc.). In the case of
so-called core-shell MIPs, cs-MIPs also the material type of the inert core as well as a
suitable linker procedure is needed to be able to synthesize a thin MIP layer onto the
cores. Recent work was also directed to css-MIPs. These contain an inert core coated
with a special very thin layer of a microwave-heatable material and on the outer side
the sensing MIP layer. Advantages of the cs- and css-MIPs will be the capability to use
larger air volume flows through the packaging material and for css-MIPs also a faster
desorption possibility of the trapped analytes into the detector device (e.g., MS).
If MIPs are used as sensing layer in low-cost sensor platforms such as QCMs, SAWs,
Kelvinprobes or Gas-FETs, these need different layer thicknesses and sometimes
different linker procedures depending on the sensor surface material (silica, gold,
silver, etc.). Therefore, we studied different coating technologies such as nanoplotting
or spin coating combined with UV polymerization and newly also so-called grafting-
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from or grafting-to synthesis approaches. In any case, the formulation configuration
and the coating conditions must be specially and differently adapted to achieve layers
of some micrometers or some nanometers.
MOFs are crystalline materials composed of metal ions or clusters (e.g., Zn, Cu, Fe)
connected by organic linkers (e.g., terephthalate). Preliminary work on MOFs was done
using some commercially available MOF materials such as MIL-53(Al) and ZIF-8, but
future work will also look into suitable ways to tailor the adsorption properties of MOFs
to the targeted threat components by varying the MOF modules.

2

CHARACTERIZATION AND EVALUATION OF SENSING MATERIALS

Particulate MIPs and cs-MIPs synthesized so far were especially characterized for their
internal surface areas and pore diameters (via BET) and their particle size distributions
(laser diffraction spectrometry). The geometric structure and pore sizes were also
scanned via raster electron microscopy. In case of layered MIPs, also AFM images
were used to determine the achieved pore structures. Achieved cleaning grades after
synthesis were evaluated using special in-house GC-MSD techniques using headspace or SPME-pre-sampling methods [1], [2]. For evaluating the selective adsorption
properties of MIPs/cs-MIPs, the materials were treated using homemade gas
generators providing distinct low concentrations of targeted explosives (e.g., TNT, DNT
or DMNB). The off-line-loaded samples afterwards were characterized again using
SPME or HS-GC-MSD techniques. The imprinted material was tested against the nonimprinted correspondent (synthesized without using the target in the formulation). Best
materials were also tested online using a special tandem adsorber/desorber device
coupled to GC-TOF-MS [2].
Adsorption properties of synthesized/coated layered MIPs were studied using QCMs or
Kelvin probes as transducers together with our homemade gas generators [1], [3].
In case of css-MIPs, preliminary work was directed to find suitable microwave “coating
materials” which enable preferably the highest heating rates per second. In that case,
different materials were until now coated on small plates or on glass pearls testing
different coating technologies. Reachable heating rates were tested using special
techniques set-up in-house [4].
In case of MOFs, so far a commercial gas generator was integrated in front of the TDGC-TOF-MS system to evaluate the applicability of the gas generator as well as
determining preliminary results regarding the adsorption properties of selected MOFs
against small and highly volatile precursor components such as NM or NB [5].

3

SELECTED RESULTS AND DISUSSION

A lot of work effort was directed to find out the best configuration of the MIP
formulations and the best synthesis conditions. Fig. 1 exemplarily shows extremely
different MIP particle types obtained via suspension polymerization using chloroform,
CHCl3 or carbon tetrachloride, CCl4. Using CHCl3 as porogen solvent synthesis leads
to spherical, porous polymers with mean particle sizes of about 20 µm to 40 µm and
specific areas up to 400 m²/g. In case of CCl4, the solubility and prearrangement of all
ingredients of the MIP suspension mixture was rather poor, yielding asymmetric
irregular, hollow particles.
Best tested synthesis conditions using chloroform as porogenic solvent in combination
with PEG4000 as emulsifier led to uniformly layered core-shell MIP particles having
sizes of about 230 µm and BET surface area values of about 240 m2/g to 270 m2/g with
a pore radius of 28 Å to 33 Å. As used for the full polymeric MIPs, the core-shell MIPs
were synthesized using about 83 % of EGDMA, ethylene glycol dimethacrylate, as
cross-linker.
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100 µm

Figure 1: SEM images of spherical, porous MIP particles using CHCl3 (left) and hollow
irregular MIP particles using CCl4 as porogenic solvent (middle) and SEM of obtained
core-shell MIP particles (right, CHCl3 used).
During the BMBF-financed project EXAKT, we achieved an up-scaling of the synthesis
process from lab-scale (glass ware, 10 g per batch) to a pre-technical scale yielding
about 200 g per batch, including the necessary cleaning procedures after the synthesis
step [2]. For this, a special reactor with two parallel 6 L reactors was designed,
installed, tested and successfully optimized. Moreover the synthesis formulation had to
be further adapted, especially for the synthesis of cs-MIPs.
Different core materials for cs-MIPs were tested (e.g., magnetite cores or SiO2 cores).
Silica cores showed the best results as they offer the most suitable linker procedure for
depositing a thin adhesive layer to bind the MIPs onto the cores. The best suitable
anchoring technique used an acrylate-based anchor applied in a special fluidized bed
reactor.
For the explosives targets tested so far (TNT, DNT, DMNB), we were able to achieve
MIPs and cs-MIPs showing enhanced, selective adsorption characteristics compared to
their NIP correspondent. Best formulations slightly differ for full polymeric and coreshell adsorbents, especially in the type of best pre-polymer (acrylamide, AA,
methacrylic acid, MAA, or methacrylic amide, MAAM) and in the type and amount of
used emulsifier (PEG for MIPs and PVA for cs-MIPs in different amounts related to the
used monomer).
Fig. 2 exemplarily shows the measured average MS-TOF-peak areas after onlinetreatment of TNT-imprinted cs-MIPs and cs-NIPs in a distinct TNT/nitrogen gas stream
for a short adsorption step and following thermal desorption from the adsorbers into the
TOF detector. Given peak area values are the mean values of 400 cycles of adsorption
and desorption using the same filled trap. The cs-NIPs show no capacity for adsorption
of TNT. Best imprint effect shows the AA-based cs-MIP followed by MAAM and MAA.
TNT adsorption of produced Core-Shell MIPs and NIPs
100000

TOF MS Intensity [a.u]

MAAM
10000
1000
100

AA

MAA
100 µm

JH 225 NIP
JH 223 MIP
JH 227 NIP
JH 230 MIP
JH 229 NIP
JH 228 MIP

10
1

Figure 2: Averaged measured TOF peak intensities after TNT adsorption on core-shell
MIP and NIPs (online treatment for 8 min using TNT gas generator) and subsequent
desorption from tandem desorber after 400 cycles.
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Adsorption tests of these TNT-imprinted cs-MIP materials using DNT or DMNB in the
homemade gas generator showed nearly no cross sensitivity to the other target
analyst.
Some preliminary test measurements above realistic IED probes (Fig. 3) were made
using a specially prepared radio IED equipped with a block of technical TNT in the rear
of a radio, which was wrapped in a polymer foil. Using the best TNT-imprinted cs-MIP
as adsorption material in the TD-GC-TOF-MS system, TNT was positively identified via
airborne sampling near the radio. When replacing the TNT cs-MIP in the tandem
adsorber with the best DNT-imprinted cs-MIP, DNT could also be identified (typical
component in technical grade TNT, 1 % to 2 %). In case of Tenax used as adsorbent in
the tandem desorber, only DNT was detected. Furthermore, the Tenax material
trapped a lot of different softeners and polymer foams from the radio. Compared to
that, the produced cs-MIPs trapped a very low number of contaminants from the radio
plume and in lower amounts compared to Tenax.

Figure 3: Radio containing technical TNT block wrapped in foil (left) and (right) TDadsorber tubes filled with TNT-specific MIP (before testing in the TD-GC-TOF-MS
system).
Synthesis of TATP-imprinted cs-MIPs is currently ongoing; until now, the cores are not
fully coated and the achieved particles grow to large (up to 1 mm). Improvements may
be achieved using a new type of stirrer and/or altering the synthesis formulation
(monomers, linker to cores, emulsifier potentially better related to TATP structure, …).
In the BMBF-financed project NanGasFET, we intensified the MIP work directed to
layered, spin-coated MIPs using so-called Kelvin probes as test platform. Kelvin
substrates serve as test modules for capacitive suspended gate field effect transistors,
SG-FETs. Results, e.g., achieved for TNT-imprinted Kelvin substrates show that
current layered MIPs may be used as selective sensing layers in SG-FETs. Currently,
10 ppb of TNT or lower are detected with low cross sensitivity to interfering substances
[3].
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C-IED: COMPREHENSIVE CONCEPTS FOR DUAL-USE
SECURITY APPLICATIONS
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Abstract
In this contribution, we will present recent results from our research activities in the field
of “Protection Technologies, Security, and Situational Awareness” for both civil and
defense applications.
Keywords: Active imaging, change detection, ballistic studies, blast protection.

1

RESEARCH BACKGROUND INFORMATION AND GOALS

Detecting improvised explosive devices (IED) and the mitigation of their effects are
challenging tasks for both defense and civil security applications. Overseas operations
of the armed forces have highlighted the fact that a large number of casualties is due to
IED. However, recent terrorist attacks on railway systems in Europe also demonstrated
the need for detection and mitigation in a civil setting [1]. The challenge of the counterIED activities is to be faced by the evolving techniques used at terrorist attacks. In
order to stay ahead of the threat evolution, the ISL pursues its efforts on different fields
of research: the activities in the field of situational awareness [2], [3] deal with the
detection, localization and the characterization of a threat. Stand-off detection
techniques are currently of major interest, in particular for homeland security. The
research field “protection technologies” tackles the problems of threat defeat and target
protection. Threat-defeat research investigates topics on how to neutralize a threat or
how to mitigate its effects during the EOD operation. Target-protection activities are
dedicated to improvements of ballistic protection technologies based on judicious
combinations of classical protections materials and new nano-components [4]. The aim
of our research efforts within the Division “Protection Technologies, Security, and
Situational Awareness” at the ISL is thus to obtain a detailed knowledge of the threat
and the effects of the threat in order to provide a customized optimized solution for the
protection of the soldier and security personnel, respectively.

2

METHODS AND RESULTS

In order to be able to design and develop a customized solution for an optimum
protection, a detailed knowledge of the threat as well as a deep understanding of the
effects of this threat have to be obtained. The studies related to the physical protection
of personnel and assets against explosive threats are thus organized around three core
activities: threat characterization (projectiles, explosives), threat defeat (disruption,
mitigation) and target protection (personnel, platforms). Investigations are carried out
on conventional and novel military threats as well as on highly versatile improvised
explosive devices such as multiphase blast explosives or home-made explosives. The
experience which the current research team has gained over many years with respect
to the detonation behavior and effects of a wide variety of energetic materials has
helped to tailor all different protection technologies which are currently investigated at
the ISL [5].
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Optical technologies are particularly promising for detection purposes. For example, we
are developing an optical system based on a real-time change detection algorithm
which, along frequently used itineraries, can detect and highlight recently abandoned
objects, or recently turned-over soil near the road. On the other hand, this system can
be equally well used for securing critical rail lines.

Figure 1: Counter-IED change detection system on a German military vehicle.
In the field of advanced visionics, ISL has a great experience in range-gated active
imaging. This technique is used for night vision and vision through obscurant, fog,
smoke or camouflage netting. The researches in this field are three-folded [6].
Firstly, ISL has developed some theoretical models to predict the performance of
optronic systems in terms of range and image quality. Atmospheric propagation
parameters or component characteristics are taken into account. Secondly, ISL is able
to develop and sell different types of active imaging system with very high TRL level for
different applications. We have developed different night vision prototypes working at
532 nm, 808 nm or at 1.5 µm (eye-safe) with ranges from a few meters to 15 km.

Figure 2: 808 nm portable system (range 3 km), 1.5 µm surveillance system (range
3 km) and 1.5 µm goggle for police applications (range 200 m).
These systems have been evaluated by the French forces in Afghanistan or are used
by the police to make surveillance in socker stadiums. Underwater imaging is also a
topic with military and civilian applications. Thirdly, we are developing some new
techniques in the field of advanced visionics. ISL developed some original and powerful
3D techniques, able the reconstruct scenes ranging from a few centimeters to several
kilometers.
ISL has also long-standing experience in the field of ballistic protection [7]. This activity
is dedicated to defeating the threat caused by the kinetic energy of gun-fired
projectiles, explosively formed penetrators or fragments. Research activities combine
experimental and theoretical investigations with numerical simulations. They focus on
the mechanisms of impact, penetration and perforation and on the characterization and
modeling of materials at very high strain rates (metals, ceramics and fabrics). In
particular, the ballistic fabrics which are made of technical yarns with a very high
strength (para-aramid, polyethylene) are considered as novel promising material class

Poster session: Extended abstracts

639

Future Security 2014

Berlin, September 16 –18, 2014

for personal protection solutions. In a current study, we aim for understanding the
behavior of a yarn when it is subjected to dynamic tension. These results obtained for
the yarns may then help to obtain detailed information on the behavior of the full fabric.
In order to perform the dynamic characterization of a yarn for the identification of its
constitutive laws, new experimental tools have to be developed.
For this purpose, we are developing a new device which needs the use of a gas gun to
characterize the dynamic behavior of ballistic yarns.
A comprehensive study of the effects of blast waves, and in particular the evaluation of
human vulnerability, is another research topic which helps us to better understand the
threat imposed by an explosive device and the requirements for an effective personal
protection solution. To this purpose, we have developed instrumented surrogates
(artificial head, manikins, etc.) which then can be exposed to well-defined shock
created by explosive charges. With these experimental tools, we can then also
evaluate given solutions for personal protection devices. Although acoustic sensors
may not be very helpful in detecting IEDs, they can be very useful for other situational
awareness applications such as, for example, the localization of snipers or the
detection of airborne threats.
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Abstract
The MonIKA research project focused on privacy-preserving sharing and analysis of
security-relevant information with applications in distributed collaborative monitoring
and anomaly detection, aiming at development of a generalized framework for data
sharing. The framework consists of technical (software), organizational (services) and
legal (data privacy as well as contractual and liability issues) parts. Development was
guided by use-cases. One of the use-cases (enterprise monitoring) was driven to an
extended organizational process implementation which deals with the organizational
requirements and their validation. This paper presents the chosen process framework
and its enhancement to match the requirements of the enterprise monitoring [4] usecase in an organizational point of view and their validation by means of process
simulation.
Keywords: Cyber, MonIKA, privacy, information sharing, process simulation, ITIL,
framework, enterprise monitoring.

1

MONIKA PROCESS FRAMEWORK

To provide collaborative message exchange, an appropriate organizational structure is
necessary for an efficient and effective service delivery. The derived architectural
structure is based on the idea of security operation centers (SOC) for each joining party
complemented by a trusted entity called Common-SOC [4].

1.1

Organizational structure of security operation centers

Based on evaluation for provided services and needed resources, the coordinating
CSIRT, as stated in [1] from CERT/CC, was chosen for service delivery by the
Common-SOC, especially because the data authority is not part of the Common-SOC.
The data authority remains with participating members. Therefore, only
recommendations can be done by the Common-SOC.

1.2

ITIL process integration

Close organizational process integration within the chosen structure is also crucial for
efficient and effective service delivery. A various amount on probably suitable process
frameworks exists which enables, with further enhancements, a standardized
integration of cooperative security information sharing. Alone, they all cover different
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parts and have overlaps of an organizational hierarchy like COBIT, ITIL or ISO2700x,
as stated in [2].
After capability analysis of these, as best basis to focus on organizational embedding
of the developed MonIKA process the ITIL standard was chosen. The most important
ITIL process for the monitoring part on the customer side is the event management
process (see Fig. 1). For the Common-SOC side, the incident management process
had to be adapted as well. Proved by evaluation, it is not possible to align the ITIL
process framework directly without any changes. Therefore, we add additional client
side processes (MonIKA agent management process) and adapt the incident
management process for Common-SOC. We defined their interfaces into the event
management process (see Fig. 1) and into the incident management process by
defining new messages called MonIKA incivents (derived from “incident” and “events”).

1.3

MonIKA processes and ITIL process enhancements

The MonIKA agent management process [3] is fed from two interface processes. One
is from the incident management process and the other from the event management
process. They generate the afore-mentioned MonIKA incivent notifications. At first,
there must be ensured, that the security policy as well as data protection and
confidentiality policy are correctly applied (sharing policy enforced). Next, it must be
checked and approved from a responsible person (data protection officer and chief
security officer) that information is correctly generated and communicated (policy
audit). After that, it must be ensured, that the right configuration of the agent regarding
policy and information will be transmitted (MonIKA agent feed). Last step is the log
functionality (event generation) for ensuring compliance and conformity policy (shared
information transmitted).
On the side of the Common-SOC (see Fig. 2), an adjustment and enhancement of the
common ITIL incident management process has to be applied to fit the needs of a
proposed trusted third party to handle incivent notifications [3]. It starts also with
ensuring the integrity and trust ability of received information. Next, the proper
configuration and evaluation of shared information within the service cluster, which
represents the automated central evaluation and correlation service, must be ensured
(EvaSC feeded). After processing the information within the service cluster, the result
can be categorized, prioritized and an initial diagnosis can be started. To enhance the
quality of investigations, external content can be applied for deeper investigation and
diagnosis which leads to a possible response. As a nature of the proposed CommonSOC, the response is limited to a recommendation (external content). The response
recommendation is also under the need of being confidential and must meet the data
protection needs of joining members to not disclose possible sources and sensitive
information (response policy enforce). The next process step ensures the generation
type of response (MonIKA incivent response generated). The last step ensures again
compliance and conformity (MonIKA incivent response transmitted).

2

MONIKA PROCESS FRAMEWORK VALIDATION USING PROCESS
SIMULATION

To validate the MonIKA process framework, a process simulation was used. It covers
the additional enhancements in terms of services and organizational structures to the
ITIL framework and validates their correct implementation. The simulation model
analyzes the process flow based on several kinds of attacker behavior and assuming
ten participating companies. For validation purposes, the process simulation needs to
be stimulated. The stimulation comes from typical steps of an attacker reconnaissance
and are described in detail in [4].
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Basically, an attacker needs to execute an address scan (A), a port-scan (P), a SAPscan (S) and a URL-scan (U). An event generator generates each second a
randomized event, which is categorized into 80 % of default traffic (“background noise/
white noise”), 18 % of untargeted attack patterns (“script-kiddies”) and only 2 % of
targeted attack pattern.

Figure 1: Extract of the enhanced ITIL event management process [3].
These specific attack patterns are hidden in the background noise and shall be
detected by the SOCs at first as traffic anomalies. Once detected, the SOCs shall
forward this as a warning message to the EvaSC where it is analyzed in a more
detailed way. In our model, we classify the traffic anomaly based on their type. Due to
legal restrictions, we are neither allowed to identify the source of the attack nor do we
want to do that. Therefore, only the type of events is evaluated. The assumption hereby
is that an address scan is quite often executed while a SAP- or URL-scan is very
sophisticated and points to a specific attack behavior. For classifying the traffic,
assumed weighting factors were used based on the assumed frequency of the specific
attack pattern.
Each SOC collects events and stores them to a queue including its weighting factor
and afterwards a resource is needed to process these events. Also, the false
classification of events is included, that means background noise can be classified as
attack traffic and vice versa. Only when a specific amount of collected weighted events
at each SOC raised an adaptive reference threshold, a MonIKA incivent is generated
and delivered through the MonIKA agent to the Common-SOC. The adaptive reference
threshold value is calculated by observing a specific observation period and
summarizing all collected events based on their weighting. With increasing time, the
adaptive threshold is decreasing constantly and a MonIKA INVICENT is only generated
when the calculated value exceeds the adaptive threshold again. Doing this models the
behavior that not each event must be analyzed on its own; the MonIKA incivent is only
generated when a very sophisticated attack pattern is detected because this increases
the adaptive threshold (based on event weighting) in a very short time. All the resource
allocations, which are necessary to process the events, are coming from the applied
organizational structure. An automated correlation of incivents over all participating
companies is done at the Common-SOC based on their event types and must be
manually processed afterwards by analysts. For this proof-of-concept implementation,
it was verified by assuming available resources.

Poster session: Extended abstracts

643

Future Security 2014

Berlin, September 16 –18, 2014

Figure 2: Extract of the EvASC management process [3].

2.1

Results

The experiments showed that the added steps to the ITIL management process are
working as expected. Also, this leads to the possibility that you can verify and optimize
your process flow by applying specific skilled resources for handling the MonIKA
incivents. Additionally, the model can be adapted to several cases, e.g., to investigate
the availability of resources of a different quality in relation to costs.

3

CONCLUSIONS

As result, the simulation proved that the proposed MonIKA process integration in ITIL
for cooperative security information sharing with respect to legal and data protection
issues is feasible. Nevertheless, further work is needed to evaluate the dynamic
behavior of the process model in case of software update, configuration change,
resource dependency and service level agreements. Currently, interesting questions
like what time or process steps are needed to implement the change management
cannot be answered with this model, but it is adaptable to implement and also verify
such steps too.
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Abstract
The poster describes the ARATech2013 (Accidental Risk Assessment Technique) to
clarify the function, operability and usability of it with regard to the philosophy of the
European ARAMIS methodology [[1]] (Accidental Risk Assessment Methodology for
IndustrieS). It clearly explains the sequence of ARATech2013 steps and their relation
to the ARAMIS.
Risk assessment of major industrial accident is methodologically and technically a quite
complicated process. In practice, different approaches are commonly used using a
variety of methods, procedures and their variants, see, e.g., [[2]]. The ARAMIS
methodology has been developed in order to standardize the European approach in
assessing a risk of serious accidents of industrial plants and their facilities.
The ARAMIS methodology with some modifications meets the Czech legislative
requirements and methodological recommendations of the Czech Ministry of the
Environment [[3]].
The project ARATech2013 – as a tool for assessing risks of serious accidents – has
been established in order to implement the European methodology in the Czech
Republic. This project aims to transform the relatively complex ARAMIS methodology
into a software tool that simplifies an evaluation of risk techniques.
ARATech2013 is a web application to help with a creation and control of security
documentation in accordance with Czech Act No. 59/2006 Coll. It allows a selection of
hazardous devices containing hazardous materials for further analysis, a creation of
bow-tie diagrams, to determine the frequency of accident symptoms, an insertion and
an impact assessment of safety barriers, an evaluation of the acceptability of risk, and
a modeling of accident symptoms including map displaying. It works on the Microsoft
platform. It is intended for state administrations and for the private sector.
The project is co-financed by the State Environmental Fund under Priority Axis 5 of the
Operational Programme Environment, Region 5.1 – Limiting industrial pollution. The
bearer and principal investigator of the project is the ISATech Ltd., co-investigators and
contractors are EXACOM Ltd. and WAK System Ltd.
The ARATech2013 can be divided as a whole into two main areas:
•

First area: management of dangerous equipment and related scenarios.

•

Second area: modeling and radius calculation of the reference accident
scenarios
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MORE DETAILED STEPS FOR THE FIRST AREA OF THE
ARATECH2013 – MANAGEMENT OF DANGEROUS EQUIPMENT AND
RELATED SCENARIOS

1.1

Collecting information of the plant that uses a hazardous substance

In this step, the user enters the primary (input) data to create a record of the company
with equipment containing a hazardous substance. Except the identification data,
important details are: type of device, amount of hazardous substance and its state
(temperature, pressure).

1.2

Identification of potentially hazardous equipment

Selecting a dangerous device for more detailed analysis is a fundamental step in any
risk analysis. In ARATech2013, a hazardous equipment selection is used. The
selection is based on the methodology of “Vade Mecum” which is recommended by
ARAMIS. The result is the selection of the relevant unsafe device for further analysis. If
the equipment is not evaluated as potentially dangerous, the user does not need to
analyze the device in detail. However, in practice, many situations occur when the
device based on professional experience is needed as potentially dangerous, and
therefore the ARATech2013 provides the ability to hand-select the device by the user.
Selected potentially dangerous equipment is further assessed according to the MIMAH
method.

Figure 1: Main screen of the ARATech2013.

1.3

Identification of potential critical events

Identification of possible critical events is done on the basis of three general matrices
(according to the ARAMIS):
•

State of substance (STAT) – equipment type (EQ).

•

Equipment type (EQ) – critical events (CE).

•

State of substance (STAT) – critical events (CE).
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A generic list of possible critical events for specific equipment and specific state of
substance can be created by combination of two matrices: “Equipment type (EQ) –
critical events (CE)” and “State of substance (STAT) – critical events (CE)”. These
matrices are integrated into ARATech2013. There is no need for the user to interfere
the selected list of possible critical events of potentially dangerous equipment.

1.4

Creation of the fault tree

The MIMAH method defines 14 generic fault trees, each for one of the twelve critical
events (see ARAMIS, Appendix 4). The ARATech2013 generates a general event tree
for each selected critical event including AND and OR gates. This general event tree
can be changed according to a real plant situation – it is possible to add or remove tree
branches or rename each of four tree levels.

1.5

Creation of the event tree

Creating event trees in the ARATech2013 follows the general procedure set out in
Appendix 5 of the ARAMIS. Then, specific event trees are generated based on the
rules set out in Appendix 6 of the ARAMIS. The application of ARATech2013 is
designed to allow users to delete branches based on the actual situation in the plant.
Logic gates AND and OR are also generated according to Appendix 11 of the ARAMIS.
A Complete bow-tie diagram is generated for each critical event. A bow-tie consists of
a fault tree (left side) and an event tree (right side). Step 4 and Step 5 in the
ARATech2013 are automatically and simultaneously executed to simplify work with
bow-tie diagrams when the user selects a particular critical event from the list of critical
events.

Figure 2: Example of a bow-tie diagram in the ARATech2013.

1.6

Check the bow-tie diagram

The ARATech2013 creates a complete bow-tie diagram based on a combination of a
fault tree (left side) and an event tree (right side) for each critical event assigned to the
analyzed device. Generic bow-tie diagrams can be adjusted according to the specific
situation in the plant.
The user can perform at this stage the following:
•

Add and remove branches.

•

Rename each level of the fault tree and event tree.

•

Change, add or remove OR and AND gates.
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Adjusting the bow-tie diagram using barriers

In this step, the ARATech2013 is based on Appendix 8 and 9 of the ARAMIS. The aim
is to analyze security functions and assess the effectiveness of their barriers.
All checklists of security features, detailed safety functions and safety barriers are parts
of the internal database of the ARATech2013. These parts are indicated in Appendix 8
of the ARAMIS. The list of safety functions and safety barriers is not exhaustive. The
user can specify his or her own safety barrier according to the real situation. A selected
security barrier appears in the bow-tie diagram. Fig. 3 shows a sample of safety
barriers in ARATech2013.
The next step in the assessment of safety management is to evaluate the effectiveness
and reliability of safety barriers, which regulates Appendix 9 of the ARAMIS
methodology. Application of the ARATech2013 allows assessing the effectiveness of
safety barriers individually according to the actual situation of the enterprise and
professional estimate of the user.

Figure 3: Example of displaying of safety barriers in the ARATech2013.

1.8

Determine the frequency of critical events

This step is carried out under Appendix 10 of the ARAMIS. Each type of device and its
corresponding critical events are listed in the ARAMIS data matrix by EQ-CE. Data
summarized in Appendix 10 should be used with caution and in most cases should not
be changed by “feeling” of the user. If the reader wishes to take into account the
security system used in the facility, it would be interesting to construct a fault tree and
choose the frequency of initiating events and to use such access with safety barriers.
The resulting frequency of critical events is the choice of the user; the ARATech2013
provides guidance on how to determine the frequencies of the selected critical events.

1.9

Determine the frequency of dangerous phenomena

After estimating the frequency of critical events, all probabilities for each branch of the
event tree have to be assessed in order to be counted the frequency of dangerous
phenomena. The application of ARATech2013 provides the possibility of calculating the
frequency of dangerous phenomena on the basis of the frequency of critical events and
the probability of each level in the event tree. The user can determine the frequency of
dangerous phenomena with 18 types of the generic event tree dependent on the state
of the substance and a selected critical event. An example of the calculation of the
frequency of hazardous phenomena is shown in the following Fig. 4.
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Figure 4: Example of calculation of the frequency of hazardous phenomena.

1.10 The class of consequences
This step uses knowledge specified in the Appendix 13 of the ARAMIS, wherein four
consequence classes are defined: C1, C2, C3 and C4. The final determination of class
effects has to be done by the user; the application of ARATech2013 provides guidance
on how to determine the consequence class for the event under consideration.

1.11 Selection of the reference accident scenarios for more detailed
analysis
This step provides insights of Appendix 13 of the ARAMIS. A risk matrix presents
classes of effects on the x-axis. Classes of frequencies of dangerous phenomena are
presented on the y-axis in the risk matrix. Risk values take into account security
barriers. Then, three areas of the risk matrix are defined: small risk, medium risk, and
serious risk. It should be noted that the risk matrix is not a real guide for the
acceptability of risk, but only a guide for the selection of reference accident scenarios,
the seriousness of which should be further examined. The final selection of reference
accident scenarios is up to the user. The ARATech2013 provides guidance on how to
select these scenarios.

2

MORE DETAILED STEPS FOR THE SECOND AREA OF THE
ARATECH2013 – MODELING AND RADIUS CALCULATION OF THE
REFERENCE ACCIDENT SCENARIOS

Modeling and radius calculation logically follow after selecting representative scenarios.
This step is not an implementation of the ARAMIS methodology; nevertheless, it
significantly expands its possibilities. The range of used models is fixed and includes all
models of dangerous manifestations of the bow-tie within the ARATech2013
(dispersion models, pool fire, jet fire, BLEVE, explosion). The results were validated by
a comparison with results by ALOHA and SAVE II software. The ARATech2013 helps
the user in deciding what specific models should be used for a particular chemical in its
state – according to temperature of the substance in the device. Five temperaturedependent properties can also be calculated by the tool incorporated into the
ARATech2013. 20 dangerous substances are incorporated into the basic version of the
ARATech2013. Fig. 5 shows an example of displaying the results of dispersion models
on a real map from the Google Maps environment.
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Figure 5: Example of displaying the results of dispersion models on a real map.

3

CONCLUSIONS

The ARATech2013 is developed as a web application with modular construction. The
main advantage of the ARATech2013 is a computerization and thus simplification of a
relatively complicated basic methodology (ARAMIS). Other mathematical models are
prepared to expand possibilities of the system in the next period. Those models will
enable to evaluate a societal risk, a risk on environment and property. The evaluation
of acceptability of risk will be carried out by comparison with commonly used
probabilistic criteria.
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1

INTRODUCTION

Many existing security systems consist of CCTV cameras, which record data streams
and store it on a large storage medium. After any security incident occurred, the video
material has to be manually reviewed by a human operator. If the exact time of the
incident is unknown, the material to be reviewed can be rather long and the
examination becomes very time-consuming. Typically, the most interesting content is
sparsely distributed along the video. Hence, most of the reviewing time is wasted.
Moreover, through the long irrelevant parts of the video material the attention of the
operator decreases and therefore important events could be missed. Video synopsis by
constant action movie (CAM) offers a solution to this problem: The human operator
only has to inspect (possibly) relevant parts of the video. The key idea of the proposed
CAM approach is to time-compress the video stream, so that the interesting content is
equally distributed (constant action) along the video.

1.1

Related work

Video summarization has long been of great interest to the scientific community and
many different approaches and methods have been tried over the years. Since a full
review and classification of these methods (as can be found in [1]) is out of scope of
this paper, we will focus on selected works that are closely related to our approach. In
particular, state-of-the-art methods that do not preserve chronological order of events
(e.g., [5] and [6]) are not considered.
In 1999, Nam and Tewfik proposed to adjust the sample rate of a video in relation to
the amount of “visual activity” in the video [2]. The video is divided into smaller units
called sub-shots and the visual activity of each sub-shot is assessed using a temporal
wavelet transform. Each sub-shot is sampled with a rate inversely proportional to the
visual activity in the segment. This method is very similar to ours, but the dependency
on shot boundary detection makes it difficult to apply the method in video surveillance:
What should be considered a shot? In contrast, Petrovic et al. propose to adjust the
sample-rate according to the likelihood of a generative model of the video content [3].
The model is learned from a query scene supplied by the user and the mapping can
be applied either on a per-shot or per-frame basis. The result is that scenes similar to
the query scene will be played back at normal speed, while dissimilar scenes will be
fast-forwarded or skipped entirely. This approach is especially interesting if the model
incorporates action recognition methods. However, a query scene might not always be
available in a surveillance setting. Another more recent approach by Cong et al.
formulates video synopsis as dictionary learning problem [4]. The core idea is to select
a set of key frames so that the entire video can be reconstructed with minimal error.
Experiments show that this method is superior to previous similar methods. However,
in video surveillance, such a synopsis is of limited use since it (a) removes temporal
context and (b) might exclude important events if the corresponding scenes can be
described in terms of previously selected key frames.
It should be noted that the above methods can be retrofitted in the CAM framework,
which will be discussed in the next section.
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METHOD

In order map a given video 𝑔𝑔 𝑡𝑡 to a time-compressed video 𝛾𝛾(𝑡𝑡) so that there is a
constant amount of action over the temporal image sequence, one has to specify what
is meant by the term action. For that, we introduce an action density function 𝑎𝑎! 𝑡𝑡 over
the video 𝑔𝑔(𝑡𝑡),
𝑎𝑎! :  ℝ! → ℝ!   
𝑡𝑡   ↦ 𝑎𝑎! (𝑡𝑡),

so that (without loss of generality)

!

!

(1)

(2)

𝑎𝑎! 𝜏𝜏   𝑑𝑑𝑑𝑑 = 1.

Action density functions can be defined in different forms and depend on the specific
surveillance task and environment. It is the configurable degree of freedom of the
proposed approach.
The purpose of CAM is to derive a time distortion function  𝜎𝜎(𝑡𝑡), so that 𝛾𝛾 𝑡𝑡 = 𝑔𝑔(𝜎𝜎(𝑡𝑡)),
where the corresponding action density should be constant, i.e., 𝑎𝑎! 𝜎𝜎   𝑡𝑡 = 𝑎𝑎! 𝑡𝑡 ≡ 𝑐𝑐.
Here, 𝑐𝑐 =    1 𝑡𝑡
is the reciprocal of the desired length of the time-compressed video.
!"#
To derive the time distortion function 𝜎𝜎(𝑡𝑡), the cumulative action distribution function
!

𝑎𝑎! 𝜏𝜏 𝑑𝑑𝑑𝑑

(3)

𝒜𝒜 ! 𝑡𝑡 =    𝒜𝒜! 𝜎𝜎 𝑡𝑡

(4)

𝒜𝒜! (𝑡𝑡) =

!

is introduced. Note that because of Eq. (1) and Eq. (2), 𝒜𝒜! (𝑡𝑡) is limited and
monotonically increasing. Now, 𝜎𝜎(𝑡𝑡) can be derived using the following relation:
If the action density function is strictly greater than zero for all 𝑡𝑡, 𝒜𝒜! (𝑡𝑡) is strictly
monotonically increasing. Therefore, 𝒜𝒜! (𝑡𝑡) is invertible, so that
𝜎𝜎 𝑡𝑡 =    𝒜𝒜!!! 𝒜𝒜 ! 𝑡𝑡

⇒ 𝜎𝜎 𝑡𝑡 =    𝒜𝒜!!! 𝑡𝑡/𝑡𝑡!"# .

Otherwise, 𝜎𝜎 𝑡𝑡 can be calculated by minimizing 𝑡𝑡 𝑡𝑡!"# −    𝒜𝒜! 𝜎𝜎 𝑡𝑡
time-compressed constant action movie (CAM) is calculated as

2.1

𝛾𝛾 𝑡𝑡 = 𝑔𝑔(𝒜𝒜!!! 𝑡𝑡/𝑡𝑡!"# ).

(5)

. Finally, the
(6)

Action density examples

The choice of action density function 𝑎𝑎! (𝑡𝑡) highly depends on the context of video
surveillance; in different domains, action can be defined in different manner. But even
simple action density functions like the absolute difference of sequential images
𝑎𝑎! 𝑡𝑡 = 𝜆𝜆   𝑔𝑔 𝑡𝑡 − 𝑔𝑔 𝑡𝑡 − Δ𝑡𝑡

!  ,

(7)

with a normalization constant 𝜆𝜆, lead to CAMs which are practicable for many different
surveillance tasks. A similar action density can be calculated by adaptive background
subtraction or summed magnitude of optical flow.
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Another advantage is that existing approaches for semantic video analysis, like person
tracking, face detection and action recognition, can be used to generate action density
functions that reflect that semantic content. Hence, CAM can be easily integrated into
existing surveillance technologies and frameworks to condense video data.

3

IMPLEMENTATION

For a practical implementation, several implementation details have to be considered.
Depending on the action measure, the measurements should be smoothed over time to
avoid jittery and “unnatural” video output. In our implementation, we use simple
Gaussian smoothing, which acts as a low-pass filter on the action signal. More
elaborate methods (e.g., Kalman filters) could be used as well, but we found that this
simple treatment generally yields good results. A related issue arises when 𝜎𝜎 𝑡𝑡 locally
requires more frames than are contained in the original video, i.e., when oversampling
occurs. Simple selection of the nearest frame often results in uncanny, jittery videos.
We solve this problem by simple linear interpolation between frames. Another
extension is motivated by the observation that one is generally interested in only parts
of the scene (e.g., entryway, part of a road). Effective video synopsis should submit to
this requirement. Therefore, we constrict computation of the action measure to a region
of interest (ROI) in the scene. A simple ROI is defined by a rectangle around the
interesting parts of the scene, while a complex method defines weights to certain parts
of the scene.

4

RESULTS

CAM was qualitatively evaluated on different surveillance videos with different action
density functions. In this section, results of a time-compressed video are summarized.
The originating video stems from the CAVIAR dataset [7] and shows a corridor with
people walking up and down. The action density was calculated using image difference
as defined in Eq. (7) in a rectangular ROI placed at the foreground of the scene. The
Figure below shows the action density with a few selected key frames and the resulting
mapping of the video.

Figure 1: The first row shows some key frames at different timestamps of the original
video from the CAVIAR dataset. The action density (plot at second row) increases
when people walk through the ROI in the foreground area. The last row shows
compressed (green) or spread (red) parts of the resulting constant action movie.
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CONCLUSIONS

With CAM, we have introduced a generic framework for video synopsis that preserves
temporal relationships between scenes. The key idea is to measure the action content
over time and construct a mapping to resample the video so it has constant action. The
action measure can be defined almost arbitrarily. In fact, many existing methods such
as [3], [4], and [5] can be retrofitted in the CAM framework. An online version of CAM
could be integrated in smart cameras that only record interesting scenes and discard
non-relevant material.
Aside from video surveillance, the CAM framework finds applications in the evaluation
of research videos, for example, to automatically skip to the significant part in slowmotion videos and long-time recordings of rare events. Given an action density that
reacts to subjectively interesting scenes, e.g., similar to the approach of Cong et al. [4],
CAM could also be used to automatically generate movie trailers or a “best of” video of
personal videos. Moving in that direction, it might be interesting to not equalize the
action content, but instead produce a mapping that lifts the action to a target curve, i.e.,
𝑎𝑎! 𝜎𝜎   𝑡𝑡 = 𝑎𝑎! 𝑡𝑡 = 𝑑𝑑 𝑡𝑡 , that can be constructed according to a predefined dramaturgy
or to match the progression of a music piece.

REFERENCES
[1]

Truong, B. and Venkatesh, S. (2007). Video Abstraction: A Systematic Review
and Classification. ACM Transactions on Multimedia Computing,
Communications, and Applications (TOMCCAP), 3(1), p. 3.

[2]

Nam, J. and Tewfik, A.H. (1999). Video Abstract of Video. IEEE 3rd Workshop on
Multimedia Signal Processing, pp. 117–122.

[3]

Petrovic, N., Jojic, N., and Huang, T.S. (2005). Adaptive Video Fast Forward.
Multimedia Tools and Applications, 26(3), pp. 327–344.

[4]

Cong, Y., Yuan, J., and Luo, J. (2012). Towards Scalable Summarization of
Consumer Videos via Sparse Dictionary Selection. Multimedia, IEEE
Transactions on, 14(1), pp. 66–75.

[5]

Pritch, Y., Rav-Acha, A., and Peleg, S. (2008). Nonchronological Video Synopsis
and Indexing. Pattern Analysis and Machine Intelligence, IEEE Transactions on,
30(11), pp. 1971–1984.

[6]

Li, Z., Ishwar, P., and Konrad, J. (2009). Video Condensation by Ribbon Carving.
Image Processing, IEEE Transactions on, 18(11), pp. 2572–2583.

[7]

Fisher, R., Santos-Victor, J., and Crowley, J. (2004). CAVIAR Test Case
Scenarios.

654

Poster session: Extended abstracts

Future Security 2014

Berlin, September 16 –18, 2014
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PROJECT BACKGROUND

Southern European countries are facing an increase in drugs smuggling activities and
illegal immigration from Africa. Currently, these countries all have their own maritime
border security systems which are not linked with each other. The countries aim to
interconnect the systems used and improve the border protection around the
Mediterranean Sea. The European FP7 Demonstration project PERSEUS is in line with
this aim. PERSEUS, with a total budget of 43.5 million euros demonstrates an EU
maritime surveillance system integrating existing national and communitarian
installations and enhancing them with innovative technologies. The results of the
project, expected by the end of 2014, will be input for the European system Eurosur,
aiming to improve the management of the EU external borders.
Besides technological challenges faced to interconnect the systems in operation, the
governments, both national and EU level, face budget restrictions which force them to
search for new ways of procuring the maritime systems they need. Apart from
traditional procurement where governments buy off–the-shelf products, they seek for
ways to buy products that are especially adapted to their wishes and/or products that
are entirely new. These products often cannot be purchased using the traditional
procurement methods, as in these methods the product specifications need to be
clearly defined and not much room for the so-called “out-of-the-box products and
services” is offered.
To stimulate innovation in the maritime border security sector specifically and
innovation in general, there is a need to use other procurement instruments. The best
well-known examples are pre-commercial procurement (PCP) and pre-operational
validation (POV) on the one hand and public procurement of innovation (PPI) on the
other hand. However the solutions are not limited to these three types of procurement.
Other, less far advanced solutions can be the public private partnerships (PPP) where
the industry might play a leading role in defining the technological specifications
applicable to policy needs. Some large examples already exist in other sectors, like the
air traffic management (ATM) program SESAR, where the new European ATM system
is jointly developed between the European Commission, Eurocontrol and the industry.
Closely linked to new ways of procurement is the ownership structure of the procured
goods. Previously, governments used to buy the security systems and be the sole
owner of the equipment. However, due to budget cuts, governments are not always
able to buy all the equipment they need. Therefore, governments are searching for new
structures of ownership and usage of the security systems. Options could be:
•

Buying the right to use a service instead of the product itself: e.g., buying 2500
flight hours with a helicopter instead of buying the helicopter and hiring the pilot.
The helicopter is still owned by the manufacturer or a private company owning
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the helicopter. The parties are responsible for hiring personnel and performing
the maintenance. The government only agrees to pay for the usage of the
helicopter with a required minimum per year.
•

2

Pool and share equipment: Several public bodies buy a part of the equipment
needed and combine their equipment with the equipment and expertise of
others. In case the equipment or expertise is needed, the public body can
appeal on the joint equipment pool and use the equipment needed.

GOALS

The overall PERSEUS objective is the development of an integrated European
maritime border security system. The role of Ecorys within the project is, amongst
others, to provide an overview of the above mentioned procurement-related topics, in
more detail:
•

To provide an overview of the current legal framework. This framework includes
the evaluation of the European procurement directives, in particular the
directive on general procurement1 and the directive on defense- and securityrelated procurement2. Also the applicable legal frameworks, including additional
procurement rules, of the EU countries around the Mediterranean and Baltic
Sea are reviewed.

•

To provide an overview of new procurement methods that aim to stir innovation
in the field of maritime border security. For each of these methods, the
advantages and disadvantages are evaluated and experiences of stakeholders
are collected. Methods analyzed, amongst others, are PCP, POV and PPI, but
also less well-known methods are taken into account.

•

To provide an overview of new ownership possibilities to share the budget
burdens. Examples reviewed are the pooling and sharing initiative as currently
operated by the European Defence Agency and the purchase of user services
instead of buying the product.

3

METHODS

Several methods are applied to answer the research questions. The first method used
is an extensive desk research in which a legal analysis of the European directives and
the national legal framework was carried out. Also the requirements for European
funding, e.g., within the upcoming Horizon2020, are reviewed and, finally, a literature
review of the most important academic contributions is made.
The second method to collect information consists of an extensive round of interviews
with different stakeholders. The chosen group consisted of, e.g., SMEs offering
meteorological services or software applications, large system integrators, for example,
Cassidian and Indra that build maritime border security systems, and end-users, like
the navy, police forces and coast guards operational in several southern member
states. Each of these stakeholders was asked about their experiences with different
forms of procurement, the possibilities to offer or buy new and innovative products and
barriers to use public procurement more often in security purchases. Also issues
related to the ownership of the systems and IPR rights were discussed.
1
2

Both the Directive 2004/18/EC as well as its replacing Directive 2014/24/EC.
Directive 2009/81/EC.
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The last step in the research is a workshop to brainstorm on new procurement
possibilities and ownership structures. The outcomes of the desk research and the
interviews will be validated with the main stakeholders and representatives of the
European Commission and Frontex. Also the possible role of Frontex and/or the
European Commission in providing maritime border security is assessed.

4

RESULTS AND CONCLUSIONS

In order to improve innovation within the field of maritime border security, traditional
procurement no longer seems to be the appropriate way to achieve this goal. The
tender specifications are often so specific that consortia try to comply as much as
possible with these specifications, without being able to offer very innovative solutions
to their clients. The innovation they do is relatively limited and the so-called “out-of-thebox” solutions are not offered to new clients. A major issue in the security sector is
having references and certificates proving that the offered systems and goods work in
accordance with what they promise. Without these references and certificates, it is
difficult to sell the product in a traditional tender. If innovation solutions are the goal of
the public tenderer, other methods should be used to achieve this goal.
According to stakeholders, PCP or POV is in general a good instrument to improve the
innovativeness in the industry. The industry gets the opportunity to test and validate
new systems and equipment with some public funding and as a result is able to obtain
a reference or certificate. Also, new players can enter the market and bring new ideas
and solutions in to the game. The aim is to attract SMEs with the PCP instrument as
they are the most innovative firms.
Although PCP is in principal a good instrument to stir innovation, it has some
backdrops as well. For SMEs, the PCP instrument is currently still quite vague. The
rules of the game are not always clear and SMEs can often only participate if larger
firms take the lead, so they are dependent on other players in the market. The large
systems integrators face many uncertainties with regard to intellectual property rights
(IPR). It is not clear who the owner of IPR is and how products can be developed
further.
Besides PCP and POV where mainly R&D is funded, the instrument of PPI is
introduced. This instrument focuses on products that already are more advantaged, but
that lack the critical mass to become market adaptable. Often, the public body has the
obligation to buy the developed product, once the PPI instrument is used. The study
shows that the PPI instrument is less well-known than PCP and POV. Stakeholders are
in general positive about the instrument, but due to limited experiences with the
instrument they are less willing to use it.
Public Private Partnerships are seen as an option to improve innovation standards
within the maritime border security sector. A PPP would enable the industry to play a
bigger role in defining policy objectives and contributing to them with more advanced
systems. Examples in other sectors show that PPP constructions offer a good platform
to develop highly advanced systems, e.g., the SESAR project in which the public and
private sector jointly develop a new air traffic management system.
The research also showed that alternatives to the sole ownership option are available;
however, these alternatives are still in their infancy. For instance, public bodies have
currently not been able to buy surveillance services instead of surveillance equipment,
as currently no industry partner seems to be willing to sell the service instead of the

Poster session: Extended abstracts

657

Future Security 2014

Berlin, September 16 –18, 2014

product. The main point of refusal is the fact the supplier or a service provider owns the
equipment and therefore is responsible for maintenance costs. These costs are
generally high and without a sufficient client base these costs cannot be earned back
easily. Also, it is still unclear whether or not public bodies intend to buy the services
instead of the product.
The pooling and sharing is, under certain conditions, already applied. An example of
such an initiative is the Maritime Surveillance (MARSUR) program where military and
civilian authorities exchange information in order to avoid duplication of efforts and use
all available data, technologies and information.
An example, however less advantaged than MARSUR, in the field of security are the
efforts to work together in the Common Information Sharing Environment (CISE),
where military and civilian authorities share information in certain maritime fields. This
program is still under development and up to now no private companies participate in
the program. CISE can be seen as a good step towards a common European
cooperation in the field of maritime (border) security. However, it is still far away from
an overall European maritime border system.

5

SIDE EFFECTS AND OTHER COLLATERAL INFORMATION

The main challenge to create a European-wide maritime border security system is to
overcome national interests and worries. Currently, border security is a politically
sensitive topic and member states often are not willing to offer some of their
sovereignty to create a European-wide system. Due to the political sensitivity of the
topic, the European Union is currently not able to play a bigger role in the area of
maritime border security.
On the other hand, the industry sees many opportunities to improve maritime border
security systems. If it is possible to create a European market for maritime border
security, many more efficient systems could become available and interoperability
issues could be solved more easily.
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THE ARTIFICIAL GUT FEELING®: IMPROVING URBAN
SECURITY BY FOLLOWING HUMAN INSTINCT
Joanna Pliner1 and Ran Cohen2
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Abstract
Most law enforcement officers do not have adequate tools to prevent dangerous
incidents from occurring without infringing on the rights of citizens; they have tools to
react to incidents that have already caused harm, or they resort to ethnic profiling in
over-eager efforts to be proactive. The Artificial Gut Feeling® changes that. The
Artificial Gut Feeling® is an operational tool that consists of three components to help
security and law enforcement personnel articulate the exact qualities giving them that
gut feeling, relate those qualities to the normality of their specific environment, and
critique their observations, thereby allowing them to confirm or reject the validity of their
concern – all before approaching anybody. If their gut feeling does not pass the autocritique, they do not act. The AGF® gives law enforcement the ability to follow their
instincts and proactively detect local abnormality while protecting citizens’ rights.
Keywords: Innovation, crime prevention, preventing ethnic profiling, effectiveness,
efficiency, law enforcement, processes, procedures, protocols, security, public safety,
awareness, proactive.

1

WHAT IS THE ARTIFICIAL GUT FEELING® AND WHY DO WE NEED IT?

The best way to protect is to prevent. This demands a difficult balance of security and
freedom that most societies have not quite managed yet. Most law enforcement
officers do not have adequate tools to prevent dangerous incidents from occurring
without infringing on the rights of citizens; they have tools to react to incidents that have
already caused harm, or they resort to ethnic profiling in over-eager efforts to be
proactive. The Artificial Gut Feeling® changes that.1

1.1

Addressing systematic setbacks: elevating the importance of
knowledge and operational experience

The procedures and protocols of many law enforcement agencies prohibit an officer
from approaching a potential threat until they have specific facts that they can articulate
to constitute reasonable suspicion. This parameter is implemented with good
intentions, but it can present a situation in which an officer notices something wrong but
not yet illegal, anticipates an impending crime, and waits. Security and law
enforcement personnel need to be able to follow their instincts instead of waiting for a
crime to happen, but how?
The Artificial Gut Feeling® is an operational tool that consists of three components to
help security and law enforcement personnel articulate the exact qualities giving them
that gut feeling, relate those qualities to the normality2 of their specific environment,
1

®

®

®

The Artificial Gut Feeling /AGF is the intellectual property of Ran Cohen, the founder and President of SDR
®
®
Academy Nederlands BV and ISCA. www.sdr.eu.com; www.isca.org.il. The Artificial Gut Feeling /AGF is an
®
operational tool of the SDR security method and philosophy, and is protected by international intellectual property laws.
All rights reserved.
2
®
®
The Bar of Normality is an operation tool of the SDR security method and philosophy with which to compare
®
people’s conduct and demeanor so that abnormalities will inherently become obvious. The Bar of Normality is the
®
intellectual property of Ran Cohen, the founder and President of SDR Academy Nederlands BV and ISCA,
www.sdr.eu.com; www.isca.org.il, and is protected by international intellectual property laws. All rights reserved.
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and critique their observations, thereby allowing them to confirm or reject the validity of
their concern – all before approaching anybody. If their gut feeling does not pass the
auto-critique, they do not act. The AGF® gives law enforcement the ability to follow their
instincts and proactively detect local abnormality while protecting citizens’ rights.

1.2

Preventing crime and violent attacks with the Artificial Gut Feeling®

There is a vast gap between normal and suspicious in which someone displays
abnormal behavior indicative of malicious intent. Current circumstances do not allow
law enforcement to act in this space. This space is where officers can prevent crimes
and violent attacks from happening; this is where they can identify that something is
going to happen – even if they do not yet know what – and intervene to prevent illicit
activities and violent acts. There needs to be an option before they react. Our security
and law enforcement personnel need to be granted the option to prevent. The Artificial
Gut Feeling® bridges this gap by providing officers with the facts to support their
instinct, allowing them to detect abnormal behavior before it manifests into illicit
behavior, violence and/or crime.
The AGF® is a refined instinct based on the definition of local normality, local key
indicators of abnormality, and an auto-critique mechanism that ensures that officers’
instincts are supported by pertinent facts and not based on discriminatory profiling. The
focus on local key behavioral indicators, together with the auto-critique mechanism
negates ethnic profiling, leads to more relevant observation on the part of law
enforcement, and builds trust between authorities and community members, which
furthermore improves community resilience.
1.2.1

Negating ethnic profiling in security and law enforcement by using the Artificial
Gut Feeling®

The aforementioned procedures and protocols of many law enforcement agencies that
prohibit an officer from approaching a potential threat based on his or her gut feeling
can lead personnel to show negative attention to the wrong people and/or exaggerate
the significance of personal or situational factors. For example, an officer may base
their “reasonable suspicion” on factors of discriminatory profiling such as race, gender,
or neighborhood because they are unable to articulate their gut feeling, and therefore
act on more easily qualified and quantified traits. Rather than using racial biases to
identify suspicious individuals, AGF® is based upon the notion that changes in certain
behaviors can be unconscious indicators of criteria for approaching people, and
therefore automatically negates ethnic profiling tendencies. The AGF® provides the
capability to qualify and quantify behavioral indicators that impact their gut feeling.
Through the use of the AGF®, law enforcement personnel are able to observe human
behaviors and responses by identifying fixed key indicators, which remain largely
unaffected by cultural differences that may otherwise exist, as well as variable and
local key indicators, which differ depending on a given location, environment and
culture [3]. By using the AGF®, therefore, officers can articulate the appropriate
information that will allow them to approach situations that they actually believe to be a
possible threat.

1.3

Eradicating ethnic profiling is not only the right thing to do, it is
effective practice

By being based in a foundation of behavior profiling and local behavioral key indicators,
the Artificial Gut Feeling® at once broadens and focuses the scope of security and law
enforcement officers’ capabilities. Humans appear to share expressions indicative of
underlying emotional and motivational states. By using the AGF®, law enforcement
broaden their capabilities, bringing their attention and focus to behavioral indicators,
rather than physical attributes; and it focuses the scope of their activities by making all
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observations relative to the local Bar of Normality®, and therefore relevant to their
specific environment [3].
1.3.1

The Artificial Gut Feeling® works in every environment

The definition of normality according to the Bar of Normality® is different in each
environment, and fluctuates within each environment depending on, inter alia, type of
the purpose and/or function the area serves, and local legal guidelines. The context of
a behavior significantly impacts whether that behavior is abnormal [6]. Since local
normality is the basis of the AGF®, and every location has a definition of normality, the
AGF® is applicable in any environment. The capabilities and advantages of the AGF®
stay constant, but the local measurements vary by location and are adjusted by
personnel, therefore making the AGF® a transferrable standard and operational tool for
every type of environment and personnel with any category of security responsibility.
For example, in an airport, based on the established norms of this specific
environment, distinguishing the difference between a group of passengers en route to
Washington, D.C., and Boston, Massachusetts, versus a group of passengers traveling
to Orlando, Florida, would allow for simpler identification of travelers who could be out
of place, within these parameters [8].

1.4

Defining local normal behavior to negate ethnic profiling and
articulate personnel’s gut feeling

The Artificial Gut Feeling® negates ethnic profiling and preserves citizens’ rights by
using local indicators of abnormal behavior and the AGF® auto-critique mechanism to
search for local abnormalities that, to the officer, indicate a possible threat. When using
the AGF®, security and law enforcement personnel do not look for characteristics that
stereotypically indicate a particular type of criminal because that narrows their scope of
preventative capabilities. Such stereotypes can be countered, leaving personnel more
susceptible to surprise. Generalizations such as suspicions connected to particular
races and ethnicities are rendered irrelevant with the AGF® because the definition of
normal – and therefore abnormal – behavior is constantly changing. Furthermore, the
AGF® auto-critique mechanism requires multiple indicators of abnormal behavior, so
ethnicity alone cannot dictate the actions of security or law enforcement personnel. A
single behavioral abnormality does not make someone immediately suspicious with the
filter of the Artificial Gut Feeling®. Ethnicity is therefore not in itself enough of a reason
to approach someone.
In the age of the 24-hour news cycle and ubiquitous social media platforms, the
preservation of innocence – maintaining the presumption that someone is innocent until
proven guilty – is difficult to maintain. By removing ethnicity and other characteristics
susceptible to stereotyping and generalization from the crime prevention equation, the
AGF® allows officers to view all individuals through the same lens and preserve
individuals' rights to presumption of innocence, privacy and protection from profiling.

2

THE ARTIFICIAL GUT FEELING® PREVENTS CRIME AND PROTECTS
CITIZENS’ RIGHTS

Law enforcement officers need to be able to follow their instincts on the job in order to
protect the public to the highest degree. It is a matter of prevention from both a security
and legal perspective. Being able to act on their Artificial Gut Feeling® allows officers to
prevent crime – from minor crime to violent attacks – and prevent ethnic profiling and
false positives. AGF® gives them the tools to check and follow their instincts in a way
that improves urban security, protects the rights of citizens, and positively impacts
community resilience. The Artificial Gut Feeling® provides law enforcement personnel
with the legal capability, the personal assurance, and the confidence in knowledge to
follow their instinct to a safer environment.
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1

PROJECT AND RESEARCH BACKGROUND INFORMATION

Due to the high relevance of open seaways, maritime threats move into the focus of
security research. Especially underwater threats challenge operations research since
they open up parameter spaces of high dimensionality and large domains. An
underwater acoustic propagation channel of comparatively poor quality contributes to
the uncertainty of gathered information. Naval operations are hindered by a brought
spectrum of threats ranging from conventional, small or midget submarines, semisubmersibles to torpedoes. Hence, sailors demand for decision aids, i.e., tools, which
help making tactical decisions, both during a mission as well as in its planning stage. A
scenario is described by a set of parameters. The larger the set, the higher is the
fidelity in model outputs. However, if the set is too large, simulation cannot cover all
possible parameter values. A preselection is necessary. But also after preselection,
depending on the internal complexity of the system, duration of simulation calculation
can become unfeasibly long. This is mitigated by sampling mechanisms. Here,
standard sampling strategies are applied to the underwater threat scenario.

2

GOALS

The central and long-term goal of the current project is reducing both the
dimensionality and the domain of the relevant parameter space (DDPS) in underwater
threat scenario model assessment while avoiding loss in reality resemblance due to
over-simplification. Hence, reducing parameter space complexity to a minimum whilst
maintaining the significance of the scenario model with respect to a certain and clear
question (Q) asked qualifies minimal-sized significant subsets in parameter space.
Coming up with a fast and efficient method to map out at least one of these subsets as
well as answering Q with its use is at the heart of our studies. As an initial step towards
this goal, we apply standard sampling techniques to answer the question on how
efficient multi-bistatic operations are, in comparison to monostatic operations – of
course, in an arbitrary but specific and detailed setting, as shown below.

3
3.1

METHODS (TO BE) USED
Methods to build the dataset (model)

We choose a multi-bistatic sonar scenario as a test bed providing a challenging high
DDPS. As acoustic engine to generate the sonar data, we use MSTPA [1],
incorporated into a home-built light-weight data-farming and -analysis environment. We
have chosen MSTPA because its design follows the idea to generate as high-fidelity
output as the built-in possibility to specify descriptive parameters allows.
3.1.1

Dataset

In our study, we first generate a database of simulated sonar contacts, which considers
variations of input parameter data. Already when generating this database with large
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dimensionality and a broad domain of the relevant parameter space (full DDPS), some
knowledge implicit to Q is used to reduce the parameter space to a manageable size
(tailored DDPS). From this tailored DDPS, our model produces output data. Based on
this output data, we find an answer to Q by utilizing a metric intrinsic to Q. The process
of producing model output data gets refined by the use of classical sensitivity and
uncertainty analysis utilizing specific optimization/sampling techniques [2], leading to a
refined DDPS.
3.1.2

Scenario and dataset technicalities

The setting of the scenario is the Gulf of Genoa in the Ligurian Sea (cf. Fig. 1). At the
beginning of a certain time window (5.5 h), an intruder is expected to enter the scenario
area (size 50 km times 75 km, with its long axis oriented in east-west direction) from
the south with a mission which requires him to reach the northern border of the area
quickly. Speed of the intruder is 6 kn. The surveillance equipment consists of one
receiver and three sources in a multi-bistatic configuration. Two active buoys [3] are
randomly placed, each in its assigned box, in the scenario area as shown in Fig. 1.
They possess a velocity vector random in both, pointing direction and length within
certain boundaries. The main active transmitter in the upper right part is orbited by the
receiver on a path describing an equilateral triangle with a lateral length of about
10 km. It is orbiting with one of 15 velocities between 5 kn and 20 kn. As environmental
and climatological input (temperature, salinity, sound speed, bathymetry, sea state,
reverberation), we use data from open databases. For parameters describing the
sensors and targets, we use values extracted from literature. We achieve a tailored
DDPS by imposing restrictions intrinsic to Q and to the acoustic engine. Amongst the
restrictions are a general south-north direction of the target velocity vector, a set of 4
times 4 gate-lines in submerged space and a path clustering due to transmitter or
receiver positions. Four clusters of 400 paths each are made up by connecting 400
randomly picked points on consecutive gate-lines. The main acoustic transmitter has a
ping period of 90, the buoys of 360 s. Phases are shifted such that transmitters
interleave without interfering ping times. A summer and a winter sound-velocity profile
are used. Hence, in this “regular grid sampling” (RGS) mode, we calculate 48,000
modifications of the scenario and approximately 16 million pings. On a standard office
PC, calculating all pings of one scenario modification requires about 80 s, which sums
up to a total calculation time of approximately 45 days.

Figure 1: Screenshot of the scenario definition, here using MSTPA [1]. Shown is a
geospatial view, three green boxes, one for the random placement of each transmitter.
The smallest box holds the main transmitter and is orbited on a triangular path by the
receiver. The most western of the sets of four gates each is displayed in red.
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Methods to reduce complexity

We use classical sampling methods to map out statistical effects onto the tactical
answers of our system [2].
We then aim at making use of classical sensitivity and uncertainty analysis methods as
developed in several other fields dealing with highly coupled systems to identify
relevant parameters and their domains.

3.3

Figure of merit

The figure of merit (FOM) for our work is described by comparing the required
computational efforts in getting from the full DDPS the tailored DDPS and the refined
DDPS, respectively, to the model output data.

4

PRELIMINARY RESULTS, EXPECTATIONS AND CONCLUSIONS

4.1

First sampling steps

Question Q could be: “What is the probability to detect an intruder before reaching a
finish line in the scenario shown in Fig. 1, in a 5.5 h time window, in which the intruder
enters the scene at the beginning of the time window from the south and tries to reach
the northern part at a speed of 6 kn, considering a sound speed profile typical for
summer and winter, taking a given ping scheme of the three hydro-acoustic
transmitters, using 15 different but fixed speeds for the main receiver (north-eastern
part of the scene) and 1600 different routes through the scenario scene fixed by four
sets of four gates in 3D each, using an appropriate metric?” Here, Q is not even close
to exact but already gives a taste of how careful one has to be when construing the
result given by the model. Fig. 2 a) shows the result of the specified Q, considering
three transmitters (left two bars) or just the main transmitter (right two bars). The bars
represent the result after evaluation of all considered scenario modifications (here, only
the first two clusters, hence only 24,000 modifications). The solid line represents the
result with the finish line on the northern boundary of the scenario area, the dashdotted line the one with the finish line 20 km south of the same boundary. We applied
Latin hypercube sampling (LHS) [2] with sample sizes of 10, 50, 100, 200, 400 and 800
modifications and plotted boxplots in that respective order on top of the bars. The
upper and lower edges of the blue boxes represent the 75th and 25th percentile,
respectively, the red bars represent the median and the whiskers extend to +/-2.7 σ
assuming normal distribution. Red crosses show outliers. Already with samples of 100
(calculation of 1000 modifications), fairly good convergence occurs. This would result in
a factor of 24 as a FOM for the comparison of RGS with LHS.
4.1.1

Example of epistemic uncertainty

In Fig. 2b) and Fig. 2c), an example of epistemic uncertainty [4], i.e., uncertainty, which
derives from a lack of knowledge about the appropriate value to use for a quantity, is
shown. In Fig. 2c), the same question is answered as in Fig. 2b), just for a receiver at
10 kn speed and not at 20 kn. Depending on the Q asked, not being aware of the right
speed, as an example for just one parameter, may or may not lead to results of
doubtful operational usability. So, in a case, where Q aims at finding an optimal
solution, knowledge of what parameter spaces need to be excluded in the simulation is
required. In a case, where for example Q asks for a general assessment of the
situation, those very same parameter spaces might be of importance to the simulation.
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Figure 2: a): Shown is the answer to Q (cf. Section 4.1). The bars represent the
evaluation of all calculated modifications. The boxplots on top of them evaluate LHS of
different sizes. b) and c): Example for the effect of possibly missing data (epistemic
uncertainty).

4.2

Conclusions, expectations and lessons learned

The use of LHS results in a large FOM also in underwater threat scenarios. It turned
out that already in the planning stage of the application of LHS as well as of any other
method a previous evaluation of Q is essential. Preparing general datasets to use for
scenario analysis with respect to Q is only possible with some knowledge about the
class Q belongs to.
Methods used to analyze aleatory uncertainty [4], i.e., uncertainty, which arises from an
inherent randomness in the behavior of the system under study, are necessary but not
sufficient. This is due to the strong involvement of epistemic uncertainty in the problem.
Hence, future work will combine methods to analyze aleatory uncertainty with methods
to reduce epistemic uncertainty. The applied methods will also comprise classical
sensitivity and uncertainty analysis techniques [2], [4]. Already the simple example of
Section 4.1.1 along with Fig. 2a) and Fig. 2b) demonstrate the need to redefine the
meaning of “significance to the scenario model” (cf. Section 2) each time Q changes
and to adjust the simplification of the DDPS accordingly.
We conclude that a naive application of classical techniques would require an
unfeasibly large number of model iterations. Further analysis of the scenario is needed
to shrink the DDPS. This analysis should be based on and guided by a thorough
definition of Q.
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Abstract
Aeroceptor [1] is a project co-funded by the European Union under the 7th Framework
Programme. The main goal is to develop technologies/tools to slow or stop “noncooperative vehicles” in a safe way. The most effective way to safely accomplish the
mission is with the help of an aerial system, the so-called Remotely Piloted Aerial
System (RPAS). The RPAS is equipped with many payloads (on-board systems) as for
example a high-power electromagnetic (HPEM) pulse emitter which is able to damage
or disturb electronic components of the pursued vehicles. To guarantee the personal
safety an exposure assessment is done with the numeric simulation tool SEMCAD X
[2].
Keywords: High-power electromagnetics, exposure assessment, personal safety.

1

INTRODUCTION

The project Aeroceptor has the aim to develop a new and innovative concept to stop or
control “non-cooperative vehicles” like cars or maritime boats in the safest way for any
person involved, e.g., offenders or bystanders. Non-cooperative in this context means
that drivers of such vehicles do not follow orders of law enforcement agents. For the
selected different land and sea scenarios, e.g., a pursuit by the police, an aerial system
is very appropriate because of the quick deployability, the potential 24/7 operation- and
all-weather capability. The Remotely Piloted Aerial System (RPAS) is equipped with
various on-board systems (payloads) such as radars or cameras for surveillance. One
of these subsystems is a high-power electromagnetic (HPEM) pulse emitter to interfere
with the electronics of the non-cooperative vehicle to turn down the engine. HPEM is a
term which summarizes systems that could emit high-power microwaves (HPM), very
short pulses with high amplitudes (UWB) or powerful damped sine (DS) signals. A
focus of the project is to ensure that human health is not threatened by the applied
technology. Therefore, the safety of all exposed persons in the surrounding of the
RPAS has to be guaranteed by evaluating the exposure. Calculations on the arising
electric field strength levels were performed and numeric simulations were worked out.
Both, the local specific absorption rate (SAR) 1g-averaged and 10g-averaged, and the
whole body SAR were determined in different scenarios.
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GOALS AND METHODS

According to health related limits, given in international standards, it is essential to
evaluate the exposure arising from such HPEM systems to protect personnel, e.g.,
bystanders (population) near the main beam of the system from harmful effects. The
HPEM source on the RPAS typically emits pulsed electromagnetic fields which
necessitates that limits for pulsed electromagnetic fields in addition to limits for time
averaged signals have to be applied. Therefore, two main criteria have to be fulfilled in
order to comply with reference levels of different standards and guidelines. The first
criterion is that the peak electric field must not exceed 200 kV/m in a single pulse
according to the NATO STANAG from 2003 [3] in order to avoid detrimental effects.
The IEEE standard C95.1 from the year 2005 [4] states in this context that no adverse
effect could occur if a single pulse is limited to 100 kV/m. ICNIRP guidelines from 1998
[5] recommend that the peak electric field strength should not exceed the 32-fold value
of the reference level (e.g., 32*61 V/m in the frequency region of 2 GHz to 300 GHz).
The second criterion is that the power density Seq averaged over the exposed time
should not exceed the reference levels averaged over a 6-minute period. An additional
recommendation of ICNIRP is that for pulsed fields and localized exposure of the head
the specific absorption (SA) should not exceed 2 mJ/kg averaged over 10 g tissue for
the general public.
After comparison of reference levels with the occurring electrical field strengths, the
numeric simulations with SEMCAD X, which uses the finite-difference time-domain
(FDTD) algorithm, for calculating specific absorption rate (SAR) has to be performed to
investigate the compliance with basic restrictions from the above mentioned
documents. An additional goal is to observe if effects on passive or active implants
such as cardiac pacemakers have to be expected.

3

RESULTS

In the beginning of the project, the assessment was done for selected signals being
similar to the properties of the payload intended to be used in Aeroceptor. Our first
comparison of reference levels with occurring field strength levels in the main beam
showed an exceedance of ICNIRP reference levels (general public). It was observed
that the peak electrical field strength is exceeded in a distance of about 85 m and the
average power density is exceeded in a distance of 25 m. In the next step, the SAR
values were calculated to determine if basic restrictions are exceeded as well.
Simulations were done for plane wave exposure scenarios for various incoming
directions of the main beam of the RPAS source with the human model Louis from the
virtual family project [6]. A worst-case scenario was assumed which means that the
electromagnetic waves travel in free space without any obstacle between the RPAS
and the bystander. The first evaluations show that an exceedance of the 10 g SAR and
the whole body SAR limits from ICNIRP, IEEE and NATO is possible with 6 min
continuously pulsed electromagnetic fields exposure from the front in a distance of
about 10 m. But in realistic exposure conditions, an exposure over 6 min will likely not
be reached. Fig. 1a) shows the electrical field- and SAR distribution of a frequency
which is lower than that of Fig. 1b). These figures show that at lower frequencies the
electromagnetic field is able to penetrate deeper in tissue than at higher frequencies.
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Figure 1: The figures show the electrical field and SAR distribution at two frequencies.
The field strengths and SAR distribution on the left side a) are calculated at a lower
frequency (f1) than those b) on the right side which are calculated at a higher
frequency (f2).

4

OUTLOOK

So far, only first results are available. Further investigations will be performed taking
into account multiple aspects:
• So far, only plane wave simulations were performed.
• Models of cars or other vehicles have to be included containing passengers
inside. Under practical exposure conditions heterogeneous exposure will occur.
• Specific absorption (SA) will be calculated to investigate if the microwave
hearing effect may occur.
• Obstacles and multipath propagation have to be considered to simulate
authentic exposure conditions and evaluate the real exposure.
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Abstract
Recently, information sharing initiatives focused on the fight against cyber crime have
become more and more popular. The proliferation of these platforms can be associated
to the need for cooperative efforts from different stakeholders, as well as to the private
sector control of the IT operations in the market. IT companies have risen to be
strategic players in promoting and ensuring security. Effective information sharing calls
for distribution of key information that often classifies as personal data in the terms of
the law. Despite the proliferation of information exchange against cyber crime, this
process was not followed by a more flexible application of data protection rules. This
has created a grey zone in which security experts may be violating the fundamental
right to privacy and data protection while trying to keep Internet safe.
Keywords: Information sharing, cyber security, privacy, data protection; EU law;
regulation.

1

BACKGROUND INFORMATION: THE STATE-OF-THE-ART

In 2011, the Japanese authorities decided to create a circle of trust including the
private sector and government institutions to enhance response and resilience to
malware, the Cyber Security Information Sharing Partnership (J-CSIP) [1]. Contrary to
the efforts undertaken in the EU, the Japanese understood the need to create a safe
harbor for the private sector involved in the initiative by applying data protection laws in
a more flexible manner. In any case and as an example of the many existent
information sharing platforms, this hub only shares anonymized data relating to cyber
incidents, meaning data that cannot be traced back to an individual or organization. As
far as this approach is concerned, the information collected and shared is important to
create awareness and better mitigation tools to fight the malware. On the other hand,
however, anonymized information does little to inform infected users of their condition,
and leaves law enforcement without concrete information to investigate and prosecute
the authors of the malware.
A different mechanism is today in place in Germany, the botfrei.de [2]. Here, the
Association of German Internet Service Providers (ECO) has put together a platform to
collect, analyze and distribute critical data on botnets to support the fight against cyber
crime. While ECO was capable of overcome the data protection hurdles from the
information exchange platform, the efficacy of a hub operating in one national
jurisdiction is limited. Today, the model developed by ECO is part of the Advanced
Cyber Defence Centre (ACDC), a EU-funded project aimed at increasing response
against botnets in the Union [3]. The challenges faced in a multi-layered platform with
diversity of partners and jurisdictions is, however, much higher. The project architecture
aims to share data that is potentially regarded as personal data and thus must comply
with the EU data protection framework and its national implementation laws.
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In the following sections, the legal arguments found to legitimize and adjust the
information sharing mechanism are presented, with special regards to two private
sector entities: Internet service providers and security companies. Due to the panEuropean character of the project and the lessons learned, the legal examination is
kept at the level of EU laws, which is in any case the ground to be respected in all
member states.

2

METHOD AND GOAL

This paper was developed in light of the lessons and knowledge learned in examination
of the legal requirements of the ACDC project. It took into account the relevant
literature addressing specific issues on data protection and cyber crime mitigation and
information exchange, and examined the laws of a selected group of member states
partners to the project, including Belgium, France, Germany, Portugal, Romania,
Slovenia, Spain and The Netherlands. Prior court ruling and opinions issued at the
European Court of Justice and by the Article 29 Working Party [4], as well as national
courts and documents drafted by national data protection authorities. The analysis of
all this documents and the study of the functioning of the ACDC tools led to the
analysis here shortly summarized.
The goal of this paper is to clarify the data protection mechanism applicable to the
activities of many technicians, who are often far from legal discussions and do not
understand the legal issues involved in their work. It aims to bridge the gap between
lawyers and security experts while providing short guidance on how to take part in
information sharing systems without violating data protection laws. Finally, it aims to
fortify the response against cyber crime by incentivizing stakeholders to join efforts in
cooperative networks within the limits of the law.

3

INFORMATION SHARING: DATA PROTECTION GROUNDS AND
BARRIERS

As far as data protection standards are concerned, agents involved in information
sharing platforms may not understand whether they act as data controller or processor,
how to comply with the so-called data quality principles, or even whether there is a
legitimate justification enabling the data sharing. This creates a situation in which
technical agents are unsure whether they are abiding to or violating the law. Moreover,
whenever a case is brought to the attention of data protection authorities or to court,
jurists are given the competence to determine the application of legal norms to different
types of tools they do not fully understand. This has led to a scenario where national
authorities and law enforcement have avoided issuing a conclusive interpretation of the
cases, often opting for an overprotective and generic approach just to be on the “safe”
side.

3.1
3.1.1

Legitimizing mitigation by the private sector
Internet service providers

In light of their special position and interest in the security of networks, service
providers can arguably use at least two of the legitimation grounds brought by Article 7
of the Directive 95/46/EC [5] to justify the deployment of mitigation tools. The two
alternatives are explored below.
a) Necessity in a contractual or pre-contractual context, Article 7(b): This provision
covers the cases in which the processing of personal data is necessary, meaning close
to essential [6], for the performance of the contract. In the view of the Article 29
Working Party, however, Article 7(b) could justify the use of screening services to filter
malware. This is because the setting up of mitigation techniques by data controllers
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can be considered a step towards ensuring the performance and continuity of the
service contracted by the customer with a reasonable level of security and
confidentiality, characterizing thus a legitimate processing of the personal data [7].
b) Compliance with a legal obligation, Article 7(c): By putting in place security
mechanisms to filter malicious communications content, the data controller may in fact
be ensuring the protection of its own network, customers, service, and data processing,
as required by Article 17 of the Data Protection Directive and Article 4 of Directive
2002/58/EC [8], the so-called e-Privacy Directive. Despite recognizing the legitimate
use of mitigation techniques by service providers, the Article 29 Working Party recalls
that even then Internet service providers are not allowed to disclose the content of the
analyzed communications, nor can use the data collected for a purpose other than
detecting malware for ensuring network security [7].
3.1.2

Security companies

The first issue faced by market operators in the field of cyber security is the lack of
legitimate interest to fight a threat. Here, there is no contract or legal duty to safeguard
the network under attack or related to the Internet Protocol (IP) address range of the
victims. In the case of security companies that provide malware solutions, due to their
lack of direct legitimate interest, the only possible alternative is to use Article 7(f) of
Directive 95/46/EC. The use of this provision can only be justified when the processing
is indeed conducted to fulfill a legitimate interest of the controller1 or of a third party,
without overriding the fundamental rights of data subjects. In the analyzed case, it can
be argued that security companies are processing personal data for the purpose of
developing security tools and with the purpose of protecting their business activity and
with the goal of supporting society in the fight against cyber crime. In the first scenario,
the legitimate interest of the controller is a private interest; in the second, the interest is
on the benefit of society and part of the public interest of ensuring security of
information systems.

3.2

Legitimizing information sharing by the private sector

The legitimacy of fighting cyber threats is not extensive enough so as to justify the
distribution of this data to third parties. This is because in data protection law this
second step is seen as a different processing.
3.2.1

Internet service providers

In the case of ISPs, there is a need to find another legitimate ground that would enable
the distribution of the data that has been collected at the mitigation phase. Here, the
urgency and complexity of cyber crime, a threat that knows no borders, requires
companies to share efforts and intelligence. The duty to ensure the security of the
network today is impossible to be achieved without concrete cooperation from multiple
sectors. Bearing in mind the specific characteristics of cyber crime, ISPs should be
allowed to share this data to other legitimate interested actors whose networks are
being affected by the same malware (e.g., another ISP, a bank, a telecommunications
company, etc.). ISPs thus would be able to make use of Article 7(f) of the Directive
95/46/EC, proven that enough safeguards are in place so as to protect the fundamental
rights of individuals and that the means introduced are the least invasive, and that the
possible impact on the lives of citizens is kept to a minimum, in addition to the other
criteria clarified by Article 29 Working Party in their recent Opinion 6/2014 on the notion
of legitimate interests of the data controller under Article 7(f) [9].
1

Article 2 of Directive 95/46/EC: d) “controller” shall mean the natural or legal person, public authority, agency or any
other body which alone or jointly with others determines the purposes and means of the processing of personal data;
where the purposes and means of processing are determined by national or Community laws or regulations, the
controller or the specific criteria for his nomination may be designated by national or Community law.
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Security companies providing malware solutions

For security companies the business model of which comprises malware mitigation
tools, the case is also similar. This is to say that computer security experts can make
use of Article 7(f) of the Data Protection Directive to make their activities lawful in terms
of mitigation. However, the conditions applicable to security companies are stricter, so
as to avoid a scenario in which anyone deciding to fight cyber crime would be allowed
to collect extensive amount of data about individuals and share this indiscriminately,
what would certainly seriously interfere with the fundamental rights of citizens.
Therefore, security companies taking part in information sharing platforms shall ensure,
at least that: 1. All the processed data is relevant to a given ISP and is only distributed
to it, 2. There are enough safeguards in place reducing the impact of any potential
drawbacks created by the mitigation tools and false positives, 3. The agent is capable
of conducting a concrete assessment of the balance of the third party legitimate
interest and the impact of the information sharing on the fundamental rights of data
subjects [9].

4

RESULTS AND CONCLUSION

This extended abstract presented some of the lessons learned with the ACDC project
with respect to data protection issues in information sharing platforms. The first section
examined the state-of-the-art of information exchange against cyber crime and how
their impact can vary on society depending on whether they distribute personal data.
Looking at the most recent developments in the EU, Section 2 provided an overview of
the legitimate grounds that can be used by private sector to justify the deployment of
mitigation tools and collection and analysis of data therein. Furthermore, the legitimacy
of data sharing by these same actors was scrutinized and framed to the limits provided
by the law and by the authoritative opinions of the Article 29 Data Protection Working
Party.
Overall, the conclusion is that the private sector can take part in information sharing
platforms, but that the requirements and standards may differ depending on the nature
of the business. In addition, the extent to which the collection and distribution of data
later on will strongly depend on the legitimate interest of the agent and on the
proportionality of the measure with regards to the privacy and data protection of
affected users. All and all, there is a restrictive area in which information sharing
platforms can operate while sharing personal data and this will ultimately depend on
how transparent and balanced are the mechanisms put in place by their partners.
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Abstract
This paper focuses on the development of metrics for the trustworthiness of sociotechnical software. For a wide adoption in the Internet, socio-technical systems need to
be trusted, but trust cannot be “developed” into software and therefore the best
possible approach is to develop socio-technical systems that are trustworthy. As the
world becomes more complex and governments everywhere struggle, trustworthiness
in systems is more important today than ever. The ability to “measure” the presence of
trustworthiness in socio-technical software is one key step towards observing,
assessing and finally assuring trustworthiness. We employ different approaches to
develop metrics to measuring such a complex notion. The differentiation of the
phases/contexts of the software lifecycle such as “engineering”, “marketplace” and
“run-time” is necessary to develop useful trustworthiness metrics. Further, we
distinguish three different types of metrics. Product metrics measure the presence of a
certain attribute of the software. Process metrics measure the maturity/completeness of
certain aspects of the development process related to trustworthiness. Additionally, we
investigate evidence-based metrics to consider existing evidences as qualitative metric
values. In this paper, we describe the derivation of the GQM approach and
demonstrate some examples for metrics for each of the three contexts. To conclude,
we explain the requirements to implement the metrics computation in a metric tool as a
“generic enabler” within the FI-WARE framework.
Keywords: GQM method, trust, trustworthiness, generic enabler, attributes, metrics,
software.

1

INTRODUCTION

Trustworthiness is a key factor for the success of so-called socio-technical systems
that consist of the technical systems, the actors involved in the system functioning and
important elements of the context [6]. Actually, users need to trust socio-technical
systems to use them for their full benefit, and trust is supported by trustworthy
software. To promote trustworthy applications, it is important to be able to measure the
trustworthiness. This paper addresses the measurement, computation and usage of
trustworthiness metrics. Trustworthiness metrics for software are the attempt to
measure objective attributes of software, for example, to get to know its reliability.
Trustworthiness is not only provided by the security requirements of software.
Furthermore, trustworthiness also requires attributes to determine a testimony. Security
for software is heavily studied, possibly because threats are subject to continuous
evolution. Mohammandi et al. explain trustworthiness as a multidimensional aspect of
software quality in contrast to considerations that only focus on security of software [6].
We take this as the basis for what we want to measure. The calculation method is
explained in this paper. In [4], Lee describes in the “metrics and measurement” chapter
that metrics are a basic block to evaluate software attributes. Therefore, we suggest
using metrics. Against this background, the central question that motivates this paper
is: Which metrics could increase the trustworthiness of software and are usable in
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practice? Therefore, we investigate which attributes have to be considered.
Furthermore, there are different motivations why metrics are necessary. The first
objective is to establish a standard for trustworthiness in software. The second is to
provide a measurement approach to verify software with less effort. There are several
research projects and publications focusing on this topic. Tao and Chen provided an
approach to calculate several quality attributes [9]. Mohammandi et al. researched and
defined adequate trustworthiness attributes [6]. This paper shows a derivation to
develop the right metrics for each attribute. Additionally, it shows how to measure
trustworthiness values and calculate metrics. It demonstrates the current research
status with respect to trustworthiness metrics for software as a part of socio-technical
systems evaluation. The main results are focusing on a practical approach to
determine and assess trustworthiness metrics. Future implications could be the
presence of more trustworthy software and an ecosystem to demonstrate its value.
This paper is structured as follows: Section 2 provides an overview on the need for
metrics. Section 3 describes the role of metrics in the different phases of the software
lifecycle. In Section 4, the trustworthiness attributes will be presented and explained.
Metrics and related entities are shown in Section 5. Section 6 represents the
methodology to develop the right metrics for identified trustworthiness attributes and
some examples of metrics. How to implement the trustworthiness metrics in a metric
tool to use them in a practical way is shown in Section 7.

2

THE NEED FOR METRICS

For a development of trustworthy software “by design”, one could use some
approaches that focus on the development of “secure” software by design, such as, for
example, the Building Security In Maturity Model (short BSIMM) methodology [10] or
the Common Criteria standard [11]. Some of them are targeting a potentially complete
chain of evidences, involving automated proofs, expert inspection or other means,
others are more best-practice-driven. Relatively new is the research on providing
trustworthy software with these approaches described by Paulus et al. [12]. In any
case, to be able to manage any part of the development process in terms of
achievement of trustworthiness requirements, it is imperative to develop and employ
corresponding software metrics. Software metrics are in widespread use in industrial
software development processes since the advent of software quality as a major
discipline. On the other side, security metrics for expressing the (in) security of
software in use have gained considerable attention over the last years detected by
Sanders [13] and Rudolph [14].
New is to target a) metrics related to trustworthiness and b) integrate/combine the
software metric methodology with other evidences1.

3

METRICS IN DIFFERENT PHASES OF THE SOFTWARE LIFECYCLE

Ultimately, metrics are employed to have indicators at hand (typically for project
managers, development managers, operations managers, etc.) that help to
estimate/predict the presence of a given property of a software-based system when it is
in use. But only measuring specific properties at the “end” of the development lifecycle
in the operations phase is far from being optimal research and practical studies have
shown that, e.g., the cost associated with software quality when it is only dealt with as
part of the operations phase is significantly higher than if one starts monitoring specific
activities and properties right from the start of software development (requirements
engineering, software architecture and design). The OPTET consortium, an EU FP7

1

This work has been supported by the OPTET project, an EU FP7 project. See www.optet.eu.
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project, has recognized this fact and therefore thrives to provide generic enablers that
assure trustworthiness “by design” [1]. Therefore, it is of importance to develop metrics
that cover different phases of the software development lifecycle, or alternatively to
develop different metrics for the same property in different phases. As an example, a
security property such as “confidentiality” needs to be measured from different
viewpoints, whether we are in engineering – then you would look at the potentially
complete coverage of security principles and patterns related to confidentiality for the
software to be developed –, in deployment – then you would look at the usability of the
security functions, properties and configuration options for the use-cases in question –,
or in run-time – then one would primarily look whether all functions and data in use are
adhering to security requirements related to confidentiality. Our approach, though, is to
look at the properties “across” all lifecycle phases, to assure that every property (or
attribute) is considered during the metrics development for every phase. We initially
consider metrics and indicators that are relatively close to product metrics (i.e., aiming
to measure the property in question directly), but over the project scope we will
integrate process metrics (e.g., related to testing) and other types of metrics (e.g.,
stemming from assertions or evidences). But in all of these cases, the property is the
primary perspective that we use to initiate the metrics identification process for the
different phases.

4

TYPES OF METRICS

Throughout this research work, we will primarily stick to product metrics, i.e., metrics
that aim to measure the presence of a certain attribute of the software/service in
question (see 5.1 for more details). This is of utmost interest, since only in that case we
can actually give real quantitative affirmation on software attributes related to
trustworthiness. In addition to product metrics, we will also investigate process metrics,
i.e., metrics that aim to measure the maturity/completeness of certain aspects of the
development process related to trustworthiness. These process metrics may relate to
trustworthiness attributes, but may also consider generic qualities of the software
engineering practice. For example, we may measure the number of security-related
requirements and compare them to the number of security-related test cases, and so
on. Process metrics have a major drawback in that we generically cannot deduce
“good” product properties from a “thorough” development process – although practical
experience seems to suggest it – this is subject to further research, but out of scope of
this work. An interesting aspect is that process metrics give an indication on the
capabilities of the software development organization rather than on the product itself –
thus, it could allow some “transfer” of evidences and trustworthiness judgments from
one product to another product of the same development organization. Furthermore,
we will investigate evidence-based metrics. In that case, we consider existing
evidences as a qualitative metric value. This is especially interesting in the context of
the threats/controls model, since then we could use evidences to demonstrate the
effectiveness of a control – if the evidence is “stronger” than a simple measure of the
attribute related to the threat/control set. That could, for example, be the case if there is
an existing Common Criteria certification that assures a certain security property of the
software.
The use of different metric types may also be dependent on where they are best suited
to express trustworthiness attributes. For example, evidence-based metrics might be
relatively well-suited to express trustworthiness attributes of low-level functions or
technical modules that have a high level of reuse within a platform, and therefore the
effort of executing a certification might “pay off”. In contrast to this, quantitative product
metrics may be better suited to express trustworthiness attribute presence of high-level
applications.
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METRICS AND RELATED ENTITIES
Attributes and properties

A central concept that enables to develop trustworthiness metrics is the idea that
trustworthiness can be observed in form of specific criteria that the software/service in
question fulfils [6]. These criteria are called attributes. A thorough literature research
has yielded a significant number of trustworthiness attributes; an overview is shown in
Fig 5.1. This list is by no means exhaustive, and as Mohammandi et al. pointed out [6],
there are certainly more attributes that need to be considered, e.g., timeliness or
adherence to best practices. Nevertheless, the proposed list of attributes is an
excellent starting point for the development of trustworthiness metrics – since each of
the attributes allows the definition of a corresponding metric. It remains to be seen,
though, how the individual metrics can be used to develop “the one” metric for
trustworthiness. For the sake of this research work, we will stick to a multidimensional
approach, i.e., we will simply use the vector given by the individual attribute metrics as
one representation for the trustworthiness of the software/service in question.

Figure 1: Own illustration of trustworthiness attributes extending to Mohammadi et al.
[6].
In some cases, the existence of a certain attribute cannot be measured directly, and we
need to introduce additional viewpoints to describe the attribute in technical terms. For
example, it is relatively difficult to express the confidentiality of a given software or
service. We overcome this difficulty by introducing so-called properties of the
software/service that are measurable, and that can be logically combined to
demonstrate the existence of the attribute in question. In the case of confidentiality, we
would, for example, consider properties such as encryption at rest, encryption in transit,
(full) authentication coverage, and (full) authorization coverage. If these properties are
present/can be shown, then we assume that the attribute is present as well. Of course,
more detailed definitions of the properties are necessary, as well as a logical
argumentation how the properties assure the existence of the attribute. For the sake of
readability, we will only use “attributes” in the sequel even if it might be necessary to
use properties instead of attributes or in addition to attributes.
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Threats and controls

Many security-related modeling approaches follow the idea of modeling assets, threats
that have a negative effect on the assets, and corresponding controls that are expected
to limit the effect of the threats on the assets. Such a model is used to try and calculate
trust and trustworthiness for the socio-technical systems under consideration [3]. The
questions related to metrics that we will try to answer in this section is: How does this
model relate to the measures related to trustworthiness attributes?
Trustworthiness attributes are attributes of the software/service (that is currently being
developed, that is to be chosen on the marketplace, or that is in use) that, according to
previous research activities [1], induce a higher level of trustworthiness of that
software/service. For this paper, we assume that trustworthiness attributes will by
definition heighten the trustworthiness of the software component in question. It
remains to explain how this is expressed, ideally numerically, in an overall model of the
socio-technical system. As of now, both notions do not have any direct relation to each
other. Fig. 2 shows an overview, where trustworthiness “criterion” is to be understood
as “attribute” or “property”. To relate the two conceptual approaches to each other, we
can make the following observation: “measuring” a trustworthiness attribute, or a
property, as explained in 5.1, gives an indication for the fulfillment of the requirement
that is expressed by the attribute in question. We can therefore understand the
requirement of the presence of a specific attribute as a control, thereby mitigating a
threat that may impact an asset related to trustworthiness. If we now assume that a
threat related to a trustworthiness attribute is fully mitigated, if the attribute is “fully
present”, then we can interpret the value of the metric of an attribute as a measure of
the effectiveness of the corresponding control. We may call such controls “attribute
controls”, e.g., to distinguish them from other types of controls, such as controls
stemming from procedural best practices, or controls that represent additional security
tools or services.

Figure 2: OPTET straw man conceptual model [3].

6
6.1

HOW TO DEVELOP METRICS
The GQM method

To develop the metrics, we used the Goal-Question-Metric (GQM) method [2]. GQM
handles the problem of how to decide and what to measure to reach your goals. It is a
method invented by Prof. Victor R. Basili, Dr. David Weiss and Prof. Dr. Dieter
Rombach. GQM is based on the idea of goal-oriented measurement and therefore it is
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a top-down approach. Top-down approach means that one starts with improvement
goals, tries to make them measurable and finally to be able to reach them [8].
Processing GQM means performing six important steps [8]: 1) characterize the
environment, 2) identify measurement goals and develop measurement plans, 3)
define data collection procedures, 4) collect, analyze and interpret data, 5) perform
post-mortem analysis and interpret data and finally 6) record package experience.
We start with few goals to keep the complexity relatively low. The benefit of
measurement will increase by every single goal. As a base for the GQM method, we
used the trustworthiness attributes defined by Mohammadi et al. [6]. Wherever needed,
we complemented them with properties to allow a more fine-grained goal definition.

Figure 3: The GQM paradigm as a hierarchical structure [8].

6.2

From engineering to marketplace to run-time

The approach is to develop metrics focused on three phases of software lifecycle:
engineering, marketplace and run-time. As discussed above, to measure
trustworthiness it is important to consider the influence of the differences of the context
of different phases in the development lifecycle. In the context of engineering, the
application is in development and has no requirement from the context in measuring
trustworthiness (unless, of course, developers and architects try to model such
requirements within the generic requirements of the software, in case they become
context-independent in our definition). In the context of marketplace, the surroundings
in which the application is expected to operate influence the trustworthiness attributes
and properties expectations, therefore, the corresponding metrics must be adapted to
this demand. These influences are ideally recorded as parameters for the metrics in
this scope. In the context of run-time, the application using surroundings and
additionally specific user requirements influences the expectations on trustworthiness,
and again, the metrics must be adapted accordingly. These influences and
requirements are ideally recorded as parameters for the metrics in this scope. This is
visualized in Fig. 4.

Figure 4: Context-related and user-related influence in the parts of software lifecycle.
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Examples for metrics

Tab. 1 shows examples for metrics. We decided for two product metrics for each of the
three phases of software lifecycle “engineering”, “marketplace” and “run-time”. In
Tab. 1, there are two metrics for the context engineering and the first metric focused on
the attribute “accountability”. The goal is that user interactions can be reconstructed at
any time and traced back to a specific user. Therefore, this metric measures the
percentage of user interactions that are logged in a transactional manner. In this
context, we anticipate the software system to work, in principle, according to a MVC2
model, a 3-tier-model or the like, thus allowing user interactions to be separated from
back-end operations. Consequently, the software system can be validated at source
code level and user activity logging points can be measured. This metric expects that
user interactions (only user-initiated functions) are comprehensibly logged.
The second metric for the context engineering is the attribute “confidentiality” and
requires that the data which is considered confidentially used must be kept confidential
at any time and at any place. Since the metric should be displayed as a percentage, it
is defined by how much data is encrypted during transfer.

Table 1: Example metrics for engineering context.
Tab. 2 demonstrates two metrics for the context of marketplace. The first metric applies
to the attribute “confidentiality”. The goal for it is also that data which are considered
confidential used must be kept confidential at any time and at any place. For that the
metric measure the percentage of the stored encrypted data.
Subsequently, the second metric for the context marketplace considers the attribute
“non-repudiation”. For trustworthiness of software “by design”, the products have to be
of constantly provable integrity and the origin of data should be clear. This metric
measures the sum of activated functions that support the digital signature and, in order
to achieve that, non-repudiation can be ensured by the users.

Table 2: Example metrics for marketplace context.

2

Model-View-Controller: a development concept for web applications separating logic, data and interface aspects from
each other [15].

682

Poster session: Extended abstracts

Future Security 2014

Berlin, September 16 –18, 2014

Table 3: Example metrics for run-time context.
For the context of run-time, there are two metrics shown in Tab. 3. The first metric was
developed for the attribute “availability”. The aim of this metric is that the software must
be available and therefore it measures the uptime in relation to the downtime to
determine the availability. The second metric in this context considers the attribute
“flexibility/robustness”. The goal is to behave in an acceptable way in anomalous or
unexpected situations or when the context changes. This metric measures the
percentage of untreated defects which are expected errors for the flexibility.

7

A GENERIC ENABLER FOR METRIC COMPUTATION

As part of the FI-PPP3 project FI-WARE4, the concept of “generic enablers” has been
defined. Generic enablers are, roughly speaking, tools that help achieving a certain
goal under a multitude of circumstances, i.e., which are not tied to a specific business
case nor an industry sector, etc. More specifically, generic enablers need to be openly
specified, and must have at least one implementation that can be freely used. A metric
computation tool can heavily benefit. Standard use-cases like identification
management and web services can be rapidly implemented. The development can
center on the researched specific requirements. That should be a repository of
trustworthiness attributes and their key factors, followed by the description and
evidences. Further, a repository of trustworthiness metrics is required [7]. That metrics
should be assigned to attributes and contexts. Input and output interface are
necessary, too. Fig. 5 shows a simplified architecture of a tool.

Figure 5: Architecture of a tool that computes metrics.
To compute metrics, parameters are needed. The measurement of the required
parameters is carried out by individual context-specific instances. The type of metric is
shown in Section 4. Also, see the alignment in Section 6.3 which is crucial. The
parameter flow for the engineering context has to be considered as well. Every time a
value for a trustworthiness attribute is requested, a set of parameters is required. For
example, in an evaluation instance, the parameter for metric computation from the
context is requested. This context gets the parameter from development side.

8

CONCLUSION

This paper has demonstrated the investigation of developing trustworthiness metrics.
For that, we have described the distinguished context-related phases and which
3

FI-PPP is the future Internet platform project by the EU. See more at http://www.fi-ppp.eu/.
FI-Ware is the future Internet project by the EU for new Internet applications and services. See more http://www.fiware.org/.
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attributes of software could be useful. For these attributes, we have shown that
different types of metrics are necessary to get trustworthiness of software. Additionally,
the description of derivation indicates how useful trustworthiness metrics could be
developing. Last but not least, the examples of metrics and the section of the generic
enabler provide insight that the developed metrics could increase the trustworthiness of
software and could be applied in practice.
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DETECTION OF EXPLOSIVES: EVALUATION OF LASER-BASED
DETECTION SCHEMES AND NOVEL TRACE DETECTION
APPROACHES
Bernd Michael Fischer
bernd.fischer@isl.eu
Deutsch-Französisches Forschungsinstitut Saint-Louis, 5 rue du Général Cassagnou,
69301 Saint-Louis Cedex (France)

Abstract
The detection of explosives and other hazardous or dangerous substances is an
important task for many safety and security applications. Many technical approaches
have been proposed; however, in several cases a fully satisfying solution has still not
been identified. In this contribution, three different technologies have been evaluated,
and first promising results demonstrate the potential of these concepts for the detection
of energetic materials.
Keywords: THz spectroscopy, Raman spectroscopy, LIBS, bio-inspired, nanostructured
device.

1

RESEARCH BACKGROUND INFORMATION AND GOALS

In many security settings such as aviation, protection of infrastructure and also defense
applications, a fast and reliable detection of explosives remains a crucial yet also
challenging part. Although several established systems show an overall very good
performance, there are always specific scenarios and materials where the limits of
these systems pose a significant threat [1–3]. Miniaturization not only allows for
portable systems, but furthermore it enables a combination of several complementary
techniques in one single device.
At the French-German research institute of Saint-Louis (ISL), we evaluate the potential
of three different technologies for complementing the existing technologies for specific
applications for military and civil security applications. For these applications, a clear
demand for either remote sensing or detection of traces of a given substance has been
identified. While the potential for civil applications is typically better documented, only
few reports based on real explosives can be found. A clear advantage of our
investigations is the fact that at the ISL we have direct access to a wide variety of
energetic materials and other illicit substances which enables us to evaluate the
potential of these technologies in a realistic environment. These studies are performed
at a low to medium technology readiness (TRL) level; a system development beyond
the evaluation of the detection performance and first steps towards a system fusion is
currently not foreseen for the laser-based technologies.

2

METHODS AND RESULTS

About ten years ago, first reports on the potential of THz technologies to detect and
identify explosives, even through several layers of dry and non-metallic packaging
materials or clothing, had raised high expectations in this novel technique. However,
despite some very promising preliminary results, two major technical limitations
strongly hinder the use of conventional THz time-domain spectroscopy (THz-TDS) for
remote detection of explosives. The strong attenuation of THz radiation in ambient air
implies that the target has to be in the immediate vicinity of the source and detector of
the THz radiation. Furthermore, the bandwidth of the conventional THz time-domain
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spectroscopy systems, which is often limited to values below 3 THz, only allows the
recording of a small number of the characteristic spectral signatures which are required
for a successful identification. Scattering and diffraction effects even further limit the
accessible spectral bandwidth [4], thus a clear identification of a mixture of explosives
making nearly impossible. Therefore, over the past few years, the use of THz
technologies for defense applications has been mainly limited to imaging systems
operating in the sub-THz or mm-wave frequency band [5]. While these systems are
certainly useful for detecting hidden dangerous objects, in most cases they do not allow
the clear identification of explosives.
A very promising alternative to conventional THz TDS is the generation and detection
of THz radiation by using a laser-induced plasma [6], [7]. A clear advantage of the THz
wave generation by femtosecond laser pulses in self-generated air plasma is the fact
that the plasma can be generated in the immediate vicinity of the target, yet, at
significant distances from the laser source. The THz air-breakdown-coherent-detection
(ABCD), based on the high-order nonlinear effect in ionized gas plasma, offers the
possibility to obtain a significantly higher bandwidth, compared to conventional THzTDS systems, thus considerably increasing the identification capabilities.
This novel concept has recently led to a very pronounced interest in the US, where it is
currently considered to be a new technical breakthrough. In Europe, however, only few
systems based on this new technology exist, and the respective research activities are
only slowly emerging. In collaboration with the Danish Technical University (DTU) in
Lyngby, ISL has been able to test the potential of such a system for the detection of
explosives. Fig. 1a shows the THz absorption spectrum of TNT in the range between
500 GHz and 13 THz. The different distinct spectral features are clearly visible; these
characteristics represent the spectral fingerprint of the sample and thus allow for
spectral recognition. For comparison, the data obtained with a classical THz system
are shown in blue. Both spectra are normalized for presentation purposes. A similar
result has been obtained for TNT as shown in Fig. 1b.

(a)

(b)

Figure 1: THz spectra of (a) RDX and (b) TNT measured with a conventional THz-TDS
system (blue line) and with a novel plasma-based THz system (black line).
The undisputedly greatest advantage of this novel technological approach is its
potential for remote detection. For this purpose, the THz signal is directly detected at
standoff distance by observing the THz-wave-enhanced fluorescence emission of air
molecules. Therefore, both hurdles that hindered the use of THz techniques for
defense applications can be successfully addressed with air-plasma THz technologies.
In cooperation with French and German partners, the ISL will further evaluate the
potential of this novel concept for remote detection purposes.
Raman spectroscopy and laser-induced breakdown spectroscopy (LIBS) are well
established technologies which have each their advantages and disadvantages for
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detection purposes [8], [9]. By combining both technologies, the detection potential can
be significantly increased [10]. In a first preliminary setting, we have simultaneously
recorded the Raman and LIBS spectra of various explosives at distances varying from
some tens of cm (see Fig. 2) up to 20 m. The promising results now have to be further
extended together with theoretical investigations considering, for example, the
application of different wavelengths.
Trace detection remains a particularly challenging task. Bio-inspired micro-cantilever
sensors which have been developed at the ISL offer a very promising alternative to
established techniques. Silicon micro-cantilevers modified with a three-dimensional
layer of vertical titanium dioxide nanotubes can be used in micromechanical sensors
with optical signal detection to detect low levels of explosives such as 2,4,6trinitrotoluene (TNT) in the gas phase, even in the presence of other volatile impurities
such as n-heptane and ethanol [11].
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Figure 2: Raman and LIBS spectrum of TNT measured at 0.8 m distance.
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Abstract
Today’s building automation systems must be capable of dealing with a large number
of simultaneously occurring events. Human operators monitor these events in order to
maintain situational awareness, to detect physical intrusion or hardware problems, and
other irregularities. We transferred the so-called temporal mosaic charts to building
environments and compared their use with entropy-enriched Gantt charts and classical
logfile analysis.
Keywords: Building automation, smart homes, visualization.

1

INTRODUCTION

Building automation systems (BAS) are complex distributed systems used for
monitoring, controlling, and managing buildings. BAS consist of a large number of
devices connected to a network. These devices include sensors, actuators, and
controllers; with each device reporting its values to others over the network; for
instance, a given sensor reporting the temperature, state of a window (e.g.,
open/closed) or the recent access to a protected room. We call actuator state changes
and sensor value changes events. For large installations with thousands of BAS
devices, the monitoring of events can become very complex and demanding for human
operators. Therefore, advanced visualization systems are required to support
operators, e.g., for BAS anomaly detection and physical security monitoring such as
perimeter security for airports and public places. These visualization systems need to
allow easier monitoring of the large number of simultaneously occurring events within a
BAS.
We have adapted the temporal mosaic chart visualization by Luz et al. [3] to the area of
BAS. In comparison to conventional Gantt charts used for visualization of time-based
data, temporal mosaic charts enable visualization of parallel events while providing a
more efficient screen real-estate usage. Our modified events visualization is based on
seven priority levels, each color-coded to indicate its event type, and arranged on
We thank all members of our project teams at the University of Applied Sciences Augsburg, the
University of Waikato, and the University of Augsburg for their valuable contributions and development
works. This work was supported by the IT4SE research cooperation (Grant Number 01DR12041 IT4SE)
under the APRA initiative funded by the German Federal Ministry of Education and Research (BMBF).
1
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temporal mosaic chart based on its entropy to enable a weighted representation. For
instance, in our visualization, a normally occurring, small temperature change within a
room is shown in a different color and is less emphasized than the representation of an
event associated with a window opened at night which is usually closed during the day.
We describe a prototype implementation of this visualization, using BAS event logs
recorded at the University of Applied Sciences Augsburg. We also present an
evaluation of the effectiveness of our approach based on two user studies with five
professional building operators.
The remainder is structured as follows. We introduce fundamentals in Section 2, while
Section 3 describes our evaluation and its results. Section 4 summarizes our findings.

2

FUNDAMENTALS AND PROOF OF CONCEPT IMPLEMENTATION

Providing an overview of events within and around buildings is covered by many
commercial products such as Siemens Building Technology’s airport surveillance2
system as well as by academic research projects such as IT4SE3.
One approach to the visualization of simultaneously occurring events is presented in [4]
and implemented in a tool named Chronos [3]. Chronos provides temporal mosaic
charts for events which aim to overcome some of the limitations of Gantt charts,
including their poor representation of detail and inefficient use of screen real-estate [3].
Unlike Gantt charts, temporal mosaic charts combine parallel occurring events, which
are visualized by separate streams in Gantt charts, into a single stream so as to use
the provided screen space more efficiently. In previous research, it was shown that
temporal mosaic charts outperform Gantt charts [3] for scheduling tasks. As task
scheduling is very similar to BAS event visualization, our work does not aim to compare
Gantt and temporal mosaic charts again, but instead it extends both visualizations to
the context of larger BAS environments and therefore modifies Chronos as follows:

3

•

Two modifications were made to the temporal mosaic visualization. Firstly, the
size of an event type (e.g., temperature change) within the stream is linked to
the event’s entropy in order to prioritize important events. Secondly, we used
color codes to make it easier to spot different types of events.

•

The Gantt chart visualization was also modified to highlight different streams in
a way that events linked to higher entropy are easier to spot. As with the
temporal mosaic charts, we introduced the same color codes for Gantt charts.

•

We implemented support into Chronos to perform visualization based on events
provided by BACnet (bacnet.org) and HomeMatic (www.homematic.com) BAS.

USABILITY EVALUATION OF CHRONOS

We conducted a user study to evaluate the effectiveness of the modified visualization
for monitoring BAS events. According to Nielsen, 85.00 % of known usability issues
can be found with the help of five participants [5]. In order to reflect the full spectrum of
potential end-users, our usability experiment was conducted with five full-time building
operators from the University of Applied Sciences Augsburg. To verify the competence
of the test persons, all operators had to fill out a questionnaire in advance in which they
were asked what type of BAS they use in their regular work and for how long they have
been working with BAS. All five operators were experienced in working with large
BACnet environments with an average experience of 4.8 years. They were therefore
considered experienced end-users and suitable to take part in this study.
2

http://www.buildingtechnologies.siemens.com/bt/global/en/market-specific-solutions/airports/airportsecurity/pages/airport-security.aspx.
3
“IT for Smart renewable Energy generation and use”, http://www.it4se.net.
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A usability testing requires objective data on the actual actions of the participants [5].
What happened before or between the individual actions can only be obtained
indirectly from facial expressions, gestures and statements of the participant using the
Think Aloud Method [5]. With the help of eye tracking, it is possible to evaluate the eye
movements and the fixations on specific regions on the screen, which are collected and
stored [5]. Eye tracking enables to find out which elements have been carried out in
which order and which have not.
For the evaluation of the temporal mosaic and Gantt charts, examples from the daily
practice with a building automation tool have been used:
a) Temporal mosaic chart
The operators were asked to find out – with the help of Chronos – why the lightning in
an office room was not automatically turned off in the evening, although no persons
were present in that room. Three of five operators were able to correctly identify the
“motion sensor” as the source of the problem, needing an average of 83 seconds to
conclude the correct result.
For the visualization of the heatmap diagram, we used the Absolute Gaze Duration
Heatmap (AGDH). An AGDH shows the accumulated time participants spent looking at
the different areas of the stimulus. Each fixation made by each user adds a value to the
heatmap and is proportional to its duration [1]. The AGDH of the mosaic chart is shown
in Fig. 1 (left side) and indicates that three areas of the screen were within participant’s
primary focus, namely the date of the event, the room number J305, and the sensors
for the room.

Figure 1: AGDH heatmaps of the temporal mosaic chart (left) and the Gantt chart
(right).
Additionally, a post-test was performed using an additional questionnaire, in which four
of the five operators came to correct conclusions.
b) Entropy-enriched Gantt chart
For comparison of the temporal mosaic chart with the entropy-enriched Gantt chart, a
second and similar challenge was posed to the operators. They were asked to
determine the cause for a heating problem in a given room.

692

Poster session: Extended abstracts

Future Security 2014

Berlin, September 16 –18, 2014

Five of five operators were able to identify the right sensor as a source of the problem.
These five participants needed on average 41 seconds to find the correct result. Fig. 1
(right side) shows the AGDH for the Gantt chart. Similarly to the temporal mosaic chart,
the operators primarily focused on the same three spots.
Area of interest comparison
The so-called area of interest (AOI) is a part of the stimulus, i.e. the background area of
the visualization that is relevant for a research question [2]. In our case, these are the
relevant beams (streams in the diagram) of the sensors for each room in both charts.
We compared the time to first fixation (time from the start of the stimulus display until
the test participant fixates on an AOI in the diagram for the first time), the total fixation
duration (duration of all fixations within an AOI), the total visit duration (duration of all
visits within an AOI), and the visit count (number of visits of an AOI).
Time to first fixation: Gantt average: 6.01 s,
Mosaic average: 12.06 s
First fixation duration:
Gantt average: 0.19 s,
Mosaic average: 0.13 s
Total fixation duration:
Gantt average: 3.61 s,
Mosaic average: 10.16 s
Total visit duration: Gantt average: 3.85 s,
Mosaic average: 17.21 s

When we compare the different ratios of the eye tracking data from the relevant AOIs,
we can observe that the first contact with the relevant AOI in the Gantt chart was on
average 6.05 seconds faster than in case of the mosaic chart. The first fixation duration
on the Gantt chart was slightly longer than in case of the mosaic chart. In relation to the
average task processing, the time of the first contact with the Gantt chart AOI was held
by 14.5 % of the task processing time and 14.7 % of the mosaic chart processing time.
Moreover, a comparison between the temporal mosaic chart and a classic logfile
analysis was conducted. The participants were therefore asked to additionally find the
cause for a heating problem in a given room with the help of a BACnet event logfile
(comprising a full daily record with thousands of records). The five participants did not
find the error with the help of the logfile and the searching time was on average 85
seconds.

4

CONCLUSION

Although temporal mosaic charts are suitable for various scenarios in which parallel
tasks need to be visualized (e.g., in the area of task scheduling, they outperform
classical Gantt charts), we could show that while being linked to a good performance
an entropy-enriched Gantt chart is the most suitable choice for visualizing BAS events
in comparison to temporal mosaic charts. Classical logfile analysis led to the worst
results in our study.
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1

INTRODUCTION

Meeting the conditions for ensuring the interoperability of various incompatible existing
communication systems is now one of the most widely discussed research topics
among PPDR (public protection and disaster relief) agencies. It was also assigned as
top priority by the European Community that launched several security projects within
the 7th Framework Programme (FP7). The crisis situations that happen all over the
world put pressure on decision makers and stakeholders to treat the safety and
security issues with the utmost care. The secure and safety communication among
PPDR organizations has become a particularly important challenge in order to
effectively counteract threats and to minimize effects resulting from crisis events.
Although for many years several efforts have been made to build a common
communication system solution for PSC (public safety communications), different and
incompatible wireless systems are still in use. The incompatibility of the current PPDR
systems and networks is particularly problematic in cross-border operations where
different PPDR agencies have to exchange and use the information about the crisis
events (for example natural disasters or incidents).
Many initiatives and projects have been undertaken at the national and European
Union (EU) level to develop an interoperable broadband PPDR network. Some of the
most relevant FP7 projects are presented here:
•
•
•
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FREESIC (freesic.eu) – Free Secure Interoperable Communications.
GERYON (sec-geryon.eu) – Next Generation Technology Independent
Interoperability of Emergency Services.
Hit-Gate (hit-gate.eu) – Heterogeneous Interoperable Transportable GATEway
for First-Responders.
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PPDR-TC (ppdr-tc.eu) – Public Protection and Disaster Relief – Transformation
Center.

These projects describe different system solutions for interoperability of the current and
future PPDR networks. New functionalities and advantages offered by the proposed
system solutions in these projects are related to the new broadband PPDR services
that improve the management of the communication resources during crisis events
involving many different PPDR entities.

2

GOALS

The FREESIC, GERYON, Hit-Gate and PPDR-TC projects aim at designing and
developing new system solutions that allow the interoperability among different
networks operated by PPDR agencies. The proposed system concepts considered in
these projects are showing interoperability solutions for incompatible PPDR networks
that are beyond existing standard solutions like ISI (inter-system interface) or ODINI
(on-demand intelligent network interface) that are used for TETRA (TErrestrial Trunked
RAdio) systems. These projects focus on both legacy systems (e.g., analogue PMR –
private mobile radio) and modern broadband networks (like 4G LTE – 4th generation
long-term evolution) and try delivering to end-users a common IP-based (Internet
protocol) system solution that can connect these systems in a seamless way in order to
provide different services including voice, message, video and broadband data.
Interoperability solutions are provided mainly by a “gateway” that can exchange the
information from different communication systems. The outcomes in some projects
tend to be commercial solutions offered to the first responders and aim at including
them at different standardization bodies’ agendas.
The FREESIC project aims at solving not only technical problems, but also nontechnical challenges arising from, among others, differences in the doctrines of
activities between organizations and countries; legal issues, organizational, procedural,
and arising from the purely commercial aspects. In addition, the project’s goal was to
improve the quality of communication systems by ensuring the security of information;
optimization and adoption of existing investments; adaptation of international
agreements; and consideration of legal constraints. The interfaces developed in
FREESIC will be available to the public authorities and any stakeholder. It will allow a
specific customization of the FREESIC interoperability solution to their systems and
requirements.
The GERYON project aims at developing an innovative emergency inter-networking
system to not only connect first responders’ existing communication systems but to
enable the integration of next generation mobile networks also. The use of IMS-based
(IP multimedia subsystem) technology independent standardized interfaces is
proposed as solution for interoperability.
The Hit-Gate project’s main goal is to develop a system gateway called Heterogeneous
interoperable and transportable GateWay (HitGW) for interoperability between current
and future broadband PPDR networks that connects the first responder networks and
IP-based access and backbone networks, including those involving more than one
nation [1]. Thus, HitGW overcomes the communications barriers of incompatible PSC
networks that use a large number of different and proprietary technologies which are
compromising or even disabling efficient coordination of the combined operations (such
as cross-border or crisis management when many agencies are involved). The HitGW
system solution can be a network element (NE) of any IP-based network and is fully
compatible with the 4G LTE networks. It can be used for mission critical or non-critical
operations and for interoperable broadband communications between incompatible
PPDR and other commercial communications networks (CCN). It is a true system
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gateway between proprietary PPDR systems and CCNs like IEEE 802.11 (WiFi), IEEE
802.16 (WiMAX), 2G, 3G or 4G LTE types of networks.
The goal of the PPDR-TC project is to specify an interoperable, secure and resilient
voice and data communications architecture, tailored specifically for the needs of the
PPDR agencies. It provides the foundation for the evolution of mission-critical
communication systems. The PPDR-TC project addresses both mission critical and
non-mission critical situations in an integrated and uniform way. It will allow ubiquitous
secure communications over dedicated and commercial networks. The PPDR-TC
project investigates and proposes several reference scenarios which merge
commercial broadband infrastructures with current PPDR systems.

3

SYSTEM CONCEPTS AND TARGETED OUTCOMES

The FREESIC, GERYON and Hit-Gate projects provide an own system concept for
interoperability as a solution for incompatible PPDR networks. These projects have
similar development procedures that consist of: collecting end-users’ requirements,
designing the system, developing, integrating, testing and evaluating. The proof of
concept is done by the demonstration of a final interoperability solution to show its
feasibility and features including performance and translation of services depending on
functionalities of a communication system.
The FREESIC, GERYON and Hit-Gate projects have provided as outcomes the
hardware and software solutions for the interoperability gateways that can connect
PPDR/PSC and IP-based networks that use different technologies including legacy
ones as well as future broadband ones. In the GERYON and Hit-Gate projects, the
main common communication platform is based on an IMS set of standards. In order to
have an interface to those radio technologies (even non-IP-based ones), a dedicated
translator is needed that converts IP-based commands to technology specific ones and
vice-versa. The Hit-Gate project will provide also a roadmap for the future evolution of
the proposed system solutions for interoperability and cross-network services of
broadband PPDR networks.
In the PPDR-TC project, network simulations and models are mainly targeted in order
to elaborate a roadmap towards an evolution of the future PPDR systems. Network
simulations allow evaluating performance, reliability, availability and resilience. A
business model can specify a trade-off to optimize technical, economical and
organizational factors that determine how a new broadband PPDR network can be
acquired in an efficient way taking into account technical and financial factors. Different
types of analysis can be done from PPDR agency’s or network operator’s points of
view in top-down or bottom-up manners.

4

RESULTS

In the FREESIC project, a secure and open communication platform was developed to
which PPDR networks can be connected using an interoperable gateway based on
open source software including open interfaces to connect different networks together.
The FREESIC solution comprises: a unified communication network (UCN) that
consists of distributed servers and backbone networks to process commands and
manage all connections; generic gateway; and customizable adapter. The gateway
with adapters enables the connection of PSC networks to the FREESIC UCN.
The GERYON demonstrator included both legacy and next-generation IP-oriented
enhanced emergency services, therefore aiming to interconnect analogue/digital PMR
and LTE systems. From the technical point of view, the project has defined a crossnetwork IMS-driven emergency services management platform able to natively
communicate with 4G VoLTE (voice over LTE) commercial devices. Developed core
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services and software clients allow using a subset of emergency services seamlessly
through different access networks. Moreover it paves the way to provide enhanced
emergency services supported in future 4G LTE/LTE-advanced networks (i.e., 3GPP
Rel. 12 and above) when available.
The Hit-Gate project is based on a HitGW system concept for creating a Hit-Gate (HG)
of network of networks (NoNs), i.e., HGNoNs. The IMS core network subsystem
reference architecture TISPAN (telecommunications and Internet converged services
and protocols for advanced networking) is selected as a basic architecture for Hit-Gate
to maintain compatibility with the next-generation networks (NGN) and fixed mobile
convergence. Cross-network services are achievable over heterogeneous networks
like analogue PMR, TETRA, TETRAPOL, DMR (digital mobile radio), GSM (global
system for mobile communication), PoC (push-to-talk over cellular), WiMAX (worldwide
interoperability for microwave access) radios and any other IP-based network.
A HitGW makes the first responders networks (FRN) and IP-based networks
interoperable, and thus creates a NoNs. Connecting together a number of HitGWs to
work within a wide-area network with even distributed NEs of HG IP-adaptor terminals
(HG IP-AT) and HG ICASs (IMS core and application servers), a large-scale
interoperable heterogeneous network is created. It consists of FRNs and CCNs.
Interoperability of the FRNs NEs and other NEs of the CCNs is achieved with a set of
commands that was developed as a generic interoperability framework (GenIF) to
provide exchange and use of the information between the NEs of the HGNoNs.
One of the results in the PPDR-TC project is a set of software tools that are developed
to simulate the performance of the future broadband systems for PPDR users. These
tools support decision makers with selection criteria for the most appropriate
communication systems [2] that meet the user requirements. These systems can be an
ensemble of different systems which are available on an incident area. They may be
also planned to be launched in the future (4G LTE systems).
The analytic tools can be used for:
i)

Ad-hoc decisions when the event happens and PPDR agencies have access to
only a limited number and type of communication systems that have the coverage
there.

ii) Short/medium-term decisions to make proposals how existing and mature systems
can be improved or hardened to provide new categories of wide-/broadband
services that were identified to be needed by PPDR users.
iii) Long-term forecasts for the future broadband systems that replace the existing
narrow-/wideband ones.
Development of a harmonized network strategy to provide broadband wireless PPDR
communication in Europe: enhances cross-border coordination; increases potential for
interoperability and co-operation between the EU PPDR agencies and worldwide; and
improves the spectrum management and planning.
In addition to the terrestrial network infrastructure, it is likely that any harmonized
system solution also needs to include a satellite-based element to provide: coverage
when required in the most inaccessible areas; the back-up transmission if FRNs are
corrupted or degraded; and air-to-ground communication.
The FREESIC, GERYON and Hit-Gate projects provide system solutions for
interoperability of the current PPDR systems and CCNs that may be a subject of the
standardization process in different standardization bodies, e.g., ETSI, 3GPP, etc. The
PPDR-TC project will deliver simulation results and software tools for PPDR agencies
how to create their strategies of development towards the future PPDR communication
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systems that tend to be broadband in order to provide and to support all range of
services including multimedia ones (e.g., video streaming).

5

CONCLUSIONS

The common aim of these four FP7 projects is to develop interoperable PSC system
solutions that can be used by PPDR agencies in day-to-day and crisis operations.
These solutions should be ready for the present time when technical limits exist as well
as for future needs of services and applications claimed by PPDR organizations. It is
obvious that interoperability is needed because it is one of the basic requirements that
determines the success of an incident management system when many entities and
different national PPDR agencies are involved. The experiences have also shown that
PPDR agencies are looking for all kind of broadband services that are currently
available for CCNs and to use them for their PSC networks. Future PPDR networks
have to base on the broadband communication IP-based networks that are supported
by many standardization bodies.

6

IMPACTS

The FREESIC, GERYON, Hit-Gate and PPDR-TC projects deliver tangible solutions for
interoperability among current PPDR networks and IP-based networks. It seems that
proposed gateways will have gained a pre-commercial status by the end of the
projects. The significant role of VoLTE in the imminent US/UK national broadband
public safety networks deployment will no doubt push IMS-based solutions.
Additionally, a set of tools developed in the PPDR-TC project will be able to be used by
PPDR agencies now in order to ensure the communication in an incident area as well
as to plan mid- and long-term evolution of the PPDR networks.
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1

INTRODUCTION AND BACKGROUND INFORMATION

A novel framework developed by AIT, denoted as Connected Vision, provides a
modular and service-oriented approach allowing to process computer vision tasks in a
distributed manner. Video surveillance systems and respective computer vision
algorithms are gaining more and more in importance. Both the usability and the
security aspects of these systems are subject to discussions. Our framework
addresses both challenges at the same time. The adoption of service-oriented
architectures is an obvious choice, as it provides substantial benefits with respect to
privacy and security (cf. [1]).

2

GOALS

Our research objective is to develop a video computation toolbox for rapid development
of computer vision applications which serves to enhance security in public spaces and
infrastructures. Our approach to achieving this is to make computer vision algorithms:

3

•

Available on multiple platforms (PC, tablet, mobile phone).

•

Self-descriptive.

•

Universally combinable (within a flexible environment, room for evolution).

•

Fast through efficient data management (result data accessible, reusing
results).

•

Working via secure communication channels.

RELATED WORK AND NOVEL ASPECTS OF CONNECTED VISION

Amongst other aspects, Connected Vision is independent of a specific platform,
programming language or development environment. It is possible to write modules in,
e.g., C++ but also in a scripting language like JavaScript or any other environment that
is capable of processing Hypertext Transfer Protocol (HTTP) [2] requests. In contrast to
multimedia frameworks like Microsoft’s DirectShow [3] or the well-known GStreamer
framework [4], there is no need to register filters or provide plug-ins to the system
before their usage. Moreover, a higher-level instance – like a GStreamer “pipeline” or a
DirectShow “Graph” – that manages chains of modules, their configuration or
interconnections between them is not needed. Developers can focus on their image
processing algorithm rather than worrying about hosting a service or registering a filter
to a system. An additional difference is that multimedia frameworks are more focused
on encoding and decoding audio and video but Connected Vision puts emphasis on
distributed processing per se.
Another framework that is widely used in robotics, the Robot Operating System (ROS)
[5], offers inter-process communication and middleware functionality, but lacks
orchestration and structure when it comes to composing more complex computer vision
tasks. ROS uses a global key-value store (parameter server) to manage configuration
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parameters. In contrast, one of Connected Vision’s main strengths is that every
module – out of the box – comes equipped with an auto-generated and dedicated
storage – both for configuration parameters and result data – and with its own server
(module host). Consequently, Connected Vision is more than just a collection of
application programming interfaces (APIs) as it also provides the basic source code
skeleton of the module which is generated out of the module’s self-description and
supports three major development phases: plan, implement and process/operate (see
Fig. 1 and the detailed description below).

Figure 1: Connected Vision supported development process and its phases.

4

FUNDAMENTALS OF CONNECTED VISION

Connected Vision offers a flexible basis to solve complex computer vision tasks. The
common approach to solving such tasks is to split them into smaller and better
manageable parts. These small parts of a complex task are represented by basic
building blocks of the Connected Vision framework – denoted as modules (see Section
4.1). To solve a complex computer vision task, two or more modules are combined to
build a module chain which is further discussed in Section 4.2.

4.1

Modules and their core task – module internals

Each module implements a core task – e.g., an object tracker, a person separator,
filtering – and follows a self-descriptive approach, which is provided through a humanand machine-readable interface using JavaScript Object Notation (JSON) [6]. In this
way, each module offers information about its inputs, outputs and configuration
(settings) to the outside world, called self-description (see Fig. 2). The self-description
is the starting point of the module design and is the first artefact a developer needs to
write. This is the input for the generator to create the module skeleton, interface
classes and the storage (e.g., data-definition-language in case of a database). This is
illustrated in the first column – plan – of Fig. 1. Internally, the access to input data,
configuration and also the access to the module storage, are realized through a
uniform abstraction layer (see Fig. 3). Having a uniform storage layer ensures that
module results – binary as well as metadata – can be kept in arbitrary types of storage
without affecting the actual implementation of modules’ core tasks.
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Figure 2: Module with its core task
(algorithm) and the self-description
interfaces.
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Figure 3: Communication interfaces to
other modules, as well as the
config/control and storage interface.

The second column – implement – of Fig. 1 shows how the module skeleton and the
algorithm (core task) are combined. The core task is the only thing a developer needs
to implement on his or her own, as all other source code infrastructure is generated by
Connected Vision. Finally, the module is running within its enclosed module host
(server), as illustrated in column three – process/operate – of Fig. 1.

4.2

Chains of modules – external communication between modules

Technically, each Connected Vision module is an autonomous service that
communicates via a Representational State Transfer (REST) [7] interface, collects data
from multiple sources (e.g., real-world physical sensors or other modules’ outputs),
processes the data according to its configuration, stores the results for later retrieval
and provides them to multiple consumers (see Fig. 3 and Fig. 4). The communication
protocol is designed to support live (e.g., network camera) as well as archived data
(e.g., video file) to be processed.
The module autonomy is especially reflected in the configuration of module chains that
compose the solution of a complex computer vision task, as each module is capable of
not only taking its own configuration but also of passing on relevant configurations to its
predecessors (see Fig. 5). Consequently, a higher-level instance that manages chains
of modules and their configuration or interconnections between them is not needed.

Figure 4: Illustration of the
communication with multiple sources
and consumers.

5

Figure 5: Configuration/control and data
flow in a module chain.

APPLICATION AND STATUS OF WORK

AIT has used Connected Vision since 2013 both for live and archive-based
applications. As part of an EU FP-7 project [8], it is used in a live system for person
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separation consisting of two modules (overhead stereo camera interface and person
separation algorithm). In another project [9], Connected Vision is used in an offline
evaluation of various face-recognition algorithms. This is just a rough overview of the
possibilities, as Connected Vision is applicable in many other scenarios. The focus of
the ongoing work [10] is on improving privacy and security aspects of Connected
Vision. This is reflected in a scenario where surveillance videos are investigated. The
video archive is accessed via a secure communication channel and the inter-module
interfaces are encrypted. Any user of the system has to authenticate before configuring
modules or viewing results (see Fig. 6).

Figure 6: Processing chain for the scenario: secured investigation of surveillance
videos, including the data source and end user.

6

SUMMARY

The advantages of Connected Vision are: support of development process, module
self-description, auto-generated code, auto-generated and dedicated storage,
independence of platform and development environment, modularity and serviceorientation. By combining the flexibility of the framework with user authentication and
secure communication channels (e.g., HTTPS) the privacy compliance of the whole
system can be guaranteed. In our work, we demonstrate a scenario in the privacy and
security domain showing how to establish a trusted communication between the enduser, the video data and the processing chain. The application of Connected Vision is
open to other domains where distributed data processing is needed. Connected Vision
addresses algorithm developers looking for a service-oriented, distributed architecture
as well as end-users performing analytic tasks on multiple devices.
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1

INTRODUCTION

Due to the rapid growth of multimedia traffic, the needs of a secure multimedia
communication over an error-prone wireless channel have emerged. However, the
emerging security demands are difficult to be met by the standardized cryptographic
schemes because of the unique characteristics of multimedia data. In general, the
perceptual content of multimedia data is more important than its binary representation
since a certain level of distortion caused by lossy compression or transmission errors
will not affect multimedia content itself thanks to the perceptual redundancy of
multimedia data. Thus, a security mechanism using the standardized cryptographic
schemes or soft authentication schemes is not suitable for multimedia data since it is
basically designed to authenticate the binary representation of data [1]. To cope with
this challenging problem in a secure multimedia communication, a new security
concept based on the semantic meaning of multimedia content – so-called contentbased multimedia security – is required.
The main requirement for content-based multimedia security is that it should be robust
against a certain level of distortion preserving the perceptual content while still being
able to detect malicious manipulations. Accordingly, a perceptual hashing technique
has recently received an increased attention as a promising component for contentbased multimedia security [2]. The basic idea behind content-based multimedia
security using perceptual hashing is to compute a short and fixed length hash value
from the invariant features of multimedia content, followed by constructing a message
authentication code or digital signature. As a result, perceptual hashing can be aware
of the content on a semantic level, and enable to authenticate the perceptual content
rather than its binary representation.
In this regard, this contribution presents a novel design of content-based multimedia
security using perceptual hashing algorithm which aims at providing a way to verify the
perceptual integrity of image data with the tamper detection and localization capability.
To evaluate the performance of the proposed method, two existing algorithms are
compared by the Receiver-Operating Characteristics (ROC) analysis.

2

THE PROPOSED METHOD

The main idea of the proposed method is to derive a subkey from the perceptual
content of an image, and then utilize the derived subkey as a secret key to construct a
perceptual hash using the Histogram of Oriented Gradient (HOG) feature descriptor in
conjunction with Image Intensity Random Transformation (IIRT). Consequently, the
perceptually distinct image may produce a different subkey which results in a totally
different perceptual image hash value. In this manner, the use of the subkey derivation
can improve security as well as discriminability since it can prevent an attacker from
estimating the secret key based on the large number of image and corresponding hash
value pairs. By employing the HOG feature descriptor which can capture the local
characteristics of an image as a feature extraction method [3], the proposed method
can enhance the tamper detection capability as well. More importantly, randomly
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Figure 1: Block diagram of the proposed method.
transforming the image intensity before computing the HOG feature descriptor
minimizes a certain level of gradient distortion caused by lossy compression or noise
so that it helps to obtain a more robust HOG feature descriptor [4]. Additionally, it can
also increase security by producing a perceptually same image but having completely
different random representations and image gradients. Thus, IIRT makes it difficult for
an attacker to generate a perceptually different image having the same HOG feature
descriptor without knowing the secrete key. Fig. 1 illustrates the block diagram of the
proposed method, and the following subsections present the proposed method.

2.1

Subkey derivation

Firstly, an input image is horizontally and vertically partitioned into a total of (r + c) nonoverlapped image blocks Bi (1 ≤ i ≤ r + c), where r and c denote the number of
horizontal and vertical blocks respectively. To derive an invariant subkey SKi for each
Bi, the use of the coarse image representation based feature extraction scheme is
proposed since most of the methods in this category have demonstrated excellent
robustness against content preserving modifications in the previously published
literature. Note that the modified version of the DCT-SVD hashing algorithm proposed
by Kozat et al. in [5] is employed as the feature extraction method for experiments. The
extracted coarse image representation Ci is utilized as a salt value for a Key Derivation
Function (KDF) to produce a subkey. The derived subkey will be served as a random
seed for each corresponding Bi during IIRT and HOG feature computation. For the
purpose of increasing robustness, Ci is encoded using Error Correction Code to
generate the parity code bits PCi. Afterwards, the final tag information TAGPC is
obtained by encrypting the concatenated parity code bits with a master secret key Km.
The coarse image representation extracted from the received image at a recipient is
considered as a noisy version of Ci so that the correct salt value resulting in the same
SKi can be recovered by error decoding with the received PCi. Note that the use of a
single error correcting code is preferable than a burst error correcting code in the
proposed method since malicious manipulations generally lead to the highly localized
distortions of the images compared to acceptable content preserving modifications.
Thus, the coarse image representation obtained from the tampered image cannot be
corrected whereas the one from content preserving modifications can be retrieved
correctly with a high probability.

2.2

Perceptual image hash generation and verification

To generate a perceptual image hash, each Bi is randomly transformed by applying the
proposed IIRT given by
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Figure 2: Example of tamper localization. (a) Original Lena image. (b) Tampered Lena
image. (c) SAD map. (d) Tamper localized image.
BTi(x,y) = Bi (x,y) + rand(SKi),
γ

(1)

where Bi(x,y) and BTi(x,y) denote the pixel intensity at the coordinate (x,y) within Bi and
BTi respectively. rand(x,y) presents a random number generator with a random seed
SKi, and γ is an algorithmic parameter for Gamma correction. After applying IIRT, the
HOG feature descriptor is computed from the randomly transformed image block BTi,
and then binarized by Successive Mean Quantization Transform (SMQT) [6] and a bitlevel permutation in order to produce more secure hash value TAGIH.
On the other hand, it is not necessary to perform a bit-level permutation at a recipient
since the HOG feature descriptor of the original image can be retrieved from the
received TAGIH by applying an inverse permutation. Thus, the perceptual integrity of
the received image can be verified by measuring the distance between two HOG
feature descriptors and comparing it with a preconfigured threshold. If the distance is
less than the threshold, the received image can be declared as authentic. Otherwise, it
will be considered as non-authentic, and then tamper detection and localization step
will be processed. The tampered regions can be identified by calculating a Sum of
Absolute Differences (SAD) between two HOG feature descriptors. Any of image
blocks where the absolute difference of HOG feature descriptor is larger than the
threshold will be indicated as a candidate being tampered. As a result, the intersection
of all candidate blocks can be regarded as a tampered region. Fig. 2 shows a tampered
Lena image and the result of the tamper localization on a given image.

3

EXPERIMENTAL RESULTS AND CONCLUSION

The performance of the proposed method is demonstrated by experiments with 30
images (512×512 grayscale with 8-bit per pixel) from USC-SIPI image database and
several modifications. JPEG/JPEG2000 compression (QF between 20 to 75 and
compression ratio between 1:5 to 1:100, respectively) and Additive White Gaussian
Noise (AWGN) over a Rayleigh-fading channel with binary phase shift keying
modulation without using the channel coding (BER between 10-4 and 10-2) are
considered as allowable content preserving modifications. Additionally, maliciously
replacing a part of the original image by another image is regarded as content
changing manipulation (the size of a tampered region between 32×32 and 128×128).
As can be observed in Fig. 3, the proposed method achieves a True Positive Rate
(TPR) of 0.9 when False Positive Rate (FPR) is 0.048 and 0.144 according to the
algorithmic parameters, r and c, while two existing algorithms attain the same TPR
when a FPR is 0.803 and 0.607, respectively. Hence, the experimental result
demonstrates that the proposed method can correctly verify the perceptual integrity of
the image data with a high probability by achieving excellent robustness and
discriminability. Furthermore, the proposed method even outperforms two existing
algorithms in this experiment [7], [8].
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Figure 3: ROC curves for the proposed method and two existing algorithms.
Future work will include a security analysis of the proposed method and some
sophisticated attacks. Additional experiments over the impact of the subkey derivation
and IIRT will be carried out as well.
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Abstract
Many of today’s and future security applications require advanced sensor technologies
for use at indoor and outdoor environment, respectively. Examples can be found for
supervision tasks for critical infrastructures, environmentalism, urban or dense areas,
transportation, military and so on.
In addition to the advanced sensor technology, there is a strong demand for security
sensors to be “smart” in the sense of their ad-hoc usage, wireless communication
access and self-sufficient energy handling.
Consequently, a model is introduced for smart sensors in general and for security
applications in particular.

Figure 1: Smart sensor for security.
Keywords: HSG-4S, smart sensor, sensor model, self-sufficient, autonomous, low
power, wireless.

1

THE HSG-4S (SMART-SENSOR-SYSTEM-SOLUTION) APPROACH

The HSG-4S (smart-sensor-system-solution) approach is a framework combining
reference models, description languages, building blocks, best practices forming a
broad knowledge base for implementing smart sensor systems. One of the core
elements of the HSG-4S approach is the smart sensor model (SSM). It is a generic
reference model identifying the different building blocks of smart sensors but also being
a characterization schema for existing knowledge in form of research results, hard- and
software designs, reusable components, implementation artefacts, and reference
solutions.

Poster session: Extended abstracts

707

Future Security 2014

2

Berlin, September 16 –18, 2014

THE HSG-4S SMART SENSOR MODEL (SSM)

Spencer et al. [2] already identified the integrated intelligence as one of the essential
characteristics of smart sensors distinguishing them from ordinary sensors. Next to the
data processing building block representing this intelligence, the SSM (illustrated in
Fig. 2) identifies four additional mandatory building blocks, namely 1) communication,
2) data processing, 3) sensor technology and signal processing and 4) energy, as well
as one optional building block 5) data storage. The following subsections present a
short motivation and overview on each of these building blocks.

Figure 2: Smart sensor model (SSM).

2.1

Sensor technology and signal processing

The integrated sensors combined with an efficient signal processing are the heart of a
smart sensor since they are responsible to detect and measure external influences and
changes, e.g., temperature and humidity [3], air and liquid flows, pressure, movements
and orientation [4], [5], to mention only some of the sensor technologies in our portfolio.
Combined with an efficient signal processing using integrated and optimized read-out
circuits, e.g., based on a delta-sigma approach [6], this block is the basis to transform
different measurable external influence factors and changes into digitized data and
thus forms the foundation for the implementation of smart sensors.

2.2

Data processing and storage

Using digitized sensor data as input, the second essential building block of a smart
sensor is the data processing. Within the data processing, the digitized raw data is
transformed into usable information using different intelligent aggregation and fusion
algorithms. The work of our colleagues presented in [7] and [8] demonstrates the fusion
of multiple sensor data to derive indoor localization information based on
measurements provided by inertial and magnetic sensors. The optional data storage
allows smart sensors to store data enabling a long-term sensor data aggregation as
well as to buffer data in case of non-permanent communication links.

2.3

Communication

As stated by Kortuem et al. [1] and Beigl et al. [10], the ability to communicate and
exchange data with other systems is one of the key features of smart objects in
general. In the last years, multiple technologies enabling wireless communication
ranging from GSM or WCDMA for long-distance communication over, e.g., Wi-Fi,
Bluetooth and ZigBee up to near field communication (NFC) [11] have been used to
realize smart objects, sensors, and systems. Developing a smart sensor always
requires a detailed evaluation and selection of the adequate technology depending on
the requirements in terms of communication range, bandwidth, and energy
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consumption. Next to wireless technology, it is also possible to use wired
communication especially in the case of stationary sensors and sensors with a wired
power supply. Having a pool of exchangeable communication components
implementing different technologies allows us to select and implement the adequate
communication technology fast and with low effort. Additional communication gateways
acting as technology bridges combined with a standardized data and interface
description language allow us to communicate over multiple communication
technologies and enable us to integrate smart sensors into holistic systems, networks
and solutions.

2.4

Energy

An aspect often neglected, when designing smart sensors is an adequate power
supply. Depending of the required sensor size, mobility and the level of energy selfsufficiency, the energy supply and management can range from a simple wired
external power supply up to integrated energy-harvesting techniques with an optimized
energy management realizing completely energy autonomous smart sensor nodes.
Since the wireless communication is one of the most energy consuming operations,
specialized communication techniques and protocols avoiding an always-on behavior
(e.g., required by permanent listening) of the communication part significantly reduces
the energy consumption of the smart sensor. In combination with integrated and
optimized energy-harvesting technologies, energy self-sufficient sensor systems can
be realized as demonstrated in [12] to [14].

3

APPLICATION OF THE SSM FOR SECURITY

Although the SSM is of a generic nature, it mainly benefits for applications with less
available energy, a need for high integration or mobility of sensors.
With respect to security and Fig. 1, the following examples may give more insight:
•

Traffic and Transport: Shock supervision of, e.g., containers or other moving
subjects.

•

Infrastructure: Stress supervision of constructions like bridges or wind wheels.

•

Environment: Quality- and toxical supervision of, e.g., water, air or food.

•

Dense and Urban: Recognition of, e.g., crowd movement or hazards in urban
areas.
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INCREASING RESILIENCE TO CRISIS AND DISASTERS: CRISIS
MANAGEMENT IN CRITICAL INFRASTRUCTURES LIKE PUBLIC
TRANSPORT OPERATIONS
Matthias Mueth
m.mueth@hamburg-consult.de
Hamburg-Consult GmbH, Spohrstraße 6, 22083 Hamburg (Germany)

1

INTRODUCTION

Public transport (PT) is a critical infrastructure because it is one of the backbones for
the functioning of our cities and economies. PT systems are exposed to daily threats,
such as minor accidents or petty crime. At times, they may also face severe risks like
natural hazards, technical or human failure, or even terrorism. Neither the state nor the
PT operators can ensure 100 % protection of critical infrastructures by prevention. But
if prevention cannot be guaranteed, it is all the more important to limit the negative
effects of possible severe threats through an effective emergency and crisis
management.
As emphasized by the official strategy for the protection of critical infrastructures
(KRITIS1) of the German federal government (Ministry of the Interior), not only
technical solutions and investments, but first and foremost organizational measures,
such as risk assessment, coordination and co-operations, as well as emergency and
crisis management, are fundamental prerequisites to protect critical infrastructures.
In the course of several security research projects on national as well as EU level [1],
[2], [3], [4], Hamburg-Consult has developed a model for emergency and crisis
management organization for PT operators. This practical research in co-operation with
emergency services and major PT operators provides direction on the organizational
set-up and procedures within a PT organization. It also details functions of different
staff groups in critical situations, especially the crisis management team. Some of the
main aspects are presented in this extended abstract.

Figure 1: Selection of research projects that contributed to developing a model for
emergency and crisis management organization in public transport operators, which
were funded by the German Federal Ministry of Education and Research and the
European Commission’s FP7.
1
Nationale Strategie zum Schutz Kritischer Infrastrukturen (KRITIS-Strategie) see: http://www.bmi.bund.de/cae/servlet/
contentblob/544770/publicationFile/27031/kritis.pdf.
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RESULTS

Safety and security have always enjoyed high priority in public transport (PT).
Examples for tangible and intangible assets, which require protection in PT systems,
are human life or health of customers and staff, vehicles and infrastructure, the
maintenance of (transport) operations and the reputation of the PTO. Possible threats,
which could threaten such assets, may have various causes:
• Safety: accidents, fires, explosions, …
• Security: anti-social behavior, crime, rising threat levels, special events,
terrorism, …
• Environment: pandemics, flooding, natural extremes, …
• Reputation: negative media coverage, subjective security, …
• Other aspects: company objectives, compliance, political framework, financial
matters, …
Threats vary in respect to their potential severity and probability of occurrence.
According to these factors (severity and consequences), risks should be assessed in a
systematic and analytically clear way. Also, a distinction must be made between the
following events, in the order of their severity: incident, emergency, crisis, and
disaster. 2 Furthermore, clear indicators must define the ascending escalation levels for
any potential event (safety, environmental threats, security, business objectives, etc.).

Figure 1: Escalation levels for events: incident – emergency – crisis – disaster (source:
HC).
PTOs are experienced in the handling of incidents and accidents, which do occur
repeatedly during everyday operations and are treated in a fast and appropriate
manner in standard operation practice. In so far, emergency management addresses
pre-defined scenarios, where an emergency response can be prepared in detail by
standard operation procedures (SOPs). These SOPs consist of precise measures in
predefined temporal sequences such as evacuation plans.
Crisis management in contrast is fundamentally different as only few PTOs have
gained experience in this area, and not all PTOs have effective crisis management
instruments available in order to handle such situations adequately. Crisis
2

A standardized definition has been developed for Germany by the Association of German Transport Companies,
VDV – Verband Deutscher Verkehrsunternehmen, and was distributed in the security guideline, VDVSicherheitsleitfaden No. 7018. Terminology is not standardized and terms may differ in English.
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management is necessary, when the resources, procedures, and systems of the usual
line organization as well as the emergency management are no longer sufficient to
adequately cope with an event. It requires special command and management
structures, which are a temporary deviation from the regular organizational and
operational structure. These specific structures need to be trained and tested
beforehand to ensure their effectiveness and proper functioning when needed, such as
in the aftermath of a major accident with fatalities or numerous severe injured, or after
a (terrorist) attack. Crisis management will be dealt with at the management level in
distance to the scene of the event, and is initialized, when regular emergency
procedures appear not to be sufficient any more in order to adequately manage the
event. As the crisis management team is active on a higher strategic-tactical level, it is
not replacing the emergency management on the operational level that is operating
simultaneously.
The next step is the integration of the emergency and crisis management into the
PTO’s organization. Crisis management is not the operative emergency management,
and crisis management does not replace the operative emergency management. There
is no single uniform solution that fits to every PTO as the characteristics and framework
requirements of each operator differ (large vs. small, road- vs. rail-based, etc.). A
guiding principle is that it should be simple and hierarchical, i.e., in a hierarchical
structure, functionally oriented, on multiple tiers, reflecting the respective
responsibilities:
• Strategic level.
• Strategic-tactical level (additional level for crisis management).
• Operational-tactical level.
• Operational level.

Figure 2: The integration of a crisis management team on the strategic-tactical level
(depicted on the right) is a deviation from the regular standing organizational structure
(depicted on the left) in a public transport operator.
The crisis management of a PTO must be defined in its crisis management plan, which
describes briefly and precisely all major aspects relevant in a crisis:
• Strategic framework.
• Responsibilities.
• Organization (procedures and organizational structure) of the PTO for crisis
treatment.
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• Tactical scope of actions.
• Logistical preparations (meeting rooms, check lists, etc.).
• Provisions for crisis communication.
Many PTOs currently divide emergencies and crisis and thus have an emergency
handbook as well as a crisis management plan or crisis handbook. Both the emergency
handbook and the crisis management plan are ideally compiled into a single document,
the emergency and crisis management plan.
While the emergency handbook is mainly focusing on detailed descriptions of solutions
for specific critical occurrences (defined above as “emergencies”), the crisis
management plan in contrast is rather a framework plan for the structured handling of
new or unknown severe problems. Thus, the crisis management plan does not contain
the right solution for all imaginable crisis scenarios but is rather providing supportive
processes and structures for exceptional events.

3

CONCLUSIONS

Public transport is a critical infrastructure and plays an essential role for the functioning
of our cities and societies as well as our economic activities. Small and large possible
events have the potential to threaten these functions. The projects V-SICMA,
COUNTERACT and SECUR-ED show that organizational measures are fundamental
prerequisites for the protection of critical infrastructure. There are tried and tested
structures and principles available, which can be adjusted to size and specific
circumstances of the individual operator. PTOs of any size and any transport-mode are
highly encouraged to implement an effective crisis management organization in time for
the effectual handling of events of different severity, ranging from small incidents to
emergencies up to crises and major disasters.
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Abstract
Different approaches to the definition and assessment of the energy security level are
under discussion. An additional factor connected with consequences of long
interruptions in the power supply of various categories of consumers caused by
accidents is proposed to be included to energy security level indexes. Analysis of
different methods for the assessment of direct and indirect losses caused by energy
interruption has been done. Cascade accidents in systems of power and gas supply
have been analyzed including loss assessment.
Keywords: Energy security, accidents, energy supply interruption, loss assessment.
Crisis situations, accidents and disasters in the energy sector can make impact on
various spheres of activity of the state, including the energy security level. There are
various approaches to the definition and assessment of the energy security level (ES)
which follows from the various levels of economic development, existence or absence
of energy resources in the country and the possibility of potential impact on formation
of global demand for energy resources. For large industrial countries, continuous
energy supplies at an economically acceptable price are the drivers for the
maintenance of a high living standard. For developing countries, including Russia,
providing and trading in energy resources form the integral part of measures for the
achievement of an acceptable social and economic level. Comparison of the Russian
and European determination of energy security shows that the approaches have a
number of differences both in the list of the main aspects and the structure of measures
for ensuring energy security.
Generally, existing approaches of ES level assessment are constructed on expert and
model estimates of indicator systems, and also their convolution in integrated indicators
[1–3]. The main problem of use of specified approaches is connected with the definition
of admissible levels of both separate components and an integrated indicator of ES.
One of the additional factors influencing the ES level are consequences of long
interruptions in the power supply of various categories of consumers caused by
accidents in fuel and power supply systems. The analysis shows that this factor
practically is not considered now when determining the ES level. In recent years,
consequences of interruptions in fuel and power supply of consumers have gained
more and more large-scale character in different countries. According to experts, direct
and indirect loss from planned and unplanned interruptions in the energy supply in
developed countries by several times exceeds damage from natural disasters. For
developing countries, this ES factor can have strong influence on economic security of
the country.
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At the assessment of negative consequences of interruptions in energy supplies, it is
necessary to consider a number of features of each of the considered type of energy
supply (electro, gas, heat supply, etc.) and consumption structure. The review of
system accidents connected with long breaks in the energy supply is presented in the
report. The analysis of methodical approaches to the assessment of direct and indirect
loss is made. At the assessment of full damage, it is necessary to consider the type of
energy consumers (industry, services, commercial consumers, etc.). Besides, it is
necessary to consider such factors as shutdown duration, degree of suddenness of
interruptions in energy supply, depth of restriction of loading, moment of beginning of
shutdown (season, time of day), and also the possibility of ecological consequences.
One of the main groups of the methods applied at the assessment and forecasting of
damage from interruptions in the energy supply are statistical methods and model
calculation. In the absence of representative statistics for forecast of sizes of specific
damage from interruptions in the energy supply, methods of sociological poll of WTP
(Willingness to Pay) and WTA (Willingness to Accept) and also methods of expert
estimation are often used.
Cascade accidents in systems of energy supply are the most widespread events
leading to significant damages. As an example, the system accident in the energy
supply systems in May, 2005, in Moscow is considered. As a result of the accident,
systems of transport, water supply, sewerage, and communication of a number of the
districts of Moscow and regions suffered. The direct loss was estimated to amount to 5
billion rubles. Another example of large-scale economic consequences is the accident
at the Sayano-Shushenskaya hydroelectric power station in August, 2009. Only the
direct loss (costs of restoration, losses of expected profit, ecological damage) was
about 50 billion rubles. Long interruptions in gas supply can also lead to considerable
economic losses. The estimates executed in [4] show that having interruptions in the
gas supply over six weeks can lead to total losses in various branches of the economy
to 10 billion pounds sterling that is about 1 % GDP.
As a result of the study, it is necessary to include losses connected with long-term
energy supply interruption caused by accidents into indexes of energy security level
particularly for developing countries.
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