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 A B S T R A C T

The increasing use of deepfake technology enables the creation of realistic and deceptive content, raising 
concerns about several serious issues, including biometric authentication, misinformation, politics, privacy, and 
trust. Many Deepfake Detection (DD) models are entering the market to combat the misuse of deepfakes. With 
these developments, one primary issue occurs in ensuring the explainability of the proposed detection models 
to understand the rationale of the decision. This paper aims to investigate the state-of-the-art explainable 
DD models across multiple modalities, including image, video, audio, and text. Unlike existing surveys that 
focus on detection methodologies with minimal attention to explainability and limited modality coverage, this 
paper directly focuses on these gaps. It offers a comprehensive analysis of advanced explainability techniques, 
including Grad-CAM, LIME, SHAP, LRP, Saliency Maps, and Anchors, for detecting deceptive content across 
the modalities. It identifies the strengths and limitations of existing models and outlines research directions 
to enhance explainability and interpretability in future works. By exploring these models, we aim to enhance 
transparency, provide deeper insights into model decisions, and bridge the gap between detection accuracy 
with explainability in DD models.
1. Introduction

Rapid developments in deep learning (DL) [1–3], specifically in gen-
erative artificial intelligence (GenAI) [4–6] have recently transformed 
numerous sectors, including healthcare [7–9], biometrics [10–12], fi-
nance [13–15], and autonomous systems [16,17]. These technological 
breakthroughs are powered by AI models - mathematical frameworks 
and algorithms designed to learn patterns from data and make pre-
dictions. These models have demonstrated exceptional performance in 
many domains, often surpassing human-level accuracy and achieving 
remarkable results  [18,19].

However, these advancements come with unintended consequences, 
such as the proliferation of deepfake technology [20–22]. Deepfakes are 
synthetic or manipulated media, including images, videos, audio, and 
text - generated using AI algorithms, primarily DL methods like genera-
tive adversarial networks (GANs) [23,24] and diffusion models [25,26]. 
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These technologies enable the creation of realistic fabricated content 
that is often indistinguishable from real ones [27–31]. As the number of 
such intentions grows, detecting and mitigating deepfakes has become 
a critical priority. Consequently, numerous Deepfake Detection (DD) AI 
models have emerged in the market [32–34]. But one of the major chal-
lenges in these models is the ‘‘black box’’ nature of these [35,36]. This 
lack of transparency in the model’s inference makes it difficult to un-
derstand the decision-making processes. This opacity raises significant 
concerns, particularly in high-stakes applications like law enforcement, 
media verification, and cybersecurity, where trust, accountability, and 
regulatory compliance are very important [37,38]. To address these 
issues, researchers have turned to explainable DD, an emerging field fo-
cused on not only identifying deepfakes but also providing interpretable 
insights into the underlying decision-making processes [39–42]. Con-
sequently, numerous explainable detection models have emerged [32,
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Table 1
Comparative analysis of SOTA survey papers on explainable DD.
 Papers Modalities 

covered
Explainability 
techniques 
discussed

DD method used Multimodal 
fusion

Future directions 
highlighted

Novelty  

 Edwards et al. 
[44]

Image, video Grad-CAM CNN, multi-modal 
transformers

Audio-visual 
fusion

Explainability, 
temporal 
consistency, dataset 
bias

Explains multi-modal 
approach

 

 Wang et al. [32] Image, video Noise-based 
methods, 
heatmaps

CNN, vision 
transformer, 
frequency analysis

No Robustness, 
transferability

Proposes a reliability 
evaluation metric

 

 Sharma et al. 
[45]

Image, video, 
audio

None CNN, RNN, GAN, 
vision transformers

No Dataset diversity, 
generalization, 
performance metrics

Systematic review of 
datasets and detection 
methods

 

 Pei et al. [46] Image, video, 
audio

None CNN, vision 
transformers, 
diffusion models

No Improving 
multimodal fusion, 
Robust detection 
frameworks

Comprehensive 
benchmark of deepfake 
generation and 
detection methods

 

 Heidari et al. 
[47]

Image, video, 
audio

None CNN, RNN, GAN, 
transfer learning

No Addressing dataset 
bias, enhancing 
detection methods

Systematic literature 
review on DD across 
multiple modalities

 

 Abdullah et al. 
[48]

Image None CNN, vision 
transformers, 
foundation models

No Improving 
generalization, 
adversarial training

Evaluation of DD under 
adversarial attacks 
using foundation 
models

 

 Our proposed 
Paper

Image, video, 
audio, text

Grad-CAM, 
LIME, LRP, 
FLRP, SHAP, 
anchors, saliency 
maps

Various AI, 
especially DL 
techniques with 
explainability

Audio-Visual-
Text fusion

Comprehensive with 
explainability focus

First review paper to 
cover explainable DD 
across image, video, 
audio, and text 
modalities

 

43], necessitating a comprehensive survey and analysis, which this 
paper aims to provide.

Despite numerous surveys and review studies on DD models, most 
have overlooked the explainability of these models and placed less em-
phasis on multiple modalities. Table  1 presents a comparative overview 
of recent surveys and highlights how our survey uniquely addresses 
explainability (or interpretability, depending on context and referenced 
papers) in recent DD models across modalities.

1.1. Contributions of this paper

• We present insights into popular explainable techniques, includ-
ing Grad-CAM, LIME, LRP, FLRP, SHAP, ANCHORS, and Saliency 
Maps, in the context of DD.

• We provide a taxonomy and a comprehensive survey of state-
of-the-art (SOTA) explainable DD models across four modalities: 
image, video, audio, and text.

• We also present a comparison of existing survey papers with ours 
to show the uniqueness of this work.

• Our paper includes information about the datasets designed for 
DD methods.

• We also provide a summary of DD types along with their associ-
ated papers in tables for each of the four modalities discussed.

1.2. Organization of the paper

The rest of the paper is structured as follows: Section 2 intro-
duces the methodology with technical components. Section 3 presents 
a comprehensive literature review that examines SOTA explainable 
DD models across four modalities: image, video, audio, and text. In 
Section 4, we discuss future research directions and opportunities in 
this domain. Finally, Section 5 concludes the paper with a summary of 
the key findings and implications.
2 
2. Methodology with technical components

We selected the Systematic Literature Review (SLR) methodol-
ogy [49,50] to ensure comprehensive inclusion of relevant studies. In 
contrast, bibliometric analysis is less suited for an in-depth exploration 
of explainability techniques across multiple modalities. The flowchart 
in Fig.  1 outlines our research methodology for explainable DD across 
four modalities: image, video, audio, and text. The initial phase in-
volved a comprehensive search across several academic databases, 
including IEEE Xplore, Scopus, Google Scholar, and PubMed, using a 
variety of keywords related to explainable DD. This process yielded 
a total of 147 papers, out of which 19 duplicates were removed. 
Subsequently, 42 papers were selected based on predefined inclusion 
criteria, including their relevance to DD methods, explainability, and 
coverage of one or more of the four modalities targeted in our study. 
The final phase focused on analyzing and synthesizing the methods and 
techniques presented in these studies. Following the SLR approach, we 
ensured clarity and repeatability and established a strong foundation 
for the analysis.

The following points provide detailed explanations of the key com-
ponents and concepts to maintain clarity and uniformity across the 
study. These terms facilitate a straightforward understanding for read-
ers with varying levels of expertise. These include terms related to 
explainability techniques, DD methodologies, and some other terms 
associated with the four modalities.

2.1. Deepfake

Recent advancements in AI have enabled the creation of highly 
realistic multimedia content across various domains, offering signifi-
cant advantages in real-world applications [51,52]. For example, in 
the entertainment business, changing faces can save the overhead of 
finding body-double actors for stunts [53,54]. In the education sec-
tor, it supports the development of learning tools [55,56]. However, 
these technical developments have also brought up several serious 
challenges, especially regarding security and privacy. One of the most 
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Fig. 1. The overview of our literature searching and paper selection SLR methodology.
pressing challenges is the creation of realistic, forged content, com-
monly known as deepfake, which seriously threatens digital media’s 
credibility [27,57,58]. The term deepfake is derived from the combi-
nation of deep learning and fake. It refers to synthetic media generated 
using AI algorithms that mimic real-world data with higher accuracy. 
Beyond security and privacy, the potential abuse of deepfake technol-
ogy presents several other serious issues, including a decline in public 
confidence in the media [59,60], a threat to democratic processes from 
manipulated political content [59,61], and an increase in cyberbully 
or harassment due to the production of explicit, non-consensual con-
tent [62,63]. Deepfakes can take various forms, including morphed 
faces, altered emotional states, voice modulation, etc. [64,65]. They 
may appear in multiple formats, such as images, videos, audio clips, 
or a combination of these media types, raising critical concerns about 
their misuse in digital fraud, misinformation campaigns, and invasions 
of privacy [66,67]. Instead of deepfake categorization based on target 
functionality, we have categorized deepfakes based on four modalities 
in the following points.

Deepfake Image: Deepfake image technology leverages advanced 
AI techniques to manipulate visual content, allowing the creation of 
highly realistic but artificially altered images. This technology raises 
critical privacy and ethical concerns as it can be used to fabricate or 
distort visual data for various malicious purposes. Several sophisticated 
techniques are utilized for this, including face swapping [68,69], where 
one person’s face is seamlessly replaced with another’s, and facial 
expression alteration [70,71], which can convincingly modify emotions 
or gestures in images.

Deepfake Video: Modern AI-powered technologies have revolu-
tionized the creation and manipulation of video content, making it 
possible to generate synthetic videos and alter existing footage with 
remarkable precision. These manipulations include face swapping [72], 
face reenactment [73], which involves altering facial movements to 
mimic another person’s expressions or speech patterns, and emotional 
change [74], where a subject’s emotional expressions are modified 
to convey a different mood or sentiment. These capabilities pose sig-
nificant ethical, privacy, and security challenges. They can be used 
for malicious purposes, such as spreading misinformation, creating 
non-consensual content, or fabricating evidence.

Deepfake Audio: Deepfake audio technology allows the creation 
of fraudulent audio that closely mimics a specific individual’s voice. 
This raises significant ethical and security concerns. Moreover, it can 
3 
convincingly replicate vocal characteristics, making it difficult to distin-
guish fake audio from genuine audio. Audio deepfakes are categorized 
into three primary types based on their approach: (1) Imitation-based: 
It replicates the vocal trait of a specific person by analyzing and mod-
eling their voice patterns, such as pitch, tone, and speaking style [75]. 
It typically requires a target individual’s recorded speech dataset to 
produce convincing results. (2) Synthetic-based: It artificially generates 
entire speech from text input [76], enabling the creation of highly 
realistic synthetic audio even without direct recordings of the person. 
(3) Replay-based: It uses pre-recorded audio segments to create ma-
nipulated conversations. It can fabricate new statements or contexts by 
altering existing audio clips while retaining the authenticity of the orig-
inal voice [77]. Audio deepfake technology has diverse applications. It 
enhances virtual assistants, facilitates dubbing in entertainment, and 
creates realistic simulations for education and training. However, its 
misuse poses severe risks such as identity theft, fraud, misinformation, 
and privacy violations.

Deepfake Text: The term ‘deepfake text’ refers to artificially gen-
erated or modified textual content intended to mislead or disseminate 
false information [78,79]. Unlike visual or audio deepfakes, deepfake 
text leverages advanced Natural Language Processing (NLP) models to 
generate highly realistic yet fabricated written content. These contents 
are often indistinguishable from genuine text. This form of manipula-
tion is becoming increasingly prevalent, and it raises serious ethical and 
societal concerns. Examples of deepfake text include misleading and 
false articles designed to influence public opinion, manipulate political 
narratives, or damage reputations [80].

2.2. Explainable AI (XAI)

Despite the advancements in DL, its intrinsic ‘black box’ nature 
raises concerns about the transparency and trustworthiness of its
decision-making processes [36,81]. To address these concerns, XAI has 
emerged, offering tools and frameworks to provide transparency and 
interpretability to complex ML models, including DL networks [82]. 
XAI helps users to understand and trust the outputs of ML models by 
explaining how decisions are made. This explainability is critical in 
various high-stakes domains such as healthcare, law enforcement, and 
legal systems. In these fields, the consequences of decisions can signif-
icantly impact human lives and society [83]. In the following sections, 
we discuss some of the most popular XAI techniques, highlighting their 
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Fig. 2. Heatmap generation using Grad-CAM.

roles in improving the interpretability and usability of advanced AI 
systems in DD.

Grad-CAM: Grad-CAM (Gradient-weighted Class Activation Map-
ping) is a technique used to visualize the most critical regions of an 
input that influence the decision-making process, especially in Convo-
lutional Neural Networks (CNNs). It achieves this by leveraging the 
gradients of the target class to identify areas of interest [84]. Grad-CAM 
is widely applied in various domains, including object detection [85], 
medical imaging [86], autonomous driving [87], adversarial detec-
tion [88], etc. In DD, Grad-CAM plays an essential role across multiple 
modalities [89]. It helps localize changes in photos and videos by 
creating heatmaps that emphasize modified facial areas (such as lips 
or eyes). In audio DD, it can be applied to spectrograms (e.g., Mel 
spectrograms) to highlight suspicious frequency distortions that aid in 
classification [90].

To interpret the model’s DD process, Grad-CAM usually generates 
heatmaps that highlight manipulated regions in the input images, as 
shown in Fig.  2. This figure illustrates an explainable DD system that 
combines a CNN with Grad-CAM. CNN processes the input image to 
identify features and determine if it is authentic or not. Grad-CAM 
improves interpretability by producing a heatmap that highlights the 
significant areas that affected the model’s decision.

LIME: LIME (Local Interpretable Model-agnostic Explanations) ex-
plains predictions by locally approximating the model’s behavior
around a specific instance through perturbations [91]. This technique 
has applications in multiple domains, including healthcare [92], model 
debugging [93], customer insights [94], etc. In DD, LIME aids in deci-
sion interpretation across various modalities [95]. In audio, LIME alters 
portions of a spectrogram or waveform to identify which frequency 
elements are most critical in recognizing synthetic speech [96]. In text, 
it modifies or substitutes essential words and assesses their effect on 
classification, aiding in revealing linguistic patterns typically present 
in AI-generated content. Through frame perturbation and classification 
impact measurement, it detects important altered regions in images and 
videos, as shown in Fig.  3. In this Figure, LIME generated multiple 
perturbed images from the input image and then generated altered 
regions of the image with multiple colors to show if it is a deepfake 
or not, with the possibility mentioned. Red and yellow color in the 
processed image indicates a strong influence, while blue and green 
color indicates a weak influence on deepfake detection and thus provide 
explainability.

SHAP: SHAP (Shapley Additive Explanations) is a unified frame-
work for interpreting ML models’ outputs by assigning important 
values (Shapley values) to each feature, such as pixels, frames, or 
phonemes [97]. SHAP is widely used in feature engineering [98], 
finance [99], customer analytics [100], etc. SHAP provides a multi-
modal explanation of classification decisions in DD [101]. In audio, it 
assigns significance ratings to different frequency elements. This reveals 
irregularities, such as robotic sounds in deepfake voices. In text, SHAP 
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identifies the words or sentence structures that play a crucial role in 
distinguishing AI-generated from human-written content. In images and 
videos, SHAP measures the contribution of various pixels or frames that 
help to detect the artificial modifications. SHAP provides visualization 
by generating feature importance maps that resemble heatmaps, as 
shown in Fig.  4. In the processed image, the red and yellow color region 
indicates a high contribution, while the green and blue regions indicate 
a low contribution of the features in terms of both explainability and 
prediction.

LRP and FLRP: LRP (Layer-Wise Relevance Propagation) explains 
DL models’ decisions by backpropagating relevance scores to input 
features. It highlights the elements that contributed most to a given 
classification [102]. It is used in various fields, such as NLP [103], 
medical imaging [104], financial risk analysis [105], etc. LRP enhances 
explainability across multiple modalities in DD [106]. It helps to detect 
face swaps and artificial textures in images and video deepfakes by 
highlighting pixel regions that affect the model’s choice. In audio, LRP 
assigns relevance values to different frequency bands, revealing arti-
facts produced by generative models [107]. In the text, it highlights key 
phrases that differ significantly from natural language patterns, provid-
ing insights into AI-generated material. Focused LRP (FLRP) [108], also 
known as Selective LRP, further refines explanations by concentrating 
on specific layers.

Anchors: Anchors is an interpretable ML method that generates 
human-understandable decision rules for model predictions. It iden-
tifies key conditions that strongly influence classification [109]. It 
has been applied in text classification [110], fraud detection [111], 
recommendation systems [112], etc. Anchors create interpretable ‘‘if-
then’’ rules for DD in a variety of modalities [113]. For images and 
videos, it may suggest that the presence of specific facial asymmetries 
indicates the content is likely inauthentic. In audio, an anchor rule 
might suggest that if certain unnatural pitch alterations are found, the 
sample is AI-generated. In text, Anchors can formulate classification 
guidelines by identifying unusual phrase structures typically present in 
deepfake content.

Saliency map: A saliency map is a visual representation that high-
lights key input areas that influence a model’s output [114]. It is 
used in various fields, including image classification [115], medical 
imaging [116], attention mechanisms [117], etc. Saliency maps en-
hance interpretability across several modalities in DD [118,119]. For 
images and videos, it emphasizes altered facial areas, revealing artifacts 
caused by generative networks. In audio, they can be utilized on 
spectrograms to uncover significant frequency distortions, highlighting 
artificial speech patterns. In text-based DD, saliency maps can assist 
transformer-based models in highlighting essential words or phrases 
that influence classification.

XAI techniques operate based on different principles. For example, 
Grad-CAM and saliency maps utilize gradients to estimate pixel impor-
tance, while LIME adopts a perturbation method and analyzes how the 
model’s outputs change when parts of the input are modified. SHAP 
works by computing Shapley values and measures each input feature’s 
contribution to the model’s decision, whereas LRP and FLRP highlight 
the most influential regions.

3. State-of-the-art explainable DD models

This section presents the latest advancements in explainable DD 
models. It also highlights the current methods employed to enhance 
the interpretability and transparency of DD models. This review ana-
lyzes various techniques for explaining model behavior and categorizes 
them based on their approach. It also evaluates their strengths and 
limitations.

This study explores four primary categories of explainable DD mod-
els: image, video, audio, and text. It examines research works published 
since 2020 and selected from several reputable databases. This scoping 
review highlights the SOTA methodologies and identifies their capabil-
ities and areas where more research and development are needed to 
enhance the interpretability and effectiveness of DD systems.
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Fig. 3. Heatmap generation using LIME. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this 
article.)
Fig. 4. Visualization using SHAP. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)
3.1. Explainable deepfake image forgery detection

The increasing prevalence of deepfake image forgeries has prompted 
significant research efforts toward developing effective detection mod-
els in recent years. Several explainable deepfake image forgery detec-
tion models have emerged, utilizing innovative techniques to balance 
performance and interpretability. Explainability in this context refers 
to the ability of a model to provide transparent reasoning for its 
decisions, enabling users to understand how and why a particular image 
is classified as real or fake. This attribute is very important for fostering 
trust and ensuring ethical deployment of detection systems in sensitive 
applications such as media authentication, digital forensics, and online 
content moderation.

3.1.1. Grad-CAM integrated approaches for image modality
A learning-based approach [120] utilizing a CNN architecture was 

proposed for detecting copy-move and inpainting-based forgeries. The 
method incorporated the Grad-CAM technique to enhance model inter-
pretability by generating heatmaps that highlight forged regions within 
an image. The model was trained on a custom dataset derived from 
the COCO dataset [121]. Another approach [122] utilized a DL-based 
method to detect manipulated images, leveraging the Mesoinception 
Net (Meso-Net) [123] architecture integrated with Grad-CAM to en-
hance interpretability by visualizing distinctions between authentic 
and forged images. Furthermore, an AI bias assessment was conducted 
to identify and mitigate potential biases present in the dataset. Sim-
ilarly, another study [124] proposed using a CNN-based approach 
for distinguishing AI-generated images from real ones, incorporating 
the Grad-CAM technique for explainability that highlights the most 
influential regions of an image. Additionally, the study contributed by 
introducing the CIFAKE dataset [124] that comprises 120 K images 
and is publicly available. A comprehensive investigation [125] was 
conducted using CNN and Vision Transformers (ViTs) models [126] 
to differentiate authentic and AI-generated fake images. The investi-
gation was carried out using the CIFAKE dataset [124] to evaluate 
model performance. To enhance interpretability, the study incorpo-
rated the Grad-CAM technique. The results demonstrated that the CNN-
based approach outperformed other models and achieved high accu-
racy when integrated with Grad-CAM for explainability. Similarly, an-
other approach [127] integrated Grad-CAM for interpretable deepfake 
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face detection, utilizing ResNet [128] models, including ResNet50V2, 
ResNet101V2, and ResNet152V2. The models were evaluated using the 
FFHQ dataset [129], and their effectiveness in detecting deepfake facial 
manipulations was demonstrated. Another study [130] on AI-generated 
image detection utilized the SOTA DL model named DenseNet121 
for distinguishing real and fake images and incorporated Grad-CAM 
for the explainability. The research used the ‘Real and Fake Faces’ 
dataset from Kaggle, which comprises 140k facial images [131]. A 
novel approach, named ExplaNET [132], employed Grad-CAM to en-
hance model interpretability. The method integrated Multi-task Cas-
caded CNN (MTCNN) [133] in the pre-processing phase for face detec-
tion and alignment, while DenseNet-121 with additional layers served 
as the model’s backbone. Extensive experiments were conducted, in-
cluding cross-corpora evaluations on benchmark datasets such as Face-
Forensics++ (FF++) [134], Celeb-DF [135], and DFDC-P [136]. A 
Grad-CAM-integrated approach, MEXFIC (Meta Ensemble eXplainable 
Fake Image Classifier) [137], was proposed for detecting real and syn-
thetic images. The method leveraged transfer learning with pre-trained 
SOTA classifiers to enhance detection performance. Additionally, the 
study introduced two new datasets, FakeGPT and PFake, designed 
explicitly for model testing. Moreover, the CIFAKE dataset [124] was 
utilized for further evaluation, ensuring a comprehensive assessment of 
the model’s effectiveness.

3.1.2. Miscellaneous technique integrated approaches for image modality
Apart from Grad-CAM, some researchers utilized various miscella-

neous methods for their model interpretability, which are discussed 
here. Feature focus [138], a transparent DL-based face morphing de-
tector, was constructed on a modified VGG-A [139] architecture and 
emphasized the importance of explainability by integrating FLRP. They 
collected 2 K face images from different public and in-house datasets. 
The method highlighted manipulated regions of the faces using FLRP 
and performed exceptionally well across several key metrics like APCER 
(Attack Presentation Classification Error Rate), BPCER (Bona-fide Pre-
sentation Classification Error Rate), and EER (Equal-Error-Rate). A 
human prompt-based DD framework, E-AANet [140], also emphasized 
interpretability by utilizing an artefact localization module that pre-
dicts possible forged regions of the image. They also used ‘Feature 
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Abstraction Blocks’ (FABs) to enhance feature extraction and used an 
‘artifacts enhancement module’ to enhance the attention on image 
artifacts. Attentive PixelHop (A-PixelHop) [141] is an efficient fake 
image detector, designed to offer robust explainability by focusing on 
high-frequency components in local regions of the images. It achieved 
this by combining edge/texture block selection, multiple filter banks, 
and an ensemble of binary classifiers. It ensures the detection process 
is mathematically transparent and interpretable. Another study [142] 
introduced an explainable DD technique using advanced CNNs such 
as ResNet-50, Inception V3, and VGG-16. They incorporated a ‘net-
work dissection algorithm’ for the model interpretability that provides 
relevant labels to the individual hidden units of the CNN model. It 
also explains the classification of real and fake images. The model was 
trained on the Celeb-DF dataset [135] and tested on the deepfake fact 
dictionary generated from the CelebAMask-HQ dataset [143]. Another 
DD approach [144] that integrated ViTs [126] combined with Support 
Vector Machines (SVM) [145] leveraged the interpretability of classical 
ML to provide insights into the decision process. The method was tested 
on a custom dataset created using diffusion models from open datasets 
like ImageNet, FFHQ, and Oxford-IIIT Pet [146,147]. ForgeryGPT [148] 
was proposed to enhance the Image Forgery Detection and Localiza-
tion (IFDL) task with interpretability. It integrated visual and textual 
modalities, leveraging ViTs and CNNs for feature extraction. A key con-
tribution to this model is the mask-aware forgery extractor, comprising 
the Forgery Localization Expert (FL-Expert) and the mask encoder, 
which together generate interpretable heatmaps to highlight manip-
ulated regions. The model was trained on a custom dataset derived 
from CASIAv2 [149] and the Fantastic-Reality dataset [150], ensuring 
robustness against various forgery types such as copy-move, splicing, 
and inpainting.

A detailed summary of the image-based DD approaches, including 
their methodologies, XAI techniques, datasets, performance metrics 
with results, pros, cons, and code availability, is presented in Table  2.

3.2. Explainable deepfake video forgery detection

The emergence of deepfake videos has raised significant concerns 
due to their potential misuse in spreading misinformation, defamation, 
and other malicious activities [21,154]. As a result, researchers have 
been actively developing advanced methods for detecting deepfake 
video, focusing on enhancing the explainability and interpretability of 
these detection models. These attributes are crucial for building trust 
in detection systems, especially in high-stakes applications such as law 
enforcement, media verification, and cybersecurity.

3.2.1. Grad-CAM integrated approaches for video modality
A notable approach [155] combined CNN, CapsuleNet [156], and 

Long Short-Term Memory (LSTM) [157] networks was specifically 
designed to enhance explainability by overcoming the limitations of 
conventional CNNs, such as information loss and difficulty in recog-
nizing rotating features. The method integrated a CNN for feature 
extraction, CapsuleNet to preserve spatial relationships, and LSTM to 
capture temporal dependencies across video frames. It offers a more 
interpretable detection process by using the Grad-CAM technique. An 
ensemble-based method [40] was proposed to improve generalizabil-
ity and explainability by using a hierarchical ensemble of weakly 
supervised models, including human input in the loop. The model com-
bined standard and attention-based data-augmented networks, with 
Grad-CAM employed to explain its decisions. The inclusion of human 
interpretability within the model evaluation process, tested on the 
DFDC dataset [136], resulted in good performance and demonstrated 
the effectiveness of integrating human insight. Similarly, DFP-Net [158] 
stands out as an explainable framework for DD by utilizing inter-
pretable prototypes and Grad-CAM that explain the model’s reasoning. 
The method achieved SOTA performance on several benchmarking 
6 
datasets like FF++ [134], Celeb-DF [135], and DFDC-P [57] and pri-
oritized clarity in its decision-making process. Additionally, they inte-
grated MTCNN [133] during preprocessing to extract the facial region 
from the video. A framework named AUFF-Net [159] was explicitly 
designed to detect face swap (FS) and face reenactment (FR) deep-
fakes, integrating Inception-Swish-ResNet-v2 with Bi-LSTM to capture 
spatial and temporal features. For explainability, AUFF-Net provides 
heatmap visualizations using the Grad-CAM technique that depict the 
areas of the video that contributed most to the detection decision. 
This transparent approach, along with rigorous cross-validation on 
unseen data, led to impressive accuracy for FS and FR on the FF++ 
dataset [57]. Another DeepExplain model [160] combined CNNs with 
LSTM, leveraged Grad-CAM, and SHAP values. These explainability 
mechanisms provide insights into the model’s decision-making process, 
allowing users to visualize which features influenced the predictions 
and thereby enhancing trust in the model’s outputs. The DD challenge 
(DFDC) dataset [136] demonstrated the model’s effectiveness.

3.2.2. Saliency map integrated approaches for video modality
ConvNext-PNet [161] is a prototype-based learning framework de-

signed to enhance interpretability and explainability for deepfake video 
detection. They introduced ConvNext as the framework’s base archi-
tecture. In the preprocessing phase, MTCNN was employed for facial 
feature extraction. Post-hoc analysis techniques, including saliency map 
visualization, activation maximization, and deconvolution, were used 
for model transparency. The proposed model’s performance was eval-
uated on FF++ [134], CelebDF [135], DFDC-P [136], and DeepFake-
Face (DFF) [162] datasets. Another approach [163] based on learning 
patch-channel correspondence for face forgery detection incorporated 
a feature rearrangement layer within a DL and emphasized explain-
ability. The method was rigorously evaluated on FF++ [134], Celeb-
DF(v2) [135], and DFDC datasets [57]. Additionally, interpretabil-
ity was checked on three evaluations: visualization of patch-channel 
correspondence, channel-wise explanations, and saliency explanations.

3.2.3. Miscellaneous technique integrated approaches for video modality
Apart from these explainable methods, researchers integrated var-

ious miscellaneous methods for their model interpretability. A study
[164] presented a novel DD framework that integrated XAI and Ad-
versarial Robustness Training (ART) to enhance the model’s inter-
pretability and resilience against adversarial attacks. They integrated 
LIME and SHAP techniques to interpret the model’s decisions, which 
provide visual and textual explanations of the input. A traditional 
CNN-based approach [165] using the Xception network was trained 
on a DeepFakeDetection (DFD) dataset [166], a sub-component of the 
FF++ dataset [134], to detect deepfake videos. To enhance visual inter-
pretability, authors employed XAI techniques, such as LIME and LRP. 
A notable approach [109] utilized the ‘Anchors’ XAI method and an 
EfficientNet architecture, which excelled in visualizing suspected parts 
of video frames to be forged. The method outperformed LIME in terms 
of explainability by providing more precise and user-friendly visualiza-
tions. They employed DFDC [136] and FF++ [134] for the model train-
ing. The Dynamic Prototype Network (DPNet) [167] focused heavily on 
interpretability by capturing dynamic features such as unnatural move-
ments and temporal artifacts, which are common indicators of deepfake 
content. Post-hoc analysis via gradient and perturbation-based methods 
was used for the explainability. The model was evaluated on Deep-
FakeDetection(DFD) [168], DeeperForensics [169], FF++ [134], and 
Celeb-DF datasets [57] and showed significant improvements in AUC 
scores. The supervised contrastive (SupCon) learning approach [39] 
offered a generalizable and explainable method for deepfake video 
detection. It performed well on the FF++ dataset [134], and the ac-
curacy improved when fused with the Xception network. It enhanced 
explainability using the heatmap that provides better visualization. 
Moreover, it used Uniform Manifold Approximation and Projection 
(UMAP) [170] to get topological insights into the learned feature. 
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Table 2
Summary table of SOTA deepfake image detection techniques.
 Type of DD Methodology and XAI 

technique used
Dataset used Performance metrics 

and results
Pros Cons Code 

provided
 

 Morphed face in 
2021 [138]

Modified VGG 
architecture and FLRP

Custom dataset Accuracy in EER: 0.6%, 
APCER: 1.2%, BPCER: 
0.5%

Higher accuracy and 
lightweight model

Limited coverage of 
features and computational 
burden

No  

 Deepfake image 
in 2022 [141]

Parallel subspace 
learning (PSL), 
edge/texture block, 
multiple filter banks, 
and an ensemble of 
binary classifiers

Custom dataset Accuracy: 98.7% 
(average) with 
114K–171K parameters

Low computational 
complexity and 
improved accuracy

Manual parameter tuning No  

 Copy-move and 
inpainting 
forgery in 2022 
[120]

In-house CNN and 
Grad-CAM

Synthetic dataset 
using COCO [121]

Accuracy in inpainting: 
80%, copy-Move: 70%, 
combined: 70%

Enhanced 
interpretability and 
performance

Limited to a few forgery 
types, under-perform due 
to basic CNN architecture

No  

 AI-generated 
images in 2023 
[125]

CNN, ViTs Model, and 
Grad-CAM

CIFAKE [124] Accuracy in CNN: 
96.31% and ViT: 
87.09%

High accuracy and used 
hybrid approach

Limited resolution handling 
and dataset dependency

No  

 Deepfake images 
in 2023 [122]

MesoNet and Grad-CAM DFIM-HQ (own 
dataset) [122]

Accuracy: 99.87%, 
F1-score: 0.9986, AUC: 
0.99973 (validation)

Bias analysis and 
mitigation

Limited model variety and 
dataset dependency

No  

 Deepfake images 
in 2023 [144]

ViTs named ViT-L-32, 
Explainable Deep 
Neural Network 
(xDNN), and SVM

Custom dataset 
using Oxford-IIIT 
Pet [151], ImageNet 
[146], and FFHQ 
[129]

Accuracy: 99.7%, 
99.5%, 99.4% 
(ViT+MLP fine-tuned 
models)

Prototype-based 
explainability and 
improved performance

Lack of dataset 
generalization and high 
resource demand

Yesa  

 AI-generated 
synthetic images 
in 2024 [124]

CNN and Grad-CAM CIFAKE (own 
dataset) [124]

Accuracy: 93.55%, 
F1-score: 0.936

Introduced CIFAKE 
dataset and provide 
high accuracy

Over-focused on 
background artifacts and 
solely relies on CNN

No  

 Deepfake face 
images in 2024 
[127]

ResNet50V2, 
ResNet101V2, 
ResNet152V2, and 
Grad-CAM

FFHQ [152] Precision: 90%, Recall: 
93%, F1-score: 91%

Enhanced accuracy and 
interpretability

Biased dataset and high 
computational cost

No  

 AI-generated 
images in 2024 
[130]

DenseNet121 and 
Grad-CAM

140k Real and Fake 
Faces [153]

Accuracy: 93.42% Robust training strategy 
and high accuracy

Limited dataset diversity 
with false-negative issues

No  

 Deepfake images 
in 2024 [140]

E-AANet with human 
prompts and artifact 
localization module

FF++ [134] Accuracy: 96.34% and 
AUC: 99.12%,

Human-guided 
attention for better 
interpretability and 
effective localization of 
manipulations

Dependency on human 
annotations and 
performance decrease on 
lower quality data

No  

 Deepfake images 
in 2024 [132]

DenseNet-121, MTCNN, 
and Grad-CAM

FF++ [134], 
Celeb-DF [135], 
DFDC-P [136]

Accuracy: 98.2% on 
FF++ and 96.05% on 
Celeb-DF

Prototype-based 
interpretability and 
improved decision 
visualization

Computational overhead 
and limited performance 
on complex manipulations

No  

 Copy-move, 
splicing, and 
inpainting 
images in 2024 
[148]

CNN, ViTs, Forgery 
localization expert, and 
mask encoder

CASIAv2 [149], 
Fantastic-Reality 
[150]

Accuracy: 81.60% 
(average)

Multimodal detection 
and explanation with 
precise localization

Computational overhead 
and dataset dependency 
with overfitting

No  

 Deepfake images 
in 2024 [142]

ResNet-50, Inception 
V3, and VGG-16 and 
Network dissection 
algorithm

Celeb-DF [135], 
CelebAMask-HQ 
[143]

Accuracy: 86.2% on 
VGG-16 and F1-score 
up to 0.9

Multimodal evaluation 
with enhanced 
interpretability

Lack of dataset diversity 
and higher computational 
cost

No  

 Synthetic images 
in 2024 [137]

Transfer learning and 
Grad-CAM

FakeGPT and PFake 
(own dataset), 
CIFAKE [124]

Accuracy: 94% on 
CIFAKE and 96.61% on 
PFake

High performance with 
meta-ensemble learning 
and robust cross-dataset 
evaluation

Longer inference Yesb  

a https://github.com/lira-centre/DeepfakeDetection.
b https://github.com/tanvirnwu/MEXFIC.
A generalized Graph Neural Network (GNN)-based DD model [171] 
was developed on a pyramid ResNet structure. It achieved high AUC 
scores across multiple datasets while improving both performance and 
interpretability. The model utilized the PReLU activation function to 
fine-tune parameters and prevent gradient disappearance.

A detailed comparison of DD techniques in the video modality, 
including their methodologies, XAI approaches, datasets, performance 
7 
metrics, advantages, disadvantages, and code repository, is provided in 
Table  3.

3.3. Explainable deepfake audio forgery detection

Explainability and interpretability are critical components in deep-
fake audio forgery detection, as they help to ensure transparency 
and build trust in the models’ decision-making processes. The rapid 

https://github.com/lira-centre/DeepfakeDetection
https://github.com/tanvirnwu/MEXFIC
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Table 3
Summary table of SOTA deepfake video detection techniques.
 Type of DD Methodology and XAI 

technique used
Dataset used Performance metrics 

and results
Pros Cons Code 

provided
 

 Deepfake videos 
in 2020 [165]

Xception network, LRP, 
and LIME

Subcomponent of 
FF++ [134]

Accuracy: 94.33% and 
90.17% on 1.3x and 
2.0x image scale

Improved model 
interpretability with 
robustness to noise and 
transformations

Computational 
overhead with limited 
focus on accuracy

No  

 Face forgery in 
2021 [167]

DPNet, posthoc analysis 
via gradient, and 
perturbation-based 
methods

DFD [168], Deeper 
forensics [169], 
FF++ [134], and 
Celeb-DF [135]

AUC: 99.2% on FF++ 
and 90.8% on DFD

Improved visual and 
temporal explanation

Computational 
overhead and limited 
accuracy

No  

 Forensic 
deepfake videos 
in 2022 [109]

EfficientNet 
architecture and 
anchors XAI

DFDC [136] and 
FF++ [134]

Accuracy: 91.92%, 
AUC: 0.931 and anchor 
affinity score: 70.23%

Improved explainability 
and accuracy with 
benchmarking against 
CNN models

Computational 
overhead and limited 
dataset

No  

 Forensic 
deepfake videos 
in 2022 [40]

Weakly supervised 
models and Grad-CAM

DFDC [136] and 
Celeb-DF [135]

Accuracy: 92.2%, AUC: 
0.975 on DFDC and 
93.6% on CelebDF

High forensic accuracy Complex model 
structure and 
dependence on weak 
supervision quality

No  

 Deepfake images 
and videos in 
2022 [39]

Fusion of supervised 
contrastive learning, 
Xception network, 
heatmap visualization, 
and UMAP

FF++ [134] Accuracy (TOSC): 
78.74% and CSC up to 
96.57% on FF++

Improved explainability 
and generalizability, 
including robust 
performance in unseen 
data

Computational 
overhead, moderate 
accuracy, and 
dependency on 
high-quality dataset

Yesa  

 Synthetic facial 
images in 2023 
[171]

GNN, feature map, and 
use of KNN

DFDC [136], FF++ 
[134], Celeb-DF 
[135], and World 
Leader Dataset 
[172]

Accuracy: 76.10% on 
Celeb-DF dataset

Robust feature 
representation and 
enhanced 
generalizability

Computational 
complexity, overfitting 
and limited 
performance

No  

 Deepfake videos 
in 2023 [158]

Prototype-based 
learning and Grad-CAM

FF++ [134], 
Celeb-DF [135], and 
DFDC-P [136]

Accuracy: 96.05% on 
Celeb-DF and 92.53% 
on DFDC-P

High accuracy and 
improved 
interpretability

Computational burden 
and lower performance 
due to overfitting

No  

 Face forgery in 
2023 [163]

Xception, resNet18, 
denseNet121, 
visualization of 
patch-channel, 
channel-wise 
explanations, and 
saliency explanations

FF++ [134], 
Celeb-DF(v2) [135], 
and DFDC [136]

Accuracy: 99.79% on 
FF++, 99.03% on 
Celeb-DF, and 99.52% 
on DFDC

High accuracy and 
enhanced 
saliency-based 
explanation

Computational 
overhead and limited 
generalization

Yesb  

 FaceSwap (FS) 
and Face 
Reenactment 
(FR) in 2024 
[159]

Inception-Swish-ResNet-
v2 with Bi-LSTM and 
Grad-CAM

FF++ [134] Accuracy: 99.21%, and 
98.32% for FS, or FR

Novelty with high 
accuracy and robust 
performance

Complex model, 
computational burden, 
and difficulty in 
handling low-quality 
samples

No  

 Deepfake videos 
in 2024 [161]

ConvNext architecture 
based on ResNet, 
saliency map 
visualization, activation 
maximization, and 
de-convolution

FF++ [134], 
CelebDF [135], 
DFDC-P [136], and 
DFF [162]

Accuracy: 98.70% on 
FF++, 97.09% on 
CelebDF, and 90.87% 
on DFDC-P

Enhanced performance 
with robust feature 
learning

Limited generalization 
with computational 
burden

No  

 Deepfake videos 
in 2024 [160]

CNN, LSTM, Grad-CAM, 
and SHAP

DFDC [136] Accuracy: 0.95, 
precision: 0.82, recall: 
0.97, F1-score 0.94, 
and AUROC 0.9 on 
LSTM

Hybrid model and 
enhanced accuracy with 
robust performance

Computational 
complexity and 
performance drop in 
noisy condition

No  

 Deepfake videos 
in 2024 [155]

CNN, capsuleNet with 
LSTM and Grad-CAM

DFDC [136] Accuracy: 88.00% and 
recall: 88.30%

Hybrid model with 
improved accuracy

Limited dataset 
variations with 
decreased performance

No  

 Deepfake video 
in 2024 [164]

Adversarial robustness 
training, SHAP, and 
LIME

DFDD [173] Accuracy: 97.5%, 
recall: 96.8%, and 
F1-score: 97.5%

Hybrid approach with 
high accuracy

Computational 
overhead, challenges in 
balancing robustness 
and interpretability 
during training

No  

a https://github.com/xuyingzhongguo/deepfake_supcon.
b https://github.com/Jae35/IFFD.
advancements in DL have enabled the development of highly accurate 
detection models, but their inherent complexity often makes them 
difficult to understand. To address this challenge, researchers have 
focused on creating models that achieve high detection performance 
and provide insights into how and why specific decisions are made.
8 
3.3.1. SHAP integrated approaches for audio modality
One such approach [174] for deepfake speech detection proposed 

using raw waveform signals and spectrograms as fused input fea-
tures. To improve interpretability, the approach employed SHAP to 

https://github.com/xuyingzhongguo/deepfake_supcon
https://github.com/Jae35/IFFD
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analyze and visualize the feature contributions of different acous-
tic components. The model named Wav+Spec-Res-TSSDNet combined 
the strengths of waveform-based and spectrogram-based detection to 
enhance classification accuracy while reducing computational com-
plexity. Experimental evaluations on the ASVspoof 2019 dataset [175] 
demonstrated that the fusion of time-domain and frequency-domain 
features significantly improved the performance of DD. Another study
[176] proposed a lightweight multi-feature ML-based framework for 
spoofed audio detection, utilizing the SHAP XAI method to enhance in-
terpretability. To enhance the accuracy, authors employed a diverse set 
of hand-crafted audio features, including spectral, temporal, chroma, 
and frequency-domain. Extensive testing validates its effectiveness 
across three popular datasets: ASVSpoof2019 [177], FakeAVCelebV2
[178], and In-The-Wild database [179]. Another study [180] for deep-
fake audio detection employed GANs to generate fake audio samples 
from the Fake or Real (FoR) dataset. The quality of these synthetic sam-
ples was evaluated using the Fréchet Audio Distance (FAD) metric. For 
the classification task, they utilized VGG16, MobileNet, InceptionV3, 
and a custom CNN model [181]. Among these, VGG16 achieved the 
highest accuracy. To enhance interpretability, the authors incorporated 
XAI techniques, including LIME, SHAP, and Grad-CAM, which provide 
insights into the model’s decision-making process by highlighting key 
frequency bands influencing the classification. The study’s findings 
are particularly relevant for addressing cybersecurity threats such as 
phishing calls and voice impersonation attacks.

3.3.2. Miscellaneous technique integrated approaches for audio modality
Apart from SHAP, some other methods have also been used in the 

latest research that are discussed here. An innovative approach [182] 
proposed for voice spoofing detection utilized complex-valued Neural 
Networks (CVNNs) [183]. The model transformed the audio taken as 
input into complex-valued spectrograms using the constant-Q trans-
form. For explainability, Saliency maps and SmoothGrad [184] were 
used to visualize the detection process. The approach was tested on 
the ASVspoof 2019 [175] and In-the-Wild (ITW) [179] datasets. It 
outperformed SOTA methods on the ITW dataset. The study [185] 
applied XAI techniques, particularly LIME and spectral band masking, 
to identify which frequency bands contribute most to synthetic audio 
classification. Experiments using the ASVspoof 2019 dataset [175] 
revealed that synthetic speech artifacts are primarily concentrated 
in the lowest (below 1000 Hz) and the highest (above 8000 Hz) 
frequency bands. The study further validated these findings by eval-
uating different models, such as ResNet and RawNet2 [186]. Another 
model [107] utilized a combination of CNN and LSTM networks to 
maintain interpretability at the human perception level. This approach 
incorporated several XAI methods, including LRP, Deep Taylor decom-
position, and integrated gradients, to provide insights into the decision-
making process. In addition to methods, datasets play a crucial role 
in explainable deepfake audio detection. The HateXplain benchmark 
dataset [187] was introduced for explainable hate speech detection. It 
provides human-level explanations using the concept of rationales. The 
explainability was measured using plausibility and faithfulness within 
the ERASER benchmark framework [188]. This dataset contains 20K 
samples, sourced from platforms like Twitter and Gab and annotated 
by Amazon Mechanical Turk. It categorizes data into three classes 
such as: hateful, offensive, and normal, thereby contributing to more 
interpretable and transparent detection processes. In [189], the authors 
introduced an attention roll-out mechanism that enhanced the inter-
pretability of transformer-based audio deepfake classifiers. The authors 
also proposed a generalizability benchmark by training models on the 
ASVspoof −5 dataset [190] and evaluated them on FakeAVCeleb [178]. 
Additionally, the study explored various XAI techniques, including 
occlusion-based feature masking and attention visualization [191], to 
better understand the decision-making process.

An overview of audio DD methods is given in Table  4, including 
information on the detection types, applicable XAI methods, datasets 
used, performance outcomes, related strengths and limitations with 
code accessibility.
9 
3.4. Explainable deepfake textual forgery detection

In the domain of deepfake textual content detection, explainability 
and interpretability are crucial factors for ensuring the reliability of the 
detection system. With the rising prevalence of text-based deepfakes, 
including fabricated news articles and manipulated conversations, the 
need for effective detection models is increasing. These models must 
not only achieve high accuracy but also offer clear insights into their 
decision-making processes. Explainability and interpretability aspects 
are particularly critical for effectively combating misinformation and 
fostering trust in the deployed systems.

3.4.1. LIME integrated approaches for text modality
In [194], the authors developed a model using an advanced DL-

based framework for Arabic fake news classification, leveraging CNN-
LSTM ensemble learning combined with ELMo. The framework com-
bined the strengths of CNNs in feature extraction and LSTMs in se-
quence modeling. The study also employed LIME to enhance model 
transparency by identifying key linguistic patterns influencing predic-
tions. By conducting thorough experiments and utilizing 5-fold cross-
validation, the study showed that the suggested method outperformed 
previous approaches and benchmarked against SOTA transformer ar-
chitectures, including BERT and RoBERTa. MFIR (Multimodal Fusion 
and Inconsistency Reasoning) [195] is a novel approach proposed for 
detecting fake news by leveraging both textual and visual content. The 
model combined multimodal data via a cross-modal infiltration fusion 
mechanism, facilitating richer semantic interaction while preserving 
contextual coherence. It further enhanced interpretability through an 
explanation reasoning (ER) layer to create user-friendly interpretations. 
The study also employed LIME to enhance model interpretability. 
Through extensive experiments and 5-fold cross-validation, the re-
search demonstrated that the proposed approach surpassed existing 
Arabic fake news detection models. A surrogate-based explainability 
approach was proposed in [196]. It focused on enhancing the explain-
ability of BERT-based fake news detectors using LIME and Anchors. 
These XAI techniques were applied to models trained on genuine news 
articles from Reuters and fake news from Kaggle. The effectiveness of 
the method was tested on two distinct models: a BERT-based fake news 
detector and a bidirectional LSTM memory classifier, each trained on 
different datasets.

3.4.2. Miscellaneous technique integrated approaches for text modality
Apart from LIME, some other techniques are also leveraged for 

the explainability that are discussed here. Quantitative argumentation-
based automated explainable decision-making system (QA-AXDS) [197]
is entirely a data-driven approach and is designed to combat fake news 
on social media. Unlike traditional ML techniques, QA-AXDS is more 
transparent and interpretable, as it captures human-level knowledge 
from unstructured text data and expresses it within a quantitative 
argumentation framework. This approach demonstrated superior per-
formance to existing ML algorithms, as evidenced by experiments 
on several publicly available datasets such as Twitter-2017, Twitter-
2019 [198], and Reddit-2019 [197]. In [199], a novel approach for 
interpretable fake news detection was presented by leveraging ex-
ternal commonsense knowledge. The method integrates knowledge 
graphs to provide explainable reasoning. It also gathered commonsense 
information from news articles and contrasted it with a common-
sense knowledge graph by employing a random walks-based graph 
matching algorithm. By recognizing inconsistencies in the attributes 
and relationships of entities, the model assessed whether the news 
was fabricated and offered a rationale for its conclusion. Another ap-
proach [200] for fake news classification was developed by integrating 
topic modeling with deep variational autoencoders (VAE). The model, 
called LDAVAE, combined a Bayesian topic modeling technique (La-
tent Dirichlet Allocation - LDA) with a bidirectional LSTM variational 
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Table 4
Summary table of SOTA deepfake audio detection techniques.
 Type of DD Methodology and XAI 

technique used
Dataset used Performance metrics 

and results
Pros Cons Code 

provided
 

 Hate speech in 
2021 [187]

CNN-GRU, BiRNN, 
BiRNN-Attention, BERT, 
concept of rationales, 
and measuring 
plausibility and 
faithfulness

HateXplain (Own 
dataset) [187]

Accuracy: 0.698, macro 
F1-score: 0.687, and 
AUROC: 0.851

Benchmark dataset and 
enhanced bias 
mitigation

Limited generalization Yesa  

 Deepfake voice 
in 2022 [107]

CNN, CNN-LSTM, 
CNN-LSTM-permuted, 
deep taylor, integrated 
gradients, and LRP

ASVspoof 2021 
[192] and LJSpeech 
[193]

Accuracy: 99.97% on 
both ASV multiple TTS 
and LjSpeech

Multimodal 
interpretability and 
effective feature 
extraction

Computational burden 
and difficult to detect 
sophisticated deepfake 
voices

No  

 Voice 
anti-spoofing in 
2023 [182]

Complex-valued CQT 
spectrograms, 
complex-valued neural 
networks, saliency 
maps, and Smooth Grad

ASVspoof 2019 
[175] and ITW 
[179]

EER: 3% and 10% High accuracy Higher computational 
cost and limited 
generalizability

No  

 Deepfake audio 
in 2023 [180]

VGG16, mobile net, 
inceptionV3, custom 
CNN, LIME, SHAP, and 
Grad-CAM

Custom dataset Accuracy: 93.37% on 
VGG-16

Robust detection and 
effective evaluation of 
fake audio

Limited performance on 
noisy samples

No  

 Synthetic speech 
detection in 
2023 [185]

ResNet, rawNet2 and 
LIME

ASVspoof 2019 
[175]

Accuracy: 78% in S1 
frequency for real 
speech

Enhanced accuracy Limited generalization 
and computational 
burden

No  

 Spoofed audio in 
2024 [176]

Multi-feature ML-based 
framework and SHAP

ASVSpoof2019 
[175], FakeAVCeleb 
V2 [178], and an 
ITW [179]

Accuracy: 89% on 
ASVSpoof2019, 94.5% 
on FakeAVCelebV2, and 
94.67% on ITW

Lightweight ML 
approach and high 
generalization

Performance drop in 
handling noisy data 
and unseen attacks

No  

 Deepfake speech 
in 2024 [174]

Ensemble of 
spectograms, 
waveforms, 
Res-TSSDNet model, 
and SHAP

ASVspoof 2019 
[175]

EER: 3.39% for 
evaluation

Enhanced accuracy and 
explainability with 
lightweight model

Computational 
overhead and limited 
generalization

No  

 Deepfake audio 
in 2024 [189]

Transformer based 
audio deepfake 
classifier, 
occlusion-based feature 
masking, and attention 
visualization

ASVspoof-5 [190] 
and FakeAVCeleb 
[178]

Precision: 0.97, recall: 
0.63, and F1-score: 
0.77 on Wav2Vec 
model

Robust performance 
and new benchmark 
generalization

High computational 
demand

No  

a https://github.com/punyajoy/HateXplain.
autoencoder to improve both classification accuracy and interpretabil-
ity. Experiments conducted on three real-world datasets, including 
ISOT [201], COVID-19 [202], and Twitter [198], demonstrated that 
LDAVAE achieved competitive performance compared to SOTA fake 
news detection models while retaining interpretability. Explainable 
and Context-Enhanced Network (ECENet) [203] for fact verification 
was developed by integrating multi-clue feature extraction, multi-
level reasoning, and explanation generation within a single framework. 
ECENet also introduced an improved Coarse and Fine-Grained Atten-
tion Network (CFgAN) to understand contextual information better. 
Additionally, a novel justification generation module was introduced 
that leveraged deep reinforcement learning to select and rewrite key 
sentences from evidence documents, all without requiring additional 
labels. A recent study in [204] employed Bloom filters and recursive 
feature elimination alongside classical ML methods to detect deepfake 
news.

Table  5 shows a comparative summary of text-based DD strate-
gies, with attention to methodology, explainability, datasets, evaluation 
metrics, pros, cons, and code availability.

4. Discussion and future scope

This section highlights the main takeaways from the analysis, as-
sessing the advantages, shortcomings, and gaps in current methods. 
Furthermore, it explores potential directions for prospective research 
works to tackle new challenges and improve the efficacy of explainable 
multimodal DD systems.
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4.1. Discussion

The domain of explainable DD, which encompasses image, video, 
audio, and textual content, highlights the critical need for transparency 
and interpretability in detection models. Various techniques have been 
employed to enhance accuracy while providing insights into the
model’s decision-making. Integrating XAI methods, such as Grad-CAM, 
LIME, and SHAP, has made these models more trustworthy and inter-
pretable. By visualizing manipulated regions, identifying key features, 
and leveraging humanly understandable frameworks, the goal remains 
to develop effective and transparent models. These advancements 
improve the reliability of DD and contribute to broader efforts in 
combating misinformation. It also ensures ethical AI deployment. En-
hancing explainability helps bridge the gap between complex black-box 
AI models and human understanding of their decision-making pro-
cesses. This improvement can contribute to the development of more 
robust, reliable, and trustworthy detection systems.

As discussed, deepfakes have raised significant privacy and se-
curity concerns, prompting researchers to propose various detection 
techniques. However, the rapid advancement of deepfake generation 
models continues to challenge the trustworthiness and generalizability 
of existing methods. Therefore, developing explainable and adaptable 
detection models is crucial. This paper focuses on explainable DD 
across multiple modalities, including image, video, audio, and text. 
Over the years, numerous explainable DD approaches have been in-
troduced, as discussed in Section 3. We systematically reviewed these 
models across four primary modalities and compiled a tabular summary 

https://github.com/punyajoy/HateXplain
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Table 5
Summary table of SOTA deepfake text detection techniques.
 Type of DD Methodology and XAI 

technique used
Dataset used Performance metrics 

and results
Pros Cons Code 

provided
 

 Fake news in 
2021 [196]

BERT-based fake news 
detector, LIME, and 
anchors

Fake-and-real-news-
dataset from kaggle 
[205]

Precision: 98%, recall: 
99%, and F1-score: 
98% for fake news

Plug and play design 
and support for short 
texts

Limited local 
explanation and 
incomplete anchors 
coverage

No  

 Fake news on 
social media 
in2022 [197]

Quantitative 
argumentation-based 
automated eXplainable 
decision system with 
xgboost classifier and 
quantitative argument 
tree

Twitter-2017 [198], 
Twitter-2019, and 
Reddit-2019 [206]

Precision: 0.353, recall: 
0.600, and F1-scoreL 
0.444 using fidelity 
accuracy method for 
false news on 
Reddit-2019

High performance with 
automated knowledge 
acquisition

Less intuitive due to 
large structure and 
difficulty in managing 
unverified sample

No  

 Fake news in 
2023 [199]

Random walks graph 
matching algorithm, 
lexical analysis of 
Chinese (LAC), the 
universal information 
extraction (UIE) 
framework, and 
utilizing commonsense 
knowledge

Custom dataset Accuracy: 91.07%, 
precision: 85.00%, and 
recall: 89.47%

High performance with 
commonsense 
knowledge integration

Dependency on 
knowledge graph

No  

 Fact verification 
in 2023 [203]

Improved-coarse, 
fine-grained attention 
network 
(ImprovedCFgAN), 
resNet-50 with a 
feature pyramid 
network (FPN) and 
reinforcement learning 
agent

NewsCLIPpings 
[207] and FACTIFY 
[208]

Accuracy: 0.877 and 
F1-score: 0.875 using 
ECENet method

Multi-clue feature 
extraction with 
enhanced context 
understanding

Computational burden 
and limitation in 
sentence extraction

No  

 Fake news in 
2023 [200]

Bayesian topic 
modeling, LDA with a 
BiLSTM-based VAE, and 
Bayesian admixture 
model

Information security 
and object 
technology (ISOT) 
[201], COVID-19 
[209], and Twitter 
[210]

Accuracy: 0.99, 
F1-score: 0.99, FPR: 
0.02, and FNR: 0.01 on 
COVID-19 using RNN

Enhanced performance 
and interpretability 
with dual embedding 
approach

Topic misalignment on 
noisy distribution

No  

 Fake news in 
2023 [195]

Feature representations, 
CIF layer, MIL layer, 
ER layer, task learning, 
and Explanation 
reasoning (ER) layer

Twitter [210], 
Weibo [211], and 
Politifact [212]

Accuracy: 0.954, 
precision: 0.913, recall: 
0.910, and F1-score: 
0.911 for fake news on 
politifact

Cross-modal infiltration 
fusion and multi-modal 
inconsistency learning

Dependency on data 
quality and limited 
interpretability on 
single-modality data

No  

 Arabic fake news 
in 2024 [194]

Combined CNN and 
LSTM, ELMO word 
embedding technique, 
and LIME

Arabic fake news 
dataset (AFND) 
[213]

Accuracy: 91.57%, 
precision: 91.56%, 
recall: 91.63%, 
F1-score: 91.59%, and 
inference time 1.2 s

Hybrid ensemble model 
that outperforms 
traditional model using 
contextual word 
embeddings

Feature overfitting risk 
and language 
dependency

No  
categorizing each study based on detection type, methodology, XAI 
techniques, datasets, performance metrics, with results, pros, cons, and 
code availability.

After quantifying the related literature, we draw the pie-chart pre-
sented in Fig.  5. The chart indicates that the Grad-CAM explainability 
technique has been widely used due to its good visual interpretabil-
ity. However, LIME and SHAP have also been widely adopted for 
explainability. For image and video-based DD, again, Grad-CAM and 
LRP are preferred for their ability to visually interpret spatial and 
temporal features effectively. In contrast, LIME and SHAP are better 
suited for audio and textual deepfakes, offering insights into specific 
features and segments. Additional techniques such as saliency maps, 
integrated gradients, and spectrogram-based feature visualization also 
potentially improved explainability. Among the miscellaneous tech-
niques presented in the pie chart, many studies employed multiple XAI 
methodologies to enhance explainability in DD, which we categorized 
under ‘miscellaneous’. In this category, some works utilized multiple 
classical ML methods, which are generally more interpretable. Addi-
tionally, several studies explored neuro-symbolic AI, a hybrid approach 
that combines classical symbolic AI with modern neural network-based 
models such as DL.
11 
Fig. 5. Percentage distribution of various XAI techniques used in SOTA DD 
models.
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4.2. Future scope

Through our exploration of SOTA models for explainable and inter-
pretable DD, we have observed a clear need and substantial opportunity 
for further advancements in this area. Below, we outline several key 
directions for future research:

• Advancing Multimodal Explainability Techniques: Develop 
novel methods that provide integrated explanations across mul-
tiple modalities, such as image, video, audio, and text patterns, 
to enhance the interpretability of DD systems.

• Real-Time Explainable DD: Design lightweight models capable 
of detecting deepfakes in real time with low-resource devices, 
while maintaining a high degree of explainability.

• Robustness in Low-Resource and Noisy Environments: Cre-
ate resilient detection methods that preserve both accuracy and 
explainability when dealing with low-resolution or noisy data.

• User-Friendly Visualization: Develop intuitive and accessible 
tools, such as interactive heatmaps to visually spot the manipula-
tion, to help non-technical users understand model predictions.

• Neuro-symbolic AI: Neuro-symbolic AI can enhance explain-
able DD by combining the transparency of symbolic reasoning 
with automatic feature extraction capabilities of DL. This hy-
brid approach enables more interpretable decision-making while 
maintaining high detection performance.

• Development of Datasets: Encourage the development and open 
availability of curated multimodal datasets that capture diverse 
and emerging types of deepfakes, facilitating more effective train-
ing and evaluation of explainable models, and aligning with the 
needs of multimodal foundation models.

• Ensuring Fairness Across Demographic Groups: Investigate 
and mitigate potential biases in DD methods and datasets to en-
sure fair and equitable performance of detection methods across 
different demographic groups.

5. Conclusion

This study provided a comprehensive, multi-dimensional overview 
of SOTA explainable DD models across image, video, audio, and text 
modalities. Existing surveys in the literature were primarily focused on 
detection methods while overlooking the explainability of the models 
and the different modalities of deepfake content. Our study aims to 
bridge this gap by evaluating advanced detection models and offering 
a thorough examination of prominent explainability methods such 
as Grad-CAM, LIME, LRP, FLRP, SHAP, Anchors, and Saliency Maps, 
emphasizing their suitability across various deepfake modalities.

Our research also underscores the societal challenges posed by 
deepfake technology, including its implications for trust, privacy, and 
security. We identified significant limitations in current detection mod-
els, particularly regarding explainability. The key contribution of our 
paper lies in its structured approach, integrating SOTA detection meth-
ods with explainability and interpretability techniques. The findings of 
this study offer significant insights that can inform and direct future 
research toward the development of more reliable DD systems.
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