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Abstract

Vehicular ad-hoc networks (VANETS) are subject to high interest from both the automotive industry
as well as government bodies due to their prospect of increasing safety of driving. Wireless data exchange
within VANETS requires rigid security mechanisms to enable its usage in safety critical driver assistance
systems. Requirements include not only authenticity and integrity of messages, but also privacy of
drivers. We find that much research has been conducted on certificate dissemination and on privacy
enhancing certificate (i.e., pseudonym) change. However, mutual influence of techniques from both
domains has not been studied in prior work. Hence, we provide an analysis of such cross influence. We
show that certificate change massively increases channel load under currently standardized certificate
distribution mechanisms. Thus, we propose to use explicit signaling of certificate changes among nodes
to limit the found overhead. The conducted evaluation shows that this approach overcomes the identified

problems.
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I. INTRODUCTION

Vehicular ad-hoc networks (VANETS) are an active research area. Their intended use for
increasing safety of driving leads to high interest of their mass roll-out in upcoming years,
from both the automotive industry as well as government bodies. To realize this goal, data
sets communicated in VANETSs should enable future safety critical cooperative advanced driver

assistance systems (ADAS).



To enable safety critical use cases, VANETSs require a rigid security system. Otherwise,
their wireless data exchange would expose them to straight forward attacks. Thus, public key
cryptography is typically employed to sign messages [1]. Required meta data, e.g., public
keys, for receivers is contained in certificates. VANETSs are characterized by a high number of
participants with high individual mobility. Hence, on demand exchange of certificates between
communicating nodes is required, as pre-distribution of all certificates to all nodes in the VANET
is infeasible. Additionally, privacy of drivers is endangered by vehicle tracking in VANETSs.
Such tracking is straight forward, in case each vehicle distributes a unique data set, like node
identifiers on various protocol layers or the node’s certificate. Hence, each node changes its
certificate together with all node identifiers on all protocol layers frequently to protect its privacy
by avoiding node tracking.

Prior work in the ad-hoc network domain has either focused on certificate distribution or
certificate change, which is part of a pseudonym change, strategies. However, cross influence of
strategies from both domains has not been studied in detail. A complex certificate distribution
strategy has been developed within European Telecommunication Standards Institute (ETSI)
Intelligent Transport Systems (ITS) and Wireless Access in Vehicular Environments (WAVE)
frameworks being major approaches towards realization of VANETSs in practice. In contrast,
none of these standardized frameworks holds any details about certificate change strategies
[2]. However, regulatory bodies and users clearly demand privacy conserving usage of VANET
technologies, especially in Europe [3], [4].

We provide a detailed analysis of the mutual influence of standardized certificate distribution
strategies and commonly suggested certificate change algorithms. We find that certificate change
has a major negative impact on the channel load by leading to superficial certificate distribution.
This is caused by the neighborhood aware certificate distribution strategy, which is part of
currently standardized certificate distribution mechanisms. Explicit signaling of a performed
certificate change is recommended as a countermeasure. The conducted evaluation shows that
this approach works well.

The further outline is as follows. Related work is looked at in Section II. An analysis of
the mutual influence of common certificate distribution and certificate change algorithms is
provided in Section III. Moreover, a countermeasure to the found VANET performance decrease
is suggested, which requires only minor overhead in messages. An evaluation of the proposed

approach is given in Section IV. Finally, Section V provides a conclusion about achieved results



together with possible topics of future work.

II. RELATED WORK

Communication within a VANET serves two important classes of use cases. These are safety
critical and non-safety critical, e.g., entertainment, use cases. Many non-safety critical use cases
make use of IP-based communication. In contrast, dedicated communication protocols are have
been developed for safety critical use cases, i.e., usage of VANET based communication as a
data source for cooperative advanced driver assistance systems. This work concentrates on safety
critical communication in VANETSs. Hence, the reader is referred to [5]—[7] for topics regarding
non-safety critical use cases of VANETs.

The main data exchange in VANETS happens via cyclically broadcast beacon messages, which
are called Cooperative Awareness Messages (CAMs) in ETSI ITS and Basic Safety Messages
(BSMs) in WAVE. Both systems use a maximum sending frequency of 10 Hz. However, ETSI ITS
adapts this distribution frequency to vehicle’s dynamics and experienced channel load between
1 and 10 Hz, while WAVE always uses 10 Hz [5], [8].

VANET-based communication faces the challenges of high node mobility, a large range of
possible node densities and limited communication range of each participant. An additional
challenge is given by the choice of using only a single communication channel for safety critical
message exchange in major VANET approaches ETSI ITS in Europe and WAVE in the USA.
Hence, available bandwidth for message exchange is highly limited [5]. Therefore, mechanisms
to keep message length and message sending frequency, both influencing the channel load, to
an acceptable limit are required [5], [9], [10].

The given characteristics of the communication system lead to the development of protocol
stacks, which are mostly stateless, i.e., most messages are usable on their own and there is
almost no connection setup procedure [S]-[7]. This also holds for the security systems of ETSI
ITS and WAVE, which are outlined in the following.

An overview of the security system used by current VANET approaches can be found in
[1]. Typically, a public key infrastructure (PKI) based on a multi-level certificate hierarchy is
used. A common set of root certificates is assumed to be known to all nodes. All other types
of certificates, i.e., the ones of certificate authorities (CAs) and individual nodes in the network,
are distributed on demand. In doing so, piggybacking of certificates on regular messages is used

[11], [12].



To secure individual messages, these are signed using (typically) asymmetric key cryptography,
and the digital signature is appended to the message. The signature is part of a so called security
envelope, which is handled at the network layer. The security envelope is also used to distribute
all meta data, which is required to verity the message at each receiver, e.g., the sender’s certificate.
In case a receiver cannot verify a message due to an unknown sender’s certificate, the message
is dropped leading to so called cryptographic packet loss. Sporadic inclusion of certificates into
the security envelope is used to limit channel load by shorting of messages. Different strategies
on when to include a node’s certificate have been developed [13]-[16].

For privacy protection, nodes use each single certificate only for a limited time. Otherwise,
this data set could be used as a unique identifier for each node. Thus, trivial node tracking could
be performed by an attacker. This behavior leads to the often used term pseudonym certificate
(or simply pseudonym) for the individual certificates of nodes. Many different certificate change
schemes have been suggested, e.g., mix zones, silent periods, and combinations of the individual
mechanisms [2], [17]. No message sending takes place within a silent period. Mix zones are an
extension of the silent period concept with spatial concentration of certificate changes to well
defined areas. Placement of mix zones is studied in [18].

The most straight forward approach to perform a certificate change is uncoordinated certificate
change. Each vehicle decides on its own when to change its pseudonym, e.g., periodically after
a fixed time span. This approach is popular, because it does not inflict communication overhead
for coordinating vehicles to perform the change, works under all traffic densities and does not
need pre-configuration of dedicated mix zones [2], [3].

Moreover, different kinds of cooperative pseudonym change strategies have been developed,
in which the place of a pseudonym change is negotiated between participants in an ad-hoc
manner. However, such strategies typically suffer from bad performance in case of sparse traffic
density [2]. Pseudonym change signaling in cooperative approaches happens before the change
is performed by each node. Required information is piggybacked on regular beacon messages.
No signaling of a conducted pseudonym change after the change happened, as used in this work,
has been considered so far.

The impact of certificate change strategies on application performance is studied in [19].
However, the impact on certificate distribution is not looked at. Change of used certificates has
been identified as an extra source of certificate distribution in VANETS in [20]. Each certificate

change leads to the appearance of a "new” node and all other nodes include their certificate



in the next beacon message, due to neighborhood aware certificate emission. However, no
detailed analysis of this influence has been provided yet. The importance of the neighborhood
aware certificate emission mechanism within the complex certificate distribution strategy used
by current ETSI ITS (and WAVE) standards has been shown in [15]. Thus, simple discarding of
neighborhood aware certificate emission is not an appropriate countermeasure to the found extra
source of overhead. Hence, a study on mutual influence of certificate distribution and change

strategies is provided in Section III.

III. CROSS INFLUENCE OF CERTIFICATE HANDLING ASPECTS

In general mutual influence between certificate distribution and change algorithms can occur

in both directions assuming an ETSI ITS or WAVE conforming protocol stack. A
1) certificate change always

a) creates the need to distribute the new certificate of the node which changed its
certificate, and

b) triggers the detection of a new neighbor at other nodes, which receive the new cer-
tificate. According to the standardized certificate distribution algorithms, this causes
every receiver to include its own certificate into its very next beacon message [11],
[12]. However, the distribution of all these unchanged certificates has to be consid-
ered unnecessary overhead, as these certificates are already known by its expected
receivers. Thus, certificate changes may undermine the bandwidth saving approaches
of well known certificate distribution strategies, which try to limit the inclusion rate

of certificates into beacon messages.
2) Certificate distribution can cause the detection of an address duplication. [21] suggests to
change the used certificate in case the lower 32 bits of a node’s own certificate ID are
identical to the ones of a received certificate’s ID. Other kinds of duplicate address detection

mechanisms are discussed in [22]. The certificate change then again causes influence no.

1.

One should note that alternative certificate distribution strategies not using neighborhood aware
certificate emission are not affected by case no. 1b [14]. However, such strategies have not been
considered for usage in ETSI ITS or WAVE. Hence, they are not considered in the following,

as we focus on VANETSs resembling current standards.



The probability of case no. 2 is quite small, while case no. 1 happens regularly during standard
operation of a VANET. Moreover, case no. 2 always causes case no. 1. Thus, our focus is on

case no. 1 in the following.

A. General Analysis

In the following analysis we assume the certificate distribution strategy from current VANET
frameworks ETSI ITS and WAVE [11], [12], [15]. This includes a combination of cyclic,
neighborhood aware (or implicit request) and explicit request based mechanisms. For an in-
detail study of the influence of individual sub-mechanisms the reader is referred to [15].

1) Uncoordinated Certificate Change: In case no coordination of certificate changes among
nodes takes place, an equal distribution of such changes over time can be assumed. A node
always changes its certificate after a fixed time span, as suggested in [3], [19], [23]. Thus,
there will be steady presence of certificate changes going on in the VANET. The amount of
such changes experienced by a single node depends on the amount of other nodes within its
communication range and the certificate change interval.

We denote the number of certificate changes experienced by a single node within its one-
hop vicinity per time interval between two successive beacons by c¢;. Assuming a fixed beacon

frequency f (in WAVE 10 Hz), for all nodes,

N known
t-f

holds. 7 denotes the average time interval between certificate changes in seconds. There is no use

C; =

in changing certificates faster than sending messages. Hence, ¢ > % holds. This also means that
max ¢; = 1 knouwn- 1.6., the number of certificate changes experienced during interval ¢ between
two beacon emissions can at most be equal to the number of known nodes within the nodes
environment 7; known-

n gives the number of nodes within communication range of a node (i.e., within its one-hop
neighborhood), with N being the set of all such nodes (| V| = n). IV consists of two disjoint sets,
the set of known nodes Ng,ouwn, 1.€., such from whom at least one message has been received
before, and the set of unknown nodes N, known, 1.€., such from whom no message was received

before. The relation between these sets can be expressed by the following equations.

Nknown U Nunknown = N; Nknown N Nunknown = (Z)a

N known = ‘Ni,known’7 N unknown = |Ni,unknown|7



N = Ny known + N unknown-

In practice, c is not a fixed value, but changes frequently, as both the communication range
of a node as well as its surrounding traffic density vary. Moreover, within ETSI ITS f can vary
between 1 Hz and 10 Hz.

Figure 1 gives an illustration of values for ¢;, which can be expected in practice. A range
of nodes within communication range from 1 to 400 nodes is assumed [1]. Certificate change
intervals ¢t with 10 s, 30 s and 5 minutes (= 300 s) are taken from recommendations in [3],
[24], [25]. The maximum number of certificate emissions per second is given by the maximum
number of CAMs sent per second. This is due to the piggybacking strategy, which is used for
certificate distribution, i.e., the need to distribute a certificate cannot trigger sending of a message
on its own. A maximum CAM emission frequency of f = 10H z is used within ETSI ITS [8].
Hence, the maximum number of certificate inclusions per second is ten. This is illustrated by

the always include limit in Figure 1.
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Fig. 1. Number of new nodes detected only due to pseudonym changes between two successive beacon emissions (f = 10 Hz).

Provided values in Figure 1 show that ¢; significantly increases with shorter certificate change
intervals. Thus, the impact of certificate change on neighborhood aware certificate distribution

is lower for higher values of . However, high values of ¢ result in lower levels of node privacy

[24], [25].



Results in Figure 1 show that for high node densities, ¢; > 1 holds, i.e., between the emission
of every CAM and the next CAM a new neighbor gets detected. Hence, neighborhood aware
certificate distribution leads to inclusion of the full certificate in (almost) every emitted beacon
message. Multiple newly detected neighbors within the time interval between sending of two
beacons do not further increase the emission frequency in comparison to a single new neighbor
(saturation effect). Thus, a certificate inclusion frequency close to f can be expected.

Results from prior work show that much smaller certificate inclusion frequencies have to be
used to achieve required high cooperative awareness levels among nodes, i.e., well awareness
of nodes about their surrounding [2], [13], [14]. This holds especially for high density traffic
scenarios. Too high certificate inclusion frequencies lead to increased channel load increasing
the probability of collisions on the wireless channel. Thus, the available communication area is
reduced, which limits availability of information for applications [2], [14]. Hence, such behavior
should clearly be avoided.

The outlined VANET behavior is independent from whether a silent period is used after the
certificate change or not. However, one should note that the length of the period during which
awareness about the affected node by other nodes is poor is longer than the silent period itself.
After the silent period, the certificate of the node has to distributed as well to restore awareness.

2) Mix Zone based Certificate Change: Following the mix zone concept certificate changes
are performed within well defined geographical areas realizing some coordination between nodes.
The minimum size of a mix zone depends on the tolerated tracking probability by an attacker
even if a node changed its certificate within the mix zone. Larger mix zones reduce the success
rate of an attacker [2].

Algorithms for the placement of mix zones have so far only considered privacy aspects.
However, pseudonym change can significantly limit the abilities of applications as shown in [19].
To keep such negative impact as small as possible, the areas affected by pseudonym changes
should be kept as small as possible. A sketch of a mix zone together with the affected area is
given in Figure 2.

One can see from Figure 2 that the affected area is bigger than the mix zone itself. The core
reason for this behavior is that once nodes leave the mix zone, they have to start to distribute their
individual data sets, e.g., their certificate, anew. Every node leaving the mix zone is recognized
as a new neighbor by all other nodes. Due to neighborhood aware certificate distribution, the

area close to the border of the mix zone will steadily experience increased channel load. Thus,



affected area

mix zone

Fig. 2. Sketch of a mix zone and the area affected by the pseudonym changes.

nodes inside that area will suffer from higher packet loss ratios and lowered communication
radius.

The amount of channel load increase around the mix zone depends on the traffic flow emerging
from the mix zone into its surrounding. More vehicles per time interval leaving the mix zone
will increase the new neighbor detection rate, which leads to more frequent certificate exchange
causing increased overhead. The size of the area around a mix zone, which is influenced by the
additional certificate exchanges, only depends on the wireless channels characteristics (assuming
channel load independent sending power and beaconing rate).

In comparison to the case of uncoordinated certificate change, the VANET is only affected in
parts from the presence of the cross influence of certificate distribution and change strategies.
However, the size of areas with unreliable VANET performance is increased. Thus, methods
to limit the influence of negative impact from certificate change on VANET performance are
discussed in Section III-B.

3) Cooperative Certificate Change: During a cooperative certificate change procedure, partic-
ipants, which are geographically close to each other, change their certificate simultaneously. The

location of the change is found in an ad-hoc manner, in contrast to fixed mix zones. Moreover,



not all nodes in vicinity have to take part. Different approaches on how to select cooperation
partners have been proposed [2].

As for other certificate change techniques, evaluation has so far focused on the level of privacy
obtained from the cooperative strategies. However, from an application’s perspective it is also
important to consider the time until cooperative awareness has recovered after a pseudonym
change. This recovery time relates to a geographical area around the ad-hoc found pseudonym
change area. The size of this extra area of low cooperative awareness clearly depends on
communication conditions after message sending starts again at participating nodes.

In case of poor communication conditions, e.g., high channel load, recovery time and thus,
the area of poor cooperative awareness will increase. Hence, the superficial certificate emissions
caused by the coordinated certificate changes have a negative effect on VANET performance,
like in the case of mix zones discussed above.

For cooperative certificate change strategies, the locations of changes are not fixed. Thus,
the performance impact of certificate change is spread over the whole VANET. This can even
increase the need for low recovery times, as the performance impact can not be limited to well
defined areas, i.e., well placed fixed mix zones. In case all nodes within a dedicated area take
part in the certificate change process, the performance impact is equal to the one of a mix zone

being present in that particular area, i.e., nodes set up an ad-hoc mix zone.

B. Countermeasures to Negative Impact

As outlined above, the core reason of the channel load increase by certificate change is the
neighborhood aware certificate emission strategy. However, removing this mechanism from the
certificate distribution process leads to a significant decrease in overall cooperative awareness of
nodes [15].

Another possibility to avoid the found problem is to introduce a mechanism, which enables a
node changing its certificate to tell others about this change after the change was performed. This
can be done by introduction of a new optionally included header field in the security envelope.
Moreover, no detailed data has to be present in this field. Thus, it needs no payload, but pure
presence of the field can show that this message is not to be treated as an implicit certificate
request. Hence, the size of this field can be limited to one byte, which is just its identifier [11],
[12]. The field is only present in the first beacon to be sent after a certificate change, to minimize

impact of this strategy on overall VANET performance.



One could argue that the presence of an indicator for a recent certificate change adds to
the information available to an attacker. However, the amount of leaked information should
be very small due to the following reasons. When an attacker observes a node with a new
pseudonym there are just two possibilities on how this could happen. Either a node changed its
pseudonym or a new node was just started up. The new introduced certificate change indicator
resolves that ambiguity. However, the attacker already has many options to resolve the ambiguity
by considering the different data sets in the message. For example, a node with a velocity
significantly different from zero will not be a “really new” one, as nodes start transmitting
immediately after their start up. Moreover, the node’s position can be used in conjunction with
map data, as nodes do not appear at certain places like in the middle of a motorway or similar
places. Thus, we consider the additional information exposed to the attacker as negligible.

An extra positive aspect of the pseudonym change indicator is that nodes with identifiers no
longer in use can be actively removed from caches within receivers, e.g., a local dynamic map
(LDM) as used in ETSI ITS [26]. This avoids to have multiple cached instances of a single
real node, which are not known to be identical in the real world, due to conducted pseudonym
changes. So far, only timeout based approaches have been suggested to limit such issues in
VANETSs [26]. To tolerate message loss, used timeout values are selected to be longer than
message sending intervals. Hence, after a pseudonym change a node is known to its surrounding
by (two) different pseudonym identities. This may confuse ADAS, which need to know positions
of nodes within the neighborhood. Thus, reliability of communicated data sets as a data source

for cooperative ADAS can be increased by using a certificate change indicator.

IV. EVALUATION

We apply simulation based evaluation for the concepts discussed in Section III. The simulation

environment is discussed in Section IV-A. Achieved results are given in Section IV-B.

A. Simulation Environment

The simulation environment of the ezCar2X framework is used to evaluate the concepts
described above. The framework implements an ETSI ITS conforming protocol stack. Details
of its implementation can be found in [27]. For simulation purposes the protocol stack from
ezCar2X is used together with the ns-3 network simulator [27], [28]. In doing so, ns-3 is used

to model the physical layer and parts of the access layer, while the remaining protocol stack is



provided by ezCar2X. The channel model uses pathloss and Nakagami fading, as implemented
within ns-3, with parameters taken from [29].

The used traffic scenario features deterministic traffic flow on a freeway generated by the
microscopic traffic flow simulator Simulation for Urban Mobility (SUMO) [30]. The freeway
has three lanes in each direction and is 6 km long. Presented results are assembled within the
core zone of the simulation (4 km long), which is surrounded by additionally simulated area to
avoid edge effects. The scenario is illustrated in Figure 3. All nodes receive a random internal

start-up time to avoid unrealistic synchronization of the time based beacon emissions.

mix zone

50m

Fig. 3. Freeway scenario used for evaluation.

Our metric to measure the impact of certificate change strategies on the standardized certifi-
cate distribution mechanism is the channel busy ratio (CBR). It has been shown that average
communication range and cooperative awareness of nodes suffer significantly from an increase
in CBR. Thus, low CBR values are required to enable robust and reliable applications [5].

The uncoordinated and time based pseudonym change strategy uses a pseudonym timeout of
30 s. For the mix zone concept, the rectangular shaped mix zone is 50 m long (sides in parallel to
the road boundaries) and spans all lanes, as shown in Figure 3. No beacon emission takes place
within the mix zone. All vehicles know about the mix zones presence in advance, i.e., its presence
is pre-configured. This scenario also resembles an on-demand cooperative pseudonym change
in which all nodes within the mix zone participate. The realization of cooperative pseudonym

change follows the proposal in [31].



B. Results

Within the used traffic scenarios, the experienced average maximum communication distance
of vehicles is about 300 m. The obtained results for the uncoordinated certificate change mech-
anism from current standards are given in Table I. The average node interval on the road
characterizes the traffic density. Thereby, an interval of 2 s is used to cause high traffic density,
while an interval of 9 s leads to quite low traffic density. Moreover, the standard deviations of

obtained results for the CBRs are given in the last column of Table I.

scenario (node interval) | average CBR in % o?

without signaling (2 s) 55.0 1.67

with signaling (2 s) 40.5 1.79

without change (2 s) 39.5 1.52

without signaling (9 s) 22.2 1.61

with signaling (9 s) 15.9 1.73

without change (9 s) 15.7 1.71
TABLE 1

CHANNEL BUSY RATIOS FOR UNCOORDINATED CERTIFICATE CHANGE WITH AND WITHOUT EXPLICIT SIGNALING OF THE

CHANGE.

The CBR experienced in the reference scenario without ongoing pseudonym changes (without
change) gives a lower bound for the results of scenarios with pseudonym changes. Results
from Table I show that the constant level of CBR is massively increased by using uncoordinated
pseudonym change in the standardized form, i.e., without pseudonym change signaling (scenarios
without signaling), in comparison to the reference scheme. In contrast, the scenarios with
such signaling (with signaling) show much lower CBR levels. Moreover, comparison with the
reference scenario without any pseudonym changes happening shows that there is only a minor
increase in the average CBR by the approach using signaling. Furthermore, the difference of
obtained averages is smaller than the standard deviations. Hence, the difference can be regarded
as being only of minor significance.

The increase in CBR by ongoing pseudonym changes is found to be higher for a higher
traffic density, 1.e., a lower node interval, in Table I. This can be expected, as a higher traffic
density relates to more nodes experiencing the pseudonym change. Hence, more nodes detect a
new neighbor in the scenario without signaling, which causes them to superficially include their

pseudonym certificate in the next message.



Results from Table I also show that the CBR increase by ongoing pseudonym changes cannot
be completely overcome by the proposed signaling approach. This has two reasons. At first, this
is do to additional pseudonym certificate emissions done by nodes changing their pseudonym.
These extra certificate emissions are required and cannot be avoided. Secondly, message loss
on the wireless channel causes some nodes within the neighborhood of a node changing its
pseudonym to not receive the first message after the change, which also holds the pseudonym
change signaling flag. Hence, these nodes do not profit from the conducted pseudonym change
signaling and behave like in the scenario without such signaling. However, simulation results
showed that the number of affected nodes is always low in the considered scenario (< 1 %).

The results on channel load around a mix zone are displayed in Figure 4. The given distance
is the one from the border of the mix zone, as nodes do not emit beacons within the mix zone.
For each traffic density the scenario with (with sig.) and without explicit pseudonym change

signaling (w/o sig.) is provided.
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Fig. 4. Channel load around a mix zone.

One can see from Figure 4 that the CBR drops to the level without the mix zone’s presence
at about two times the average communication distance (about 600 m). The given errors bars
illustrate the standard deviation of obtained measurement results. As these are quite small, one

can regard the shown results as reliable. Results for the reference scenario are not displayed to



avoid overloading the figure. They are very close to the ones for the approach using signaling,
as found for the scenario of uncoordinated pseudonym changes.

Moreover, in the area close to the mix zone the CBR is significantly increased without signaling
of certificate changes. In contrast, CBR is only marginally increased in average around the mix
zone, when explicit signaling of the pseudonym change is used. This increase is mainly caused
by the nodes leaving the mix zone and immediately emitting their new pseudonym certificate.
Moreover, a minority of other nodes does not receive the new certificate during its first emission
due to packet loss. Thus, they detect a new node when receiving further beacons from the nodes
leaving the mix zone. However, the given results show that there is only a very small impact of
this behavior on the CBR.

Results for the implemented coordinated certificate change scheme are very similar to the
ones given above for fixed mix zones. No measurable impact of the coordination overhead on
the overall channel load could be found. Hence, the discussion given above for fixed mix zones
also applies for the considered coordinated certificate change strategy.

The provided results show that the introduction of a pseudonym change indicator in the security
envelope is a simple, but yet effective countermeasure to negative influence of pseudonym change
on VANET performance, which is caused by unintended influence of pseudonym change on
neighborhood aware certificate distribution. Hence, we recommend the proposed approach for

inclusion into future ETSI ITS and WAVE standards.

V. CONCLUSIONS AND FUTURE WORK

VANETS are an important approach towards increased safety of driving. To realize the required
security system a PKI approach with on demand certificate exchange and privacy conserving
certificate change has been developed. However, these two major topics have only been treated
separately in prior work. We show that significant mutual influence between both topics exists.

Uncoordinated certificate change is shown to almost disable the bandwidth saving influence
of sporadic certificate inclusion in messages. This leads to high channel load, especially in
high density traffic scenarios. Moreover, popular certificate change concepts of MixZones and
cooperative pseudonym change are also shown to significantly increase channel load decreasing
overall VANET performance. Hence, straight forward combination of certificate distribution and
certificate change algorithms is discouraged. Instead, a dedicated mechanism enabling efficient

combinations of algorithms from both domains is required.



We propose to introduce a dedicated certificate change indicator and show that it can almost

completely overcome the found performance decrease. Thus, its inclusion should be considered

in future VANET standards.

Future work can study the influence of combined certificate distribution and change strategies

on further bandwidth saving strategies. These include distributed congestion control (DCC) [9]

or further on demand data set exchange [10].
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