Received: 16 September 2023

Revised: 11 June 2024

W) Check for updates

Accepted: 25 June 2024

DOI: 10.1002/smr.2711

PERSPECTIVE

Journalof

Software: Evolution and Process WILEY

Evolution of secure development lifecycles and maturity
models in the context of hosted solutions

Felix Lange >3 ® |

1Department of Informatics, Technical
University of Munich (TUM), Munich, Bavaria,
Germany

2Fraunhofer AISEC, Munich, Bavaria, Germany
3Hybris GmbH, Munich, Bavaria, Germany

4Service & Application Security, Fraunhofer
AISEC, Munich, Bavaria, Germany

Correspondence

Immanuel Kunz, Service & Application
Security, Fraunhofer AISEC, Munich, Bavaria,
Germany.

Email: immanuel.kunz@aisec.fraunhofer.de

Funding information

European Union Horizon 2020 project
MEDINA, Grant/Award Number: 952633;
European Union Horizon Europe project
COBALT, Grant/Award Number: 101119602

Immanuel Kunz*

Abstract

Organizations creating software commonly utilize software development lifecycles
(SDLCs) to structure development activities. Secure development lifecycles (SDLs)
integrate into SDLCs, adding security or compliance activities. They are widely used
and have been published by industry leaders and in literature. These SDLs, however,
were mostly designed before or while cloud services and other hosted solutions
became popular. Such offerings widen the provider's responsibilities, as they not only
deliver software but operate and decommission it as well. SDLs, however, do not
always account for this change. Security maturity models (SMMs) help to assess SDLs
and identify improvements by introducing a baseline to compare against. Multiple of
these models were created after the advent of hosted solutions and are more recent
than commonly referenced SDLs. Recent SMMs and SDLs may therefore support
hosted solutions better than older proposals do. This paper compares a set of current
and historic SDLs and SMMs in order to review their support for hosted solutions,
including how support has changed over time. Security, privacy, and support for small
or agile organizations are considered, as all are relevant to hosted solutions. The SDLs
analyzed include Microsoft's SDL, McGraw's Touchpoints, the Cisco's SDL, and
Stackpole and Oksendahl's SDL?. The SMMs reviewed are OWASP's Software Assur-
ance Maturity Model 2 and DevSecOps Maturity Model. To assess the support for
hosted solutions, the security and privacy activities foreseen in each SDLC phase are
compared, before organizational compatibility, activity relevance, and efficiency are
assessed. The paper further demonstrates how organizations may select and adjust a
suitable proposal. The analyzed proposals are found to not sufficiently support hosted
solutions: Important SDLC phases, such as solution retirement, are not always suffi-
ciently supported. Agile practices, such as working in sprints, and small organizations
are often not sufficiently considered as well. Efficiency is found to vary based on the
application context. A clear improvement trend from before the proliferation of hosted
solutions cannot be identified. Future work is therefore found to be required.
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1 | INTRODUCTION

In the following section, we motivate our work and present the research questions addressed, before selecting proposals in Section 2.

1.1 | Motivation

Organizations creating software either implicitly or explicitly utilize a software development lifecycle (SDLC), a series of steps to structure the
activities related to software creation and lifecycle management. P 7 Multiple organizations have additionally defined processes that enhance an

2, pp. 239-240

existent SDLC with activities related to information security and privacy. McGraw references such a process as secure development

lifecycle (SDL), a terminology that is applied within this paper as well. Examples of such SDLs from the industry include the Microsoft's SDL® and

L2 can be found.

Cisco's SDL,* while in the literature, Touchpoints? and SD

Other sources define security maturity models (SMMs), which assign activities to maturity levels and allow to assess and improve an organiza-
tion's SDL.° Examples for SMMs include OWASP's Software Assurance Maturity Model 2 (SAMM2)” and DevSecOps Maturity Model
(DSOMM) 2 as well as the U.S. Department of Defense Cybersecurity Maturity Model Certification Version 2.0 (CMMC2),? NIST Cybersecurity
Framework (CSF),"® and Synopsys Building Security In Maturity Model (BSIMM).**

Within this article, SMMs and SDLs are referred to under the common term proposals.

In the past, many organizations creating software products have switched to providing hosted solutions as a service rather than shipping on-
premise software that they do not operate themselves. Within this paper, hosted solutions are defined to be offerings that one organizational
entity offers to another organizational entity over a network as a service, while staying in control over the offering's source code. The offering's
development and operation is either done by the provider or it is outsourced.*? P ¢ Hosted solutions thus include PaaS and Saa$ cloud offerings
as defined by NIST*® PP- 2723 and applications hosted by an organization's IT department for other teams of the same organization, such as internal
web applications. A hosted solution provided by Microsoft, for example, is its cloud version of Microsoft Office.'*

Table 1 summarizes differing responsibilities in the context of hosted solutions and traditional delivery models. With respect to SDLC phases,
differences occur as a hosted solution provider offers deployment, operation, and decommissioning as a service to his customers. Considering
compliance, the provider is therefore also responsible in later SDLC phases. When applying a shared responsibility model, only secure configura-
tion, access, and custom code remain under the responsibility of the consumer.®’

Due to this shift to hosted solutions and the corresponding changes in responsibilities, this paper analyzes to what extent current proposals
support providers of hosted solutions in regard to security and privacy. As this shift has occurred over time, older proposals may or may not sup-
port hosted solution providers worse than newer proposals. We therefore also analyze if newer proposals generally provide more extensive sup-
port than older ones, that is, if an improvement trend can be observed.

Hosted solutions differ from traditional deliveries not only in the activities that the provider should perform, but they are also interdependent
with the organizational context, for example, the organization's size and the type of development process that is applied. Hosted solutions can be

16.P- 3 or may be offered as a Saa$ hosted in the cloud. This

comprised of (or operated as) services that may form part of a distributed application
delivery model makes it easier for smaller organizations to offer hosted solutions, as they need less upfront investments, for example, when they
outsource infrastructure management to a cloud provider. Our analysis therefore includes the support that the proposals provide to smaller orga-
nizations. This is especially relevant when considering that some of the existing proposals have been designed for more traditional environments

and large organizations. For example, Cisco and Microsoft introduced SDLs, but both are large organizations.* Furthermore, both small

TABLE 1 Responsible organizations in the context of hosted solutions and traditional delivery models.

Area Aspect Hosted solutions Traditional delivery
SDLC Development by Provider Provider
Deployment by Provider Consumer
Support: Product maintained by Provider Provider
Support: Operations provided by Provider Consumer
Retirement: Maintenance ended by Provider Provider
Retirement: Decommissioned by Provider Consumer
Compliance Responsible for deployment and infrastructure Provider Consumer
Responsible for configuration and access Consumer Consumer
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organizations and service-based architectures are linked to agile development practices.!®" P- 87:2% P- 5 |n order to support hosted solution pro-
viders, proposals should thus adequately support both organizational attributes of differing organizational sizes and agile development.

We analyze both SDLs and SMMs as recent proposals often are SMMs, such as DSOMM, SAMM2, CMMC2, and CSF, while older proposals
are often SDLs, such as the Microsoft's SDL, Touchpoints, and SDL% Among other aspects, this paper seeks to analyze the evolution of hosted
solution support over time and thus must consider both current and historic proposals. A comparison of SMMs and SDLs is possible as SMMs
implicitly define reference SDLs that can be compared against proposed SDLs. Furthermore, work by Gregoire et al?° found such comparisons to
be required.

The presented analysis was initially created in 2021, as part of a master's thesis,'? and later extended with additional findings and proposals.

1.2 | Research questions

Based on the above motivation, we wish to analyze how proposals cover security and privacy activities in the context of hosted solutions, how
they support small or agile organizations, and how support differs among time periods, analyzing if an improvement trend can be observed. This

results in the four research questions defined below.

1.2.1 | RQ1: How do proposals compare in their coverage of security activities across all SDLC phases?

First, we note that hosted solution providers, when compared with organizations shipping software for operation by customers, face an
extended responsibility: Hosted solution providers must not only securely develop and ship the solution but also securely operate and decom-
mission it, extending liability as introduced in Section 1.1. Therefore, more SDLC phases are of interest for providers of hosted solutions, which
proposals must account for, as otherwise operations may be insecure and decommissioning may be incomplete. Proposals must therefore cover
all SDLC phases of hosted solutions, including operations and removal. When analyzing this coverage, one can either define a set of activities
deemed required, in a top-down approach, or compare the activities foreseen within the proposals against each other, using a bottom-up
approach. As the protection requirements and therefore required activities may differ, we opt for a bottom-up approach within this review.
However, we do apply a top-down approach for a generic context in Section 5 when analyzing activity relevance in order to further assess our
findings. We also utilize a top-down approach within a case study in Section 6, which demonstrates how organizations may identify and custom-

ize suitable proposals.

1.2.2 | RQ2: Do these proposals include privacy-related activities foreseen in privacy engineering literature?

Second, hosted solution providers have the responsibility to address users' privacy concerns and to comply with privacy-related regulatory
requirements. These regulatory requirements may stem, for example, from the EU General Data Protection Regulation (GDPR) which defines
responsibilities of data processors??, §28—a role that applies to hosted solution providers processing personal data, which can occur during opera-
tion and decommissioning. Privacy risks may result, for example, from breaches of personal data due to malicious attacks or inadvertent mistakes
which can lead to severe financial and reputation loss. Even if no legal violations occur, however, cases of incomprehensible privacy notices and
unexpected data sharing practices may result in a loss of user trust. Privacy risks are therefore not only related to regulations but also to user
expectations, which should be addressed by hosted solution providers.

The research domain of privacy engineering has put forth methods and tools for integrating privacy qualities into software throughout differ-
ent phases.?? In contrast to RQ1, we do not extract privacy activities from proposals but instead collect activities proposed in privacy engineering
literature. This is done as the proposals reviewed primarily focus onto security rather than privacy. We acknowledge that coverage is therefore

expected to be low. Still, this approach gives meaningful insight into the role privacy already plays—and could potentially play—in proposals.

1.2.3 | RQS: Do these proposals adequately support small organizations and agile teams?

As indicated prior, the organizational context in which hosted solutions are created and operated may significantly differ from the context for
which proposals were initially created. As introduced in Section 1.1, proposals must support both agile teams as well as small organizations in
order to adequately support hosted solution providers, as both organizational attributes can be relevant in this context.

We acknowledge that providing hosted solutions does not equate to agile software development. Agile development can also produce soft-

ware products that are operated by customers.?® As agile has gained significant adoption in the wider industry,?* however, we argue that today,
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proposals must support this development method for both hosted solutions and traditional on-premise software. We also do not wish to imply
that only small organizations can operate in an agile manner. Agile teams and small organizations are, within this paper, regarded as two dimen-

sions of organizational support that are required in the context of hosted solutions. Both dimensions are analyzed in separate subsections of this

paper.

1.24 | RQ4: Do proposals created after the proliferation of cloud services better support hosted solutions than
proposals from before or during this period?

We note that cloud applications, as indicated above, are a notable subset of hosted solutions. While the term cloud computing was already coined
in 1961 and Salesforce already provided hosted solutions in 1990,2> PP- 1-2 |arge general-purpose laaS, PaaS, and Saa$ offerings were made avail-
able significantly later: Amazon Web Services (AWS) in 2006, Azure and OpenStack in 2010, and Google Cloud Platform (GCP) in 2012.2> P 2
We therefore define the proliferation of cloud services to be the period from 2006 to 2012.

Some proposals were created before or during this advent of cloud computing, such as Microsoft's SDL, which was made mandatory in
2004% P 2 and continuously updated later.?% PP- 12713 The ast update identified by us was published 2012.% Touchpoints, another proposal, was
published in 2006.2” These proposals, and to an extent also their adjustments, thus stem from a time before large general-purpose laaS, PaaS, and
SaaS offerings or from a time close to their general availability. Consequently, they were defined in a time before organizations could utilize such
offerings to rapidly provide hosted solutions over the internet and therefore may not address changes in lifecycle phases or shipment models
enabled by this shift. Given, however, that the Microsoft's SDL was updated during the release of such general-purpose cloud offerings, it may
also support these changes sufficiently. Some proposals were also made available after the proliferation of cloud services, such as DSOMM and
SAMM2,%28 while others, such as BSIMM, were initially created during this period and updated later.}*?? These models could therefore already

account for phase and shipment model changes but may also fail to do so.

1.3 | Structure of work

The remainder of this paper is structured as follows: First, within Section 2, a set of existent proposals is selected and introduced. Subsequently,
related work is elaborated in Section 3. Then, in Section 4, the activities included by those proposals selected are compared in the context of
hosted solutions. Based on Research Questions 1 to 3, this comparison is divided into three parts: Security in Section 4.1, privacy in Section 4.2,
and the organizational context of hosted solutions within Section 4.3. Research Question 4 is addressed via the selection of proposals and in
Section 4.4.

Within Section 5, we review the relevance of activities identified within a given context and assess how proposals perform when restricted
to a set of context-relevant activities. We also assess which proposal is the most efficient one in the chosen context. Section 6 contains a case
study, in which we demonstrate how organizations may identify the most efficient proposal for their scenario and how adjustments may be done
if required. In Section 7, the limitations of the presented work are discussed and implications are outlined. Finally, within Section 8, the work is

concluded and an overview of required future work is given.

2 | SELECTION OF PROPOSALS

Within this section, we describe which proposals were initially identified by us and how we have selected those proposals that are analyzed within
this work. We also briefly introduce each selected proposal, before summarizing related work in Section 3.

21 | Inclusion and exclusion criteria

We collected SDLs and SMMs published in the literature, in order to identify proposals to be analyzed. Table 2 lists those proposals initially identi-
fied. Unfortunately, a systematic literature analysis was not feasible due to the amount of grey literature involved, as many proposals are defined
in non-scientific publications. We therefore do not claim to deliver an exhaustive list of existent proposals in Table 2. Both SDLs and maturity
models are included into our selection, as motivated by Gregoire et al?° and in Section 1.1.

We subsequently filtered the identified proposals using the criteria described below, in order to present a concise but relevant comparison of

the selected proposals in Section 4.
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TABLE 2 Proposals initially identified.

Proposer Proposal Inception Last update
Proposal Published by classification type date identified
Microsoft Security Development Lifecycle (MS-SDL)%%¢ Microsoft Industry SDL 2004 2012
Cisco Secure Development Lifecycle (CSDL)*#7-52 Cisco Industry SDL 2009 2023
Software Assurance Maturity Model 2 (SAMM?2)752-54 OWASP Practitioner(s) SMM 2020° 2023°
DevSecOps Maturity Model (DSOMM)&28:53 OWASP Practitioner(s) SMM 2017 2023
Touchpoints®>?” McGraw Practitioner(s) SDL 2006 2009
Security Development Lifecycle with Secure Delivery Lifecycle Stackpole and Practitioner(s) SDL 2010 2010
(SbL??® Oksendahl
Cybersecurity Maturity Model Certification version 2.0 U.S. DoD" Gov. agency® SMM 2020 2021¢
(CMMC2)*-46
Cybersecurity Framework (CSF)*%48:5¢ NIST Gov. agency SMM 2014 2018¢
Team Software Process (TSP)?1-34°7 Humphrey et al. Academia N/AS 1996 2020
Building Security In Maturity Model (BSIMM) Version 14112%°8  Synopsys Practitioner(s) SMM 2023f 2023
Comprehensive, Lightweight Application Security Process Secure Software, Practitioner(s) SDL 20048 2006
(CLASP)*243:57.60 OWASP

Version 1 of SAMM was introduced in 2009,%2 Version 2 was initially published in 2020°% and last updated in 2023.54

PCMMC2 is defined by the United States Department of Defense (U.S. DoD), but CMMC2 practices are specified in NIST SP 800-171r2, SP 800-172, and
FAR clause 52.204-21.4% pp- 34, 17-33

“CMMC update: CMMC Version 2 is at the time of writing in a rulemaking process and public commenting period.

d4CSF update: CSF Version 2 is expected to be published in 2024.

*We find the TSP to not be an SDL or SMM, as it focusses onto general topics of software development (see Section 2.1).

fBSIMM 1 was created in 2008, with multiple major revisions since then. Version 14 was published in 2023.11:2?

EEarliest public sources®” identified.

2.1.1 | Prescriptive SDLs and SMMs

We wish to focus our review onto SDLs and SMMs and therefore upfront excluded other publication types. In order to compare SMMs to SDLs,
we assume offerings that implement all activities foreseen by a given maturity model, across all maturity levels. Likewise, for a given SDL, we
assume an offering that incorporates all activities foreseen by the lifecycle. To this end, we assume proposals to be prescriptive, that is, define
activities to perform, rather than being descriptive, that is, defining activities without demanding implementation. SAMM2 is prescriptive” P ® and
while DSOMM does not explicit state being prescriptive, it is mapped to SAMM2 activities and seen as a lower level implementation guidance,*°
arguably resulting in a prescriptive model. As a result, SAMM2 and DSOMM are included. BSIMM, however, is a descriptive model': PP- 5 28 64
and therefore excluded.

The Team Software Process (TSP) was initially identified as a proposal, but we found it to not be an SDL or SMM and therefore excluded it
from our analysis. The TSP focuses onto topics such as team communication, project tracking, workload distribution, quality, productivity, and
cost.31: PP- X, 13-25.32, pp. 16-29,33, pp. 8 25 A source describes it as an operational process designed to support well-established principles of software
engineering.>> P > This proposal therefore describes how software should be produced, but it does not focus onto security or prescribe security
activities. Security is, for example, only referenced as one of multiple product specifications to test and the role of a security manager is optional,
as are security trainings.>#, TSPm Scripts, TSPm specifications°, Scripts.docx The process does prescribe other practices such as certain meetings
or documentation®*, TSPm Forms and to this extent is prescriptive, but it is not an SDL or SMM. It does consider security and quality to be linked,
and in 2002, adjustments for a more security-centric version of the cTSP were announced,3? PP- 4 31-34 it |ater sources from 2010 do not focus
more onto security>® and we were not able to identify sources for a more security-centric process flavor. However, we do not wish to imply that
the TSP is not secure per se: It has a different focus than SDLs and may be combined with security activities, if such activities are part of the prod-

uct's requirements.

2.1.2 | Redundancy

In order to present a concise comparison, we seek to eliminate redundancies among the proposals reviewed.
Therefore, works building directly onto the Comprehensive, Lightweight Application Security Process (CLASP) the Microsoft Security Devel-
opment Lifecycle (MS-SDL) or other proposals without adding new content are not reviewed, as such proposals do not include novel activities
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but instead reorder activities or combine proposals. This resulted in early exclusion of related work presented by Baca and Carlsson®¢ and Ayalew
et al.%” (see Section 3). By contrast, the SDL? builds upon an SDL similar to the MS-SDL but does define additional activities. Likewise, the Cisco
Secure Development Lifecycle (CSDL) was created in collaboration with Microsoft®®3? but proposes other activities. Therefore, both SDLs are

included.

2.1.3 | Reduced scope

In order to present a comparison that holds across different hosted solution scenarios, only proposals offering holistic process guidance are ana-
lyzed. Individual tasks or best practices are therefore not considered, such as those utilized by related work such as Assal et al.*®

Likewise, models that only focus onto specific industries or regions are not considered either, as they do not apply to a large set of the indus-
try and research. The CMMC2 targets contract data and other regulated data in the context of the U.S. Department of Defense.** PP 1-2 |t js
therefore specific to a location and sector and thus is excluded from this review.

214 | End of life (EOL) or draft

Finally, we aim to present a review that is relevant at time of publication. Relevant here references proposals that have not been replaced by
others and are not in a draft state. Therefore, within this exclusion criteria, proposals that have been superseded by other proposals are excluded,
as are those that currently have a new major version in draft. Drafts are excluded as the content of the proposals may significantly change in the
near future. Prior versions of such proposals could be analyzed, but given the pending release of their successors such an analysis does not appear
to be particularly relevant.

M,*243 of which SAMM2 is the most current version at the time of writing.®

CLASP is not reviewed as it has been replaced by SAM

Apart from being excluded due to reduced scope, the NIST CMMC2 is also currently being drafted: Version 2 of CMMC was announced in
November 2021 and at the time of writing is in a public commenting period** and a rulemaking process*® which will codify the model into regula-
tions.*® Further, CMMC2 practices are specified, among others, within NIST SP 800-171r2,41: Pp- 3-4. 17-33 5t \which Revision 3 at the time of
writing is in final draft.*”

NIST CSF is under revision as well. At the time of writing an initial public draft has been released, with plans to release CSF Version 2 in
2024.%8

Therefore, both CSF and CMMC2 are excluded due to their drafts, which will be released soon, in addition to CMMC2 being excluded due to
reduced scope. However, both models are actively being developed and therefore are of interest to future work, once updates are released.

As a result of this selection process, the proposals MS-SDL, CSDL, Touchpoints, SAMM2, DSOMM, and SDL ? are analyzed. We believe that this
selection allows for a relevant and concise comparison that considers proposals from a diverse set of resources, as proposals from the industry,

individual researchers and institutions such as OWASP are included.

2.2 | Selected proposals

Within the following section, the proposals selected in Section 2.1 are introduced, before they are compared in detail within Section 4.

221 | Microsoft's SDL

The MS-SDL is an iteratively improved proposal that has been mandatory at Microsoft since 2004. After its initial release, the MS-SDL was con-

tinuously updated,2® PP- 12713 the atest version identified by us was published in 2012.% The process applies to projects with certain characteris-

tics, for example, such interacting with networks.2% PP- > 10

26, p. 6

The MS-SDL is segmented into phases, which, however, reflect a spiral development model, not a waterfall one.®* These phases include

Training, Requirements, Design, Implementation, Verification, Release, and Response.> P ** They were omitted in the agile variant of the MS-SDL
(SDL-Agile), which instead groups activities into three sets: Activities in the first set are done once, those in the second set are done every sprint,
and those in the third set are done periodically.* PP- 63-6%

Microsoft defines a central security unit, governing the MS-SDL and performing final reviews, and security and privacy contacts, which act as
experts and auditors for project teams. On the project side, team champions are responsible for accurate communication, while all product team

members are responsible for the execution of SDL activities and standards.1¢% PP- 5-¢
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The non-agile MS-SDL is available in three variants: Classic, Simplified, and Line of Business (LoB). The simplified one only includes a subset of
the classic MS-SDL,% P- 262 PP- 5-6 \yhereas the LoB version extends beyond the classic one and includes activities of interest for hosted solutions,
for example, such related to infrastructure security. PP 7> 87

Activities considered include, for example, threat modeling, static and dynamic analysis, and a final security review (FSR).> P * In addition to
these activities, the MS-SDL also relies on additional standards that describe measures to be taken. These, for example, address concerns related
to privacy or online services, common attacks like Cross Site Scripting (XSS), secure coding measures like prepared statements, and other preven-
tative controls like Address Space Layout Randomization (ASLR).3 PP- 22724, 34-39

As the MS-SDL was improved over multiple versions and is available in different variants, including an agile flavor, the activities foreseen dif-
fer among sources. Within our analysis, we therefore apply the following approach: All activities of all variants, including the SDL-Agile, in all ver-

sions reviewed by us are included. This approach is taken as:

e The Simplified, Classic, and LoB variants extend each other and are all part of MS-SDL sources.

e The activities foreseen by the SDL-Agile are also foreseen by the other variants, so a dedicated assessment would duplicate results.
e Older versions include activities removed later that Microsoft has deemed unsuitable but may be of interest for hosted solutions.

e Versions from both before 2006 and 2006 to 2012 are included. Both periods are of interest for RQ4.

Note that this approach does not introduce activities into the comparison that only exist in older versions of the MS-SDL: When comparing it
to other proposals, all activities that are unique to the MS-SDL are part of its most recent version identified by us.

2.2.2 | Touchpoints

9.227 It includes seven Touchpoints and one additional

This approach was proposed by McGraw in 2006, the latest issue of the source is from 200
security activity, which are applied to a custom SDLC. This SDLC is not segmented into phases, but defined as a collection of six artifacts, in order
to remain process-agnostic. These artifacts, however, can be linked to phases of other SDLs, such as the MS-SDL, as they are Requirements And
Use Cases, Architecture and Design, Test Plans, Code, Tests and Test Results, and Feedback From The Field % pp- 25-37, 83-89 Organizations are encour-
aged to utilize their existent SDLC and apply the Touchpoints to them. Touchpoints, according to the author, has been applied at US agencies,
Cigital and Ernst and Young.? PP- 25-37

The Touchpoints, in decreasing order of priority, are Code Review (Tools), Architectural Risk Analysis, Penetration Testing, Risk-Based Security
Tests, Abuse Cases, Security Requirements, and Security Operations. This prioritization is based on perceived effectiveness, with the most effective
Touchpoints being applied first. McGraw notes that security vulnerabilities originate from flawed code or design, both equally contributing to the
amount of vulnerabilities. As code reviews assess flaws in code, while architectural risk analysis identifies flaws in the architecture, the first two
Touchpoints are of identical priority and can be interchanged.? PP 83782 The Penetration Testing Touchpoint is, in addition to testing, also regarded
as a tool to motivate organizations to invest into security.? PP °1-%4 Risk-Based Security Tests represent tests of security functionality that,
for example, are based on abuse cases and can be applied as unit tests.? PP 1877205 Apyse Cases are used to identify new security requirements

2 pp. 25-37, 83-89 and Security

early,> PP 205-223 gecyrity Requirements incorporate security into the requirements of an application,
Operations encompasses bi-directional security knowledge transfer between development and operations.? PP 222-237 The additional security
activity is External Analysis: The author argues that all Touchpoints are best done by individuals not part of the project design or implementation

team.2 Pp- 25-37, 83-89

223 | SAMM2

The OWASP SAMM2 is a process-agnostic, risk-driven, and prescriptive SMM that seeks to help organizations in analyzing and improving their
software security.”, p. 5°3 The model seeks to support most contexts, such as varying organizational sizes, producers, and consumers of software
and differing development approaches such as agile, waterfall, or DevOps.®*¢> While SAMM2 is not an SDL, it is compared with such processes
within this paper as motivated in Sections 1.1 and 2.1. SAMM has been applied at DELL,® and thus is not a purely academic model.

SAMMS2 is the successor to CLASP, which was an SDL.*?43. This change of model was done to account for varying organizational needs and
complexities in implementing security, as well as supporting gradual change within organizations.*2, p. 6 Version 1 of SAMM was introduced in
2009.52 Version 2 analyzed within this work was initially published in 2020% and last updated in 2023, addressing spelling and mapping errors.>*

This SMM consists of five business functions, which are high-level fields of activities that organizations developing or acquiring software must
perform to some degree. These business functions are Governance, Design, Implementation, Verification, and Operations. Although these may seem

like process phases, they are not. Each business function includes three security practices, which are areas of tasks that help to achieve assurance
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for their related business function. Security practices are segmented across three maturity levels, which model increasing strictness and sophistica-
tion of implementation. The maturity of a given practice may be increased independently of others, but cross-influences may occur.
Activities are aligned across maturity levels by streams, which define objectives that activities work towards. Each security practice has two such

streams.” PP- 57764

224 | DSOMM

The OWASP DSOMM aims to secure DevOps strategies and environments, which seek to optimize and automate the SDLC.828:6% P- 2 The model
was initially released 201722 and was motivated by the relevance of agile and DevOps methodologies in organizations.?® The latest update as of
writing was published in August 2023,° which is the version analyzed within this paper.

DSOMM is structured using dimensions and sub-dimensions spread across five maturity levels. The dimensions are Build and Deployment, Cul-
ture and Organization, Implementation, Information Gathering, and Test and Verification. Each dimension includes two or more sub-dimensions. For
example, the dimension Information Gathering contains the sub-dimensions Logging and Monitoring. Each sub-dimension then includes multiple
activities at different maturity levels.®?® The five maturity levels defined range from a basic understanding to an advanced deployment at
scale.867: P 33 |n contrast to SAMM2, DSOMM adds entirely new activities on higher maturity levels, whereas SAMM2 increases the maturity of
existent activities on higher levels. For example, testing for weak passwords is added in Level 3 of the DSOMM sub-dimension Dynamic depth for
infrastructure, which on lower levels focuses onto network and resource configurations.8 Therefore, maturity levels in DSOMM do not reflect
increasing maturity of individual practices but instead add new activities to an organization's security initiative. Notably, a higher maturity level
does not have to define additional activities within a sub-dimension. For example, in the aforementioned Logging sub-dimension, maturity
Level 4 does not define changes, but does do so in sub-dimension Monitoring.®

When developing a security strategy, the dimensions of DSOMM can be mapped to business functions of SAMM2, linking fine-grained
DevOps activities to high-level business functions.®”" PP 19,2268 At present, DSOMM provides activities for every SAMM2 business function.®®

225 | SDL?

The SDL?, proposed by Stackpole and Oksendahl in 2010, combines a traditional phase-based SDL with a Secure Delivery Lifecycle. This construc-
tion is targeted at SaaS environments, in which Stackpole and Oksendahl argue that the SDL does not stop with the release of an application.

5. PP 198-209 \\hich can be of particu-

Therefore, this proposal integrates security activities related to the operations and decommissioning phases,
lar interest for hosted solution providers (see Table 1).

The SDL? consists of the following seven phases: Envision, Plan and Design, Build, Stabilize, Deploy, Support, and Retire. As the process is
targeted at SaaS solutions, aspects of securing online services are integrated into many process phases. For example, activities related to opera-
tional planning and design, creating guidance for operations, secure deployment, security and compliance monitoring, secure data destruction,
and secure system removal or migration are integrated into the proposal. Traditional SDL activities also found in other SDLs include design
reviews, threat modeling, and final reviews before release.> P %7

An emphasis is placed onto compliance, as Stackpole and Oksendahl argue that engineering a service to be compliant by design removes lia-
bilities, addresses emerging regulations and helps to create evidences.> PP 1997290 As motivated in Section 1, compliant operations and

decommissioning can be particularly relevant to hosted solution providers, which have additional compliance responsibilities (see Table 1).

226 | CSDL

The CSDL dates back to 2002 and was formally established in 2009.%° In 2012, it was described as robust by Cisco employees,®’ before it was
made mandatory in 2013 and rolled out to more products throughout 2014.7° Cisco collaborated with Microsoft when creating the CSDL33?
and has since continuously adjusted the process to account for emerging threats.”®”% P- 14 According to the company in 2019, 3000 products had
been reviewed since 2006.”? This proposal has therefore been commercially applied in multiple products, but is proprietary to Cisco. Within the
literature, it is often only cross-referenced as an industry SDL or in regard to terminology, but not analyzed.”>~”” We were able to identify one
source that analyzes parts of the proposal.”® P- 4°

The CSDL consists of six phases: Plan, Develop, Validate, Launch, Operate, and Monitor.? In visualizations, the proposal is depicted as circle,*
implying a non-waterfall approach, with sources claiming that it can be combined with waterfall and agile approaches.”® By Cisco, the proposal is
embedded into an overarching process referenced as Value Chain Security, which contains the phases Design, Plan, Source, Make, Quality, Deliver,

Sustain, and End of Life. Within this construction, the CSDL is involved in the first two stages.5%%!
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t49 38,71, p. 13,82

The CSDL bases on a central security organization that oversees enforcement™ and security advocates within the organization.
However, every team member is regarded as responsible for security.®3

Activities foreseen by the CSDL include, among others, threat modeling, code reviews, security trainings, enforced review gates,* and tracking
of third-party components.*’ In addition to these activities, the CSDL also includes over 200 product security standards.”?

Notably, the CSDL also emphasizes privacy as part of the process, for example, by including privacy impact assessments and delivering
privacy-related product documentation.®* While the organization and requirement structure foreseen is similar to the MS-SDL, the CSDL pre-

scribes other phases and activities and arranges them differently.

3 | RELATED WORK

Baca and Carlsson® analyze Microsoft's SDL (MS-SDL), Touchpoints and Common Criteria to find activities suitable for agile environments, by
means of developer interviews. They present a security-enhanced agile process, which moves most activities to project teams. Within the pres-
ented contribution, we do not assess Common Criteria, but instead, the CSDL and SDL? as well as two SMMs, SAMM2 and DSOMM, are consid-
ered. Our review also considers—but is not limited to—agile contexts.

Ayalew et al®” propose an agile process based on activities defined in Microsoft's SDL, Touchpoints, CLASP, or Common Criteria, which is
derived utilizing practitioner interviews. We again consider other proposals and do not limit the presented work to agile projects. CLASP is not
analyzed within our work as it has been superseded by SAMM2.43

Assal and Chiasson®® identify security activities performed in the industry by interviewing practitioners and find these to significantly differ
from best practices proposed in the literature, commonly due to cost-benefit considerations. Within the work that we present, practitioner inter-
views are not performed. Instead, proposals found in the literature are compared. These include SMMs proposed by OWASP, SDLs proposed by
organizations such as Microsoft or Cisco and SDLs proposed by individual practitioners. These proposals are not compared with best practices
found in literature, as our work seeks to consider more holistic and practically applied proposals.

Mohammad et al® analyze Touchpoints, the MS-SDL, and CLASP, highlighting common approaches, strengths and limitations. The analysis is
based on general attributes such as the number of activities integrated, the workload imposed or activity and testing types included. Selected
activities, such as threat modeling, are also analyzed. As Geer®® found that SDLs are not implemented due to the time, cost and knowledge
required, Mohammad et al. propose to employ an adaptive risk framework that only imposes a minimum set of security activities. Within our
work, other SDLs are analyzed and maturity models are included. Rather than general process attributes, we review the activities included, sup-
port for organizational attributes and development over time.

87, pp- 6-16 compares the MS-SDL, CLASP, and Touchpoints as well, utilizing six categories that can be closely mapped to phases of

Juriméae
Microsoft's SDL, such as Education, Project Launch or Risk Analysis and Requirements. The author notes a lack of response activities and differing
focus in the proposals reviewed. Within our work presented, other proposals and a newer version of Microsoft's SDL are analyzed.
Decommissioning is also considered, in contrast to this related work, and 83 activities are mapped rather than 43.

Gregoire et al?® compare CLASP and the MS-SDL. Both general process attributes as well as activities are analyzed and improvements are
proposed by the authors. The activity analysis was done by extracting the activities considered by the approaches, before merging them into a
common set and phase structure. Only a subset of the activity comparison is published, however. The authors superficially consider small and
agile organizations as well, reviewing if guidance is given, and suggest the use of maturity models. Within our work, a similar approach when com-
paring the activities included is applied, but the phase structure of the SDL? is utilized and reasoned, whereas the related work does not justify
the phase selection applied. The complete activity comparison is included as well, the organizational context is considered more closely and other
proposals are reviewed, including maturity models as proposed by Gregoire et al.

El rhaffari and Roudiés®® compare CLASP and the MS-SDL as well, but from the perspectives of defined stakeholder groups and against 1SO
27002:2013. General process attributes, guidance for agile teams, and process convergence and divergence are analyzed as well. The source finds
both proposals to have advantages and deficits in different viewpoints, though both are found to follow ISO 27002:2013. Within the work pres-
ented by us, other proposals are reviewed based on the activities included and varying organizational contexts as well as the roles are considered.

Kara® compares the common criteria against the first version of SAMM, Microsoft's SDL, and the Systems Security Engineering Capability
Maturity Model Integration (SSE-CMMI), a proposal described as a not directly secure software development focused model.2% P- 7° The comparison
is based on security properties, which can be described as activities included, such as education or compliance reviews. In contrast to our work,
Kara does not assess decommissioning and instead focuses onto system development. The comparison is not grouped into phases, consists of
17 rather than 83 activities and is based on older versions of the MS-SDL and SAMM.

Within Table 3, related work is summarized and compared against our presented work, to demonstrate the research gap addressed. Half of
the related works identified by us consider agile organizations and no work considers hosted solutions to a greater extent. For example, Kara®’
considers deployment to hosts and some aspects of operations, but does not focus onto specific requirements of hosted solutions, such as

removal of systems. Most related work also does not explicitly consider small organizations, while privacy is addressed by half of the works. All
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related work assessed outdated proposals, by considering CLASP or older versions of proposals such as SAMM or MS-SDL. Both DSOMM and
the SDL? were not analyzed by related work, the CSDL was only partially assessed by one source.”® P- 4> Our work considers new proposals not

assessed in related work identified by us, newer proposal versions, agile and small organizations, requirements of hosted solutions and privacy.

4 | COMPARISON OF SELECTED PROPOSALS

Within this section, we compare the selected proposals (see Section 2.1) in the areas of security (RQ1, see Section 4.1), privacy (RQ2, see
Section 4.2), and organizational support (RQ3, see Section 4.3), before analyzing the development over time within Section 4.4 in order to address

RQA4. The results of these areas are summarized in Section 4.5, before the relevance of activities is reviewed in Section 5.

4.1 | Security

In order to address RQ1, the proposals selected in Section 2.1 are compared using the activities they include. First, in order to perform this assess-
ment, generalized activities are created, based on those found in the analyzed proposals, and collected within an artificial baseline SDL that is seg-
mented using the SDL? phases. Then, the proposed solutions are benchmarked against this newly created baseline SDL. The activity definitions
can be found in the supporting files of this article (see the Supporting Information).

Note that we do not benchmark against the SDL2, but a custom SDL that merely utilizes the phases defined in the SDL2. Within Figure 1, we
have summarized the SDL? phases together with selected activities that we have identified using aforementioned approach. This figure serves as
an overview of the phases included and some, but not all, of the activities included. We utilize a phase-based approach in order to structure our
work and to analyze the support given by SDLs and SMMs at different stages of a hosted solution or feature. We do not, however, advocate a
waterfall or phase-based approach to software development. The SDL? phases are chosen as they already include operations and
decommissioning, which are absent in comparable processes, such as Microsoft's SDL,> P ' put are of interest for hosted solution providers
(see Section 1).

The following section is therefore segmented using the SDL? phases, which also helps to address RQ1. When reviewing each phase, the activ-
ities included are analyzed and common challenges of the assessed proposals are summarized. Following this phase-based comparison in Sec-
tions 4.1.1 to 4.1.7, the overall phase coverage per proposal is analyzed within Section 4.1.8 to answer RQ1.

Many software design and development issues discussed in the following section not only apply to hosted solutions, but traditional delivery
models as well, as in both cases providers design and implement software. Our review therefore is focused on, but not limited to, hosted solutions.

41.1 | Envision phase

Within this phase, summarized in Table 4, periodic, interactive, and role-based security trainings are included by close to all proposals.
Touchpoints and the SDL? do not foresee trainings to be repeated periodically, while both Touchpoints and SAMM2 do not require them to be
interactive. Security education, here in the form of periodic, interactive, and role-based trainings, can help to ensure that every project member is
familiar with the security-related activities to be done by them, ensuring a correct and secure execution of the SDLC.”° Absence of such trainings
can therefore endanger SDL execution.

Analysis of security risks, requirements, and attacker profiles is included by all proposals but in some cases only implicitly or partially. Note
that these activities inform risk management and therefore are essential to appropriate management of risks.> P 8 |n the context of hosted solu-
tions, these activities further help to protect the provider, as they help to manage risks related to operations and decommissioning.

- Define attacker - Review design - Perform static - Check security - Perform final - Respond to - Execute removal
profiles requirements analysis acceptance security review  security of system(s)

- Define security - Create threat - Update threat  criteria - Update incidents - Secure data when
requirements models models - Perform deployment - Periodically retiring systems

- Periodically - Plan security - Periodically penetration guides scan and - Assist customers
repeat security  testing reassess testing - Sign software review cloud during system
trainings - Review design identified risks releases infrastructure retirement

FIGURE 1 SDL? phases with selected activities identified by us.
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TABLE 4 Overall process comparison of the envision phase.

Activity MS-SDL Touchpoints SAMM2 DSOMM sSDL? CSDL
Periodically repeat security trainings

Conduct security awareness trainings

Conduct role-specific security trainings

Make security trainings interactive

Have experts provide ad hoc security assistance

Assign supporting roles (e.g., security and privacy experts)

Define security requirements

Define development tooling (e.g., IDEs)

Define security acceptance criteria that must be met in order to release
Define attacker profiles

Conduct security risk assessment

Explicitly consider how to integrate security into development processes
Create security plans (detailing resources, requirements, and alike)
Review business value of the project

Conduct application risk analysis

® 6 06 06 06 06 0 0 0 060 0 0 = 0 0 0
O @ OO OC @@ OO e e © O e e O
O @ OO0 © @06 © 0 06 ©5 © 0O 0 0 0
O ® 0O © 006 06 06 2 06 =0 0 0 0 0
O ® 0O ® O e e e O =0 = = 0 0 O
O ®€ O @O 606062 06 06 0 =0 0 0

Define the activities done by experts

Note: @ = yes, O = no, © = partially, @ = implicitly.

Ad hoc support by assigned experts is to some extent considered as well. A definition of the activities carried out by these experts, however,
is only foreseen in the MS-SDL. Defining the responsibilities of parties involved is important however, as otherwise systems may not be removed
later, responsibilities for risk management may not be defined,’® PP 27 9% incident response may be impaired> PP 221-223 or diffusion of responsi-

9293 and complicates security.”® P- 58 The MS-SDL, for example, defines service

bilities may occur, which can later be used for social engineering
levels that specify services delivered by security subject matter experts, depending on the risk level of the project at hand.® PP 78-79

Explicit process integration or security planning are not widely applied either and only the MS-SDL actively assesses the business value
against the risk posed. Again, one can argue that this can lead to flawed execution of activities due to a lack of planning, forgotten process steps,
and missing process integration, while creating a high-risk offering of little benefit. Practitioners, within a study, found business impact and risk
analysis to have a high impact onto security.” P- ¢ Likewise, the set of requirements strictly required before release is not always aligned, resulting
in mismatching expectations. The MS-SDL performs all activities to some extent, while CSDL, DSOMM, and SAMM2 somewhat foresee at least
75% of the activities. Touchpoints and the SDL? each foresee at least half of the activities within this phase.

While these concerns are not unique to hosted solutions, they impact hosted solution providers to a larger extent, due to their responsibilities

91 P- 27 resulting in

in late SDLC phases (see Table 1). For example, if activities done by experts are not defined, systems may not be removed later,
incomplete decommissioning, which the provider is responsible for. While risks related to a diffusion of responsibilities affect organizations utiliz-

ing a traditional delivery model as well, they affect more lifecycle phases when considering hosted solutions.

412 | Plan and Design phase

As displayed in Table 5, SAMM2 performs all activities of this phase to some extent. The MS-SDL misses one activity, while Touchpoints,
DSOMM, and CSDL each omit two. All proposals foresee at least half of the activities within this phase and somewhat include design reviews,
threat modeling, planning security tests, defining the operational environment, and establishing best practices.

CSDL, DSOMM, and SDL? do not perform risk assessments of dependent systems, while SDL? also does not review integrations or past vul-
nerabilities. Not performing risk assessments or re-assessing past vulnerabilities, both in the context of hosted solutions and traditional delivery
models, can result in risk management deficiencies, as risks are not detected upfront, and past learnings are lost that could be used to adjust pro-
cesses, as done by SAMM2.7: PP- 27: 54 63-64 |nteorations can be of particular interest to hosted solution providers, as they are responsible for the
end-to-end security of their offering and operations, during which integration with other systems may occur. If hosted solutions thus integrate
other, possibly third party, solutions, such integration points and end-to-end data flows must be carefully reviewed, as otherwise a mismatch of
assumptions can result in security defects. DSOMM, for example, does review API designs to prevent non-compliant APIs,® which may be used

by integrations.
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TABLE 5 Overall process comparison of the Plan and Design phase.

)
=}
=

Activity Touchpoints SAMM2 DSOMM SDL2 CsDL
Review design requirements

Review design

Review past vulnerabilities

Review integrations

Create threat models

Create and update a library of threat models and findings
Reduce the attack surface

Assess downstream risk of dependent systems

Define design best practices

Plan security testing

.O...O.C...é
e ® & & O 0O e ® & % o
S S 00 0606 06 06 0 ° 0
® 6 2 O 6O 0 ° o0
®e 6 © O e O OO 5 =
® 6 6 O 06 O 06 © © o0 o0

Define the operational environment

Note: @ = yes, O = no, © = partially, @ = implicitly.

Touchpoints does not consider attack surface reduction, increasing the overall risk in both traditional delivery and hosted solution scenarios.
In the latter context, however, this is a particular concern, as the exposed attack surface must be defended by the solution provider.

All processes except for SAMM2 also do not manage a library of threat models (TMs) and risks, which would allow their reuse across projects.
This can result in an increased effort required for threat modeling and risk management, both for on-premise and hosted solution projects. How-
ever, as providers of hosted solutions must assess not only the solution but also its operation and decommissioning, the impact of such redundant
effort can be higher. For example, if one team establishes a new networking setup and another one decides to adopt the setup, TMs and risk
assessments must be done for both teams, if results are not shared. Thus, all processes except for SAMM2 incur additional risk or overhead within
this phase, as activities have to be repeated, learnings are not persisted or risks are not detected. As discussed, the impact of this can affect

hosted solution providers to a larger extent.

41.3 | Build phase

Within the Build phase summarized in Table 6, no approach performs all activities collected. SAMM2 again, however, performs the most activities
by only omitting one. The MS-SDL and CSDL each do not include two activities, while DSOMM lacks three. Touchpoints does not include close
to 40% of activities, while the SDL? does not consider 50%.

All proposals analyzed, within this phase, somewhat consider static and dynamic analysis, coding standards and updating TMs. Analysis of the
code and its functionality and design in parallel to the development is thus somewhat included into every proposal. This can help to identify risks

d,”> P 5196 pp- 91-92 \yhjch in the context of hosted solutions can extend

in on-premise and hosted solutions earlier, whenever the code is reviewe:
to Infrastructure as Code (laC). However, automating such testing procedures is not considered by half of the proposals.

Half of proposals also do not integrate the creation of privacy- or security-related documentation. Software deployments thus may become
insecure, as system operators are not adequately informed about security-relevant settings and cannot apply hardening to better secure sys-
tems.% PP- 327337, p- 588 This can pose a major threat to those operating on-premise software and to providers of hosted solutions, as these groups
are responsible for secure operations as well as hardening.

Most proposals also do not or only partially require code reviews of dependencies. Also, limiting the allowed dependencies, reviewing third-
party security measures, or maintaining and patching open-source dependencies is often not or only partially foreseen. SAMM2, CSDL, and
DSOMM, to some extent, are notable exceptions to this observation. If dependencies are not limited to an allowed set, vulnerable, unnecessary,

d,”" P 3¢ resulting in an increased attack surface and non-compliance. The SDL? does not foresee

unlicensed, or EOL components may be include
management of third-party dependencies and there vulnerabilities, thereby omitting early patching, which can result in vulnerable dependencies.
Not reviewing third-party security measures can also lead to the inclusion of immature or non-compliant parties, for example, if a third party does
not adequately safeguard data sent to it.”, p. 2977 PP 30-32 Therefore, the quality of both on-premise and hosted solution projects may suffer due
to not well selected dependencies, compliance violations and delayed patches. The MS-SDL, Touchpoints, and SDL? are at least partially subject
to these risks. Providers of hosted solutions are especially affected by this, as they must not only maintain the solution but the hosting environ-
ment as well.

Not including these activities also leaves SDLs susceptible to supply chain attacks via dependencies, which can, for example, materialize if

malicious code is placed into a dependency by maintainers or if the account of a maintainer is hacked.”® P 797 Account takeover attacks can
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TABLE 6 Overall process comparison of the build phase.

Activity MS-SDL Touchpoints SAMM2 DSOMM SDL? CSDL
Review tools to be approved ones

Review dependencies to be approved ones

® 0O &

Harden tools and build environment

Analyze code to ensure absence of credentials

Automate build and testing procedures

Employ coding standards

Perform static analysis

Define and apply best practices for development and testing
Create security and privacy documentation and tooling
Perform security code reviews

Perform standards adherence reviews

Perform dynamic application security testing (DAST)
Review third-party (vendor) security

Manage open-source dependencies and their vulnerabilities
Review the code of dependencies

Update threat models

Collect findings and assessments (centrally)

S © 00 006 06 06 06 06 06 O 0 ° ° o0
® O e 0O® &% e 066 OO @€ ® O O

® 6 06 06 06 06 06 065 O 0 06 06 0 0 0 0 0
O e ®© 606 © 06 O O 0606 06 06 06 0 ° o
® O ® OO O ®© @6 © ® @ &€ OO OO O
S 0O 6 0 0606 06 060 060 060 060 060 O °5 55 °

Periodically reassess identified risks

Note: @ = yes, O = no, © = partially, @ = implicitly.

98, pp. 996, 1002

threaten many organizations at once, as some accounts maintain numerous packages, making them a promising target. One

can reason that reviewing the code of new dependency versions can help protect against this threat, which is done by organizations.”” P 11 Other

97, pp. 11-12.100 5 target system and artifact

97, pp. 11-13

attacks utilizing the dependency supply chain, such as dependency confusion,”® or typo squatting
security as well. Limiting which dependencies can be consumed and from which destinations can help address such attacks.

Hardening of build tools or limiting the tools allowed is not considered by all proposals either. SAMM2 considers both, while DSOMM only
implicitly limits source code management tools.® The MS-SDL only partially foresees hardening, while the CSDL and Touchpoints foresee both
activities only partially. The SDL? does not include either of them. Not applying these measures can result in vulnerable build environments, as

3, p. 39,97, pp. 30-32 ;

they are not hardened, or use of non-compliant tools, settings or third parties, introducing similar concerns to not limited depen-

dencies (see above). Vulnerable build environments may allow to compromise both on-premise releases and hosted solution deployments.”
p. 38,97, pp. 1, 11-13, 27-28

Most proposals also do not or only partially collect security findings centrally or reassess identified risks periodically. This can result in risks
being forgotten, for example, if they cannot be included into a central overview, impairing central analysis as well.”- ™ 4! As a result, vulnerable sys-
tems may be delivered to customers, as risks identified are not addressed or updated.

Credential scanning is included by half of the proposals and can help to prevent credential misuse of tokens leaked to source code reposito-

97, pp. 24-26

ries, which can include credentials for critical systems such as build systems, again endangering release and deployment integrity (see

above). Touchpoints, SDL?, and the CSDL here are subject to additional risk.

414 | Stabilize phase

Within this phase, the software created in the build phase is tested. As displayed in Table 7, both the MS-SDL and Touchpoints perform every
activity to some degree. SAMM2 and the CSDL each do not consider one activity, while DSOMM and SDL? each omit two activities.

All proposals reviewed explicitly or implicitly include customization of tests, dynamic runtime analysis, gaining an understanding of what com-
ponents to focus testing onto, and creating test reports. Testing mitigations, functions, and documentation as well as scanning deployment envi-
ronments is integrated by all proposals to a varying degree. Focused, customized tests, mitigation testing, documentation reviews, and test
reports are relevant to both traditional delivery models and hosted solutions. Testing the runtime and deployment environment is relevant to solu-

tion operators. In traditional delivery models, this task is done by customers, whereas for a hosted solution it is done by the provider (see Table 1).
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TABLE 7 Overall process comparison of the stabilize phase.

Activity MS-SDL Touchpoints SAMM2 DSOMM SDL2 CSDL
Perform dynamic runtime analysis

Review threat models, the attack surface, and other security documents
Perform penetration testing

Test privacy and security mitigations, functions, and documentation
Scan deployment environments

Perform expert manual code analysis

S e 0 0 © 0

Check security acceptance criteria
Create test reports
Gain understanding where to focus testing onto

Regression test past vulnerabilities

e © 06 06 06 06 060 0 0 0 O
® 6 6 6 © O 06 © 0 0 O
e © 0606 06 6 62 O OO0
® O 6 €6 O 0 2 0 © 0
e O 6 606 © = 0 0 © 0

Customize testing (depth, focus, and methods) for the project at hand

Note: @ = yes, O = no, © = partially, @ = implicitly.

DSOMM is the only proposal to completely omit penetration testing and reviewing TMs, the attack surface, and security documentation.
While penetration testing may not find all vulnerabilities in a system and thus cannot deliver a complete assurance,* not including it can result in
vulnerabilities remaining undetected.?® P 24 This can particularly affect business logic, if the logic is not tested by other means, both in on-premise
and hosted solutions.r As TM, attack surface calculations and other documents are not reviewed and tested, they may become out of date®
P- 22,36, pp. 154155101 agpacially as DSOMM only partially includes TM updates into the build phase as well (see Table 6). TMs created in DSOMM
thus may resemble an initially planned architecture that has changed since. Risks found and mitigations planned therefore may no longer be ade-
quate and additional risks may not be uncovered. On the application layer, this threatens both traditional deliveries and hosted solutions, as sub-
sequent releases may base on no longer valid assumptions that have changed late in the SDLC.Y P 22101 For hosted solution providers, this effect
extends onto the infrastructure and other operations aspects as well, as they assume responsibility for these areas (see Table 1).

The SDL? is the only process to omit security acceptance criteria, and both SDL? and the CSDL do not foresee regression testing. An enforce-
ment of security acceptance criteria can give leverage to security requirements by, for example, requiring teams to address all known
vulnerabilities—which is the case in the MS-SDL.% P 5% By discouraging this enforcement, product teams could choose to disregard security guid-
ance and release vulnerable software. Communicating and enforcing security targets can also help to ensure prioritization of security.® Not includ-
ing regression testing can further result in resurfacing of old vulnerabilities, if prior mitigation are rendered ineffective.> PP # 22 Both risks affect
hosted solutions and traditional delivery methods, but regression tests and acceptance criteria for hosted solutions must also consider operations.

The only activity omitted by SAMM2 is manual code review, which is considered by all other proposals to some extent. Automated code
reviews, in the form of static analysis, are included into the build phase by all proposals discussed (see Table 6). However, static analysis tools are
limited, for example, due to the number of languages and components addressed'®? P *2 or the required effort for assessing false positives.”®
pp. 91,92, 99,102, p. 13 GAMM2, to a certain extent, does integrate code reviews during the build phase, but late changes may not be reviewed as the
activity is not foreseen in this phase. This risk affects both on-premise and hosted solutions. In the latter context, however, laC and thus opera-

tions can be affected as well.

415 | Deploy phase

Within the Deploy phase summarized in Table 8, no proposal performs all activities. While SAMM2 performs all but one activity to some degree
and both the MS-SDL and CSDL omit two, other proposals significantly lack coverage: DSOMM does not include 40% of activities and the SDL?
50%. Touchpoints only performs two activities, both of which are only partially addressed, omitting 80% completely.

Most proposals somewhat foresee FSRs, expert approvals before release and updates of deployment guides, though DSOMM does not
include any of these activities and the CSDL does not foresee deployment guide updates. Therefore, DSOMM lacks security and privacy enforce-
ment before deployment, as process gates are absent that could enforce SDL activities and, for example, require teams to address vulnerabilities
as done in the MS-SDL.%> P > This can allow insecure and non-compliant releases of both on-premise and hosted solutions to be published, as
elaborated in the prior section. Not updating deployment guides threatens the operations of both hosted solutions and on-premise developments.
As hosted solution providers are responsible for operations, this particularly affects such organizations. Both DSOMM and the CSDL are subject
to this.
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TABLE 8 Overall process comparison of the deploy phase.

Activity MS-SDL Touchpoints SAMM2 DSOMM SDL2 CSDL
Create emergency response plans

Perform final security review

Archive project deliverables and SDL documents upon release
Train emergency response contacts

Obtain experts approval for the release

Update deployment guides

Sign software releases

Review third-party licensing

Automate and secure release or deployment

® O ® O e 06 06 06 0 0
O OO0 O ® O OO0 ®O0
O e 606 © 0 0 © 0
® ¢ O OO ® % 0O °
O O O O e e e O 0 °
C ®©e e O 0 0 °©

Ensure availability and stability during deployment

Note: @ = yes, O = no, © = partially, @ = implicitly.

Similarly, planning emergency response and training emergency contacts is considered by most proposals to some extent, but Touchpoints
does not consider either of them. By doing so, Touchpoints can leave operations teams unprepared for incidents, resulting in impaired incident

5 PP 2217223 5nqd thus threatens hosted solution providers, as these are responsible for the secure operation of their offering (see

response
Table 1).

Only half of the proposals sign releases, review third-party licenses, or automate and secure the deployment. The majority does not ensure
availability during deployment. Failing to automate deployment can result in insecure or changed deployments,® impacting both hosted solution
providers and on-premise customers. Not signing releases and not verifying signatures before deployment can threaten the integrity of artifacts

97, pp. 33-34 impairing secure operations by both providers and customers. In the context of hosted solutions, artifact signing can

and deployments,
also protect against attacks such as dependency confusion’® or typo squatting®”" PP- 11712190, Ag the signature of an artifact downloaded into an
environment is checked before deployment, malicious packages downloaded by accident, due to a typo squatting or dependency-confusion
attack, would not be deployed, as they are not signed by the correct provider. If availability during deployments is not ensured, SLAs of a hosted
solution can be affected, impacting the provider. Finally, not reviewing licenses can result in license violations within hosted solutions and tradi-
tional shipments, but in the context of hosted solutions may again impact operations components as well.

Both the SDL? and Touchpoints do not archive project deliverables, which can include Software Bill of Materials (SBOMSs)® and code arti-
facts.® P- 42 Not archiving deliverables can result in impaired incident response, as artifacts required to assess vulnerabilities may no longer be pre-
sent.® P 928 This affects both hosted solutions and traditional shipments, as in both cases the provider is responsible for the software artifact (see

Table 1). However, in case of hosted solutions, the SBOM may also include components of the operations infrastructure.®

41.6 | Support phase

During the Support phase summarized in Table 9, the hosted solution is provided to customers. When considering traditional delivery models, this
phase describes the time frame of active maintenance and support in which updates or patches may be published.

SAMM2 contains all activities of this phase to some degree, while the CSDL omits one, DSOMM lacks two, and SDL? does not foresee three
of the 11 activities. The MS-SDL does not include four activities, Touchpoints over 50%.

The only activities integrated by all proposals to some extent are continuously verifying the infrastructure security and responding to security
incidents. Close to all proposals include central logging, alerting and monitoring, testing for vulnerabilities, responding to vulnerability notices,
deploying updates and patches of dependencies, scanning cloud infrastructure, and preparing for disaster recovery. These activities are each fore-
seen by all but one proposal. They help to secure operations, identify and attribute attacks, keep components up to date, and prepare for inci-
dents.> PP 2212227, pp. 11-12, 55-61897. pp. 35-36 Thay therefore are especially relevant to hosted solution providers, which are responsible
for operations (see Table 1). However, organizations offering traditional deliveries must also protect build and delivery systems (see
Section 4.1.3).

Most proposals do not include automated and enforced patching, while half of them do not foresee root cause analysis of incidents or regular
application updates. Automated and enforced patching can help to accelerate the response time to publicly known vulnerabilities and help to
assure that patches are applied.2 Root cause analysis can help to adjust defensive mechanisms and processes.> P- 267 P- 41 Regular application
updates help to address bugs or design flaws that later, perhaps in conjunction with a vulnerable library, can result in exploitable vulnerabilities.>

P- 1987, P- 59 A|| these measures are relevant to both hosted solutions and on-premise offerings. In the former context, however, patching, root
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TABLE 9 Overall process comparison of the support phase.

Activity MS-SDL Touchpoints SAMM2 DSOMM SDL? CSDL
Continuously review and verify infrastructure security [ ) © o [ ] [ ] [ ]
Enable central logging, monitoring, and alerting © © [ ] [ ) (@) [ ]
Continuously test the deployed software for vulnerabilities O © © [ ] [ ] [ ]
Respond to external and internal vulnerability notices © O [ ) [ ] [ ) [ )
Respond to security incidents [ (D) [ (D) [ J [ J
Regularly deploy security patches and updates of dependencies © O [ ] [ J [ ] [ ]
Automate and enforce patching O (@] © [ ] (@] O
Perform root cause analysis of incidents [ ) (@) o (@] (@] ©
Regularly deploy application updates (@] O [ ] (@) [ ] ©
Periodically scan and review cloud infrastructure @) © [ ] [ ) o o
Prepare for disaster recovery © (@] © [ ] [ ] [ ]

Note: @ = yes, O = no, © = partially, @ = implicitly.

cause analysis, and updates affect not only the application but also the infrastructure. Hosted solution providers may thus benefit from automa-
tion and thorough execution to a greater extent.

Touchpoints lacks patching, vulnerability response, updating, and disaster recovery measures. This can result in hosted solutions or traditional
deliveries that contain, for example, vulnerable third-party dependencies or flawed business logic.> P- 1787 P- 57 |n the context of hosted solutions,
a lack of disaster recovery procedures can result in complete data loss in production environments, if a disaster destroys all systems storing the
data. Likewise, the build and shipment infrastructure of on-premise software may suffer from poor disaster recovery as well, as it cannot be rebuilt
quickly if disasters are not accounted for. However, in contrast to the prior phase, Touchpoints does partially foresee incident response.

The MS-SDL lacks continuous vulnerability testing, updates and cloud infrastructure scans. This can again result in vulnerable and not well-
maintained hosted solutions or traditional deliveries. In the former context, the infrastructure of the hosted solution may become vulnerable, for
example, as non-secure configurations of cloud infrastructure are not detected.® For both traditional delivery models and hosted solutions, this
can affect build and shipment infrastructure. In hosted solutions, infrastructure defects such as insecurely configured storage access control can
allow evasion of higher level controls, such as application-level authorization, which has resulted in past incidents.'

DSOMM lacks root cause analysis as well as regular application updates, resulting in the risks described above. The CSDL lacks patching auto-
mation, risking prolonged response times, and assurance gaps. The SDL? finally, lacks logging, monitoring, and alerting. This can significantly

7, pp. 55-58 :

impair incident detection in hosted solutions as well as build and shipment infrastructure. The proposal also lacks patch enforcement

and root cause analysis, resulting in the above-described risks.

41.7 | Retire phase

Within the Retire phase summarized in Table 10, the proposals exhibit varying coverage: While SAMM2 and SDL? fully consider all activities, the
MS-SDL does not consider one and addresses others partially. The CSDL addresses all but two activities partially or implicitly, DSOMM omits four
activities and Touchpoints all. Some proposals therefore prepare well for system and data removal, others do not at all or to a limited extent. Yet,
every activity is somewhat considered by at least half of the proposals.

The MS-SDL, SAMM2, and SDL? all somewhat integrate checking controls and contracts, building organizational awareness, planning
system removal, securing data during retirement, and assisting customers during decommissioning. In the context of hosted solutions, this can
enable operations teams to prepare various aspects of data and system removal, secure digital assets and involve customers, allowing for a struc-
tured, secured, and communicated decommissioning that is executed.” PP 42648 Fajlure to prepare in such a manner can lead to a chaotic pro-
cess, as it is not planned or adequately communicated to customers and stakeholders, as well as insecure decommissioning, as system elements
may be forgotten or removal may impact other systems.” PP ¢2-64194 One can reason that such occurrences may result in disgruntled customers
and possibly legal difficulties due to contractual violations. The CSDL does not seem to foresee planning of system retirement or building organi-
zational awareness and can therefore be subject to some of the above-described risks. Removing support for old releases, such as API versions,
affects both traditional delivery models and hosted solutions. However, the latter are impacted to a greater extent, as the provider becomes
responsible for decommissioning of infrastructure and systems offered for use. In traditional models, this duty resides with the customer (see
Table 1).
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TABLE 10 Overall process comparison of the retire phase.

Activity MS-SDL Touchpoints SAMM2 DSOMM SDL? CSDL
Plan system retirement

Check controls and contracts upfront
Build organizational awareness
Execute removal of system(s)

Secure data when retiring systems

e ® 0O e 0 0
O O O O O O
e 6 6 06 0 O
O O @ O O e
e 6 6 06 0 O
® & @ O ® O

Assist customers during system retirement

Note: @ = yes, O = no, © = partially, @ = implicitly.

Not only planning decommissioning is required, but execution of the plan is as well, as deployments will not continue operation indefinitely
and support for software releases will be ended at some point.% P- 7691 PP- 18-19 This activity is explicitly considered by SAMM2, DSOMM, and
the SDL2 and is implicitly considered in the CSDL, but not within the MS-SDL or Touchpoints. The latter two proposals thus do not include the
last SDLC activity of hosted solutions or on-premise offerings: their removal. This results in an incomplete SDLC coverage and possibly not well
executed decommissioning subject to above-described risks.

Both Touchpoints and DSOMM do not foresee protection of data in this phase, which can result in loss of data if backups are not retained or
data portability is not enabled, as the systems containing the data are removed. Touchpoints overall considers none of the described activities
and thus is subject to all risks elaborated. DSOMM does foresee planning for removal and execution but does not include communication efforts,
contract checks, or data security, making it subject to some of the risks described.

The CSDL only partially or implicitly considers activities within this phase. It mentions system EOL as a concern® P * and foresees self-service

4 P-4 which is considered part of Cisco's sustainable design practice.’®® To this extent, it does consider securing data,

data deletion functionality,
but, for example, data portability requirements could not be identified, resulting in the above-described risk of data loss. Cisco also provides an
EOL policy, which does include cloud applications in certain cases, but mainly addresses support timelines, not measures taken or services
offered.®® To this extent, Cisco is assisting customers during retirement by informing them. The organization also somewhat checks contracts
upfront by providing a clear policy. However, active migration assistance or review of controls is not referenced, while the removal of systems is
only implicitly foreseen in the EOL policy. One could argue that as removal is implicitly foreseen, planning may be as well, but we were not able to
identify clear indications allowing for this conclusion. CSDL resources mention a process enabling secure support for circular economy, referenced
as MSS.8°% We were not able to find resources on such a process and Cisco's circular economy resources focus onto hardware returns,°>1%7 which

we do not consider to be relevant for our review, as we focus onto hosted solutions.

41.8 | Overall phase coverage

In response to RQ1, the number of activities included per phase by each of the analyzed proposals is summarized in Table 11. Activities that are
directly, implicitly and partially included are considered. The number of activities considered across all phases is denoted as well.

As displayed in Table 11, SAMM2 integrates the most activities overall, with Microsoft's approach considering three activities less and the
CSDL considering six less. Both DSOMM and the SDL? include fewer activities, while Touchpoints contains the least overall.

Considering the individual phases, SAMM2 and the MS-SDL either include all activities of a given phase or the majority as well. The SDL? and
Touchpoints both do consider all activities in one phase each, while DSOMM and CSDL do not cover any phase completely. Neither DSOMM nor
Touchpoints always include at least half of the activities per phase, whereas the other proposals do. Touchpoints is the only proposal to omit a

phase (Retire) completely, of which DSOMM also contains only two activities. When reviewing the coverage distribution, one notices that:

o The MS-SDL's coverage is higher in earlier phases, with the lowest point being the Support phase, in which it is second to last.

e The SDL? considers late phases and Stabilize significantly more than other phases.

e Touchpoints focuses onto the Stabilize phase, with later phases and the Envision phase being considered significantly less.

e SAMM2's coverage mostly stays high (90% to 100%) throughout all phases, an exception being the Envision phase of which 75% are
considered.

o DSOMM generally focuses onto earlier phases and the Support phase

e CSDL offers good and relatively consistent support for most phases, considering 80% to 91% of the activities, with exception of the Retire

phase.
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TABLE 11 Activities partially, implicitly, or fully included per proposal and phase.

Phase (activities) MS-SDL Touchpoints SAMM2 DSOMM SDL2 CSDL

Envision (16) 16 (14/1/1), 8(6/1/1), 50% 12 (6/4/2), 75% 14 (9/4/1), 87% 11 (5/5/1), 69% 13(9/2/2), 81%
100%

Plan and Design 10 (8/1/1), 91% 9 (3/6/0), 82% 11 (8/3/0), 100% 9 (6/3/0), 82% 7 (4/3/0), 64% 9(5/2/2), 82%

(12)

Build (18) 16 (10/6/0), 89% 11 (5/6/0), 61% 17 (16/1/0), 94% 15(10/3/2), 83% 9 (6/3/0), 50% 16 (10/6/0), 89%

Stabilize (11) 11 (9/1/1), 100% 11 (8/3/0), 100% 10(8/2/0), 91% 9 (6/2/1), 82% 9 (5/3/1), 82% 10(5/3/2), 91%

Deploy (10) 8(6/2/0), 80% 2(0/2/0), 20% 9 (5/3/1), 90% 6(3/3/0), 60% 5(4/1/0), 50% 8(5/3/0), 80%

Support (11) 7 (3/4/0), 64% 5(0/5/0), 45% 11 (8/3/0), 100% 9 (8/1/0), 82% 8(7/0/1), 73% 10 (8/2/0), 91%

Retire (6) 5(3/2/0), 83% 0 (0/0/0), 0% 6 (6/0/0), 100% 2(0/2/0), 33% 6(3/0/3), 100% 4(0/3/1), 67%

Sum (83) 73(53/17/3), 46 (22/23/1), 76 (57/16/3), 64 (42/18/4), 55(34/15/6), 70(42/21/7),
88% 55% 92% 77% 66% 84%

Note: Cells are structured as “sum (fully/partially/implicitly), sum%.”

Answering RQ1, it becomes apparent that proposals do tend to focus more onto earlier phases and do not consider late ones well, as also dis-
cussed in the comparison of support or retirement (see Sections 4.1.6 and 4.1.7), although this does not hold true for all. Some proposals offer a
consistently high coverage, such as SAMM2 or the CSDL, though the latter again seems to lack support for system retirement. Others focus onto
late phases, such as SDL?, or consider operations more closely, such as DSOMM. We note that support or retirement are relevant to hosted solu-
tion providers due to the change in responsibility (see Section 1.1). By not sufficiently considering late SDLC phases, affected proposals therefore
impair or not sufficiently support hosted solution providers.

5, pp. 199-203
t,

The authors of SDL? found SDLs to often consider SDLC phases after release to a lesser exten which can indeed be observed

for Touchpoints and MS-SDL, but not SDL2. Microsoft's simplified SDL explicitly states its focus onto software development rather

62. P- 3 while Touchpoints mostly limits secure operation to network security, consulting with operations only for some aspects.?

than operations,
Pp- 25-87, 83-89, 223-237 The CSDL considers operational phases such as Deploy and Support well but lacks support in the Retire phase, demonstrat-
ing only partial operations support.

SAMM2 and the MS-SDL offer the largest overall coverage. A combination of the two proposals would also offer a consistently high coverage
throughout all phases, in contrast to the individual proposals which do not consider the Envision phase or late SDLC phases well, respectively.
Alternatively, enhancing either the Support phase of the MS-SDL, the Envision phase of SAMM2, or the Retire phase of the CSDL would yield a

process with consistently high, although not perfect, coverage.

4.2 | Privacy

While security activities have been discussed extensively in the literature and are partially applied practically in various SDLs, privacy engineering
activities have been developed more recently, and there is little experience reported with their real-world application. As discussed earlier, how-
ever, privacy has significant importance in hosted solutions, because they often process personal data (see Section 1.2). Moreover, privacy and
data protection risks may change during the operations phase, for example, due to changes in the legal context, unforeseen privacy threats,
changing application usage, and other factors (see Sion et al.1°%). Therefore, privacy risks need to be assessed, privacy controls need to integrated
into the design and development, personal data needs to be decommissioned, and so on.

In some SDLs, privacy concerns may already be addressed implicitly by activities related to regulatory compliance, which may also consider
data protection laws such as the GDPR. Some may also regard privacy as a subdomain of security. Data protection laws, however, differ from
country to country—privacy goals should therefore be addressed independently from regulatory compliance. Privacy goals should also be
addressed explicitly, because their fulfillment requires systematic methods, and is in many regards different from—and even in conflict with—
security goals.

In Table 12, we show generalized privacy engineering activities and assess which of the proposals address them. It is expectable that most of
these activities are not covered by existing proposals, as they focus onto security. Still, creating this overview is a meaningful step towards dis-
cussing the relevance of privacy engineering in SDLs and SMMs and towards RQ2 (Do these proposals include privacy-related activities foreseen in
privacy engineering literature?).

Note that we do not claim that all of these activities are mandatory for proposals to integrate—rather, we give an overview of the extent to

which state-of-the-art SDLs and SMMs already integrate privacy engineering and indicate potential for improvement.
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TABLE 12 Overall process comparison of the identified privacy activities.

Phase Activity References MS-SDL  Touchpoints SAMM2 DSOMM SDL? CSDL
Envision Define privacy requirements 108 o O O O (@] (D)
Privacy risk assessment o2 o (] [ @) O [ J
Explicitly consider how to integrate 111 le) © e) o) e} e}
privacy into development processes
Create privacy plans 22 (@] O @] @] (@] [ ]
Plan and Design Define and implement policies for 22 (@) (@) O O O O
internal use of personal data
Integrate privacy into design 112-122 © O O O (@] (@]
Model privacy threats 123,124 o) o o) o o o}
Build
Stabilize Privacy dynamic analysis 22 © o] O @] O @]
Deploy Perform final privacy review 22 [ ) © © O (@] [ ]
Publish transparency information 22 O O O O (@] (@]
Support Data Life Cycle Management 022228 O O [ J O O [ J
Respond to privacy incidents 22 [ ) © [} O [ ] [ ]
Retire

Note: For the phases Stabilize and Retire, no explicit privacy activities have been found in the literature. @ = yes, O = no, © = partially, @ = implicitly.

As there is no consensus about the integration of privacy engineering activities in the SDL (and especially for hosted solutions), we discuss in
the following the relevance of the various activities for the SDL.

421 | Privacy requirements

Privacy requirements can be derived from a diverse set of stakeholders (from different user groups, legal regulations, marketing, etc.) and may
require dedicated methods. However, there is not enough research to draw the conclusion that privacy requirements engineering is fundamentally
different from other types of requirements engineering. It may therefore be integrated with the elicitation of other requirements to facilitate their

alignment (see, e.g., Kalloniatis et al.1%8).

422 | (High-level) Privacy risk assessment

Privacy risk assessment in the envision phase follows the same steps as security risk assessment, that is, define a risk model, model threats, assess
impacts, derive, and mitigate risks. Methodically, it can therefore be integrated into a combined security/privacy risk assessment. While the threat
types for security and privacy are different, a combined assessment may benefit from synergies, for example, defining a common attacker model
and system scope, using confidentiality as a common goal, and weighing (non-)repudiation as a potentially conflicting protection goal. Still, privacy
goals and risks fundamentally differ from security because they concern a different attacker model: While security considers protection against an
attacker, privacy goals also protect the user against the data collector itself. A dedicated activity may therefore be advisable.

423 | Integrate privacy into design

Privacy strategies and technologies can have a profound impact on the architecture and detailed design of a service. As shown in Table 12, many
privacy engineering activities exist in this field. Dedicated activities can provide a more structured way of achieving privacy by design but can also
become overwhelming if too many individual methods are integrated. Consequently, their integration into existing architecture design and imple-
mentation methods may be more helpful, and we see considerable potential for future work in this regard, because most privacy engineering

activities in the literature are rather isolated, self-contained activities.
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424 | Privacy threat modeling

Privacy threat modeling follows the same idea as general risk assessment (see above). This activity, however, is more detailed and considers all
design, and potentially implementation details. As for risk assessment, it may be combined with security threat modeling. The amount and sensi-

tivity of personal data that shall be processed, however, may suggest more or less frequent privacy threat modeling.

42,5 | Dynamic analysis

Testing the code for privacy weaknesses can be a meaningful dedicated activity, because special tests may be needed to test for privacy. For
example, overall system tests may require the generation of synthetic or usage of real personal data. The PRIPARE methodology?? also foresees
instrumenting the code for monitoring in this activity, which is a meaningful preparation for the support phase.

42.6 | Perform final privacy review

Again, it can be considered to combine the final privacy and security review. To achieve more visibility and compliance with this important activ-
ity, however, it may be added as a separate activity and assigned to dedicated experts.

427 | Compile and publish transparency information

If this activity is not already implied in other regulatory-related activities, it can be meaningful as a dedicated activity so it is not forgotten, since
the publication of such information may not always be mandatory.

428 | Other considerations

The aforementioned considerations also extend to the support and retirement phases: Privacy threats and risks need to be updated, incidents
need to be responded to, and threats can be detected at runtime also analyzing the real data that is collected, processed, and stored. In general, it
should be considered in the beginning which privacy goals and requirements exist and which activities they may necessitate in consequence. For
instance, a detailed TM including all LINDDUN goals may not be necessary if non-sensitive data is collected, but a Privacy Impact Assessment
(PIA) may still be necessary.

In summary, most privacy engineering methods that have been proposed in scientific literature are neither explicitly nor implicitly considered
in existing proposals (see Table 12). Only privacy-related risk assessment is included in several proposals. We would argue, however, that activities
like explicitly integrating privacy principles into the development and modeling privacy threats are essential activities for hosted solutions that col-
lect and process personal data.

4.3 | Organizational context

As motivated in Section 1.2, agile practices and small organizations are each connected to hosted solutions. Therefore, RQ3 seeks to identify if
proposals discussed in this work adequately support these organizational attributes. Within the following section, we analyze the support for both
agile and small organizations in one subsection each and discuss more general constraints within a third subsection.

Note that we do not equate hosted solutions with agile practices or small organizations. As acknowledged in Section 1.2, organizations using

traditional delivery models may also be small or agile and organizations of varying sizes can deploy agile practices or hosted solutions.

43.1 | Agileteams

We note that agile does not necessarily impair security per se: According to the literature, there are scenarios in which agile practices are benefi-

127, pp. 38-39

cial to a system's security. For example, software can be updated more easily, allowing for quick security response, automation can be

127, pp. 30-31, 41

leveraged to perform frequently done tasks and face-to-face meetings, which are encouraged in agile, facilitate threat modeling.
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The sprint-based structure can also help to identify threats and mitigations,*?" P 71

while the trust into a system may evolve iterative, parallel to

the system itself, utilizing direct communication and tacit knowledge encouraged in agile.12® P- 5°

Rindell et al”® performed a survey of 61 practitioners across small and large organizations, many of which operated cloud offerings, utilizing
activities defined in the common criteria, MS-SDL, BSIMM, and Finish regulations. They found that agile can conform even with strict security
process in security sensitive contexts, albeit at the cost of overall development velocity. Activities such as security requirements engineering were
found to be frequently used in agile projects. Overall, organizations applying more agile practices were also applying more security practices, indi-

cating that both do not mutually exclude another. However, the participants were also very security attentive in general.

37, p. 139,86, p. 15,129, p. 3

Some sources suggest that certain agile practices impair SDLs, for example, due to a lack of time, which can result in

130, p. 481 36,66, p. 3 129, p. 3,130, p. 479,131

omission of security tasks, or changing requirements, impairing security assurance and a general project over-

view.37' p. 139
However, some sources also find proposals to impair agile. Within the following, we summarize frequent criticism of others. Note that this cri-
tique does not resemble the authors' personal opinions and stems from both older and recent sources. We do summarize possible adjustments

that allow SDLs and SMMs to better integrate with agile practices.

Problematic roles

5 P 203 and serve the agile goal of

85, p. 817,130, p. 483

Security experts, serving as point of contact for teams in proposals, can improve communication and results
direct interactions. However, some organizations—though not all—struggle to find sufficient security experts, endangering the
autonomy of teams due to unavailable contacts. This effect can, however, be reduced if agile teams maintain multiple components. Then, security
activities on one component can be done without blocking the team from working on another component, effectively decoupling the team from
security expert availability.2? P 92 Those experts present may, however, be overburdened by the amount of technologies they must familiarize

h,27: PP- 96-100.132, p. 166 harticularly when assisting multiple agile teams that, due to their autonomy, utilize very different technologies. Security

witl
champions within development teams can help to address these knowledge and availability limitations and are, for example, foreseen in DSOMM?®
and the CSDL.38°071 Limiting the technologies used can help as well, which is done by some proposals reviewed (see Table 6), but limits the
teams' autonomy, contradicting agile practices.

Tirpe and Poller'®? note that the product owner plays a key role and that if security requirements are not correctly raised to them, either as
part of the backlog or definition of done, they are unlikely to be addressed. Security champions again may help to raise such requirements, but a
more systematic approach to tracking security is required.

Cruzes et al*®® performed a practitioner analysis of four teams spread across two countries and three organizations. They found that teams
generally struggled with when to involve security experts, which are somewhat foreseen by all proposals reviewed (see Section 4.1.1). Additional

guidance may therefore be necessary.

Educational practices

2.37,8586132,134135 514 included by all proposals reviewed (see Table 4). However, some

|136

Security education is broadly endorsed in the literature
guidance on security education is not compatible with agile practices. For example, McGovern et a propose to utilize trainings offered by the
community and potentially consumed outside of office hours, contradicting the agile mindset by requiring overtime.*”- P- > While this practice is

I°° note that education of security inexpe-

not explicitly demanded in the proposals reviewed, clarification may be beneficial. Valdés-Rodriguez et a
rienced developers can increase system security without impairing development velocity. They also criticize a lack of security focus in education.

Recent studies found a lack of security education in agile teams.*31:13 Proposals may therefore have to emphasize education further.

Threat modeling

585127.132 3nd foreseen by all proposals reviewed (see Section 4.1.2). Valdés-Rodriguez et al’® found

TMs are broadly endorsed in the literature
security literature to cover requirements elicitation to a significantly larger degree than implementation or operation. Miheli¢ et al*® identify TMs
as key activity for agile teams.

40.P- 284 it has been discouraged by others in the past.2%” Rindell et al,”® within their

While some practitioners deploy ad hoc threat modeling,
2021 study of 61 agile practitioners, found 55% of participants to never or rarely utilize TMs, despite popularity in security engineering literature
and the proposals reviewed by us. Forty-one percent of practitioners did regard the impact of TMs to be low or very low, possibly motivating low
adoption.

Rindell et al. acknowledge that misunderstandings may have occurred and clustering of practitioners in organizations could not be detected.
Incidentally, the authors also note that the study participants were well educated and security experts, biasing the analysis in favor of security.
Another practitioner study from 2017 found that risk assessments were not commonly applied by the four teams and three organizations

reviewed.?®? In an international practitioner study from 2023 by Miheli¢ et al**°

on the cost, agility, and security impact of secure development
activities, which involved 112 individuals, practitioners regarded TMs to bring the second lowest security benefit of the security activities

reviewed. The individuals however did consider threat modeling to retain agility well and be overall cost effective. The authors of the study
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concluded that this activity should only be included into agile projects by small organizations if good reasons for doing so are present, in contrast
to the proposals reviewed by us, which all foresee TMs. We note that 65.2% of respondents were software developers and 21.4% were project
managers, whereas only 3.6% were security experts. While this may skew the results in favor of less involved practices, it does reflect the opinion
of those creating software products and aligns with other studies.

One concern noted is that TMs are incompatible with agile practices,'® PP 87-91 for example, as they require documentation discouraged in

66, p- 3128, p. 51 \which has been identified as a key challenge for agile projects.**3 However, others, within a more recent practitioner study,

agile,
cannot support claims of agile generating insufficient documentation.”®> Furthermore, TMs may become outdated,3¢ PP- 1547155 for example, due
to a change in context and requirements late in the SDLC,Y P- 22101 \which agile actively anticipates.

Delta-TMs and generated code may help to address these issues,'? P- 92

as may more secure technologies, which may help to avoid risk
upfront and thus accelerate TMs, easing agile integration. This is a measure that proposals reviewed could integrate. Sion et al*°* encourage con-
tinuous privacy impact assessments to address outdated risk assessments. One can argue this approach should be applied to TMs as well and that
is done by some proposals reviewed (see Section 4.1.4). However, this may conflict with agile practices due to the periodic effort required. Rindell
et al,”® however, note that additional reviews and testing for security will, necessarily, introduce additional efforts and therefore slow down agile
development. To an extent, increased resource requirements are seen as natural result of more stringent security control. We note that this argu-
ment can be extended to the application of SDLs and SMMs in general.

Externalizing parts of a system to other organizations spreads sources of security defects across organizations, necessitating corresponding
assessments. 2% PP 3-7 We note that similar concerns hold when a system is created and maintained by a divers set of agile teams that loosely inter-

d®® and so assumptions made by one team may not be communicated to another.

face with each other, as a general system overview is impaire
Therefore, some TMs must span across teams, necessitating their simultaneous availability and consequently impairing their autonomy further.
Overall, threat modeling is therefore endorsed within the literature and proposals reviewed but is often not applied by agile practitioners,

possibly as it can impair agile practices and itself may be impaired by them.

Static analysis

When reviewing Static Application Security Testing (SAST), a technique foreseen by all proposals reviewed (see Section 4.1.3), developers are
concerned about the number of false positives and therefore are indifferent about the value gained from its use. Some therefore regard SAST to
be too costly, while others do not.3% PP- 154-155.37. pp. 145-146 \wjithin agile projects, a high number of false positives may result in extensive work
required, complicating agile integration. This effect may be addressed by limiting SAST tools to rules with high accuracy, reducing false positives.
Tiirpe and Poller*3? overall find better and more reliable feedback mechanisms to be required for agile teams. Cruzes et al,*3® within a practitioner
study, identified an overall dependence on more after-the-fact testing and low usage of static analysis. Teams involved assumed that more
quality-focused tools already identify trivial security defects. A low coverage of security aspects in tests was identified as challenge for agile pro-
jects. Again, an activity foreseen by all proposals reviewed may therefore not be aligned with current engineering practices.

Release gates
FSRs are foreseen by multiple proposals reviewed (see Section 4.1.5). Practitioners, however, often do not consider such security reviews, in parts

36, p. 154,37, pp. 145-146 Rindell et al,”® within their study of agile practi-

as they interfere with development processes and contrast agile practices
tioners, found 47% of respondents to never or rarely use FSRs, although 54% of practitioners did regard such gates to have a very high or high
impact onto application security. They acknowledge that acceptance may be higher in more regulated contexts.

FSRs are also done as a snapshot of the code before release.® P> *8-61 As argued before for TMs, a more continuous review process may be
required, which however again increases negative effects in agile settings. Depending on how agile organizations apply the proposals reviewed,
FSRs may already be done often due to frequent updates. In such cases, they could be reduced in scope, as done in the Microsoft's SDL-Agile.*
pp. 72-73

However, it must be noted that FSRs are not only a review of the application, but of the process as well.> P 1?8 This enables continuous pro-
cess improvements that can benefit agile projects and establish an agile improvement process around SDLs. One can also argue that such process
gates are important in agile contexts, as they help to enforce execution of other discouraged security practices discussed.

FSRs can therefore help to continuously improve SDLs in an agile manner and assist with compliance enforcement in agile teams. However,

they are discouraged by agile practitioners and therefore may impair process adoption of those proposals that include them.

Construction

Some SDLs reviewed in this paper, such as the MS-SDL, SDL?, and CSDL, are segmented into phases, which can again impair their adaption within

agile contexts: Some argue that agile is not impaired by a phase-based SDLC, for example, as such phases are generally applicable®”: P- 140

132, p. 165 |138

or

resemble iterative or cyclict*® development practices. Miheli¢ et a note that agile SDLCs exist and that phases do not directly equate
to Waterfall constructions. They instead argue that phases merely represent a concept of lifecycle stages. Others object, stating that phases

impair SDLC generalization,®> PP 8157817 (o not suite well to agile, are not included into agile sprints and resemble release gates in a different
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manner.}27: PP-7-%: 39 The agile SDL of Microsoft also does not foresee phases,® PP- 63767

which one can argue to indicate that practitioners do not
regard them to be suitable in agile contexts. However, Valdés-Rodriguez et al® find 54% of reviewed literature on security in agile to use phased
SDLCs, which one may find to indicate the contrary. Phase-based SDLs may therefore not align with agile practices or may be rejected by agile

teams, but may also function in agile contexts.

Inadequate agile consideration
Some proposals attempt to integrate agile approaches, but create inadequate guidance while doing so. The SDL-Agile from Microsoft is an agile
variant of the MS-SDL analyzed within this work. Note that it is not analyzed as a dedicated proposal within this work, as its activities duplicate

3. - 64 whereas, for example, scrum recommends

the MS-SDL activities (see Section 2.2.1). This variant considers sprint lengths of up to 60 days,
no more than 1 month.}** P 7 The same process also considers up to 13 activities for web services in one category. Every sprint, one activity in
this category must be done.® PP 6% 157 Ag 3 result, assuming a 3-week sprint, which is possible under scrum, an activity may be redone only after

39 weeks, which exceeds the allowed 26 weeks® P %°

and therefore leads to non-compliance due to unaligned processes.
As another example, DSOMM integrates threat modeling during planning, within Level 1, or backlog creation, in Level 3,2 which may however

be to short to perform such assessments.

Summary

Overall, agile practices must be accepted and secured, as expecting a development organization to change its methodology for the sake of secu-
rity is unrealistic.?” PP 25-37 While agile is not insecure per se, some activities foreseen in the proposals reviewed are impaired by agile practices
and do not align well to agile paradigms themselves. Therefore, a better integration of security activities into agile is found to be required,” which
also holds for proposals assessed. As agile practices are connected to hosted solutions (see Section 1.2), insufficient integration can negatively

affect the application of current proposals within the organizational context of hosted solutions.

Solution proposals
Within the literature, multiple solutions to this end are proposed. Microsoft proposes an agile adaptation of the MS-SDL, the SDL-Agile,® PP: 63-66
that restructures security activities to accommodate agile, with above discussed shortcomings. Manico and Keary'** propose that security

3, p. 64

activities can either be done within every sprint, similar to the every-sprint category in Microsoft's SDL-Agile, or a dedicated

security sprint.

12 propose a Scrum-based process enhanced by another backlog for security and a security-centric review of stories. This

Azham et a
approach can be argued to formalize security-focused backlog grooming for which a dedicated backlog may not be strictly required. Furthermore,
this approach may impair modeling of risks not linked to a specific user story.

Al-Ahmad®®” added activities from CLASP to an agile approach, but made them optional. One can argue that an SDL must not be made
optional, as then agile teams may opt to disregard security completely.

Keramati et al.1*3 PP- 749-753 yrop0se a process that allows organizations to define an SDL-enhanced agile process themselves. The process
includes an agility measurement (AM) of activities, combined with an agility reduction tolerance (ART) parameter. While the AM defines the
decrease in agility caused by individual activities, the ART gives organizations a tool to limit the overall agility reduction. We note that, as the pro-
cess always picks the most agile activity first and does not strive for an optimal overall security benefit gained, the resulting SDLC may not be
optimal. This may be addressed by segmenting the activity list operated on or by utilizing activity priorities first. Applying the process on a product
level, rather than per team, can also be beneficial for security assurance, as then all teams contributing to a product are aligned.

1,38 recent research on agile security focused onto security requirements management, security meetings and

According to Miheli¢ et a
gamification.

Rindell et al’® found practitioners to use SDLs and SMMs as repositories for security activities for custom implementations. Some practices,
such as requirements elicitation and testing, were identified to align well with agile and therefore may become a natural part of agile processes,

144 bropose some security activities that utilize such a blending, such as mis-

without a need for dedicated security processes. Moyo and Mnkandla
use cases blended into requirements engineering, pair development with a dummy partner to spot security defects, and coding standards that
include foundational secure coding elements. We note that the use of proposals as activity libraries may showcase their lack of support for agile
organizations, as custom implementations are required. However, this may also be a suitable way for SDLs and SMMs to support agile organiza-

tions, by omitting more prescriptive SDLC guidance and applying other means of structuring, such as those used by DSOMM or SAMM2.

4.3.2 | Small organizations

40, p. 284,86, p. 13

Small organizations have been found to not necessarily be less secure, and Assal and Chiasson®® found the amount of security

activities performed to not be proportional to an organization's size. According to some, small organizations even deploy SDLs more frequently
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102, P- 2 3nd more informal pro-

than their larger counterparts, possibly due to easier management,®® P 2 fewer development methodologies,
cesses.2% PP- 476 The [atter may, however, also impair proposal adoption, as informal processes can include agile methodologies (see above). In the

following section, we collect further aspects of proposals that can negatively impact their application in smaller organizations.

Proposal implementation cost

Some small organizations do not employ SDLs due to too high initial implementation cost. Cost-focused guidance in SDLs is thus required,*®
Pp- 282-286, 292 5lthough organizations may also be underestimating the value gained from SDLs, given the implementation results of organizations
such as Microsoft,%* who also has published a simplified SDL for smaller organizations.®? Other proposals reviewed do not include such guidance
explicitly, but SMMs such as SAMM2 and DSOMM may encode it implicitly in the composition of lower maturity levels.

Miheli¢ et al,**? in 2023, present a cost- and agility-based analysis of security activities, roles and artifacts, in order to guide small and medium
scale enterprises. Within the study, four roles, seven activities, and five artifacts were assessed. The cost, agility, and security impact rating of
these security elements was retrieved from 112 international survey participants that had at least 3 years of experience in the domain of software
development. Dedicated security roles were generally regarded to be cost ineffective, with dedicated security teams introducing large cost to an
organization. The authors therefore recommend only security developers, a role that also introduces security knowledge directly into the develop-
ment organization. Other knowledge-focused elements, such as security requirements and security training, were regarded as cost-efficient mea-
sures that deliver security benefits while retaining agility. Activities delivering large security benefits were also found to be less cost effective.

Therefore, more cost-efficient security measures are required for smaller organizations, as larger investments such as dedicated security
teams are only regarded reasonable if security is a top priority. We note that security expert roles are somewhat foreseen by all proposals
reviewed (see Section 4.1.1), as are other activities deemed less effective, such as TMs (see Section 4.3.1). However, we also note that the secu-
rity impact of individual roles, activities and artifacts was regarded to be rather similar within each area, resulting in little spread among scores.**%:
PP- 610 Fyrthermore, only a small set of roles, activities and artifacts was assessed. Other security elements may therefore be more or less cost

effective.

Required skill set

Moyo and Mnkandla**

present an agile proposal for solo developers that integrates lightweight security practices with quality activities, utilizing
a modified version of the algorithm proposed by Keramati et al.1#3 PP- 749-753 They verify their proposal within a case study of 39 students and
find the process to improve security. However, a problem identified by the participants is the large set of skills required to perform all tasks as a
single developer. We note that both results may be biased, as the students were in a course of the author and feedback was not collected
anonymously.

One may, however, find these results to also translate to small organizations: Developers within small teams may have very similar skill sets
while differently specialized individuals, such as application security experts, may be absent due to cost concerns (see above). In such a scenario,
developers or other technical staff would have to acquire additional skills to perform all tasks foreseen, the problem experienced by the students
in above mentioned case study. This additional skill set can impair recruiting, due to a reduced talent pool, or prolong onboarding, due to addi-
tional skills that have to be attained by new joiners. Furthermore, the additional tasks can increase the mental load on developers, as they must

account for more different tasks, while also increasing the training time required to continuously retain skills.

Support for developers and technical staff

Proposals such as Microsoft's SDL also utilize a proprietary set of standard security requirements, which are applied in addition to the activities
foreseen within the proposals themselves. While Microsoft does openly document some security requirements,® PP- 22728 these were published in
2012 and thus are likely no longer up to date, for example, as they do not consider new technologies that have emerged since. This can
include technology related to hosted solutions. The CSDL includes over 200 proprietary requirements’? of which only some are publicly avail-
able.’ Other proposals also refer to such standard security requirements but do not document them, such as SAMM27: PP- 7: 16-20, 28-31 5q
SDL2.5 P- 199 Therefore, proposals reviewed do not sufficiently contain such guidance.

This negatively impacts the support of such proposals for developers and other technical staff, as these are not given up to date and concrete
guidance on security that they would be able to apply. Furthermore, generating such guidance within an organization results in additional cost,
increasing the overall proposal implementation cost. This can particularly affect small organizations, as these may also lack experts to create such
guidance, again due to cost concerns (see above).

In addition to standard security requirements, the activities defined by proposals may also be rather generic and thus less actionable for tech-
nical staff. For example, the SDL? does foresee secure disposition of data and removal of systems, but does not define in detail what operations
members would have to consider when executing these activities.> PP 198199 By contrast, SAMM2 does explicitly reference the removal of all
system components and the removal of users from configuration files.”” PP 62743 DSOMM does reference specific technologies such as

Kubernetes and Docker in its description of Defined decommissioning process, which can help technical staff to understand the problem to be
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solved. However, the activity measure only requires that A clear decommissioning process ensures the removal of unused applications® and does not
reference technologies.

When considering guidance on which activities to implement first, rather than guidance on how to implement a given activity, SMMs have a
structural advantage over SDLs: They segment activities into multiple maturity levels, with higher levels adding or modifying activities as organiza-
tional maturity increases. Therefore, they present technical staff and leaders a list of activities to implement first, which SDLs do not offer.

One may perceive this structure to also help with identifying more efficient activities, which can be of particular interest to small organiza-
tions that may be lacking resources. However, this assumes that more efficient activities are indeed positioned in lower maturity levels. This may
not always be the case, as implementing selected activities from higher maturity levels may yield higher efficiency than implementing lower matu-
rity ones. This can, for example, occur as higher maturity levels in some instances propose automation of activities, while lower levels recommend
manual execution. In such scenarios, lower maturity activities can be less efficient as their reoccurring costs may outweigh the cost of automation
at one point. For example, SAMM2 advises to first describe a possibly manual build process on Level 1 before automating it on Level 2,7 PP- 34-3¢
as well as automation of tests on higher levels whereas lower levels may test manually.” PP: 47-50 Therefore, if leaders and technical staff only con-
sider lower maturity levels, this can result in the implementation of less efficient activities and therefore overall reduced process efficiency. Con-
sequently, the structure of SMMs may assist staff with further guidance on which activities to implement first, but this may not necessarily result
in the most efficient process. Nonetheless, this type of guidance is absent in SDLs, so SMMs offer more guidance in this area.

Overall, some proposals therefore offer more concrete guidance than others. Referencing specific technologies is in some cases done and can
help to contextualize problems to technical staff. However, doing so can also result in a perception that the model is only built for a specific tech-
nology stack, restricting the model in scope. In order to avoid this, models may be more generic and technology-agnostic, as SAMM2 is in this
instance, but this may decrease the usefulness for developers and alike. Here, approaches that combine models such as SAMM2 and DSOMM for

67, pp- 19, 22,68 o he useful. However, even with such constructs, orga-

lower level guidance to higher level objectives, as foreseen in the literature
nizations will again have to create detailed guidance, as protection requirements and available solutions depend on the organization's and applica-
tion's specific context, such as available technologies or applicable regulations. This again reduces the direct benefit of such proposals for
technical staff and increases adoption cost. Industry-specific guidance, such as CMMC2, may be able to reduce this impact by considering a spe-
cific regulatory context, which however also limits the proposal's scope. Maturity models can guide organizations on which activities to implement
first and therefore offer better guidance for organizations beginning to introduce security activities, but this guidance may result in inefficiencies.
However, industry-specific maturity models may be able to counter this for specific areas by taking more context into account and may also assist

organizations in incrementally reaching different levels of regulatory compliance.

Summary
Overall, small organizations thus may profit from their structure and processes, but current proposals lack efficient security activities and require-
ments guidance that consider the constrained resources of such entities. As small organizations are connected to hosted solutions (see

Section 1.2), guidance for small entities is required in order to secure such offerings.

4.3.3 | Further organizational constraints

Employee education and motivation

Developers may be security-inattentive due to various reasons, such as a lack of motivation, knowledge, management support, quickly evolving

27, pp. 105-13940 ', 289 They may, however, also not regard security to be their responsibility, while

40, p. 282,96, p. 98

fields or insecure programming languages.
others may accept security guidance.?”: PP- 96-100. 223-237 Byaye|opers may therefore prioritize other qualities over security, possibly
due to a lack of guidance*® or responsibility.*® PP- 284-285 proposals must therefore clearly define responsibilities, help to educate and motivate

developers and quantify requirements to them. Once developers have been adequately trained, they can be held accountable.?”: PP- 242-247

Security education, motivated in Section 4.3.1, can help to achieve this, but on its own may not suffice? PP- 2427247

and organizations that do not
expect developers to be security attentive would likely not establish such training. Proposals therefore must support both security education and
raising executive awareness. All but one proposal reviewed do not explicitly define the responsibilities of security experts, while all somewhat
foresee education and requirements definition (see Section 4.1.1). Executive buy-in is foreseen by multiple proposals, such as SAMM2” P12 3nd
the MS-SDL.3P-7

While the proposals reviewed generally do define non-expert responsibilities on a high level, some of these definitions are problematic.
SAMM?2, for example, assumes development managers to assess security findings.” PP 51752 Within DSOMM, development managers do not
assess findings, but judge risk versus value and prioritize work and therefore must be convinced.*” Such constructs can pose a conflict of interest,

as these managers also have an intrinsic motivation to meet deadlines, which may be impaired by security mitigation tasks.
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Proposal scope
Some proposals limit their general applicability, such as CMMC2. Others, such as DSOMM, can be regarded to be technology specific, as it fre-
quently references container technology.2 However, as discussed in Section 4.3.2, limiting the scope of a proposal and offering concrete technical

guidance may also help practitioners to apply proposals, as guidance is more specific.

Systems targeted
As introduced in Section 1.1, hosted solutions may exist for internal purposes only. These systems may perform mission-critical tasks, yet often

5, pp. 123-141

do not adhere to high security standards and thus may not be subject to an SDL. Due to the data stored and business processes

supported by such systems, proposals should specifically consider such hosted solutions as well, not only product shipments.

434 | Overall support for small or agile organizations

Within Table 13, we collect impairing activities or aspects discussed in the prior sections and document how proposals reviewed are affected.

The SDL? and CSDL are affected by all but one activity and the MS-SDL by all but two. Other proposals are less affected; however, every
proposal reviewed foresees at least half of the activities discussed. Note that additional activities or proposal attributes may exist that impair agile
or small organizations, we do not claim to present an exhaustive list. Answering RQ3, we overall find the assessed proposals to not sufficiently
support small or agile organizations and find improvements to be required.

44 | Temporal aspect

Finally, RQ4 seeks to identify if proposals created before 2006, those created in 2006 to 2012 or more recent proposals better support hosted
solutions, to assess if an improvement trend can be identified. In order to assess the proposals' high-level support for the security, privacy, and
organizational context of hosted solutions, we define quartiles and metrics in Table 14, which base on the results of Sections 4.1 to 4.3.

Within Table 15, we then summarize the proposals and their high-level support for hosted solutions across these dimensions. Based on the
inception dates, the MS-SDL is treated as a proposal from 2006, despite later updates. The same approach is applied to the CSDL which is classi-
fied as a proposal from 2006 to 2012 despite later increments. Touchpoints and SDL? are proposals for the time from 2006 to 2012. SAMM2 and
DSOMM are proposals from after 2012 and both include recent updates.

As detailed in Table 15, support for privacy concerns varies across proposals, with older proposals supporting privacy better: The best support
is offered by the MS-SDL, the oldest proposal, as well as the CSDL, a proposal from the second time period. More recent proposals from after
2012 do not support privacy and these earlier proposals. We find this to be an interesting result, given the importance of privacy for hosted solu-
tions, which include popular cloud models, as well as recent privacy engineering research. However, no proposal overall reaches the fourth
quartile.

Proposals from more recent time frames, however, do somewhat better address the organizational context of hosted solutions, as DSOMM
offers the best support and SAMM2 falls into the second quartile—both proposals being from after 2012. Some proposals from between 2006 to
2012 do not support the organizational context well though: both the SDL? and CSDL lack sufficient support. We note that the SDL? is heavily
based on the MS-SDL and the CSDL is a proprietary process designed for a large organization that is not intended to serve as a blueprint for other
organizations. The MS-SDL supports the organizational context as well as SAMM2 does. To a degree, support has thus decreased over time

before increasing again to a new highest level. However, again no proposal reaches the fourth quartile.

TABLE 13 Activities impairing small or agile organizations per proposal.

Activity MS-SDL Touchpoints SAMM2 DSOMM sDL2 CSDL
Expert groups or conflicts of interest foreseen
TM foreseen

Static analysis foreseen

Final reviews

SDLC defined

Inadequate agile constructs

No (implicit) guidance for small organizations

O 0O ©e e 6 06 0 O
O @€ OO © 6 0 O
® O OO @ 6 0 O
O O @ OO0 e o o
® 6 O 6 06 0 0 O
® 6 O 6 06 06 0 O

Undefined standards foreseen

Note: @ = affected, O = not affected.
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TABLE 14 Quartile definition for temporal analysis.

Area Metric S
Q1 Q2 Q3 Q4
Security Coverage in least covered phase, based on Table 11 <25% 225% but <50% 2 50% but <75% >75%
Privacy Activities foreseen partially, implicitly or fully in Table 12 <25% 2 25% but <50% > 50% but <75% >75%
Organizational support Impairing activities absent, based on Table 13 <25% 2 25% but <50% 2 50% but <75% >75%
TABLE 15 Proposals reviewed vs the support delivered.

Aspect MS-SDL Touchpoints SAMM2 DSOMM SDL? CSDL
Inception date 2004 2006 2020 2017 2010 2009
Last update 2012 2009 2022 2023 2010 2023
RQ4 time period TF1 TF2 TF3 TF3 TF2 TF2
Security Q3 Q1 Q4 Q2 Q3 Q3
Privacy Q3 Q2 Q2 Q1 Q1 Q3
Organizational context Q2 Q2 Q2 Q3 Q1 Q1

Note: For definitions of Q1, Q2, Q3, and Q4, refer to Table 14. TF1: before 2006, TF2: 2006-2012, TF3: after 2012.

Reviewing security, we find that SAMM2 offers the best support, which is also reflected in the total number of activities included (see
Table 11), resulting in SAMM2 reaching the fourth quartile. Here, a proposal from the newest period of time offers the best support, as is the case
for organizational support. Second to SAMM2 are the MS-SDL, SDL?, and CSDL, which all fall into the third quartile. When reviewing Table 11,
we find that of these three proposals, the MS-SDL includes the most activities, while the CSDL has the highest minimum coverage. Both
DSOMM, a proposal from the most recent timeframe, and Touchpoints, a proposal from the second timeframe, offer less support than the MS-
SDL, the oldest proposal, which we again find to be an interesting result. Given these observations we cannot infer that newer proposals generally
deliver better security, but note that the best supporting proposal is a recent one.

Overall, privacy is generally supported better by older proposals. Newer proposals better support the organizational context, but in-between
support decreased. Security is best supported by recent proposals, but the worst support is also given by recent and semi-recent proposals.

Therefore, we cannot identify a clear overall improvement trend over time.

45 | Summary
451 | RQ1

Within Section 4.1.8, we have answered RQ1 and find that proposals analyzed frequently focus more onto earlier SDLC phases, as opposed to
Support and Retire. Current proposals therefore often do not consider the entire lifecycle of hosted solutions, posing significant challenges to pro-
viders of hosted solutions, which become responsible for later SDLC phases as well (see Section 1.1). The CSDL, for example, does consider oper-
ations and prior phases well but lacks coverage in the Retire phase. Notable exceptions to this observation are SAMM2 and SDL2.

The SDL? supports the Support and Retire phases well but lacks detection capabilities crucial for securing operations. It also incurs additional
risk and process overhead in the context of hosted solutions when compared with SAMM2, for example, within the Plan and Design phase (see
Section 4.1.2). The proposal also does not support other phases well, such as Build and Deploy. But SAMM2 poses challenges as well. It is a matu-
rity model, not a process that can directly be applied, lacks activities in other phases and introduces conflict of interest (see Section 4.3.3).

Finally, some proposals do not consider certain regulatory compliance or assessments that can be relevant to hosted solutions (see
Section 4.1.1).

452 | RQ2

Within Section 4.2, we find that most privacy engineering methods proposed in the literature are not explicitly or implicitly foreseen by the pro-

posals reviewed. Privacy-related risk assessment is a notable exception to this observation, whereas multiple activities are not foreseen by a single
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proposal. This includes publishing transparency information, modeling privacy threats or defining policies for internal use. We therefore find that

proposals reviewed do not sufficiently support the creation or operation of hosted solutions that protect privacy.

453 | RQ3

In response to RQ3, we find that current proposals do not adequately support agile practices or small organizations (see Section 4.3). Some pro-

posals directly contradict agile principles. Both aspects are, however, important to hosted solutions (see Section 1.2).

454 | RQ4

Within Section 4.4, we identify that a clear improvement trend over time cannot be identified: When compared with the oldest proposal, the MS-
SDL, every newer proposal performs worse in at least either security, privacy, or organizational context support. However, the only proposals to
ever support an area better than the MS-SDL are both from after 2012, the most recent timeframe defined. Within the intermediate timeframe
from 2006 to 2012, the CSDL, however, supports at least one area better than those proposals from after 2012. All time frames therefore pose

trade-offs and no clear improvement trend is observed.

455 | Result

Summarizing our findings from all research questions, we find that the organizational context, lifecycle, and requirements of hosted solutions are
often not sufficiently accounted for. Based on our answer to RQ4, no clear improvement trend can be observed. Within the following section 5,
we further detail our review of proposals' coverage, taking into account the relevance of their activities.

5 | ANALYSIS OF ACTIVITY RELEVANCE

The analysis done within Sections 4.1,4.2, and 4.4 is based on the range of activities foreseen by a given proposal, rewarding proposals that fore-
see more activities. For example, in Section 4.1, the proposal with the most activities in a given phase is regarded to best cover that phase. One
may, however, find this to not necessarily be meaningful: The activities foreseen may not be relevant, either in the context of a specific hosted
solution or in general, resulting in process overhead and thus inefficiencies rather than security improvements. Therefore, the relevance of activi-
ties foreseen must be assessed for a defined context as well, in order to review which proposal offers the most relevant guidance and best effi-
ciency in that context. In the following, we assess which activities could be deemed relevant in one context, based on their potential to mitigate
threats commonly affecting hosted solutions. We then compare the proposals again, this time regarding their coverage of those relevant activities.
Furthermore, the development over time is re-assessed, and the most efficient proposal in this scenario is identified based on process overhead.
Within Section 6, we analyze the proposals within the more specific context of one individual project as part of a case study.

5.1 | Methodology applied
In this work, we identify relevant activities in an example context and the support of proposals for such activities by

1. identifying a set of common security defects that is relevant to hosted solutions, details countermeasures, and is based on practitioner
feedback;

2. identifying generalized SDL activities (see Section 4) that map to the countermeasures identified in Step 1; and

3. comparing the proposals' coverage of activities identified in Step 2, as well as development over time. This is done analogous to Section 4.

This approach effectively restricts the analysis presented in Section 4 to activities identified as relevant in the selected context. It is applied as
it generalizes across organizations and applications while building on established work. We note that Step 3 also showcases how our presented

work can be utilized as a comparison framework and allows us to conduct an overhead and efficiency analysis in the selected context.
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5.2 | Identification of relevant activities

Within Step 1, we select the Top Threats to Cloud Computing published by the Top Threats to Cloud Computing published by the Cloud Security
Alliance (CSA), in their latest version from 2022, the Pandemic Eleven.**® This publication supersedes the Treacherous Twelve'*® published 2016

and the Egregious Eleven®>° published 2019. We select the Pandemic Eleven as it is:

o Arecent list of top defects published by a recognized entity that is specific to cloud offerings, a subset of hosted solutions.
e Includes a mapping to proposed countermeasures, which are taken from the Cloud Controls Matrix Version 4 (CCMv4),2°1 a CSA publication.

e Is based on a practitioner survey that was responded to by over 700 industry experts.'*, p. 6

Alternative threat lists exist as well. The popular OWASP Top10 Web,'*2 for example, were not selected as they do not focus onto hosted
solutions or a subset, but a broader application set instead, and map to low-level development countermeasures such as using safe APIs, per-

153 1% is not used as it

forming input validation and escaping, >~ rather than high-level process activities. The work of, for example, Miheli¢ et a
assesses the security impact of activities, rather than commonly occurring defects.

Within Step 2, based on our selection in step one, we identify a list of relevant activities by first collecting all CCMv4 controls that are
referenced in the Pandemic Eleven and then mapping these controls to the activities identified in Sections 4.1 and 4.2. An activity is found to be
relevant if at least one control can be mapped to it. The complete mapping can be found in the supporting files of this article (see the Supporting

Information).

5.3 | Comparison of relevant activities against baseline SDL

Before proceeding with step three described above, we first analyze what activities have been identified as relevant. Within Figure 2, we visualize
the number of baseline SDL activities per phase or area that were mapped to CCMv4 controls referenced in the Pandemic Eleven. We observe
that the majority of activities can be mapped to these controls and thus can be regarded as relevant in the context of the Pandemic Eleven. In the
Stabilize and Retire phases, all activities are relevant, while at worst 31% of a phase are not regarded to be relevant, which is the case in the Envi-
sion phase. The list of SDLC activities that could not be mapped to relevant CCMv4 controls is presented in Table 16. This table also denotes
CCMv4 controls that would map to these activities but are not referenced in the Pandemic Eleven. We note that these activities may be relevant
in other contexts, depending on the protection requirements applied.

While some activities were not mapped to any CCMv4 control, others mapped to multiple controls. Within Table 17, we present the ten
activities that mapped to the most CCMv4 controls. The highest control count overall is 43, but the number of mapped controls quickly dimin-
ishes. We note that organizations basing their protection requirements onto the Pandemic Eleven may wish to implement these activities first, as
they address multiple concerns raised in the Pandemic Eleven and thus may be of high utility, depending on the application context. Within
Figure 3, we visualize the control count distribution across SDLC activities. While a total of 13 activities could not be mapped to any controls,
about half of the SDLC activities could be mapped to between one and six controls. Mapping counts of 14 or higher only occurred sporadically, as
also visualized in Table 17. Overall, we find that the majority of the identified SDL activities could be mapped to multiple CCMv4 controls, with
some activities mapping to a high number of controls.

Within Section 4.3, we note that some activities such as threat modeling, static analysis and final reviews may impair agile teams. Notably, all
these activities are relevant in the context of the Pandemic Eleven and could be mapped to corresponding CCMv4 controls, indicating that while
they may impair agile teams, they are relevant in this context.

Finally, we did not identify a CCMv4 control referenced in the Pandemic Eleven that we could not map to an activity in our baseline SDL. As
we however do define SDL activities that we could not map back to CCMv4 controls (see Table 16), the activity set used in Sections 4.1,4.2, and
4.4 is a superset of the controls referenced by the Pandemic Eleven. As visualized in Figures 2 and 3, the majority of these SDL activities are rele-
vant, as only 13 out of 95 activities (13.68%) could not be mapped. We therefore regard the set of activities to be generally relevant in the con-
text of the Pandemic Eleven. Nonetheless, Sections 4.1,4.2, and 4.4 utilize a superset of the relevant activities. In the following section, we
therefore reanalyze the security and privacy support of proposals analyzed, as well as development over time, considering only activities that are

relevant in the context of the Pandemic Eleven. This is step three of our methodology described in Section 5.1.

5.4 | Support of analyzed proposals for relevant activities

This analysis is based on the more general analysis in Sections 4.1 and 4.2, which is not restricted to the Pandemic Eleven. We also analyze the

development over time again, which we assessed more generally in Section 4.4, to account for potential rating changes related to security and
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Number of mapped and unmapped activities per SDL2 phase
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Envision Plan and design Build Stabilize (testing) Deploy (release)

Support Retire Privacy

Number of unmapped SDLC activities ™ Number of mapped SDLC activities

FIGURE 2 Number of mapped and unmapped activities per phase or area.

TABLE 16 Identified activities that did not map to CCMv4 controls referenced in the Pandemic Eleven.

Phase or area
Envision
Envision
Envision
Envision
Envision

Plan and Design
Plan and Design
Build

Build

Build

Deploy (release)
Support

Privacy

Activity

Make security trainings interactive

Have experts provide ad hoc security assistance
Define development tooling

Define attacker profiles

Review business value of the project

Review past vulnerabilities

Create and update a library of threat models and findings
Review tools to be approved ones

Harden tools and build environment

Review the code of dependencies

Sign software releases

Regularly deploy application updates

Publish transparency information

CCMv4 controls identified that are not in Pandemic Eleven

UEM-02

UEM-02

DSP-12, DSP-13, DSP-14, DSP-18, DSP-19

privacy. The support of proposals for small or agile organizations, assessed in Section 4.3, is not repeated as it is not related to the threats of the

Pandemic Eleven: Applying this context does not, for example, change that proposals foresee problematic role or lack guidance for technical staff.

As further noted in the previous section, all activities identified to potentially impair agile teams are also relevant in the Pandemic Eleven context.

54.1 | Relevant security activities

We analyze the proposals' support for security activities mapped to the Pandemic Eleven findings by removing activities that could not be

mapped (see Table 16) from the phase-specific tables in Sections 4.1.1 to 4.1.7. The resulting coverage per phase, now restricted to activities

linked to the Pandemic Eleven CCMv4 controls, is detailed in Table 18. When compared with the more general coverage analysis in Table 11, we

note that:

e When considering the overall coverage (denoted as Sum in Tables 11 and 18), the ordering of proposals does not change: SAMM2 still provides
the best overall coverage, followed by the MS-SDL, CSDL, DSOMM, SDL?, and Touchpoints (in decreasing order of coverage).

o While the relative ordering of proposals in this regard remains, the overall spread of coverage percentages slightly decreases: In the general

analysis, overall coverage varies from 92% to 55%, while in this analysis it varies from 93% to 58%.
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TABLE 17

Phase
Support

Envision

Support

Support

Plan and Design

Support

Support

Build

Privacy

Plan and Design

FIGURE 3 Distribution of control mapping counts for activities.

Joumalof

Activity
Continuously review and

verify infrastructure
security

Define security
requirements

Respond to external and
internal vulnerability
notices

Periodically scan and
review cloud
infrastructure

Review design
requirements

Enable central logging,
monitoring and alerting

Respond to security
incidents

Review third-party
(vendor) security

Define privacy
requirements

Define the operational
environment

LANGE and KUNZ

Identified activities that mapped to the most CCMv4 controls in the Pandemic Eleven, limited to top 10.

CCMv4 controls in Pandemic Eleven

CCC-01, CCC-05, CCC-07, CCC-08, IAM-01, IAM-03, IAM-05, IAM-08, IVS-
03, IVS-06, CEK-03, CEK-04, 1VS-04, IVS-09, AlS-05, BCR-08, CCC-04,
CCC-09, CEK-05, LOG-03, LOG-05, TVM-07, TVM-09, IAM-04, IAM-09,
IAM-06, TVM-04, IAM-10, STA-06, IAM-02, IAM-15, TVM-01, TVM-02,
TVM-03, TVM-05, IVS-01, IVS-07, DCS-02, IAM-07, UEM-09, UEM-14, AlS-
04

AlIS-01, AlS-02, AIS-03, IAM-05, AlS-04, CEK-03, CEK-04, IVS-04, BCR-02,
CEK-07, CEK-08, GRC-08, IAM-04, IPY-01, IAM-014, IAM-16, DSP-10,
IAM-10, IAM-11, IPY-02, IPY-03, IPY-04, STA-09, IAM-02, IAM-15, TVM-
02, GRC-01, IVS-01, IVS-07, DCS-02, HRS-04, AlS-04

TVM-08, IVS-04, IVS-09, CEK-05, LOG-03, LOG-05, SEF-03, SEF-06, TVM-
07, TVM-09, GRC-08, SEF-01, SEF-07, STA-06, AlS-07, TVM-01, TVM-03,
TVM-05, A&A-06, LOG-13, TVM-10, CEK-19, UEM-09, AlS-04

IAM-01, IAM-03, IAM-05, IAM-08, IVS-03, IVS-04, IVS-09, AIS-05, TVM-07,
TVM-09, IAM-04, IVS-05, TVM-04, DCS-06, IAM-10, STA-06, AlS-07, IAM-
02, IAM-15, TVM-01, TVM-02, TVM-03, TVM-05, IAM-07

AlS-02, CEK-03, CEK-04, CEK-07, IVS-04, BCR-02, A&A-04, IPY-01, IAM-
014, IAM-16, DSP-10, IAM-10, IAM-11, IPY-03, IAM-02, IAM-15, TVM-02,
1IVS-07, DCS-02, HRS-04, AlS-04

AlIS-03, CCC-07, LOG-10, IVS-03, IVS-09, IVS-02, LOG-03, LOG-05, LOG-
12, IAM-09, IAM-06, IAM-10, IAM-02, TVM-03, LOG-13, TVM-10, CCC-03,
HRS-04, UEM-09, AIS-04

1VS-09, BCR-03, BCR-04, CEK-05, CEK-07, LOG-03, LOG-05, SEF-03, SEF-
04, SEF-01, SEF-07, STA-06, AlS-07, TVM-01, TVM-03, TVM-05, LOG-13,
CEK-19, UEM-09, AIS-04

STA-01, STA-02, STA-03, STA-04, STA-05, STA-06, STA-07, STA-08, STA-
09, STA-10, STA-11, STA-12, STA-13, STA-14, TVM-01, TVM-05, A&A-06,
UEM-14

DSP-01, A&A-02, A&A-03, A&A-04, DSP-08, DSP-09, DSP-06, DSP-10,
IAM-10, IAM-11, IPY-03, STA-09, STA-12, GRC-01, HRS-04

IAM-04, IAM-05, IVS-04, IVS-02, IVS-05, IVS-08, STA-01, DCS-05, DCS-07,
STA-04, BCR-05, IVS-01, IVS-07, DCS-02

Activities with number of controls mapped

H O Controls mapped
2 Controls mapped
W4 Controls mapped
6 Controls mapped
8 Controls mapped
M 12 Controls mapped
M 14 Controls mapped
18 Controls mapped
21 Controls mapped

M 32 Controls mapped

1 Controls mapped
3 Controls mapped
5 Controls mapped
7 Controls mapped
9 Controls mapped
m 13 Controls mapped
M 15 Controls mapped
20 Controls mapped
24 Controls mapped
43 Controls mapped

Control count

43

32

24

24

21

20

20

18

15

14
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TABLE 18 Activities partially, implicitly, or fully included per proposal and phase, restricted to activities mapped to CCMv4 controls
referenced in the Pandemic Eleven.

Phase (activities)

Envision (11)

Plan and Design
9

Build (15)
Stabilize (11)
Deploy (9)
Support (10)
Retire (6)
Sum (71)

MS-SDL

11 (11/0/0),
100%

9(7/1/1), 100%

14 (9/5/0), 93%
11(9/1/1), 100%
8(6/2/0), 89%

7 (3/4/0), 70%
5(3/2/0), 83%

65 (48/15/2),
92%

Touchpoints

6(5/0/1), 55%

8(3/5/0), 89%

9 (5/4/0), 60%
11 (8/3/0), 100%
2(0/2/0), 22%
5(0/5/0), 50%
0(0/0/0), 0%

41 (21/19/1),
58%

SAMM2
9(6/3/0), 82%

9 (6/3/0), 100%

14 (13/1/0), 93%
10(8/2/0),91%
8(4/3/1), 89%
10 (7/3/0), 100%
6 (6/0/0), 100%

66 (50/15/1),
93%

DSOMM
10(7/3/0), 91%

8(5/3/0), 89%

12 (8/3/1), 80%
9(6/2/1),82%
5(2/3/0), 56%
9 (8/1/0), 90%
2(0/2/0), 33%

55(36/17/2),
77%

SDL?
8(5/3/0), 73%

7(4/3/0), 78%

9 (6/3/0), 60%
9(5/3/1), 82%
5(4/1/0), 56%
7 (6/0/1), 70%
6 (3/0/3), 100%

51(33/13/5),
72%

CSDL
9(8/0/1), 82%

8(5/1/2), 89%

13(10/3/0), 87%
10(5/3/2),91%
7(4/3/0), 78%

9 (8/1/0), 90%
4(0/3/1), 67%

60 (40/14/6),
85%

Note: Cells are structured as “sum (fully/partially/implicitly), sum%.”

o The difference of overall coverage between SAMM2 and the MS-SDL decreases: While in the general analysis these proposals are 4% apart, in
this analysis, it is 1%. For all proposals, overall coverage either remains identical or increases in this analysis.

e The number of proposals covering a phase completely does not increase.

¢ Individual phase coverage of proposals generally increases. For example, the MS-SDL in this analysis covers the Plan and Design phase to
100%, whereas it previously covered 91% of this phase.

¢ In some instances, individual phase coverage decreases. For example, the Build phase coverage of DSOMM decreases from 83% to 80%, while
Deploy coverage decreases from 60% to 56%. The SDL?, Touchpoints, SAMM2, and CSDL all show decreased coverage in individual phases.

o Differences to the more general analysis are generally low: Coverage increases are usually equal to or less than 10%, with an exception being

the Plan and Design coverage of the SDL2, which increases by 14%. Decreases are usually less than 5%.

We therefore find that overall coverage of proposals increases in all cases, while individual phase coverage increases in most instances. The
relative ordering of proposals remains, so SAMM2 and the MS-SDL continue to deliver the best coverage, followed by the CSDL with some dis-
tance. Considering RQ1, we find our result (see Section 4.5) to still apply: Proposals tend to not consider late SDLC phases well and those that do
again do not consider other earlier phases sufficiently.

54.2 | Relevant privacy activities
Only one privacy-related activity analyzed in Section 4.2 could not be mapped to a CCMv4 control referenced in the Pandemic Eleven: Publish
transparency information (see Table 16). This activity is not foreseen by any proposal (see Table 12). Therefore, while the coverage percentages of
proposals change, the relative ordering of proposal coverage does not.

When considering full, partial, and implicit coverage, as done in Table 18 as well, the MS-SDL and CSDL both cover 55% of all mapped pri-
vacy activities, whereas Touchpoints and SAMM2 each cover 36%. The SDL? covers 9%, while DSOMM foresees 0%.

Overall, we therefore find that coverage percentages increase, as no proposal foresees the only excluded activity, but the relative ordering
remains. As before, the MS-SDL and CSDL therefore best consider privacy, but on a continued low level of 55% coverage. Considering RQ2, we

again find our prior result (see Section 4.5) to apply, as proposals do not sufficiently integrate privacy activities.

543 | Temporal aspect for relevant activities
In order to analyze the development over time, we apply the same analysis done in Section 4.4, again using the quartiles defined in Table 14. As
detailed prior, only the security and privacy aspects are reviewed.

As described above, the underlying results—coverage of SDLC phases and privacy activities—change in the context of the Pandemic Eleven
due to removed activities. However, the overall ratings in Table 15 do not change, as all coverage changes remain within the quartiles defined in
Table 14. Therefore, our overall result from Sections 4.4 and 4.5 in regard to RQ4 remains valid: We cannot identify an overall improvement trend

over time and all timeframes observed pose trade-offs.
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5.5 | Effectiveness and efficiency analysis

In this section, we seek to identify which proposal is the most efficient in the context of the Pandemic Eleven. Based on this analysis, we identify
what is the most efficient process for creating a custom SDL which is tailored to the Pandemic Eleven context.

In the above sections, we have matched activities to CCMv4 controls which are mentioned as possible countermeasures within the Pandemic
Eleven. One can therefore argue that these mapped activities are effective in this context, as they help to protect against the Pandemic Eleven
based on the CCMv4 mapping. Conversely, one can argue that activities not mapped are ineffective in the applied context. Incorporating such inef-
fective activities, within the selected context, therefore introduces process overhead that does not help to protect from the selected attacks,
resulting in process inefficiency. Consequently, one possible definition of an process efficiency for proposals is the amount of overhead avoided, for
example, defining that the less overhead a proposal incurs the more efficient it is. Not foreseeing an effective activity also incurs process over-
head, by requiring additional work in the form of activity definition and documentation. Therefore, gaps or not incorporating activities can
decrease process efficiency as well.

Note that this definition applies only on a process or proposal level. We argue that the efficiency of individual activities cannot be easily
quantified in an objective fashion, when defining efficiency as the amount of protection gained over the investment done: The activities seek to
secure different aspects of the product, such as design, code, operations, and information. Some of them, such as threat modeling, also act pre-
ventative, while measures such as responding to vulnerabilities are reactive. Quantifying the security impact of either activity type can be chal-
lenging, particularly when mitigating effects that have not yet materialized. A comparison across activities is therefore equally complicated. The
investment required per activity can again not be quantified easily, as it would have to be measured in the field. It would also likely vary among
executions based on parameters such as problem complexity or employee experience. Therefore, it would have to be averaged across multiple
activity instances and across time, further complicating measurement. In the context of the Pandemic Eleven, the impact could be based on
above-described activity effectiveness, but doing so would not deliver additional insights beyond the relevance analysis done above. Furthermore,
the investment required would again have to be measured across projects and time. Practitioner interviews, as done in the literature for other

75139 may help to quantify the subjective efficiency of security activities but are also limited in applicability due to their subjective

activity sets,
nature. As a result, we focus onto process efficiency instead, as it can be determined more robustly and enables us to identify efficiency differ-
ences among proposals without the involvement of practitioner studies or long-term measurements in the field.

When considering our artificial baseline SDL utilized in the above sections, we can identify the process efficiency in the amount of ineffective
activities, as our baseline SDL is a superset of the relevant CCMv4 controls (see Section 5.3) and therefore no effective activities are absent.
Within individual phases, we observe an overhead or inefficiency of 0% to 31%, though only a single phase incurs 31% overhead and all others
are below 20%, with five of the eight phases including 10% overhead or less (see Figure 2). Reviewing the overall number of activities, we find
86.32% to be effective, resulting in a process overhead or inefficiency of 13.68%. We therefore argue that the baseline SDL is effective but
results in noticeable overhead.

Table 19 details how proposals cover relevant or not relevant activities per area, in order to quantify their efficiency. Coverage includes fully,
partially, and implicitly included activities. In addition, the table also details the overhead per area, quantified as the number of covered irrelevant
activities over the number of included activities. These metrics are also calculated across all areas. Within each phase or area and overall, the most
efficient proposal is highlighted in boldface. It is worth noting that the proposal with the lowest overhead due to irrelevant activities is not always
the most efficient one, as it may lack coverage of relevant activities. The most efficient proposal therefore requires the least amount of changes
to achieve 100% coverage of relevant activities and 0% coverage of irrelevant ones. In some cases, multiple proposals require the same level of
adjustment and therefore are equally efficient, even if their overhead from irrelevant activities differs. The number of overall changes required
across all areas is quantified in the last row of Table 19.

Consider, for example, the Envision phase of SAMM2. Reviewing Table 18, we find that the proposal foresees nine of 11 relevant activities,
that is, 82%. Comparing Tables 4 and 16, we find that SAMM2 foresees three of the five activities that could not be mapped in this phase: Have
experts provide ad hoc security assistance, Define development tooling, and Define attacker profiles. Therefore, the proposal foresees 60% of not rele-
vant activities. Reviewing Table 11, we find that SAMM2 overall foresees 12 activities in this phase. As three out of these 12 activities are not rel-
evant, the proposal incurs an overhead due to irrelevant activities of 25%. Overall, three irrelevant activities must therefore be removed, while
two relevant activities must be added, totaling to five changes being required. This number is equivalent to the changes required for the MS-SDL,
which foresees all relevant activities but also the five irrelevant ones, necessitating five removals. DSOMM also requires five changes: It foresees
four of the irrelevant activities and all but one relevant activity (see Table 18), requiring four removals and one addition. All three proposals are
therefore equally efficient in this phase, with other proposals performing worse: Touchpoints requires two removals and five additions, the sDL?
three removals and three additions, and the CSDL requires four removals and two additions. Therefore, SAMM2, DSOMM, and the MS-SDL are
marked with boldface in the Envision phase of Table 19.

Across all areas, the MS-SDL most often is the most efficient proposal, followed by SAMM2. Within the overall analysis, the MS-SDL also

foresees the most relevant activities, when considering privacy activities as well (note that privacy activities are not included in Table 18).
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TABLE 19 Comparison of the proposals' efficiency per phase for the Pandemic Eleven.

Area Coverage area MS-SDL Touchpoints SAMM2 DSOMM SDL? CSDL
Envision Relevant activities foreseen® 100 55 82 91 73 82
Envision Not relevant activities foreseen® 100 40 60 80 60 80
Envision Overhead from irrelevant activities” 31 25 25 29 27 31
Plan and Design Relevant activities foreseen® 100 89 100 89 78 89
Plan and Design Not relevant activities foreseen® 50 50 100 50 0 50
Plan and Design Overhead from irrelevant activities® 10 11 18 11 11
Build Relevant activities foreseen® 93 60 93 80 60 87
Build Not relevant activities foreseen® 67 67 100 100 0 100
Build Overhead from irrelevant activities® 13 18 18 20 0 19
Stabilize Relevant activities foreseen® 100 100 91 82 82 91
Stabilize Not relevant activities foreseen® 0° 0° 0° 0° 0° 0°
Stabilize Overhead from irrelevant activities® 0° 0° 0° 0° 0° 0°
Deploy Relevant activities foreseen® 89 22 89 56 56 78
Deploy Not relevant activities foreseen® 0 0 100 100 0 100
Deploy Overhead from irrelevant activities” 0 0 11 17 0 13
Support Relevant activities foreseen® 70 50 100 90 70 90
Support Not relevant activities foreseen® 0 0 100 0 100 100
Support Overhead from irrelevant activities® 0 0 9 0 13 10
Retire Relevant activities foreseen® 83 0 100 33 100 67
Retire Not relevant activities foreseen? 0° 0° 0° 0° 0° 0°
Retire Overhead from irrelevant activities” 0° 0° 0° 0° 0° 0°
Privacy Relevant activities foreseen® 55 36 36 0 9 55
Privacy Not relevant activities foreseen® 0 0 0 0 0

Retire Overhead from irrelevant activities®

Overall Relevant activities foreseen® 87 55 85 67 63 80
Overall Not relevant activities foreseen® 62 38 77 69 31 77
Overall Overhead from irrelevant activities® 10 10 13 14 07 13
Overall Changes required to be ideal fit" 14 35 15 25 24 21

2Includes fully, partially, and implicitly foreseen activities in the respective area, expressed as percent. For example, a value of 54 in the area “Relevant
activities foreseen” within the “Envision” phase therefore represents that the proposal foresees 54% of the relevant activities in that phase either fully,
partially, or implicitly.

bCalculated as the number of irrelevant activities foreseen over the number of all activities foreseen by the proposal in the phase or area (see Tables 11
and 12), in %.

“No activities are marked as irrelevant in the stabilize and retire phase.

dpercentage of relevant security and privacy activities that are foreseen by the proposal.

®Percentage of not relevant security and privacy activities that are foreseen by the proposal.

fAbsolute number of activity additions or removals required for the proposal to include 100% of relevant activities and 0% of irrelevant ones.

It requires a total of 14 adjustments in order to be a perfect fit, while SAMM2 requires 15 and others require up to 35 changes in the
case of Touchpoints (see last row of Table 19). The SDL? overall includes the least amount of overhead due to irrelevant activities but offers
the second to least coverage of relevant activities. Notably the proposals do not incur any overhead in the privacy area, as the only irrelevant
activity is not foreseen by any proposal reviewed. However, coverage of this area is also generally low. When compared against our baseline
SDL, the proposals generally have a lower overhead from irrelevant activities of 7% to 13%, except DSOMM with 14%. However, none fore-
sees 100% of the relevant activities and so incorporates additional process inefficiency in the form of missing activities or gaps. In the context
of the Pandemic Eleven, the most efficient process for creating a matching SDL therefore is to select the MS-SDL and add or remove activi-
ties as needed. SDL? is the best candidate if the least amount of overhead due to irrelevant activities is prioritized higher than coverage of

relevant activities.
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5.6 | Relevance analysis summary

We find that restricting the activity set to those relevant in the context of the Pandemic Eleven, that is, only considering activities that can be

mapped to CCMv4 controls that are referenced in the Pandemic Eleven, does not significantly change our results presented in Section 4.5, as:

e Most SDLC activities defined by us are relevant in the context of the Pandemic Eleven, as only 13.68% of activities could not be mapped to a
referenced CCMv4 control.

o The relative ordering of what proposals best support security or privacy remain identical. While individual percentages change, the differences
are usually not significant.

o Higher level ratings in the temporal analysis do not change and thus again no improvement trend can be identified.

e Organizational support is not affected by this selection, as discussed in Section 5.4.

Therefore, we find that most activities identified by us are relevant in the context of hosted solutions and that the results to our research
guestions, summarized in Section 4.5, do not change when applying this application context.

However, we note that applying a different application context, protection requirements or definition of relevance can change the results of
this relevance analysis. For example, the privacy activity publish transparency information is not relevant in the context of the Pandemic Eleven but
may be relevant to organizations due to their context. Organizations may also find other or additional activities to not be relevant in their context.
Likewise, practitioners or researchers may define relevance differently, for example, referring to such activities with the highest return on invest-

,%? are possible

ment, rather than basing relevance on commonly occurring defects. Other approaches, such as the analysis done by Miheli¢ et a
as well. Applying such other definitions can again result in different activity sets. Therefore, organizations seeking to identify a suitable proposal
may have to apply a more tailored relevance analysis and potentially integrate different datasets. In the following Section 6, we demonstrate how

an organization may perform such an individual assessment.

6 | CASESTUDY

Within this section, we present a case study in order to exemplify how the efficiency of proposals reviewed can vary, as well as the process that
an organization may follow when selecting a suitable proposal.
As elaborated in previous sections, the set of relevant or efficient activities highly depends on the application context and protection goals

applied.

6.1 | Scenario

Our case study is based on the following scenario: A small organization (organization A), with around 20 employees, is awarded a contract by a pri-
vate sector retail company (organization B) as part of a bid. The contract includes development, operation, and maintenance of an application that
will allow organization B to maintain a list of branch locations on its website within an interactive map. The application should allow each branch
location to update data such as opening times, while protecting other data, such as location and phone numbers, from alteration. Only administra-
tors are allowed to edit such protected data centrally, to enforce corporate guidance. From the perspective of organization A, this application is
fairly specific to organization B and therefore will only be offered to this organization. While high availability and certain security precautions,
such as regular penetration tests, are required in the contract, disaster recovery, and selected other activities such as an independent internal
review are not. As organization A is too small to securely operate high availability infrastructure for such a major customer, it decides to outsource
infrastructure obligations by building upon a PaaS offering. Due to the organization's size, a dedicated security team is not available. However, a
very small set of senior developers and operations members act as security champions by, for example, assisting other developers with security
questions. Organization A deploys agile software engineering practices in order to iteratively create and improve the software in collaboration
with organization B.

After providing the solution to organization B for some time, organization A faces financial difficulties due to another project and declares
insolvency. As a result, all operations are halted and the hosted solution is shut down. In order to fulfill final legal requirements from the contract,
organization A informs organization B upfront and offers a data export.

Based on this scenario, we derive the following attributes:

e The application does not process personal data.

e The providing organization A is small and therefore outsources parts of operations. It also deploys agile practices.
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e A contract is already signed with organization B before development starts.

e The solution is offered as a hosted solution to a single customer (organization B).

¢ No dedicated security team exists, but a set of security champions that assists other developers.

o Certain security precautions are required by the contract, including high availability and penetration testing, while other measures like disaster
recovery or independent internal reviews are not.

e Due to insolvency the product is terminated, but upfront warning and data exports are still required due to the contract in place.

Please note that for secrecy reasons, this scenario is fictional and not based on real-world projects of the authors. We do, however, believe it
to be realistic: 20 employees represents a typical independent software vendor (ISV) size, and the retail industry is a typical ISV market seg-

155 we identified 560 ISVs in the area of Web Content Management, which we argue fits the described product well,

ment.>* Within one database,
of which 92 organizations employ 10 to 24 employees and 341 mention cloud computing and Paa$ as technical skill.*>¢

We therefore find the described size, market, technology, and product to be typical.

6.2 | Analysis

The analysis of this case study is again based upon the previously defined process phases, analogous to Section 4.1. We also review privacy and
organizational support, similar to Sections 4.2 and 4.3. Within each of the following subsections, we discern which activities are necessary in the
scenario and which are less relevant or effective. Based on this analysis, we also discuss which proposal best matches the identified need by ana-
lyzing the coverage of selected and not selected activities in order to identify the amount of adjustment required to achieve 100% coverage of
selected activities and 0% coverage of deselected activities. This equates to the amount of change needed to adjust the proposal to the selection.
The less change is required, the more efficient it is to select the proposal as a starting point for customization as work for changes is decreased.

Note that the providing organization could base its security effort upon the Pandemic Eleven discussed in Section 5, as the scenario is a
hosted solution offered over the internet and based on cloud technologies. When basing upon the Pandemic Eleven, the organization could disre-
gard all activities that could not be mapped to CCMv4 controls referenced in the Pandemic Eleven (see Table 16) in an attempt to reduce security
and privacy-related cost. In the following, we focus on a second possibility, that is, to (de-)select each activity based on a more nuanced assess-
ment of its relevance for the selected scenario.

In order to present a concise analysis, the activities selected or deselected within each phase of the case study are summarized in a table
which is part of the supporting files of this paper (see also Section Data availability statement at the end of this paper). This table also contains
comments elaborating why activities are selected or not. Within each phase, we elaborate excluded activities and present a brief reasoning for
their exclusion.

In Table 20, we summarize the coverage per proposal of those activities selected and not selected in each phase, based on the selection docu-
mented in the supporting files and coverage data in Section 4. The table is constructed and calculated analogous to Table 19, which is described

in Section 5.5. Section 6.2.1 contains detailed examples for how values in Table 20 are calculated.

6.2.1 | Envision

In the envision phase, some activities are found to be unnecessary and therefore not efficient, as they impose overhead: The contract with
the customer has already been signed, negating the need for a business analysis, while formally sharing information across many assessments
is not required, so formally defining attacker profiles is found to not be needed. The latter instead is implicitly included into individual risk
assessment and analysis activities. Making security trainings interactive for a small set of employees is found to be inefficient as well, due to
the resulting high cost per individual and the perceived low benefit. It is therefore also excluded, resulting in a total of three activities being
removed. Other activities are not excluded but are less formal to increase efficiency. For example, security plans are done less formally and
focused onto areas of risk.

Reviewing Table 4, we find that the MS-SDL includes all 13 selected activities and all three deselected activities, covering both dimensions to
100%. Calculating the overhead from not selected activities as the number of not selected activities foreseen by the MS-SDL in this phase over the
total number of activities foreseen by the proposal in this phase, we derive a value of three over 16, or 18.75%, which we round to the closest
integer. The resulting values are documented in Table 20. As the MS-SDL foresees all selected activities, no process gaps are present. Due to the
three not selected activities foreseen, a total of three activity changes is required to create a perfect match of 100% selected activities and 0%
not selected activities. We therefore note that while the MS-SDL has the best coverage of included activities in the envision phase, it also

includes all deselected activities and therefore requires changes.
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TABLE 20 Comparison of the proposals' effectiveness per phase for the selected scenario.

Area Coverage area MS-SDL  Touchpoints SAMM2 DSOMM SDL? CSDL
Envision Selected activities® 100 54 85 92 69 85
Envision Not selected activities® 100 33 33 67 67 67
Envision Overhead from not selected activities” 19 13 8 14 18 15
Plan and Design  Selected activities® 100 83 100 100 100 100
Plan and Design  Not selected activities® 80 80 100 60 20 60
Plan and Design  Overhead from not selected activities® 40 44 45 33 14 33
Build Selected activities® 91 82 100 82 45 91
Build Not selected activities® 86 29 86 86 43 86
Build Overhead from not selected activities® 38 18 35 40 33 38
Stabilize Selected activities® 100 100 100 80 80 90
Stabilize Not selected activities® 100 100 0 100 100 100
Stabilize Overhead from not selected activities® 9 9 0 11 11 10
Deploy Selected activities® 88 25 88 63 50 75
Deploy Not selected activities® 50 0 100 50 50 100
Deploy Overhead from not selected activities® 13 0 22 17 20 25
Support Selected activities® 60 50 100 80 70 90
Support Not selected activities® 100 0 100 100 100 100
Support Overhead from not selected activities® 14 0 9 11 13 10
Retire Selected activities® 83 0] 100 33 100 67
Retire Not selected activities® NA NA NA NA NA NA
Retire Overhead from not selected activities® 0 0 0 0 0 0
Privacy Selected activities® NA NA NA NA NA NA
Privacy Not selected activities® 50 33 33 0 8 50
Privacy Overhead from not selected activitiesb,d$/{textrm {b,d}}$ 100 100 100 0 100 100
Overall Selected activities® 89 59 95 78 70 69
Overall Not selected activities 71 39 61 45 32 68
Overall Overhead from not selected activities® 28 24 24 22 18 28
Overall Changes required to be ideal fit® 29 38 22 28 29 41

Includes fully, partially, and implicitly foreseen activities in the respective area, expressed as percent. For example, a value of 54 in the area “Selected
activities” within the “Envision” phase therefore represents that the proposal foresees 54% of the selected activities in that phase either fully, partially, or
implicitly.

PCalculated as the number of not selected activities foreseen over the number of all activities foreseen by the proposal in the phase or area (see Tables 11
and 12), in %.

“No activities are excluded in the retire phase. Therefore, coverage is not applicable (NA).

9No activities are included in the privacy area. Therefore, coverage is not applicable (NA).

®Percentage of selected security and privacy activities that are foreseen by the proposal.

fPercentage of not selected security and privacy activities that are foreseen by the proposal. All privacy activities are regarded as not selected.

EAbsolute number of activity additions or removals required for the proposal to include 100% of selected activities and 0% of not selected ones.

DSOMM and SAMM2 both present a good trade-off in coverage of selected and deselected activities as well: SAMM2 foresees only one
deselected activity, the lowest coverage together with Touchpoints, but still foresees 85% of the selected activities, the third most together with
the CSDL. DSOMM foresees one deselected activity more, but also includes the second highest coverage of selected activities of 92% (see
Table 20). In order to obtain a perfect match, one deselected activity must be removed from SAMM2 and two from DSOMM. Of the selected
activities, two must be added to SAMM2 and one to DSOMM. Both proposals therefore require three adjustments and thus are, within this phase,
as efficient as the MS-SDL. Other proposals require more adjustments and are therefore less efficient: Touchpoint requires one removal and six
additions, the SDL? requires two removals and four additions, and the CSDL requires two removals and two additions. As a result, the MS-SDL,
SAMM2, and DSOMM are highlighted as the most efficient proposals in this phase via bold font in Table 20.
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6.2.2 | Plan and Design

Again, some activities are excluded as they are not required: The organization is creating the initial release of a standalone application that does
not have any integrations or related projects. Therefore, reviewing past vulnerabilities, integrations, or risk to other systems is not required at all
or not even possible. In other cases, activities are removed because the organization is building a small system that will not require collaboration
across multiple teams or projects. Therefore, building a library of TMs for reuse by other teams or formally defining best practices like reference
architectures is not done in order to also reduce overhead and cost. Overall, five activities are not included in this phase.

As summarized in Table 20, almost all proposals include all selected activities of this phase, the only exception being Touchpoints, which still
covers 83%. Almost all proposals, however, also foresee more than half of the activities which are not foreseen in this phase. Only the SDL?
covers a single removed activity, equivalent to 20% of the activities removed. As it also foresees all activities that are included, it best matches
the selection in this phase by only requiring a single activity adjustment, while, for example, DSOMM and the CSDL each require three.

6.23 | Build

Again, some activities are not included as they are not required, such as activities related to centralized oversight: Centrally defining approved
dependencies or best practices, as well as central management of findings, are not foreseen as no alignment across projects or larger teams is
required. Creating security and privacy documentation and tooling is not selected as it is not required due to multiple reasons: Privacy aspects are
not relevant in the scenarios, as no personal data is processed. Security settings meanwhile are only documented within features, as the customer
cannot configure settings extensively and therefore is not required or able to harden their system. Documentation such as hardening guides is
therefore not required. Other activities are excluded as they are included into other activities, such as reviewing dependencies upon their inclu-
sion within code reviews, or review of tools as part of the general tooling definition during the envision phase. As the case in previous sections,
activities are also excluded due to cost considerations, such as reviewing the code of dependencies or performing DAST scans. Both activities
would require significant time and expertise, both of which the team is limited in. Overall, seven activities are excluded.

When considering coverage of included activities within this phase, SAMM2 performs best, followed by the MS-SDL and CSDL. However,
when considering exclusion of deselected activities, Touchpoints and the SDL? perform best, while all others foresee 86% of excluded activities
(see Table 20). Considering both metrics, Touchpoints is the most efficient proposal due to the comparably low amount of adjustments required:

Two activities need to be removed and two need to be added.

6.24 | Stabilize

Within this phase, the project team includes the majority of activities, only excluding one. However, selected activities are combined or modified
in order to decrease the required effort and therefore cost: Dynamic runtime analysis, testing of mitigations or regressions and penetration testing
are combined into one larger engagement with an external consultant, in order to decrease the reliance onto security experts and consequently
cost. Other activities, like reviewing TMs or checking acceptance criteria, are only done at defined intervals. Some activities are also automated,
such as scanning deployment environments and creation of test reports, the latter of which is also outsourced during penetration testing. Gaining
an understanding of what to test and customizing tests are both motivated by scoping activities to decrease cost. Manual code analysis, however,
is excluded due to redundancy and cost: As the project does not have dedicated security experts, such an activity would again have to be out-
sourced or done by seniors, increasing cost. Furthermore, reviews of individual changes are already done during development in the build phase.
Finally, privacy-related subsets of activities, such as reviewing privacy documentation, are excluded as they are not required.

Reviewing Table 20, we find that SAMM2 ideally matches the selection in this phase: All included activities are foreseen, whereas the only

excluded activity is not. While the MS-SDL and Touchpoints also include all selected activities, they also contain the activity not selected.

6.25 | Deploy

Again, the project team foresees most activities: Creating plans and guides, training operations, automating and securing deployment, license
reviews, performing a review, and archiving documents are all somewhat included. However, as the case in prior phases, activities are again
adjusted to decrease their cost. For example, response plans are reduced in scope and dedicated process reviews are not done. Other activities,
such as performing an FSR or assessing third-party licenses are implicitly done by a set of other activities and phases. Both measures aim to
reduce cost, as activities are accelerated or combined with others. Two activities are removed completely: obtaining expert approval before

release and signing software releases. Expert approval is foregone as no dedicated security experts are present. Approval by a privacy expert is
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also not required as no personal data is processed. Signing of software releases is not done due to cost considerations, but mitigations are
deployed.

Considering Table 20, we note that the MS-SDL and SAMM2 both cover the highest number of selected activities. However, SAMM2 also
foresees both excluded activities, while the MS-SDL foresees one. While Touchpoints does not foresee any of the excluded activities, it only fore-

sees 25% of the included activities. Therefore, the MS-SDL is the most efficient choice: It requires one removal and one addition.

6.2.6 | Support

In order to protect the deployment and ensure stable operations, the team includes close to all activities in this phase. Continuous scans of the
infrastructure and application are foreseen in order to ensure that the deployment is hardened and free from known defects. As a PaaS platform
is used, these activities are limited in scope. Regular and automated patching as well as application updates are deployed to keep the system well
maintained and to integrate security improvements. Logging and monitoring are deployed in order to gain visibility and to enable incident
response as well as root cause analysis, which is done if required to effectively prevent future issues. The Paa$S platform again reduces efforts for
logging and monitoring setup. Finally, the team responds to incidents and vulnerability notices as contractually agreed upon. New software fea-
tures or improvements beyond the initial scope are done to the extent agreed with the customer and subject to additional change contracts. Only
preparing for disaster recovery is excluded, as the customer contract does not require it and it would incur additional cost if done nonetheless.
While Touchpoints is the only proposal to exclude the one activity not foreseen in this phase, it also only foresees 50% of the activities
included by the team (see Table 20). As only one activity is excluded, it is therefore more desirable to choose a proposal with high coverage of
included activities and then removing disaster recovery efforts. SAMMZ2 is the only proposal to include all selected activities of this phase and

therefore is the most efficient candidate by requiring only one activity change.

6.2.7 | Retire

Despite the circumstances of the system's retirement, no activity is excluded in this phase, though some sub-activities are not applicable while
others are done to a lesser extent.

As the system is removed due to the provider's insolvency, no subsequent product or service is offered and planning is done rather hastily
and superficial. However, the decommissioning is planned and executed in order to ensure that no systems are left and therefore no further cost
is incurred from the PaaS provider. Consequently, the team plans the system retirement, informs affected teams and executes the removal. The
provider reviews the contract in place and adheres to relevant clauses in order to avoid future litigation by the customer. Consequently, the cus-
tomer is warned upfront and offered a data export as required by the contract. Due to the circumstances, data are not retained by the provider
and no migration support to an alternative solution is offered.

As all activities are included by the team, the coverage per proposal is equivalent to the data displayed in Table 11. SAMM2 and SDL? both
foresee all activities of the retire phase and therefore are the most efficient proposals for this lifecycle segment as they require no further
adjustments.

6.2.8 | Privacy

As no personal data are processed by the application, the team decides to not integrate the privacy activities summarized in Table 12, as well as
privacy-related aspects of activities in the prior sections of this analysis. Activities such as defining privacy requirements, creating privacy plans,
modeling privacy threats, performing final privacy review, or data lifecycle management are therefore not foreseen. As a result, the most efficient
proposal in this area is that with the lowest coverage of privacy activities, given that any privacy activities present must be removed. DSOMM
does not foresee any such activities and therefore is the most efficient proposal to base a custom process on in this area.

Note that despite the application not processing personal data the implementing team must ensure that this assumption actually holds in
TMs and other reviews. For example, logs may otherwise contain personal data such as IP addresses or user identifiers.

6.2.9 | Organizational support

As the providing organization in this scenario is a small organization that also deploys agile software practices, we base our analysis of the organi-

zational support per proposal onto the data in Table 13, reviewing which of the activities do impair the provider in this scenario.
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As the organization is small and does not have security experts, proposals that foresee expert groups do impair the organization. A lack of
guidance for small organizations as well as undefined standards also impair the provider, as they must establish such guidance themselves. This
includes, for example, coding standards and guidance for secure code reviews. Some aspects, such as defining best practices, are however not
deployed by the provider anyhow (see design phase). The definition of a SDLC does somewhat impair the team, as some team members regard it
to contradict agile practices. Inadequate agile constructs again impair adoption as team members view affected proposals to be incompatible with
the practices applied. Other activities do not impair the provider: Threat modeling, static analysis, and final reviews are foreseen anyhow, so pro-
posals that include these activities do not impair the provider.

As a result, we derive the impairing activities and aspects listed in Table 21. While no proposal contains zero impairing activities or aspects,

DSOMM, SAMMZ2, and Touchpoints each only contain two, making them the most suitable proposals in this scenario.

6.3 | Summary

Reviewing Table 20 and the prior sections, we find that SAMM2 is the proposal most suitable for the scenario described: Across all phases
and privacy combined it is the proposal that requires the least amount of change in order to match the selection done, requiring 22 adjust-
ments whereas DSOMM requires 28, the MS-SDL or SDL? require 29, Touchpoints requires 38, and the CSDL requires 41. SAMM2 is also
one of three proposals that impair the organizational context the least. It also is the best matching proposal in the Stabilize and Support
phases, ties with other proposals as best candidate in the Envision and Retire phases and is the second best matching proposal within the Build
and Deploy phases. In the Privacy area, where all activities are excluded, it foresees 33% and therefore incurs less overhead than proposals
such as the MS-SDL and CSDL.

Due to it matching best and supporting the organizational context, SAMM2 is the most efficient proposal in this scenario. In this case study,
it is therefore selected as the proposal to base a custom approach onto. SAMM2 also is effective by often already including activities foreseen,
resulting in better guidance and therefore effective assistance to the organization.

Within this case study, the proposals introduce significantly higher overhead from not selected activities than in the Pandemic Eleven
context (see Section 5.5): While the proposals introduce 7% to 14% in the Pandemic Eleven, they introduce 18% to 28% in this case study.
Likewise, the number of changes required is also higher: SAMM2, as the most efficient proposal in this case study, requires 22 changes,
whereas the most efficient proposal in the Pandemic Eleven requires 14. In some instances, this increase in inefficiency and required changes
is due to all privacy activities being disregarded in this case study. This particularly affects the MS-SDL and CSDL, which foresee half of these
activities (see Table 12).

Note that as discussed in Section 5.5, the efficiency of individual activities cannot be easily quantified in an objective fashion, when defining
efficiency as the amount of protection gained over the invested done. Within this case study, the investment required per activity can further-
more not be quantified as it is based on a fictional case. As a result, we focus onto selecting an efficient proposal instead and in this
section define efficiency to be the amount of change required to adjust a given proposal for a selected scenario, quantified by the amount of
activities that must be added or removed. The fewer changes are required, the more efficient it is to use a given proposal as basis for a custom
process in the described scenario. The last row of Table 20 quantifies the number of changes required per proposal, highlighting SAMM2 as most
efficient one. This definition is analogous to the definition of process efficiency used in Section 5.5, as it again bases on process overhead
and gaps.

We further note that the selection of activities is context dependent. For example, some activities were selected or deselected due to con-
tractual obligations or processing of personal data, which may or may not exist in other scenarios. As a result, the most efficient proposal varies
based on context and activity selection applied and cannot be quantified universally. This is also highlighted by the differences in efficiency
between this case study and the Pandemic Eleven (see Section 5.5). However, the material presented in this paper can help organizations in
selecting the most suitable and thus efficient proposal for their context among the proposals reviewed, as demonstrated within this section.

TABLE 21 Activities impairing organizational aspects of the provider per proposal.

Activity MS-SDL Touchpoints SAMM2 DSOMM SDL2 CSDL
Expert groups or conflicts of interest foreseen [ ) [} o o [ J [ ]
SDLC defined (] (@) (@) (@) [ [ ]
Inadequate agile constructs [ ) O O [ J O O
No (implicit) guidance for small organizations O ) @] @] [ ] [ )
Undefined standards foreseen @) (@) [ ] O [ ] [ ]

Note: @ = affected, O = not affected.
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7 | DISCUSSION

In the following, we discuss threats to the validity of our work and identified limitations, as well as implications for both practitioners and

researchers.

7.1 | Threats to validity

The comparison results depend substantially on the activity definitions and phase segmentation applied. If individual activities were to be defined
or interpreted differently, the comparison would differ from the results in Sections 4 to 6. Likewise, if phases were to be defined differently, be it
in their number or activities included, the overall phase coverage would differ from the presented results. Still, the activity definitions given in the
supporting files (see the Supporting Information) are based on the proposals reviewed and thus are not arbitrary. However, other definitions and
additional activities exist, which may influence comparison results. Such alternative definitions can stem from other SMMs and SDLs not reviewed
within this work, such as those referred to in Sections 2.1 and 3. These alternative proposals are not analyzed due to the selection criteria
described in Section 2.1.

Additional or alternative activity definitions may also originate from best practices, possibly such recommended by academia. These, however,
are not reviewed within our work. Related work, such as Assal and Chiasson,*° does consider security best practices. Within our work, such advice
is not reviewed as the focus is placed on more holistic approaches that cover the lifecycle of a solution rather than individual activities (see
Section 2.1). However, such best practices may contribute different or additional activity definitions not considered in this work. Such definitions
may highlight further gaps in current proposals that are not raised within the work presented. An exception from this point may be the privacy-
related analysis which aims at covering as many privacy engineering activities as possible.

Aside of the activities and proposals chosen, the structure used for the comparison in Sections 4.1, 4.2, 5 and 6 may threaten its validity as
well. As discussed in Section 4.3.1, phase-based approaches may not suit agile organizations well and may be rejected by agile teams, while agile
again is connected to hosted solutions (see Section 1.2). Yet, the comparison presented utilizes a phase-based segmentation itself. This, however,
is only done to structure the comparison into logical, smaller elements and allow for a coverage analysis per phase. We do not imply that such a
segmentation must be applied within projects, SDLs or SMMs, as some proposals reviewed do not define phases themselves.

Applying this structure can, however, induce a certain bias, as the original structures of other proposals differ. The comparison could there-
fore be skewed in favor of the SDL2. However, this structure is used to organize activities extracted from all proposals, not only the SDL2. The
structure of the SDL? is therefore not directly applied, reducing potential bias.

With respect to Section 5, activity relevance may be defined differently as well. This can occur when selecting a different elicitation process
or data source. Applying such an alternative relevance definition can again result in different results from those presented in Section 5. With
regard to the data source chosen, we base our relevance definition on a published list of commonly occurring security defects, which is the result
of a study among over 700 industry experts.2*® P- ¢ We therefore argue that this data is well founded, although not universal. Similarly, organiza-
tions may choose a different activity set than the selection applied in Section 6. This, again, would result in different results, as also highlighted in
that section. However, the case study seeks to act as an example for how organizations can identify the most efficient proposal for them and as
such is specific to the described scenario. It is not intended to be universally applicable.

The definition of efficiency utilized in Sections 5.5 and 6 is restricted to process efficiency rather than efficiency of individual activities. We rea-
son this approach in Sections 5.5 and 6.3. Again, when defining efficiency on an activity rather than a process level, results may differ.

Considering the elicitation process of relevant activities used in Section 5, we identify two alternatives to the approach taken: case stud-
ies, which can examine activity relevance in a specific project, as well as practitioner studies, which can assess industry sentiment across orga-
nizations. We note that all approaches, including the one applied in Section 5, are somewhat bound to a context, as the unique protection
requirements of a hosted solution may differ, resulting in different relevance in different areas. We do not utilize a case study in Section 5,
as such an analysis would be bound to one specific project, significantly restricting applicability. Instead, we include a dedicated case study in
Section 6. This case study highlights that activity selection may differ, as it identifies other activities to be included or excluded in one specific
context. It also exemplifies the process that organizations may apply for a more tailored relevance and efficiency analysis, as pointed out in
the end of Section 5.

A practitioner study is not considered for Section 5 as it would require a large number of carefully selected respondents to be of value.
Related work such as the survey presented by Miheli¢ et al*®? is not utilized as it reviews only few activities and the impact scores identified are
rather similar (see Section 4.3.2). We do, however, indirectly base our analysis in Section 5 onto a practitioner study, by basing on a study of com-
monly occurring security defects that also defines applicable countermeasures. As discussed, organizations may find a more targeted relevance
analysis to be required for their specific context, which may also differ among hosted solution offerings within an organization. The process for

such an analysis is executed in an example scenario within Section 6, which identifies the most efficient proposal for one specific scenario.
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7.2 | Limitations

Proposals not reviewed within this work may define activities not included within the analysis presented and also perform better or worse than
the analyzed proposals. This is a natural consequence of the scoping applied, which is necessary to preserve a concise analysis.

However, further analysis of other proposals, such as those referenced in Section 2.1, is necessary. The approach taken within this paper can
serve as framework for such further analysis.

Finally, some of the proposals reviewed are governed by corporations and proprietary in nature, such as the MS-SDL and CSDL. Within
our analysis, we are limited to publicly available information, which may however not fully reflect the application of these proposals within
their respective organizations. Therefore, the coverage of such proposals during practical application within their organizations may be signifi-

cantly higher.

7.3 | Implications for practitioners

The comparison presented in Sections 4 and 5 of this work highlight deficits in the analyzed proposals that apply—but are not limited to—
providers of hosted solutions. While other proposals may exist in the literature that address the concerns raised, the presented analysis indicates
that the SDLs and SMMs reviewed, from both current publications and older works, do not address these concerns sufficiently. As also demon-
strated in Sections 5.5 and 6, the proposals incur varying overhead and thus process inefficiencies from missing relevant or included irrelevant
activities. Within a case study in Section 6, most proposals foresee less than 80% of activities selected while including overhead due to
irrelevant activities. The overhead and efficiency of proposals does, however, depend on the selection of activities applied, as we demonstrate in
Sections 5 and 6: Due to the selections applied, the most efficient proposal in the Pandemic Eleven context is the MS-SDL, whereas in our case
study, it is SAMM2.

Practitioners may therefore find context-specific adjustments to be required and can utilize the results of this work when enhancing the
reviewed proposals to better support hosted solution providers or individual scenarios. This can be done by adding or removing activities,
possibly utilizing the relevance analysis in Section 5 and applying a similar process to the one demonstrated in Section 6. The support of pro-
posals for small or agile organizations could also be improved, possibly by removing constructs that impair agile teams or by offering more
guidance to technical staff.

For example, practitioners selecting a proposal may find that removing activities benefits efficiency, as irrelevant activities can be considered
process overhead that consumes expert resources otherwise available for more relevant tasks. This can be of particular interest as security
experts may be scarce (see Section 4.3.1). As proposals incur varying degrees of such overhead, depending on the selection applied, practitioners
may seek to select the proposal with the least overhead in their context as basis for further adjustments. One possible approach is to define the
required activities and assess proposals solely based on overhead due to irrelevant activities. However, doing so may result in the selection of a
proposal with significant process gaps, which also require expert resources to address, possibly in a reoccurring fashion. Therefore, not only over-
head but also process gaps, that is, the total number of changes required for a perfect fit, should be considered during selection. This metric is
used in Sections 5 and 6, demonstrating its application. The mapping to CCMv4 controls presented in Section 5 may also assist organizations in
prioritizing and selecting activities for their analysis. The case study in Section 6 demonstrates a selection process that includes context definition,
activity elicitation, efficiency analysis, and identification of required adjustments.

Organizations may find continuous execution of this selection process to be necessary as well, due to changing requirements and context
such as evolving use of the product or changing regulations. Likewise, re-assessments may be initiated when new data on the efficiency and effec-
tiveness of individual activities within the organization become available. Practitioners within organizations can utilize the results of this work
when performing such proposal reviews and preparing adjustments. Those utilizing one of the proposals analyzed, or a custom approach based on
them, can refer to the concerns presented and reflect if their organization is affected. Others can utilize the comparison model presented to (re-)
assess their own SDL or SMM and benchmark it against analyzed proposals from industry and literature, including the relevance assessment in
Section 5. In both scenarios, practitioners can then add or remove activities from their organization's SDL or SMM as discussed in Section 6
in order to enhance support for hosted solutions or streamline the process. For example, practitioners may seek to consider privacy more, increase
coverage of SDLC phases, or improve organizational support.

.66 PP- 10-11 criticize security research to often focus onto attacks rather than assisting developers. Within our work, no direct

Kostova et a
guidance for project members is given, as protection requirements and context of hosted solutions may necessitate different activities. However,
above-described improvement activities can benefit developers, security experts, (risk-)management, and compliance stakeholders in an organiza-

tion by enabling a more complete approach to security and privacy that considers organizational requirements.
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7.4 | Implications for researchers

Within our work, we present challenges that affect the analyzed SDLs and SMMs in the context of hosted solutions. Research is required to
address these in a holistic fashion, to find solutions that can be applied to the reviewed proposals and others. For example, research is required
to improve the support of such proposals for small or agile organizations as well as increased coverage of security and privacy requirements. As
multiple proposals are presented by practitioners or members of the industry, practitioner involvement is required (see prior Section).

Further research is also required in order to identify relevant activities in specific contexts, as well as general industry sentiment towards
selected security and privacy activities, such as the work presented by Miheli¢ et al.'*? Based on such insights, proposals could be restricted to
more relevant activities, resulting in increased efficiency and decreased adoption cost by removing less relevant tasks. As discussed in Section 5.5,
we do not believe that the objective efficiency of individual activities can be quantified in a practical manner. We instead argue that industry sen-
timent across a large sample size can act as substitute, as it allows to elicit the perceived efficiency of activities across the industry. Research is also
required to identify relevant standard security requirements that benefit smaller organizations and again decrease adoption cost.

We have also identified that a clear improvement trend among proposals cannot be observed. However, our test set of six proposals is lim-
ited, so further research is required to generalize these observations. Should they hold true across the literature, this would indicate that recent
advancements in SMMs and SDLs do not necessarily improve the situation of hosted solution providers.

To this end, researchers can utilize the presented comparison methodology and data to analyze additional proposals not covered in our work,
including future iterations of CMMC2 and CSF that will be published soon.

As motivated, regulatory and compliance concerns can be of major interest to hosted solution providers. Within our work, we have only
reviewed the area of data protection and privacy. Other areas of concern, that require further analysis, include regulated sectors and emerging IT
legislation in areas such as digital services,*>” cyber-physical systems,**® and artificial intelligence.r> We note that sector-specific proposals
already exist, such as CMMC2. Unfortunately, reviews that consider regulatory aspects may, due to the regional nature of regulations, only apply
to a small set of the industry. Research in this field may, however, be able to more easily apply a top-down analysis and identify relevant activities,

as protection requirements and context are more closely defined.

8 | CONCLUSION

SDLs and SMMs help organizations to structure security and privacy activities. These, however, also require updates to account for industry
changes in the development and operation of software.

Within the presented work, a comparison of selected SDLs and SMMs, stemming from both practitioners and the literature, is conducted.
The comparison targets Microsoft's SDL, Touchpoints, Cisco's SDL, SAMM2, DSOMM, and SDL? within the areas of security, privacy and organi-
zational support. Additionally, temporal aspects of the proposals and activity relevance are reviewed, and a case study is conducted. The structure
of the comparison itself, alongside the activity definitions presented, can further be used to perform additional comparisons. Insofar, the work
does not only present a comparison, but it also presents a framework for conducting further ones.

Weaknesses of the analyzed proposals in the context of hosted solutions are identified. This includes concerns related to security, privacy,
and organizational context. More specifically, the proposals are found to not always address late process phases, privacy concerns, or small and
agile entities. It is also identified that no clear improvement trend can be observed across these dimensions among the proposals assessed, while
most activities are found to be relevant in the selected context of the CSA's Pandemic Eleven and in the case study conducted.

While additional proposals should be analyzed within future work, the deficits identified within this analysis hold across major proposals and
may necessitate a new proposal or significant improvements to an existent one. Such work must better consider hosted solutions and their pri-

vacy requirements, organizational context, and prolonged lifecycle. Future work of the authors will focus onto proposing such improvements.
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